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Chief FOIA Officer 

 c/o Director, Information Management Office 

Office of the Director of National Intelligence,  

Washington, DC 20511  

dni-foia@dni.gov  

I am contacting you to advise notice of appeal.  I appeal all withholdings in full. 

I would like to remind you that Peter Frank is the Attorney General of Germany since October 
2015, Bruno Kahl has also been serving as the President of the BND since 2016.   

I am as a courtesy providing you with a signed copy of the Data Sharing Agreement with the 
European Union executed by Attorney General Loretta Lynch inter alia. 

I am also providing you with copies of recent memoranda of understanding in relation to 
President Biden and his meetings with the European Union in relation to handling of data as 
well as implied conduct for diplomatic relations.  

/s/ 

William Fernandes 

 

 

 































































OCTOBER 07, 2022

FACT SHEET: President Biden Signs Executive
Order to Implement the European Union-U.S.

Data Privacy Framework

Today, President Biden signed an Executive Order on Enhancing Safeguards

for United States Signals Intelligence Activities (E.O.) directing the steps that

the United States will take to implement the U.S. commitments under the

European Union-U.S. Data Privacy Framework (EU-U.S. DPF) announced by

President Biden and European Commission President von der Leyen in

March of 2022. 

Transatlantic data flows are critical to enabling the $7.1 trillion EU-U.S.

economic relationship.  The EU-U.S. DPF will restore an important legal

basis for transatlantic data flows by addressing concerns that the Court of

Justice of the European Union raised in striking down the prior EU-U.S.

Privacy Shield framework as a valid data transfer mechanism under EU law. 

The Executive Order bolsters an already rigorous array of privacy and civil

liberties safeguards for U.S. signals intelligence activities. It also creates an

independent and binding mechanism enabling individuals in qualifying

states and regional economic integration organizations, as designated under

the E.O., to seek redress if they believe their personal data was collected

through U.S. signals intelligence in a manner that violated applicable U.S. law.

U.S. and EU companies large and small across all sectors of the economy rely

upon cross-border data flows to participate in the digital economy and

expand economic opportunities. The EU-U.S. DPF represents the

culmination of a joint effort by the United States and the European

Commission to restore trust and stability to transatlantic data flows and

reflects the strength of the enduring EU-U.S. relationship based on our

shared values. 



In particular, the Executive Order:

• Adds further safeguards for U.S. signals intelligence activities,

including requiring that such activities be conducted only in pursuit of

defined national security objectives; take into consideration the privacy

and civil liberties of all persons, regardless of nationality or country of

residence; and be conducted only when necessary to advance a validated

intelligence priority and only to the extent and in a manner

proportionate to that priority.

• Mandates handling requirements for personal information collected

through signals intelligence activities and extends the responsibilities of

legal, oversight, and compliance officials to ensure that appropriate

actions are taken to remediate incidents of non-compliance.   

• Requires U.S. Intelligence Community elements to update their

policies and procedures to reflect the new privacy and civil liberties

safeguards contained in the E.O. 

• Creates a multi-layer mechanism for individuals from qualifying

states and regional economic integration organizations, as

designated pursuant to the E.O., to obtain independent and binding

review and redress of claims that their personal information collected

through U.S. signals intelligence was collected or handled by the United

States in violation of applicable U.S. law, including the enhanced

safeguards in the E.O. 

◦ Under the first layer, the Civil Liberties Protection Officer in the

Office of the Director of National Intelligence (CLPO) will conduct

an initial investigation of qualifying complaints received to

determine whether the E.O.’s enhanced safeguards or other

applicable U.S. law were violated and, if so, to determine the

appropriate remediation. The E.O. builds up the existing statutory

CLPO functions by establishing that the CLPO’s decision will be

binding on the Intelligence Community, subject to the second layer

of review, and provides protections to ensure the independence of

the CLPO’s investigations and determinations.  

◦ As a second layer of review, the E.O. authorizes and directs the

Attorney General to establish a Data Protection Review Court



(“DPRC”) to provide independent and binding review of the CLPO’s

decisions, upon an application from the individual or an element of

the Intelligence Community. Judges on the DPRC will be appointed

from outside the U.S. Government, have relevant experience in the

fields of data privacy and national security, review cases

independently, and enjoy protections against removal. Decisions of

the DPRC regarding whether there was a violation of applicable U.S.

law and, if so, what remediation is to be implemented will be

binding. To further enhance the DPRC’s review, the E.O. provides for

the DPRC to select a special advocate in each case who will advocate

regarding the complainant’s interest in the matter and ensure that

the DPRC is well-informed of the issues and the law with regard to

the matter. The Attorney General today issued accompanying

regulations on the establishment of the DPRC.

• Calls on the Privacy and Civil Liberties Oversight Board to review

Intelligence Community policies and procedures to ensure that they

are consistent with the Executive Order and to conduct an annual review

of the redress process, including to review whether the Intelligence

Community has fully complied with determinations made by the CLPO

and the DPRC.

These steps will provide the European Commission with a basis to adopt a

new adequacy determination, which will restore an important, accessible,

and affordable data transfer mechanism under EU law. It will also provide

greater legal certainty for companies using Standard Contractual Clauses and

Binding Corporate Rules to transfer EU personal data to the United States.

###



European Commission - Questions and answers

Questions & Answers: EU-U.S. Data Privacy Framework, draft adequacy

decision

Brussels, 13 December 2022

On 13 December, the European Commission launched the process to adopt an adequacy decision for

the EU-U.S. Data Privacy Framework, which will foster trans-Atlantic data flows and address the

concerns raised by the Court of Justice of the European Union in its Schrems II decision of July 2020.

The draft adequacy decision concludes that the United States ensures an adequate level of protection

for personal data transferred from the EU to the US. This is based on an in-depth assessment of the

Data Privacy Framework itself and its obligations for companies, as well as the limitations and

safeguards on access by US public authorities to data transferred to the US, in particular for criminal

law enforcement and national security purposes.

The proposal for a draft adequacy decision follows the signature of an Executive Order by President

Biden on 7 October 2022. Along with the Regulation issued by the Attorney General, the Executive

Order implemented into US law the agreement in principle on a new EU-U.S. Data Privacy Framework

announced on March 2022 by President von der Leyen and President Biden. The Executive Order

introduces new binding safeguards to address the concerns raised by the Court of Justice of the

European Union in its Schrems II judgement. It imposes limitations and safeguards on access to

data by US intelligence agencies, and establishes an independent and impartial redress mechanism

to handle and resolve complaints from Europeans concerning the collection of their data for national

security purposes.

1. What is an adequacy decision?

An adequacy decision is one of the tools provided under the General Data Protection

Regulation (GDPR) to transfer personal data from the EU to third countries which, in the assessment

of the Commission, offer a comparable level of protection of personal data to that of the European

Union.

As a result of adequacy decisions, personal data can flow freely and safely from the European

Economic Area (EEA) to a third country, without being subject to any further conditions or

authorisations. In other words, transfers to the third country can be handled in the same way as

intra-EU transmissions of data.

Once the adequacy decision is adopted, European entities will be able to transfer personal data to

participating companies in the United States, without having to put in place additional data

protection safeguards.

US companies will be able to certify their participation in the EU-U.S. Data Privacy Framework by

committing to comply with a detailed set of privacy obligations (such as purpose limitation and data

retention, as well as specific obligations concerning data security and the sharing of data with third

parties).

    2. What are the criteria to assess adequacy?

Adequacy does not require the third country's data protection system to be identical to the one of

the EU, but is based on the standard of ‘essential equivalence'. It involves a comprehensive

assessment of a country's data protection framework, both of the protection applicable to personal

data and of the available oversight and redress mechanisms.

The European data protection authorities have developed a list of elements that must be taken into

account for this assessment, such as the existence of core data protection principles, individual

rights, independent supervision and effective remedies.

3. What are the limitations and safeguards regarding access to data by United States

intelligence agencies?



An essential element of the US legal framework on which the draft adequacy decision is based

concerns the Executive Order signed by President Biden on 7 October. The Order, as well as an

accompanying Regulation, implemented the commitments made by the US in the agreement in

principle announced in March by President von der Leyen and President Biden.

For Europeans whose personal data is transferred to the US, the Executive Order provides for:

Binding safeguards that limit access to data by US intelligence authorities to what is

necessary and proportionate to protect national security;

Enhanced oversight of activities by US intelligence services to ensure compliance with

limitations on surveillance activities; and

The establishment of an independent and impartial redress mechanism, which includes a

new Data Protection Review Court to investigate and resolve complaints regarding access

to their data by US national security authorities;

The Executive Order requires US intelligence agencies to review their policies and procedures to

implement these new safeguards.

4. In what way is the new redress mechanism in the area of national security different

from the previous Privacy Shield Ombudsperson?

The Executive Order, together with the accompanying Regulation, establishes a new two-layer

redress mechanism, with independent and binding authority.

Under the first layer, EU individuals will be able to lodge a complaint with the so-called ‘Civil

Liberties Protection Officer' of the US intelligence community. This person is responsible for ensuring

compliance by US intelligence agencies with privacy and fundamental rights. 

Under the second level, individuals will have the possibility to appeal the decision of the Civil

Liberties Protection Officer before the newly created Data Protection Review Court. The Court will be

composed of members from outside the US Government, who are appointed on the basis of specific

qualifications, can only be dismissed for cause (such as a criminal conviction, or being deemed

mentally or physically unfit to perform their tasks) and cannot receive instructions from the

government. The Data Protection Review Court will have powers to investigate complaints from EU

individuals, including to obtain relevant information from intelligence agencies, and will be able to

take binding remedial decisions. For example, if the DPRC would find that data was collected in

violation of the safeguards provided in the Executive Order, it will be able to order the deletion of the

data.

To further enhance the Court's review, in each case, the Court will select a special advocate with

relevant experience to support the Court, who will ensure that the complainant's interests are

represented and that the Court is well-informed of the factual and legal aspects of the case. This will

ensure that both sides are represented, and introduces important guarantees in terms of fair trial

and due process.

These are significant improvements compared to the mechanism that existed under the Privacy

Shield.

5. What are the next steps in the process?

The draft adequacy decision was transmitted to the European Data Protection Board (EDPB) for its

opinion.

Afterwards, the Commission will need to obtain the green light from a committee composed of

representatives of the EU Member States. In addition, the European Parliament has a right of

scrutiny over adequacy decisions.

Only after that, the European Commission can adopt the final adequacy decision, which would allow

data to flow freely and safely between the EU and US companies certified by the Department of

Commerce under the new framework.

6. What are the options available to companies in the meantime?

It is important to remember that an adequacy decision is not the only tool for international transfers.

Model clauses, which companies can introduce in their commercial contracts, are the most used

mechanism to transfer data from the EU. Last year, the Commission adopted modernised ‘Standard

Contractual Clauses' to facilitate their use, including in light of the requirements set by the Court of

justice in the Schrems II judgment. Practical guidance to companies relying on Standard Contractual



Clauses for transferring data is also available.

All the safeguards that have been put in place by the US Government in the area of national security

(including the redress mechanism) will be available for all transfers to companies in the US under

the GDPR, regardless of the transfer mechanisms used.

For more information

Press release

EU-US data transfers
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