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Memorandum of Understanding
South Bay lnformation $haring System ($BISS)

SOUTH BAY REGION NODE

This Memorandum of Understanding (.MOU') is made and entered into on thÌs 1st flqy
of october and year 20L3 by and between the parties below and all future
signers of this Agreement, known collectively as "Member Agencies" or individually as a
"Member Agency."

The following Member Agencies hereby create the South Bay lnformation Sharing
System (SBISS) SOUTH BAY REGION NODE (Node): The following agencies are
collectively known as the "Origínal Member Agencies."
Santa Clara County:

. Campbell police Department ' Mountain View Police Department

. Gilroy police Department ' Palo Alto Police Department

¡ Los Altos Police Department ' sân Jose Police Department

. Los Gatos-Monte Sereno police ' Santa Clara County Sheriff's Office

Departmenf r $anta Clara Police Department
. Milpítas Police Departmenf r Sunnyvale Department of Public

' Morgan Hill Police Departmenl Safety

$anta Cruz County:

' Capitola Police Department
, Santa Cruz Police Department

Monterey County:

' Carmel Police Department

. Del Rey Oaks Police Department

. Gonzales Police Department

r Greenfield Police Department

' King City Police Department

' Marina Police Department

. Monterey Police Department

San Benito Countyl
. Hollister Police Depaftment

Santa Cruz County Sheriff's Office

Watsonville Police Department

. Monterey County Sheriffs Office

" Pacific Grove Police Department

' Salinas Police Department
. Sand City Police Department
- Seaside Police Department

' Soledad Police Department

San Benito County Sheriffls
Office
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3.1.1.6 One Director shall be appointed by the Santa Cruz 
County Police Chief’s Association from its membership. 

3.1.1.7 One Director shall be the Monterey County Sheriff. 
3.1.1.8 One Director shall be the Chief of the Salinas Police 

Department. 
3.1.1.9 One Director shall be appointed by the Monterey 

County Police Chief’s Association from its membership. 
3.1.1.10 One Director shall be the San Benito County Sheriff. 
3.1.1.11 One Director shall be the Chief of the Hollister Police 

Department. 
 
3.1.2 Each member of the Board shall have one vote.  A majority of 

the members of the entire Board shall constitute a quorum for 
the transaction of business.  Except where a supermajority is 
required by statute, this MOU or a resolution of the Board, 
actions by the Board shall require the affirmative vote of a 
majority of the entire Board (i.e. six (6) affirmative votes). 

 
3.1.3 Every year the Board shall elect a Chair from among its 

membership to preside at meetings and shall select a Secretary 
who may, but need not, be one of the eleven Directors. 

 
3.1.4 The Board shall establish and adopt bylaws and a governance 

process and will set policy for the use of the SBISS South Bay 
Region Node. 

 
3.1.5 Meetings: The Board shall hold at least one meeting each year, 

and may schedule additional or special meetings as necessary. 
 
 
 
 

4 Committee and Working Groups 
 

4.1 South Bay Region Node Technology Committee:  The Board of Directors 
may appoint a representative from each Member Agency to serve on the 
Technology Committee.  The Technology Committee Members will serve 
at the sole discretion of the Board of Directors. The Technology 
Committee will develop policies relating to data set information sharing. 
The Technology Committee will meet at least once per year to address 
system operations, upgrades, enhancements and any other matters of 
concern to Member Agencies. 

 
4.2 South Bay Region Node Working Groups:  The Board is empowered to 

create, dissolve, or reconstitute working groups, appoint representatives, 
and perform other actions as deemed necessary to fulfill the purposes 

















fully integrating the Member Agencies, future agencies and potential
future data sources.

From time to time the Member Agencies may develop, adopt or create
additional policies and/or procedures related to other forms of
information gathering and sharing, hosted by SBISS. The Member
Agencies will have an opportunity to review, comment or revise these
policies and once approved by the Board of Director, the policies will be
incorporated herein (See, Appendix) and the Member Agencies will be
bound by the terms therein.

The parties hereto execute this MOU as of the Effective Date.

Santa Clara County Agencies

Citv of Gampbell

10.2

Mark Linder
City Manager
City of Campbell

Date

Greg Finch
Chief of Police
City of Campbell

Thomas J. Hag
City Manager
City of Gilroy

Date

Approved as to Form:

Gilroy City Attorney's Office

1rb
City Attomey

By:

t3

\,ft,¡rV YNtJITVA

Date

vt-)to I tZ
Deîise J. ÏuiÀbr
Chief of Police
City of Gilroy

Date
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Gitv of San Jose

Ed Shikada
City Manager
City of San Jose

Larry Esquivel
Police Chief
City of San Jose

San Jose State Universitv

Administration and Finance
San Jose State University

Peter Decena
Police Chief
San Jose State University

Citv of Santa Glara

Date

Date

Date

Date

3t rf
Date

/*zz-/y'
Date

APPROVED AS TO FORM:
cH.Y ArToRt¡EY's OFFICE

¡uìo .1. Fuèntes
City Manager
City of Santa Clara

Mike Sellers
Police Chief
City of Santa Clara

C.., L
SBISS South Bay Region Node MOU Agreement_v.4.0

cl¿,RA

^'iaËur{of sz





Countv of Santa Clara

Jeffrey Smith M.D.
County Executive
County of Santa Clara

Laurie Smith
Sheriff
County of Santa Clara

Karen Fletcher (lnterim)
Chief Probation Officer
County of Santa Clara

Jeffrey Rosen
District Attorney
County of Santa Clara

Citv of Sunnwale

bers

Frank Grgu na
Director of Public Safety
City of Sunnyvale

Date

Date

Date

Date

Date

/ ,[7-l/
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Santa Cruz County Agencies: 

City of Capitola 

Jamie Goldstein 
City Manager 
City of Capitola 

Rudy Escalante 

Chief of Police 

City of Capitola 


City of Santa Cruz 

~ 

Martin Bernal 

City Manager 

City Santa Cruz 


K 

County of Santa Cruz 

Susan A. Mauriello 
County Administrative Officer 
County of Santa Cruz 

SBISS South Bay Region Node AfOU Agreement_vA,O 
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Daniel Ortega (l nterim)
Police Chief
City of Greenfield

Sitv oJ Kips üitv

Michael
Clty Manager
City of King City

Bruce t\lliller lnterim)
Police Chief

G.l!v of Marina

Layne P. Long
City Manager
City of Marina

Edrnundo Rodriquez
Chief of Police
City of Marina

titv of fulsr¡tersv

Fred Meurer
City Manager
tity of Monterey

Date

Date

l\ü
¡$i
I lx*¡
.t¡

t
!

Date

Date

Date

Date
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Todd Bodem
City Administrator
City of Sand

Brian
Police Chief
City of Sand City

Citv of Seaside

John Dunn
City Manager
City of Seaside

Vicki L.H. Myers
Police Chief
City of Seaside

Countv of Monterev

Lew C. Bauman
Cou nty Admin istrative Officer
County of Monterey

Stephen T. Bernal
Sheriff
County of Monterey

Manuel Real
Chief Probation Officer
County of Monterey

Date

6:U-ll'
Date

Date

Date

Date

Date
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Todd Bodem
City Administrator
City of Sand City

Date

Brian Ferrante
Police Chief
City of Sand City

Citv of Seaside

Date

John Dunn
City Manager
City of Seaside

Date

Vicki L.H. Myers
Police Chief
City of Seaside

Goun of

Lew C
Coun
Coun

Date

É¡

q/vltU
Date

r

en T. Berna
Sheriff
County of Monterey

Dean D. Flippo
District Attorney
County of Monterey
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Citv of Soledad

Adela P. Gonzalez
City Manager
City of Soledad

Eric Sills
Chief of Police
City of Soledad

Date

1 þ
Date

California State Universitv. Monterev Bav

Kevin Saunders
VP Administration and Finance
California State University, Monterey Bay

Earl Lawson
Chief of Police
California State University, Monterey Bay

Date

Date
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San Benito County Agencies:

Citv of Hollister

ll1am B Avera

City Manager
City of Hollister

Police Chief
City of Hollister

Countv of San Benito

Ray Espinosa
County Admin istrative Officer
County of San Benito

Darren Thompson
Sheriff-Coroner
County of San Benito

Don H. Blevins (lnterim)

/z-tr-t{
Date

Date

Date

Date
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Cost allocation for the Probation Departments (see above Table 3) will be 
based on shared maintenance costs for sustainment of the COPLINK 
Supervised Release and Monitoring Alert Module (SRMA Module), and 
the integration of their respective case management data source into 
COPLINK data warehouse.  
Cost allocation for the District Attorney Offices will be based on sworn 
counts (see above Table 4).  

 
3.9 In the event of a violation of the terms and conditions of the Cost Sharing 

Agreement, the Board will be responsible for analyzing any violation of the 
Agreement and will determine what action, if any shall be taken against 
the Member Agency for said violation. 
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Exhibit D 
 

        COPLINK   
 

ANNUAL DATA AUDIT FOR DATA ACCURACY 
 

Date Time Data 
Type 

           Data Verified in   
COPLINK?

     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
     
      
 

 
 
 









South Bay lnformation Sharing Sysfem
Sysfem Use Policy
September 20,2013

counterparts, each of which will be deemed an original, but all of which
together will constitute one and the same instrument. A complete
original will be kept on file with the Santa Clara County Office of the
Sheriff. For all other purposes, facsimile signatures are acceptable as
originals.

Signature

Printed Name and Title

Date

Signature

Printed Name and Title

Date

Signature

Printed Namepnd Title

Date

4/l
M

/,,t
(-*t¿*Printed Name and , r," SCOff/ -S*+rn

Signatu
Date

Signature

Printed Name and Title

Date

Signature

Printed Name and Title

Date

Signature

Printed Name and Title

Date

Campbell PD

Gilroy PD

Los Altes PÐ

Los Gatos-
Monte Sere¡o
PÐ

Milpitas PÐ

Morgan Hill
PO

Msuntain View
PD

Palo Alto FI)
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Sysfem Use Policy
September 20, 201 3

counterparts, each of which will be deemed an original, but all of which
together will constitute one and the same instrument. A complete
original will be kept on file with the Santa Clara County Office of the
Sheriff. For all other purposes, facsimile signatures are acceptable as
originals.

4

Signature

Printed Name and Title

Date

Signature

Printed Name and Title

Date

Signature

Printed Name and Title

Date

Printed Name and Title

Signature
Date

Signature

Printed Name and Title

Date

Signatu

Printed Name and Title

Date
>9 l"

Printed Name and Title

l

Signature
Date

I!---v

CampbellPD

Gilroy PD

Los Altos PD

Los Gatos-
Monte Sereno
PD

Milpitas PD

Morgan Hill
Pt)

Mountain View
PD

Palo Alto PD
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South Bay Information Sharing Sysúem
System Use Policy

20,2013

Signat

Printed Name and Tifle o c /f? FF
Date /o '/ '/3

Signature

Printed Name and Tifle

Date

Signature

Printed Name and Title

Date

Signature

Printed Name and Title

Date

Signature

Printed Name and Title

Date

Signature

Printed Name and Tifle

Date

Capitola PD

$anta Cruz PD

Santa Cruz
County
District
Attomey's
Office

Santa Cruz
County
Sheriffs
Office

Univereity of
California,
Santa Cruz
Police
Department

Watoonville
PD

Page 11 of 15



South Bay Information Sharing System 
System Use Policy 

2013 

Date 

Date 1/25/16 

Printed Name and Title 

Printed Name and Title 

Printed Name and Title 

Kevin Chief of Police 

Date 

Date 

Date 

Printed Name and Title 

Date 

Printed Name and Title 
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Soutfi Bay lnformation Shering $ystem
Sysfem Use Policy

201

PrintÊd Nâffå end T¡tle

t

Date

Printed Name and Title

$ignature
Date

Frinted Näme and Title

Signature
Dete

Signature

Printed Name and Title

Date

Signature

Printed Name and Title

Date

Ptinted Name Bnd Title

Signature
Dale

$ignature

Printed Name and Title

Data

Carmel PD

Del Rey ôaks
PD

Gottzales PD

Greenfield PD

King City PÐ

Mari¡ta PD

Monterey PD
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South Bay lnformation Sharing Sysúem
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Signature

Printed Name and Title

Date

Signature

Printed Name and Title

Date

Æ-/æ,--/-
Signature

Date

Printed Name and Title PnU¿ ,/þ.-r¿_z-arZ_

a"/p/¿s

Õtø.2€,:

Printed Name and Title

Signature
Date

Signature

Printed Name and Title

Date

Printed Name and Title

Signature
Date

Signature

Printed Name and Title

Date

Carmel PD

Del Rey Oaks
PD

Gonzales PD

Greenfield PD

King City PD

Marina PD

Monterey PD
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Signature

Printed Name and Title

Date

Signature

Printed Name and Title

Date

Signature

Printed Name and Title

Date

Signature

Printed Name and Title

Date

Signature

Printed Name and Title

Date

PrintgglÀame and Title

Signature
Date

tu

€zaue &un*-
Printed Name and Title

Signature
Date

Sn*2,

Signature

Printed Name and Title

Date

Pacific Grove
PD

Salinas PD

Sand City PD

Seaside PD

Monterey
County
District
Attorney's
Office

Monterey
County
Probation
Department

Monterey
County
Sheriff's
Office

Soledad PD
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Signature

Printed Name and Title

Date

Signature

Printed Name and Title

Date

Signature

Printed Name and Title

Date

Signature

Printed Name and Title

Date

Signature

Printed Name and Title

Date

Signature

Printed Name and Title

Date

Printed Name

Signature
Date

Title

Signature

Printed Name and Title R¡ c l+i

I s
Date

Pacific Grove
PD

Salinas PD

Sand City PD

Seaside PD

Monterey
County
District
Attorney's
Office

Monterey
County
Probation
Department

Monterey
County
Sheriff's
Office

Soledad PD
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Sign rrl v[ ,¡

Printed Name and -"L*

Date

Signature

Printed Name and Title

Date

Signature

Printed Name and Title

Date

Signature

Printed Name and Title

Date

Signature

Printed Name and Title

Date

Signature

Printed Name and Title

Date

Signature

Printed Name and Title

Date

Hollister PD

San Benito
County
Sheriff's
Office

Santa Clara
Gounty
District
Attorney's
Office

Santa Cruz
County
Distrlct
Attorney's
Office

Monterey
County
District
Attorney's
Office

San Benito
County
Dlstrict
Attorney's
Office

University of
California,
Santa Cruz PD
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South Bay Information Sharing System ALPR Policies and
Procedures

GOALS OF THE SOUTH BAY INFORMATION SHARING SYSTEM

The South Bay Information Sharing System (SBISS) was established to maximize the sharing of
data and communication within the South Bay region while maintaining the confidentiality of
privileged or otherwise protected information shared throughout the system. Currently, the
Sheriffs Office is the collectionpoint for datathat is vital in the information sharing, analysis
and dissemination of criminal threat information.

AUTOMATED I,ICE,NSE PT,ATE ER IALPRI TECHNOLOGIES

To support authorized law enforcement and public safety purposes of local, state, and regional
public safety agencies, the SBISS utilizes ALPR technology, and supporting software, to gather

and analyze ALPR data to enable the rapid identification and location of vehicles of legitimate
interest to law enforcement. ALPRs are attached to Law Enforcement vehicles or deployed at

fixed locations, to collect license plate information from vehicles on public roadways or
property. In one common use of ALPR technology, license plate encounters are compared
against law enforcement "hotlists" - lists of vehicles associated with active investigations, for
example, related to Amber Alerts or other missing children, stolen vehicles, or stolen license
plates. The information is also retained for a fixed retention period, though it is only accessible

by law enforcement given a legitimate law enforcement purpose as listed below.

Purpose

This document defines a minimum set of binding guidelines to govern the use of Automated
License Plate Reader Data (ALPR Data), in order to enable the collection and use of such data in
a manner consistent with respect for individuals' privacy and civil liberties.

ALPR AUTHORIZED USES

To support the mission of the South Bay Information Sharing System, sworn law enforcement,
analysts, or support personnel will utilize ALPR technology to:

o Locate stolen, wanted, and subject-oÊinvestigation vehicles;
o Locate and apprehend individuals subject to arrest warrants and otherwise lawfully

sought by law enforcement;

SBISS ALPR Policies and Procedures 031616 Page 1



South Bay Information Sharing System ALPR Policies and
Procedures

o Locate witnesses and victims of violent crime
o Locate missing children and elderly individuals, including responding to Amber and

Silver Alerts;
o Support local, state, federal, and regional public safety departments in the identification

of vehicles associated with targets of criminal investigations, including investigations of
serial crimes;

o Protect participants at special events; and

o Protect critical infrastructure sites

RESTRICTIONS ON COLLECTION OF' DATA AND USE OF ALPR SYSTEMS

SBISS ALPR units may be used to collect datathat is within public view, but may not be used
for the sole purpose of monitoring individual activities protected by the First Amendment to the
United State Constitution.

ALPR operators may not contact occupants of stolen, wanted, or subject-of-investigation
vehicles unless the ALPR operators are law enforcement officers. ALPR operators must rely on
their parent agency rules and regulations regarding equipment, protection, selÊidentification, and

use of force when stopping vehicles or making contact.

ALPR operators must recognize that the data collected from the ALPR device, and the content
referenced hotlists, consists of data that may or may not be accurate, despite ongoing efforts to
maximize the currency and accuracy of such data. To the greatest extent possible, vehicles and

subject information will be verified from separate law enforcement information sources to
confirm the vehicle or subject's identify and justification for contact. Users of ALPR Data must,
to the fullest extent possible, visually confirm the plate characters generated by the ALPR
readers correspond with the digital images of the license plate in question.

All users of ALPR equipment or accessing ALPR Data are required to acknowledge that they
have read and understood agency policy prior to use of the ALPR system.

In no case shall the ALPR system be used for any purpose other than legitimate law enforcement
or public safety purpose.
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South Bay Information Sharing System ALPR Policies and
Procedures

TRAINING

Only persons trained in the use of the ALPR system, including its privacy and civil liberties
protections, shall be allowed access to ALPR Data. Training shall consist of:

' Legal authorities, developments, and issues involving the use of ALPR Data and

technology
. Current Agency Policy regarding appropriate use of ALPR systems;

' Evolution of ALPR and related technologies, including new capabilities and associated

risks;

' Technical, physical, administrative, and procedural measures to protect the security of
ALPR data against unauthorized access or use; and

. Practical exercises in the use of ALPR system

Training shall be updated as technological, legal, and other changes occur that affect the use of
ALPR systems.

Audit

Access to, and use of, ALPR Data is logged for audit pu{poses. Audit reports will be structured
in a format that is understandable and useful and will contain, at a minimum:

. The name of the law enforcement user;

. The name of the agency employing the user;

. The date and time of access;

. The activities executed, including any license plates searched for;

' The supplied authorized law enforcement or public safety justification for access; and
r I case number associated with the investigation effort generating the ALPR data query.

Audit reports will be provided periodically and on request to supervisory personnel at the SBISS
host and partner agencies.

In addition, no less frequently than every 12 months, SBISS will audit a sampling of the ALPR
system utilization from the pnor 12 month period to verify proper use in accordance with the
above authorized uses. Any discovered intentional misconduct will lead to further investigation,
termination of system access, and notification of the user's parent agency for appropriate
recourse. In addition, the auditing data will be used to identify systemic issues, inadvertent
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South Bay Information Sharing System ALPR Policies and
Procedures

misuse, and requirernents policy changes, training enhancements, or additional oversight
mechanisms. The ALPR audits shall be conducted by the SBISS Project Manager other than the
person assigned to manage the SBISS ALPR function. Audit results shall then be reported to the
Director of Information Systems.

DATA OUALITY AND ACCURACY
The SBISS agencies will take reasonable measures to ensure the accuracy of ALPR Data
collected by agency ALPR systems. Errors discovered in ALPR Data collected by agency ALPR
units are to be marked, corrected, or deleted in accordance with the type and severity of the error
in question. Errors discovered in ALPR Data collected from partner agencies'ALPR systems are
communicated back to the controlling agency to be addressed as deemed appropriate by that
agency or in accordance with the agency's own ALPR data policies. As the downstream
custodian of "hotlists", the SBISS host will provide the most recent versions of these lists
available and ensure the lists are refreshed from state or federal sources on a daily basis.

The SBISS agencies acknowledge that, in rare instances ALPR units may inadvertently capture
information contrary to the collection guidelines set forth in this policy. Such records will be
purged upon identification by agencies and or SBISS host. Any discovered notable increase in
frequency of these incidents from specific ALPR units or agencies will be followed up with for
equipment repairs, camera realignment, or personnel training as necessary.

PHYSICAL AND ELE SECURITY OF ALPR DATA:
Data collected by ALPR systems is stored in a secured law enforcement facility with multiple
layers of physical security and 2417 security protections. Physical access is limited to law
enforcement staff in good standing who have completed background investigations and possess
an active law enforcement security clearance. SBISS will utilize strong multi-factor
authentication, encrypted communications, firewalls, and other reasonable physical,
technological, administrative, procedural, and personnel security measures to mitigate the risks
of unauthorized access to the system.

RETN,NTION OF ALPR DATA:
ALPR Data collected by and shared from partner agencies' ALPR units shall not be retained
longer than specified by the partner agency who is the custodian of the record. Once the retention
period has expired, the record will be purged entirely from all active and backup systems unless
a reasonable suspicion has been established that the vehicle identified by the ALPR is connected
to criminal activities.

ALPR records matching an entry in a current law enforcement hotlist will trigger an immediate
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notification to the officer operating the ALPR unit, the custodial agency of the hotlist and any
agency utilizing the dispatch feature of the application. Such notifications are also subject to a
maximum retention of the custodial agency.

ALPR Data obtained with license plate information not appearing on hotlists, and with no
immediate reasonable connection to criminal activity, will be retained in secure systems so as to
only be made accessible to authorized personnel for a maximum period corresponding to the
SBISS agency policy, then purged entirely from the ALPR system. If during the specified
retention period there is information which supports a legitimate law enforcement purpose (see
above section enumerating AUTHORIZED PURPOSES, COLLECTION, AND USE OF ALPR
DATA) as to a license plate or partial license plate which was recorded and is retained in these
systems, then limited access will be permitted for predicate-based querying for potential matches
against the parameters specific to the legitimate law enforcement purpose. Such events shall be
recorded in an access log showing date, time, name of person seeking access, agency of
employnrent, reason for access, and tracking identifiers such as an agency case number.

CUSTODIAN OF RECORDS AND RECORDS REOUESTS
Each agency operating ALPR technology retains control and ownership as the official custodian
of its records, and must independently verify all external information obtained via SBISS
Information Systems. To the extent permitted by law, requests for information under the
California Public Records Act or Freedom of Information Act or similar applicable laws will be
directed back to the owner/custodian of the requested data.

SYSTEM MANAGEMF],NT AND ACCOUNTABILITY
ALPR Agencies within SBISS will assign Badge personnel who will have responsibility, and be
accountable, for managing the ALPR Data collected and ensuring that the privacy and civil
liberties protection and other provisions of this ALPR Policy are carried out. This individual
shall also be responsible for managing a process for maintaining the most current and accurate
hotlists available from their respective ALPR systems. This individual shall also have the
responsibility for the security of the hotlist information and any ALPR Data which is maintained
by the SBISS. It remains, however, the personal responsibility of all authorized personnel with
access to ALPR Data to take reasonable measures to protect the privacy and civil liberties of
individuals, as well as the security and confidentiality of ALPR Data.
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South Bay Information Sharing System ALPR Policies and
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DISSEMINATION
Agencies may disseminate their own ALPR data to any governmental entity with an authorized
law enforcement or public safety pu{pose for access to such data. The SBISS host assumes no
responsibility or liability for the acts or omissions of other agencies in making use of the ALPR
data properly disseminated. Though the agencies will make every reasonable effort to ensure the
quality of shared ALPR Data and hotlists, SBISS agencies cannot make absolute guarantees of
the accuracy of the information provided.

POLICY REVISIONS
SBISS ALPR Policies will be reviewed, and updated as necessary, no less frequently than every
12 months, or more frequently based on changes in data sources, technology, data use and/or
sharing agreements, and other relevant considerations. The most current version of the ALPR
Policy may be obtained from the Santa Clara County Sheriffs Office website at
http ://www. sccsheriff. scc gov. org
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