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(U//FOUO) Not to be shared with the public or media — New Hampshire — COVID-19-Themed Phishing E-mails Targeting
New Hampshire-Based Healthcare Sector - The Department of Homeland Security assess that numerous malicious cyber
actors—some likely motivated by profit or to steal sensitive data—are leveraging the COVID-19 pandemic to target
healthcare sector entities with phishing e-mails; messages are frequently themed as informative or helpful in countering
the pandemic. We base this judgment on phishing activity targeting a New Hampshire-based hospital, as the facility has
observed an uptick in overall nefarious cyber-related activity upon the start of the global health crisis.

e Source: Department of Homeland Security g
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INTELLIGENCE IN FOCUS

20 AugusT 2020 IA-44759-20

CYBERSECURITY

() COVID-19-Themed Phishing E-mails Targeting New Hampshire-Based
Healthcare Sector Entity

(Uyrouo) We assess that numerous malicious cyber actors—some likely motivated by profit or
to steal sensitive data— are leveraging the COVID-19 pandemic to target healthcare sector
entities with phishing e-mails; messages are frequently themed as informative or helpful in
countering the pandemic. We base this judgment on phishing activity targeting a New
Hampshire-based hospital, as the facility has observed an uptick in overall nefarious cyber-
related activity upon the start of the global health crisis.

e (U) As of February 2020, common COVID-19-related phishing e-mail trends and themes
have included: e-mails disguised as correspondence from the Centers for Disease
Control, e-mails from individuals claiming to be medical experts giving advice on
protecting against the virus, and e-mails purportedly from human resources officials
outlining organizational procedures for workplaces, according to a credible antivirus
company.

e (Uyrouo) In February 2020, malicious cyber actors sent COVID-19-themed phishing
e-mails — purporting to be from official US Government and business institutions —to a
New Hampshire-based hospital under the guise of participating in a COVID-19 research
program, according to a US state law enforcement agency and private sector information
technology specialist. The phishing e-mails contained malicious links redirecting the
recipient to an Outlook Web Access (OWA) page requesting a username and password,
according to the same sources.

(u) Prepared by the DHS Intelligence Enterprise Field Operations Division (FOD) New England Region and the New Hampshire Information and Analysis Center
(NHIAC). Coordinated within the DHS Intelligence Enterprise (CYMC and CISA). For questions, contact DHS-SPS-RFI@hg.dhs.gov.
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e (Uyrouo) The COVID-19-themed phishing attempts targeting the New Hampshire-based

hospital used the indicators below:

Table is classified: UNCLASSIFIED/ /FOR OFFICIAL USE ONLY

Description

Indicator

Phishing e-mail sent from

[REDACTED]@[REDACTED].com

Subject Line

Please help us with Fighting corona-virus

Spoofed sender name

[REDACTED)]

Spoofed sender name

Mobility Research Inc

Spoofed sender name

Folding@Thome

MD5 Hash

1ca9805cc22ed04125ae836f1ad23cl6
7e179f63372ba38c34ed365cdbbaaa29
1cfb40d42805ecd25a123692cefed9f7

9e92e1f532ab88e86008f0bb7576af25

Table is classified: UNCLASSIFIED/ /FOR OFFICIAL USE ONLY

Description

Indicator

Phishing e-mail sent from — spoofed

[REDACTED]@[REDACTED].org

Subject line

Coronavirus outbreak in your city (Emergency)

Spoofed sender name

Center for Disease Control (CDC)

Spoofed sender name

CDC-INFO National Contact Center

Spoofed sender name

Division of eHealth Marketing

Spoofed sender name

Center for Disease Control and Prevention

IP Address

173.255.101.170

(Uyrouo) In March 2020, the New Hampshire Information and Analysis Center (NHIAC)
conducted victim notifications to information security contacts for all compromised healthcare
sector victims mentioned in this product, according to a NHIAC cyber analyst. The DHS
Cybersecurity and Infrastructure Security Agency (CISA) advises that the healthcare sector stay

current with the most recent software updates.
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() CISA encourages organizations to implement multifactor authentication (MFA) on
Virtual Private Network (VPN) servers, according to a March 2020 CISA alert. CISA also
advises organizations to review the recommendations regarding hardware and software
solutions that enable remote access to enterprise networks with MFA. MFA prevents
phishing attempts and allows log review, attack detection, incident response and
recovery, and VPN capabilities, according to the same CISA alert.

() The National Institute of Standards and Technology (NIST) recommends securing
organization-issued and personally owned devices against expected threats, according to
a July 2016 NIST Special Publication. NIST provides information security considerations
for several types of remote access solutions and makes recommendations for securing a
variety of telework, remote access, and personally owned device technologies, according
to the same NIST publication.

3
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Source, Reference, and Dissemination Information

Source Summary
Statement

(uyrouo) This Intelligence In Focus (IIF) is based on two New Hampshire hospital
information technology specialist reports with direct access to the information through
the course of official duties and publicly available information on COVID-19 related
phishing attempts.

(uyrouo) We have high confidence in our assessment that malicious cyber actors likely
are exploiting the healthcare sector cyber networks given the recent uptick in phishing
e-mails sent to New Hampshire hospitals. We judge that this uptick likely is the result
of malicious cyber actors taking advantage of increased opportunities to exploit the
COVID-19 pandemic. Our confidence level is due to observable cyber activity from a
credible source with direct access to the information who has reported reliably for one
year.

Reporting Suspicious
Activity

(u) To report a computer security incident, either contact CISA at 888-282-0870 or go
https://www.us-cert.gov/forms/report and complete the CISA Incident Reporting
System form. The CISA Incident Reporting System provides a secure, web-enabled
means of reporting computer security incidents to CISA. An incident is defined as a
violation or imminent threat of violation of computer security policies, acceptable use
policies, or standard computer security practices. In general, types of activity
commonly recognized as violating typical security policies include attempts (either
failed or successful) to gain unauthorized access to a system or its data, including
personally identifiable information; unwanted disruption or denial of service; the
unauthorized use of a system for processing or storing data; and changes to system
hardware, firmware, or software without the owner’s knowledge, instruction, or
consent.

() To report incidents to the Intelligence Community, please contact your DHS I1&A
Field Operations officer at your state or major urban area fusion center or e-mail
DHS.INTEL.FOD.HQ®@hgq.dhs.gov. DHS I&A Field Operations officers are forward
deployed to every US state and territory and support state, local, tribal, territorial, and
private sector partners in their intelligence needs; they ensure any threats, incidents, or
suspicious activity is reported to the Intelligence Community for operational awareness
and analytic consumption.

Warning Notices &
Handling Caveats

() Warning: This document is UNCLASSIFIED/ /FOR OFFICIAL USE ONLY
(U//FOUO). It contains information that may be exempt from public release under the
Freedom of Information Act (5 U.S.C. 552). It is to be controlled, stored, handled,
transmitted, distributed, and disposed of in accordance with DHS policy relating to
FOUO information and is not to be released to the public, the media, or other personnel
who do not have a valid need to know without prior approval of an authorized DHS
official. State and local homeland security officials may share this document with
critical infrastructure and key resource personnel or private sector security officials
without further approval from DHS.
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Homeland Office of Intelligence and Analysis
Security Customer Feedback Form

Product Title: (U) COVID-19-Themed Phishing E-mails Targeting New Hampshire-Based Healthcare Sector Entity

All survey responses are completely anonymous. No personally identifiable information is captured unless you
voluntarily offer personal or contact information in any of the comment fields. Additionally, your responses are
combined with those of many others and summarized in a report to further protect your anonymity.

1. Please select partner type: BEIEEgOlIE! Select One

2. What is the highest level of intelligence information that you receive? Select One

3. Please complete the following sentence: “l focus most of my time on:” K6l
4. Please rate your satisfaction with each of the following:

Neither
Very Somewhat Satisfied nor =~ Somewhat _ Very
Satisfied Satisfied Dissatisfied Dissatisfied Dissatisfied N/A
Product’s overall usefulness O O O O
Product’s relevance to
your mission O O O

0|00 |0
0|00 |0

O
Product’s timeliness O O O O
O

Product’s responsiveness O O O

to your intelligence needs

5. How do you plan to use this product in support of your mission? (Check all that apply.)

[[]Drive planning and preparedness efforts, training, and/or [Jinitiate a law enforcement investigation
emergency response operations [Jintiate your own regional-specific analysis

[C0observe, identify, and/or disrupt threats [Jintiate your own topic-specific analysis

[CIShare with partners [C]Develop long-term homeland security strategies

[CJAllocate resources (e.g. equipment and personnel) [CIDo not plan to use

[C]Reprioritize organizational focus [JOther:

[CJAuthor or adjust policies and guidelines

6. To further understand your response to question #5, please provide specific details about situations in which you might
use this product.

7. What did this product not address that you anticipated it would?

8. To what extent do you agree with the following two statements?

Strongly Neither Agree Strongly
Agree Agree  nor Disagree Disagree Disgree  N/A
This product will enable me to make
better decisions regarding this topic. O O O O @ O
This product provided me with intelligence
information | did not find elsewhere. O O O O O O

9. How did you obtain this product? SI=llsIeqelal=]

10. Would you be willing to participate in a follow-up conversation about your feedback? Yes |

ubm
Feedback

To help us understand more about your organization so we can better tailor future products, please provide:
Name: Position:

Organization: NicicH

Contact Number: Email:

Privacy Act Statement

CLASSIFICATION: UNCLASSIFIED//FOR OFFICIAL USE ONLY
Product Serial Number: 1A-44759-20 REV: 01 August 2017





		(U--FOUO) IIF - COVID-19-Themed Phishing E-mails Targeting New Hampshire-Based Healthcare Sector 08202020.pdf

		17-024-IA - IA Customer FDBK_A-LAN_EXT_v6.pdf



		01_Date_Submitted: 

		03_Prod_Title: (U)  COVID-19-Themed Phishing E-mails Targeting New Hampshire-Based Healthcare Sector Entity

		04_Partner_Type_dropdown: [Select One]

		05_function_Type_dropdown: [Select One]

		06_Highest_Level_Information: [Select One]

		07_My_Time_Focus: [Select One]

		18_Products_Overall_Usefulness: Off

		19_Products_Relevance: Off

		20_Products_Timeliness: Off

		21_Products_responsiveness: Off

		22_Drive_Planning_Efforts: Off

		24_Observe_ID_Threats: Off

		28_Share_With_Partners: Off

		29_Allocate_Resources: Off

		31_Reprioritize_Organizational_Focus: Off

		32_Author_Adjust_Policies: Off

		23_Initiate_Law_Enforcement_Investigation: Off

		26_Regional_Specific_Analysis: Off

		27_Topic_Specific_Analysis: Off

		30_Develop_Longterm_HS_Stategies: Off

		33_Do_Not_Plan_To_Use: Off

		34_Other: Off

		35_other_text: 

		36_Specific_Details_For_Use_Text: 

		37_Product_Not_Addressed_Topics: 

		38_Make_Better_Decisions: Off

		39_Info_Not_Found_Elsewhere: Off

		40_Receive_Product_dropdown: [Select One]

		41_Feedback_Followup: [Yes]

		42_Name_identified_fillbox: 

		43_Position_identified_fillbox: 

		44_Organization_Identified_fillbox: 

		45_State_identified: [ ]

		46_Contact_number: 

		47_Email_identified: 

		50_Submit_Feedback: 

		02_Classification: UNCLASSIFIED//FOR OFFICIAL USE ONLY

		48_privacy: 

		17_serial: IA-44759-20

		08_blank:  

		09_blank:  

		10_blank:  

		11_blank:  

		12_blank:  

		13_blank:  

		14_blank:  

		15_blank:  

		16_blank:  

		49_Survey_version: v4.0





NH.IAC
(UFOUO) COVID-19-Themed Phishing E-mails Targeting New Hampshire-Based Healthcare Sector.pdf


