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(U//FOUO) Not to be shared with the public or media — Nationwide - Criminal Actors Very Likely Exploiting CARES Act
Stimulus Check Distribution Process, Resulting in Theft of Victims’ Personally Identifiable Information and Financial
Information - The Federal Bureau of Investigation (FBI) assesses criminal actors very likely are adapting schemes to exploit
the Coronavirus Aid, Relief, and Economic Security (CARES) Act stimulus check distribution process to deceive victims into
revealing their personally identifiable information and financial information. Congress passed the CARES Act in March
2020 to provide monetary relief in the form of economic stimulus checks to qualifying persons. As of 22 May 2020, the US
Internal Revenue Service (IRS) had sent $257.9 billion to 152.1 million individuals. The FBI assumes, based on prior
examples, fraud schemes are usually more effective following large-scale disasters. The FBI makes this assessment with
medium confidence, based on uncorroborated victim reporting from the FBI Internet Crime Complaint Center (IC3) and
Other Government Agency (OGA) information.
e Source: Federal Bureau of Investigation (FBI) 8

TLP: GREEN Not to be shared with the public or media — Nationwide - Criminal Actors Exploiting Money Mule Networks
to Fraudulently Obtains CARES Act Unemployment Benefits - The Federal Bureau of Investigation (FBI) Omaha Field Office,
in coordination with the Office of Private Sector (OPS), prepared this Liaison Office Report (LIR) to inform financial
institutions about unidentified criminal actors exploiting existing and new networks of money mules to fraudulently obtain
federally funded CARES Act unemployment benefits. The criminal actors identify new money mules through online
romance scams, work-from-home schemes, and other fraudulent schemes. The money mules typically receive fraudulent
CARES Act unemployment benefits via Automated Clearing House (ACH) transfers into new or existing financial accounts.
The money mules transfer the fraudulent unemployment benefits to the unidentified criminal actors through cash
withdrawals, cashiers’ checks, money orders, gift cards or cryptocurrency purchases, or through transfers via online
payment systems.
e Source: Federal Bureau of Investigation (FBI) Omaha Field Office & Office of Private Sector (OPS) 8
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Strategic Perspective: Executive Analytical Report 21 July 2020
(U//FOUO) Criminal Actors Very Likely Exploiting CARES Act Stimulus

Check Distribution Process, Resulting in Theft of Victims’ Personally

Identifiable Information and Financial Information

(U//FOUO) The FBI assesses criminal actors very likely are adapting schemes to exploit the Coronavirus Aid,
Relief, and Economic Security (CARES) Act stimulus check distribution process to deceive victims into revealing
their personally identifiable information and financial information. Congress passed the CARES Act in March
2020 to provide monetary relief in the form of economic stimulus checks to qualifying persons.? As of 22 May
2020, the US Internal Revenue Service (IRS) had sent $257.9 billion to 152.1 million individuals. The FBI assumes,
based on prior examples, fraud schemes are usually more effective following large-scale disasters. The FBI makes
this assessment with medium confidence, based on uncorroborated victim reporting from the FBI Internet Crime
Complaint Center (IC3) and Other Government Agency (OGA) information.

e (U) Between 23 March and 23 June 2020, IC3 received 515 COVID-19 stimulus check—related victim
complaints. These involved 94 instances of identity theft; 94 instances of personal data breach; 50
instances of phishing/vishing/smishing/pharming; 25 instances of government impersonation; 28
schemes involving social media; 16 instances of non-payment/non-delivery; 14 instances of advanced
fee schemes; 13 schemes involving spoofing; and 11 employment-related schemes.!

e (U) As of 21 April 2020, a potential victim received a phishing e-mail from noreply@stimulus-
funds[.]Jcom with the subject: “RE: CORONAVIRUS STIMULUS CHECKS,” instructing the recipient to click
on a link and fill out a “required” form to be considered for approval for the COVID-19 stimulus check,
according to an OGA complaint.?

e (U)On 17 and 18 April 2020, potential victims received fraudulent text messages on their mobile
phones, according to OGA complaints.? 34 The 17 April message directed the recipient to click on a
malicious link to receive approval for their stimulus check by midnight that same day.> The 18 April
message was sent by someone impersonating a US wholesaler representative and stated all loyal
members of the wholesaler would receive $130 in “freebies” as part of the stimulus package. In
exchange, the wholesaler asked recipients to click on a malicious link and fill out a customer survey.®

e (U//FOUOQ) A cyber actor as of 15 April 2020 was fraudulently registering as taxpayer “non-filers”c to
receive stimulus monies, according to an IC3 complaint. The cyber actor administered a Telegram
channel on which the actor advertised the ability to conduct these schemes.”

(U//FOUO) Outlook: Criminal actors likely will target qualified stimulus check recipients for the duration of the
stimulus package program. Specifically, criminal actors likely will target the poor, elderly, and other vulnerable
populations who are the most likely to be economically impacted by the pandemic. Historically, criminals have
exploited natural disasters, such as hurricanes, tornadoes, floods, and wildfires, as well as the US Government’s

2 (U) The act directs the US Department of Treasury to provide funding for $1,200 tax rebates to individuals, with additional $500 payments per
qualifying child, among other things. The rebate begins phasing out when incomes exceed $75,000 for individual filers or $150,000 for joint filers.
b (U) The OGA reports included are representative examples of complaints reported to the OGA in March and April 2020. It is not clear from the
data how many potential victims received these types of fraudulent messages.

¢ (U) “Non-filers” refers to people who have not filed their 2019 tax returns. As of 6 May 2020, the IRS maintained a website to allow non-filers to
register to receive their stimulus check.
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response, including stimulus packages, to conduct fraudulent activity for financial gain. Following Hurricane
Harvey, Hurricane Irma, and the California wildfires of 2017, a widespread fraud scheme was discovered involving
pre-paid debit cards to defraud the Federal Emergency Management Agency Critical Needs Assistance Program.®

(U) Prepared by Criminal Investigative Division, Cyber Division, and New York Field Office

4(U//FOUO) FBI | Case Information | 2 March 2018 | 2 March 2018 | “(U) Seven Million Dollar Disaster Fraud Scheme Against FEMA Critical
Needs Assistance Program” | UNCLASSIFIED//FOR OFFICIAL USE ONLY | UNCLASSIFIED//FOR OFFICIAL USE ONLY.
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FINANCIAL SERVICES SECTOR
21 July 2020 LIR 200721002

References in this LIR to any specific commercial product, process or service or the use of any corporate name herein is for informational purposes only and
does not constitute an endorsement, recommendation, or disparagement of that product, process, service or corporation on behalf of the FBI.

The FBI’s Omaha Field Office, in coordination with the Office of Private Sector (OPS), prepared this LIR to
inform financial institutions about unidentified criminal actors exploiting existing and new networks of money
mules to fraudulently obtain federally funded CARES Act unemployment benefits. The criminal actors
identify new money mules through online romance scams, work-from-home schemes, and other fraudulent
schemes. The money mules typically receive fraudulent CARES Act unemployment benefits via Automated
Clearing House (ACH) transfers into new or existing financial accounts. The money mules transfer the
fraudulent unemployment benefits to the unidentified criminal actors through cash withdrawals, cashiers’
checks, money orders, gift cards or cryptocurrency purchases, or through transfers via online payment
systems.

The following indicators alone do not accurately determine fraudulent money mule activity; organizations
should evaluate the totality of suspicious CARES Act benefit behavior, including message delivery and other
relevant circumstances before notifying security/law enforcement personnel. These suspicious
activities/indicators include but are not limited to any individual, group, or activity (these indicators should
be observed in context and not individually).

e Test transactions in small denominations through online payment systems prior to the initial ACH
unemployment benefit deposit

e Unemployment benefit deposits in a name different from that of the financial account holder, or from
states in which the account holder does not reside

e A series of ACH deposits typically ranging between $200 and $11,000, and usually totaling between
$3,000 and $30,000

e Account holder withdrawing the ACH transfer proceeds the same day the funds are received or shortly
thereafter, primarily through teller or ATM withdrawals, cashier’s checks, gift card purchases at grocery
or convenience stores, or transfers to known cryptocurrency providers or online payment systems

e Account holder requesting increases to their debit card-limit, potentially to enable cryptocurrency
purchases or transfers via online payment services in high dollar amounts

e Account holder providing false and/or elusive statements when questioned about the nature of the
unemployment benefits (e.g., an inheritance, funds to purchase an automobile, or stimulus benefits)

e A series of transactions in small denomination amounts to identified pay-for-service public records
websites, possibly for the unidentified criminal actors to obtain personally identifiable information (PI1)
on other potential money mule targets
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OPS’s Information Sharing and Analysis Unit disseminated this LIR; please direct any requests and questions
to your FBI Private Sector Coordinator at your local FBI Field Office:
https://www.fbi.gov/contact-us/field-offices

Traffic Light Protocol (TLP) Definitions

When should it be used?

How may it be shared?

Not for disclosure, restricted
to participants only.

Sources may use TLP:RED when information
cannot be effectively acted upon by additional
parties, and could lead to impacts on a party's
privacy, reputation, or operations if misused.

Recipients may not share TLP:RED information with any parties outside
of the specific exchange, meeting, or conversation in which it was
originally disclosed. In the context of a meeting, for example, TLP:RED
information is limited to those present at the meeting. In most
circumstances, TLP:RED should be exchanged verbally or in person.

[TLP:AMBER

Limited disclosure, restricted
to participants’
organizations.

Sources may use TLP:AMBER when
information requires support to be effectively
acted upon, yet carries risks to privacy,
reputation, or operations if shared outside of
the organizations involved.

Recipients may only share TLP:AMBER information with members of
their own organization, and with clients or customers who need to know
the information to protect themselves or prevent further harm. Sources
are at liberty to specify additional intended limits of the sharing:
these must be adhered to.

[TLP:GREEN

1

Limited disclosure, restricted

Sources may use TLP:GREEN when
information is useful for the awareness of all
participating organizations as well as with
peers within the broader community or sector.

Recipients may share TLP:GREEN information with peers and partner
organizations within their sector or community, but not via publicly
accessible channels. Information in this category can be circulated widely
within a particular community. TLP:GREEN information may not be
released outside of the community.

Disclosure is not limited.

Sources may use TLP:WHITE when
information carries minimal or no foreseeable
risk of misuse, in accordance with applicable
rules and procedures for public release.

Subject to standard copyright rules, TLP:WHITE information may be
distributed without restriction.
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