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(U//FOUO) Not to be shared with the public or media — Nationwide - //licit Actors Likely to Increase Sale of Unapproved
COVID-19 — Related Medical Products - lllicit actors probably will take advantage of the U.S. Food and Drug
Administration’s (FDA’s) public approval in late April of an in-home COVID-19 diagnostic test kit to increase the production
and sale of unapproved test kits. The Department of Homeland Security (DHS) base this assessment on the fact that the
approved in-home kit will not be available to the public for several weeks, and on the number of illicit COVID-19-related
products already shipped to the United States since the beginning of the pandemic.

e Source: Department of Homeland Security — Economic Security Mission Center 8

(U) Nationwide - FBI Warns El Pasoans of Rising Hiring Scams - The Federal Bureau of Investigations warned the public
Thursday morning of how scammers have been using the COVID-19 pandemic to reel in victims. One of the biggest spikes,
hiring scams. A hiring scam is when a criminal will act as an employer with a job offer. Through the hiring process, the
criminal gathers the victim’s personal information. The FBI expressed personal information obtained from the victims can
be used to take over the victim’s accounts or using their identity. “Scammers are leveraging the pandemic to steal your
money, your identity, or both,” Special agent Terrance Gass told KTSM. According to the FBI, more than 21-million dollars
have been lost from victims who fell for fraudulent hiring so far this year. Twenty one of those victims who have reported
loss of 48-thousand dollars come from El Paso.
e Source:|https:
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https://www.ktsm.com/local/el-paso-news/fbi-warns-el-pasoans-for-rising-hiring-scams/

INTELLIGENCE ENTERPRISE

__ HOMELAND INTELLIGENCE ARTICLE

13 May 2020

(U) Economic Security Mission Center

(U//FOUO0) lllicit Actors Likely to Increase Sale of Unapproved COVID-19-Related
Medical Products

(U//FOUOQ) Scope. This Article informs US public health organizations about a likely uptick in federally
unapproved COVID-19-related medical goods. The information cutoff date for this Article is 21 April 2020.

(U) Prepared by the DHS Intelligence Enterprise (DHS IE) Economic Security Center (ESMC) with contributions from
CBP Office of Intelligence Strategic Intelligence and Analysis Division (OI-SIAD) and the CBP New York Field Intelligence
Group (FIG). Coordinated with DHS IE Cyber Mission Center (CYMC), DHS IE Transnational Organized Crime Mission
Center (TOCMC), and HSI Intel.

(U) lllicit actors probably will take advantage of the U.S. Food and Drug Administration’s (FDA’s) public approval in
late April of an in-home COVID-19 diagnostic test kit to increase the production and sale of unapproved test kits.
We base this assessment on the fact that the approved in-home kit will not be available to the public for several
weeks, and on the number of illicit COVID-19-related products already shipped to the United States since the
beginning of the pandemic.

» (U) On 21 April, the FDA approved the first in-home diagnostic test kit for COVID-19, which requires users to
mail nasal samples to a laboratory for testing, according to information from the FDA.1 The kit will initially be
available only to healthcare professionals and first responders, with access being expanded to the public in
several weeks, according to Western press reporting.2

» (U) As of mid-April, ICE had seized 225 shipments of mislabeled COVID-19 test kits, anti-viral products, and
other COVID-19-related personal protective equipment, as well as $3 million in illegal revenue, according to
ICE reporting.3

(U) Mitigation Efforts

(U//FOUO) Multiple components of the federal government are focused on stopping the production and
attempted sale of unapproved COVID-19 test kits.

» (U//FOUO) ICE and the United States Postal Service in April charged a US resident with illegally importing
and marketing an unregistered pesticide as protection against COVID-19, according to ICE information.4
This arrest followed at least 41 other seizures nationwide of the same pesticide product, according to
CBP.5

» (U) CBP officers at Los Angeles International Airport and Chicago O’Hare International Airport in March
seized parcels from the United Kingdom that contained unapproved COVID-19 test kits, both of which were
turned over to FDA for analysis, according to CBP information.6.”

» (U) The US Security and Exchange Commission in March suspended trading of a California-based
company’s shares for fraudulently marketing COVID-19 test kits and falsely claiming that the FDA had
approved the kits, according to Western press reporting.8
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(U) Tracked by: HSEC-6, HSEC-7

(U) Source Summary Statement

(U//FOUO) This Article is based on US Government and Western press reporting. We have moderate
confidence that illicit actors will try to sell more unapproved COVID-19-related medical products because of
their previous track record and the new opportunity for selling to individuals who may have previously been
skeptical. We would have higher confidence with direct insight into the plans and intentions of illicit actors.

1 U.S. Food and Drug Administration | 21 April 2020 | https://www.fda.gov/news-events/press-announcements/coronavirus-covid-
19-update-fda-authorizes-first-test-patient-home-sample-collection, Accessed 21 April 2020| Extracted Information is
UNCLASSIFIED | Overall Classification is UNCLASSIFIED.

2 The New York Times | 21, April 2020 | The F.D.A. Approves First In-Home Test for Coronavirus |
https://www.nytimes.com/2020/04/21/health/fda-in-home-test-coronavirus.html, Accessed 22 April 2020 | Extracted Information
is UNCLASSIFIED | Overall Classification is UNCLASSIFIED.

3 U.S. Immigration and Customs Enforcement | 15 April 2020 | https://www.ice.gov/news/releases/ice-hsi-launches-operation-
stolen-promise#wcm-survey-target-id, Accessed 15 April 2020 |Extracted Information is UNCLASSIFIED | Overall Classification is
UNCLASSIFIED.

4 U.S. Immigration and Customs Enforcement | 14 April 2020 | https://www.ice.gov/news/releases/ice-hsi-arrests-georgia-resident-
selling-illegal-pesticide-claiming-it-protects, Accessed 16 April 2020 | Extracted Information is UNCLASSIFIED | Overall
Classification is UNCLASSIFIED.

5 (U//FOUO) CBP Office of Intelligence Strategic Intelligence and Analysis Division (OI-SIAD) and the CBP New York Field Intelligence
Group (FIG) | Email, 17 April 2020 | DOI: 17 April 2020 | Email exchange regarding Toamit Virus Shut Out | Extracted Information
is (U//FOUO) | Overall Classification is (U//FOUOQ).

6 (U) U.S. Customs and Border Protection| 14 March 2020| CBP Officers Seize Fake COVID-19 Test Kits at
LAX | https://www.cbp.gov/newsroom/national-media-release/cbp-officers-seize-fake-covid-19-test-kits-lax, Accessed 08 April
2020] Extracted Information is UNCLASSIFIED |Overall Classification is UNCLASSIDIED.

7 (U) U.S. Customs and Border Protection |19 March 2020 | CBP Officers at O’Hare Seize Prohibited Medical Test Kits
| https://www.cbp.gov/newsroom/local-media-release/cbp-officers-o-hare-seize-prohibited-medical-test-kits, Accessed 08 April
2020 | Extracted Information is UNCLASSIFIED |Overall Classification is UNCLASSIFIED.

8 (U) National Public Radio| 8 April 2020| SEC Suspends Trading of Company that Sold ‘At-Home’ COVID-19 Tests

| https://www.npr.org/sections/coronavirus-live-updates/2020/04/08/830312298/sec-suspends-trading-of-company-that-sold-
at-home-covid-19-tests, Accessed 10 April 2020| Extracted Information is UNCLASSIFIED |Overall Classification is UNCLASSIFIED.
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Homeland Office of Intelligence and Analysis
Security Customer Feedback Form

Product Title: (U//FOUQ) lllicit Actors Likely to Increase Sale of Unapproved COVID-19—-Related Medical Products

All survey responses are completely anonymous. No personally identifiable information is captured unless you
voluntarily offer personal or contact information in any of the comment fields. Additionally, your responses are
combined with those of many others and summarized in a report to further protect your anonymity.

1. Please select partner type: BEIEEgOlIE! Select One

2. What is the highest level of intelligence information that you receive? Select One

3. Please complete the following sentence: “l focus most of my time on:” K6l
4. Please rate your satisfaction with each of the following:

Neither
Very Somewhat Satisfied nor =~ Somewhat _ Very
Satisfied Satisfied Dissatisfied Dissatisfied Dissatisfied N/A
Product’s overall usefulness O O O O
Product’s relevance to
your mission O O O

0|00 |0
0|00 |0

O
Product’s timeliness O O O O
O

Product’s responsiveness O O O

to your intelligence needs

5. How do you plan to use this product in support of your mission? (Check all that apply.)

[[]Drive planning and preparedness efforts, training, and/or [Jinitiate a law enforcement investigation
emergency response operations [Jintiate your own regional-specific analysis

[C0observe, identify, and/or disrupt threats [Jintiate your own topic-specific analysis

[CIShare with partners [C]Develop long-term homeland security strategies

[CJAllocate resources (e.g. equipment and personnel) [CIDo not plan to use

[C]Reprioritize organizational focus [JOther:

[CJAuthor or adjust policies and guidelines

6. To further understand your response to question #5, please provide specific details about situations in which you might
use this product.

7. What did this product not address that you anticipated it would?

8. To what extent do you agree with the following two statements?

Strongly Neither Agree Strongly
Agree Agree  nor Disagree Disagree Disgree  N/A
This product will enable me to make
better decisions regarding this topic. O O O O @ O
This product provided me with intelligence
information | did not find elsewhere. O O O O O O

9. How did you obtain this product? SI=llsIeqelal=]

10. Would you be willing to participate in a follow-up conversation about your feedback? Yes |

ubm
Feedback
R/
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New Hampshire Information & Analysis Center — COVID-19 Daily Report

(U) Oregon - Oregon FBI’s Tech Tuesday: COVID-19 and Cryptocurrency Scams - This week, the Oregon FBI’s Tech Tuesday
segment discusses building a digital defense against cryptocurrency scams. Fraudsters are leveraging increased fear and
uncertainty during the COVID-19 pandemic to steal your money and launder it through the complex cryptocurrency
ecosystem. Developments in technology and an increasing number of businesses accepting it as payment have driven the
growing popularity and accessibility of cryptocurrency. There are numerous virtual asset service providers online as well
as thousands of cryptocurrency kiosks located throughout the world which criminals exploit to facilitate their schemes.

e Source:|https://ktvz.com/news/crime-courts/2020/05/12/oregon-fbis-tech-tuesday-covid-19-and-

cryptocu rrency—scams/|
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