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New Hampshire Information & Analysis Center — COVID-19 Daily Report

(U) COVID-19 Related Activities

(U) OUT OF STATE

TLP:GREEN Not to be shared with the public or media — Nationwide - Indicators of Fraudulent 3M Personal Protective
Equipment - The Federal Bureau of Investigation (FBI) Minneapolis Division, in coordination with the Office of Private
Sector (OPS), Criminal Investigative Division (CID), and 3M, prepared this LIR to make the Healthcare and Public Health
Sectors aware of indicators related to fraudulent sales solicitation of 3M Personal Protective Equipment (PPE), or
indicators of counterfeit 3M PPE, including N95 respirators.

e Source: Federal Bureau of Investigation (FBI) Minneapolis Division — Liaison Information Report (LIR)&

(U) Nationwide - U.S. SECRET SERVICE IN PARTNERSHIP WITH THE U.S. DEPARTMENT OF THE TREASURY LAUNCH - KNOW
YOUR U.S. TREASURY CHECK CAMPAIGN - The Secret Service in partnership with the U.S. Department of the Treasury is
leading the charge to bring awareness to citizens, retailers and financial institutions on how to protect themselves from
becoming a victim of easy to detect counterfeit U.S. Treasury Checks. According to the Internal Revenue Service (IRS),
paper U.S. Treasury checks from the $2 trillion dollar Coronavirus Aid, Relief and Economic Security Act (CARES Act) will
be mailed and issued to millions of Americans beginning late April, 2020. With the implementation of the CARES Act,
comes opportunities for criminal activity, like check fraud. The Secret Service and the U.S. Department of the Treasury
want to inform citizens and consumers nationwide on ways to protect themselves during these times. This announcement
contains information that consumers and financial institutions can use to identify counterfeit U.S Treasury checks by
knowing what to look for and where to look.
e United States Secret Service — Press Release 8

TLP:WHITE - Nationwide - COVID-19 Email Phishing Against US Healthcare Providers - Following a global increase in
malicious cyber activity exploiting fear derived from the COVID-19 pandemic, the Federal Bureau of Investigation (FBI)
was notified of targeted email phishing attempts against US-based medical providers. These attempts leveraged email
subject lines and content related to COVID-19 to distribute malicious attachments, which exploited Microsoft Word
Document files, 7-zip compressed files, Microsoft Visual Basic Script, Java, and Microsoft Executables. The FBI is providing
indicators of compromise related to these phishing attempts to assist network defenders in protecting their environments.
Additionally, the FBI is providing the attached list of hashes related to additional COVID-19 phishing.

e The New Hampshire Information & Analysis Center (NHIAC) would like to draw attention to the second page of
this product for more detailed description on the email senders, email subjects, attachment file names, and hash
values.

e Source: Federal Bureau of Investigation (FBI) — Cyber Division — FBI Flash &
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permission from the NHIAC. Precautions should be taken to ensure this information is stored and/or destroyed in a manner that precludes unauthorized access.
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Indicators of Fraudulent 3M Personal Protective Equipment

The FBFs Minneapolis Division, in coordination with the Office of Private Sector (OPS), Criminal
Investigative Division (CID), and 3M, prepared this LIR to make the Healthcare and Public Health
Sectors aware of indicators related to fraudulent sales solicitation of 3M Personal Protective Equipment
(PPE), or indicators of counterfeit 3M PPE, including N95 respirators.

References in this LIR to any specific commercialduct, process or service or the use of any caeor
name herein is for informational purposes only dods not constitute an endorsement or
recommendation of that product, process, serviaeogporation on behalf of the FBI.

Since December 2019, an increasing number of businesses and consumers have been affected by
fraudulent sales of PPE. The FBI has received at least 45 consumer complaints of fraud and counterfeiting
involving 3M PPE, involving over $642,000 in losses.

3M Recommends Only Purchasing 3M Respiratorsfrom US-based 3M Authorized Distributors

While some N95 respirators are manufactured by 3M overseas, 3M recommends 3M-made N95
respirators should only be purchased by customers in the United States from 3M’s authorized channel
partners located inside the United States.

e Products that use 3M’s name and trademarks as well as 3M’s National Institute of
Occupational Health and Safety (NIOSH) approval numbers should only be sourced directly
from 3M or 3M’s authorized channel partners in the United States.

e Products that kze 3M’s NIOSH approval numbers [such as TC 84A-007 (see graphic 1) or TC
84A-0427 (see graphic 2Bt not 3M’s name or logos are not authorized and should be
considered fraudulent.

'The non-delivery or fraudulent sale of non-existent goods, the delivery of unapproved or fraudulent goods, and the
trafficking of counterfeit-labelled goods are investigated under different criminal violations by the FBI, however these types
of crimes all pose challenges to public health and worsen the ability to respond to the COVID-19 outbreak.
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Graphic 1: Example of Fraudulent N95 Respirator TC 84A-007 Using 3M’s NIOSH Approval
Numbers

This is anexample of two respiratorswith

fraudulent NIOSH markings. Valpro Safety is
selling the Ranger 821 and Ranger 821V respirator
using the 3M approval number (TC-84A-007) and
label without 3M’s permission. (Source:
https://www.cdc.gov/niosh/npptl/
usernotices/counterfeitResp.html)

NOT NIOSH-APPROVED

Graphic 2: Example of Fraudulent N95 Respirator TC 84A-0427 Using 3M’s NIOSH Approval
Numbers

This is anexample of a respirator with fraudulent
NIOSH markings. The NT-V2 Nano Bi-Directional
respirator is being advertised as if it is NIOSH-
approved, including a NIOSH approval number. WH
the TC number (TC 84A-0427) is valid, it does not
belong to Pasture Pharma. Instead, TC 84A-0427,
approval number for a 3M full facepiece respirator
with cartridges.

(Source: https://www.cdc.gov/niosh/npptl/
usernotices/counterfeitResp.html)

'NOT NIOSH-APPROVED

e NOS respirators that bear 3M’s logos or trademarks without corresponding NIOSH approval
numbers or additional external markings (see graphic 3) should be considered counterfeit.
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Graphic 3: Examples of Proper External Markingsfor NIOSH-Approved Respirators

(Source:

Exampie of Extanior Markings on a NIDSH-apgroved Filtanng Facepiece Respirator httpS/ / WWW-CdC- gOV/
niosh/npptl/
usernotices/
counterfeitResp.html )
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3M distribution centers inside the United States do import N95 models 1870+, 9210+, and 9211+ directly
from 3M’s manufacturing facilities overseas. This occurs, however, within 3M’s own internal supply
chain operations.

e Importation of 3M respirator products, particularly in high volumes, to non-3M distribution
centers or unauthorized reselfestould be considered suspicious.

Indicators of Fraudulent or Counterfeit Sales of 3M Personal Protective Equipment

Fraudsters may either purport to be 3M as part of a scam, or may claim to be a distributor. Some of the
most common tactics used by criminals include the following:

¢ Most fraudsters demand up-front payment, when 3M does not request advance payment.

e Fraudsters may claim access to significant inventories of 3M PPE. They often claim to be able
to export products from a country where 3M products are not sold or distributed.

% A list of authorized resellers for 3M products can be found here: www.3m.com/3M/en_US/company-us/help-center
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e Many fraudsters circulate 3M technical datasheets, certification documents, or photos of 3M
PPE in order to lend an air of authenticity to their offers.

e Fraudsters may utilize the 3M brand in their domain name, e-mail address, or social media
page. Approximately 75 fraudulent websites have already been identified and disrupted.

e Sellers of counterfeit products may use false approval numbers, or omit certification or
approval details on the external packaging or markings on PPE.

Additionally, 3M has not changed the price it charges for N95 respirators as a result of the COVID-19
outbreak. As of 31 March 2020, the price of single 3M N95 respirators range from $0.68 to $3.40,
depending on the model number, with the most commonly sold models (8210 and 1860) having list prices
of $1.02 to $1.31 (see graphic 4).

Paged of 7
Limited Disclosur e, Restricted to the Community

TLP:GREEN.





TLP:GREEN.

72\ ()FFICE

1} PRIVATE SECTOR

LIAISON INFORMATION REPORT (LIR)

Graphic 4: Single-Respirator List Pricesfor the Most Common 3M N95 Respirator M odels Sold

inthe US
1804 $0.68
Suraical NOS 1804S $0.68
R:;ili::tors 1860 a2
18608 $1.27
1870+ $1.78
8210 $1.02 - $1.31
8210Plus $1.18 - $1.50
8210V $1.48 - $1.88
8110S $1.08 - $1.37
Standard N95 8200 $0.63 - $0.80
Respirators 8511 $2.45 - $3.11
9105 $0.64 - $0.81
9105S $0.64 - $0.81
9210+ $1.40 - $1.78
9211+ $2.68 - $3.40
(Source: https://multimedia.3m.com/mws/media/18036700/fraudulent-activity-price-gouging-an
counterfeit-products.pdf )
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If you think you have information of suspiciousactivity by a vendor, or believe you were a victim of
a scam or attempted fraud involving PPE, please report it:

= 3M has created a fraud hotline, 1 (800) 426-8688 for the US and Canada to help detect fraud and
avoid counterfeit products. In addition to the hotline, you can report a concern at
www.go.3m.com/covidfraud.

= Submit a tip to the FBI online at tips.fbi.gov.

= Ifit’s an online sale, submit your complaint to the Internet Crime Complaint Center (IC3) at
ic3.gov.

= Ifitinvolves a counterfeit product, please submit your complaint to IC3 and to the National
Intellectual Property Rights Coordination Center, at IPRCenter.gov.

= Contact the National Center for Disaster Fraud Hotline at 866-720-5721 or via email at
disaster@leo.gav

The Centers for Disease Control and Prevention provides the National Personal Protective Technology
Laboratory Certified Equipment List Sear¢ttps://www?2a.cdc.gov/drds/cel/cel_form_code.asp

This LIR was disseminated from the OPS Information Sharing and Analysis Unit. Direct any requests and
guestions to your FBI Private Sector Coordinator at your local FBI Field Office:
https://www.fbi.gov/contact-us/field-offices
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When should it be used?

How may it be shared?

Not for disclosure,
restricted to
participants only.

Sources may use TLP:RED
when information cannot be
effectively acted upon by
additional parties, and could
lead to impacts on a party's
privacy, reputation, or
operations if misused.

Recipients may not share TLP:RED informati(
with any parties outside of the specific
exchange, meeting, or conversation in which |
was originally disclosed. In the context of a
meeting, for example, TLP:RED information is
limited to those present at the meeting. In moj
circumstances, TLP:RED should be exchangg
verbally or in person.

Lil)
Limited disclosure,
restricted to

participants’
organizations.

Sources may use
TLP:AMBER when
information requires support
to be effectively acted upon,
yet carries risks to privacy,
reputation, or operations if
shared outside of the
organizations involved.

Recipients may only share TLP:AMBER
information with members of their own
organization, and with clients or customers wi
need to know the information to protect
themselves or prevent further harSources are
at liberty to specify additional intended limits
of the sharing: these must be adhered to.

Limitéd dis'c'losure,
restricted to the
community.

Sources may use TLP:GREE
when information is useful for
the awareness of all
participating organizations as
well as with peers within the
broader community or sector]

Recipients may share TLP:GREEN informatic
with peers and partner organizations within th
sector or community, but not via publicly
accessible channels. Information in this categ
can be circulated widely within a particular
community. TLP:GREEN information may not
be released outside of the community.

limited.

Sources may use TLP:WHITI
when information carries
minimal or no foreseeable ris
of misuse, in accordance with
applicable rules and
procedures for public release

Subject to standard copyright rules,
TLP:WHITE information may be distributed
without restriction.

Traffic Light Protocol (TLP) Definitions
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April 20, 2020
CMR 06-20

U.S. SECRET SERVICE IN PARTNERSHIP WITH THE U.S. DEPARTMENT OF THE
TREASURY LAUNCH - KNOW YOUR U.S. TREASURY CHECK CAMPAIGN

WASHINGTON - The Secret Service in partnership with the U.S. Department of the Treasury is leading the charge to bring awareness
to citizens, retailers and financial institutions on how to protect themselves from becoming a victim of easy to detect counterfeit U.S.
Treasury Checks. According to the Internal Revenue Service (IRS), paper U.S. Treasury checks from the $2 trillion dollar Coronavirus Aid,
Relief and Economic Security Act (CARES Act) will be mailed and issued to millions of Americans beginning late April, 2020. With the
implementation of the CARES Act, comes opportunities for criminal activity, like check fraud.

The Secret Service and the U.S. Department of the Treasury want to e

inform citizens and consumers nationwide on ways to protect themselves e v U.S. TREASURY CHECK
during these times. This announcement contains information that
consumers and financial institutions can use to identify counterfeit U.S
Treasury checks by knowing what to look for and where to look.

Quick Tips / Genuine Security Features:

» Treasury Seal — A new seal to the right of the Statue of Libetty.
It should say “Bureau of the Fiscal Service,” and has replaced
the old seal that said “Financial Management Service.”

» Bleeding Ink — the seal to the right of the Statue of Libetty
when moisture is applied to the black ink will “run” and turn
red.

» Watermark — All US. Treasury checks are printed on
watermark paper. The watermark reads “U.S. TREASURY,”
and is seen from both front and back when held up to a light
source.

» Ultraviolet Overprinting — A protective ultraviolet (UV)
pattern is invisible to the naked eye, consisting of lines of “FMS”
bracketed by the FMS seal on the left and the U.S. Seal (eagle)
on the right. As of 2013, a new ultraviolet patter was introduced
into the check that says “FISCALSERVICE”. Either one of
these UV patterns maybe be seen.
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» Microprinting — is located on the back of the check with the 1151 L L] T O SAss5YN1 BACD
words “USAUSAUSA.” SRR T T

» Economic Impact Payment: The Economic Impact Payment PR Wﬁ
checks will have the following information located on the lower [l UL DY P&mﬁ-&ﬂ't

right side of the Statue of Liberty: “Economic Impact Payment
President Donald J. Trump”

"LOK WA CO000ROLMAE DRI0i00 OMDLIO

We at the Secret Service and the U.S. Department of the Treasury are working with our law enforcement partners to ensure a unity of
effort to disrupt and deter criminal activity that could hinder an effective response to the pandemic, to help vulnerable organizations, and
to recover money stolen from Americans. For more information or to report a COVID-19 related scam, please contact your local law
enforcement agency, a Secret Service Field Office, the U.S. Department of the Treasury, Office of Inspector General, the U.S. Treasury
Inspector General for Tax Administration at £ps. TIGTA.gov, the Internet Crime Complaint Center at www.ic3.gov, the National Center for
Disaster Fraud (NCDF), Internal Revenue Service (IRS) and the Federal Trade Commission (FT'C).

To learn more about the security features that can be found on U.S Treasury Checks please click here or visit at:
https://fiscal.treasuty.gov/ files/reference-guidance/gold-book/ check-security-features.pdf
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Treasury Seal

The new seal
reflectmg ‘Bureau of
the Fiscal Service”
has replaced the old
one. The old seal,
reflectmy “Fiancial

U.S. TREASURY CHECK
SECURITY FEATURES
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Bleeding Ink P A
The Tressury seal, located to the
nght of the Statue of Liberty
romtmns secunty mk that wall nan
axxd tum red when moisture 15
rpplsed 1o the biack mk of the
seal
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Microprinting
vicropnngad wards are so small they
ippear as just a lme to the nakad eyve
However, when magmfied, they become
assble. Macrogmntmg cammot be
{uplicatad by a copesr and when a check
5 counterfested, it will often show up 35 &
iolsd lsoe or & senies of dots. The US.
Freasury check has one sres on the back

Watermar k

All US. Treasury checks are pasted
ca watermarked paper. The
watenmark reads “U S TREASURY™
and can be seen from both the front
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and back of the check when beld up 10
a laght The watermsark 1s light and
cannot be reproduced by a copwer. Aay

check not having the watermark

of where sucropnntng & used with the

words "USAUSAUSA " Y should be suspected 25 being
counterfest ar coped

USAUSAUSAUSAUSA

You may rr(f\ thtck ficue ln{armunun usiug the Bareau of the Fiscal Service Treasury Check Verification Application (TCVA) at:
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Ultraviolet Overprinting

A protective ultraviclet pattern,
imvisible to the naked eve, consasting of
tour lines of “FMS™ brackeded by the
FMS Seal o the left and the Unsted
States Seal (eagle) on the tight. Tus
pattern can usually be found under the
payee information and dollar amonunt
area. The FMS pattern and seals can be
detected under a bisck bght  If the
amont box 15 shaved or altered m soy
way, a space will be created i the
ultraviolet area. When exposad to black
hight, the mk used m the pattern and the
seal will glow. This floorescent quakity
cannot be photocopted

As of October 2013, a new ultraviolet
pattern was miroducad o the check
stock consisting of four lines of
“FISCALSERVICE" (see below). Also,
the seal has been changed 10 resd
“Bureau of the Fiscal Sarvice'. Esther
one of these ultraviolet patterns may be
seen vl the paor check stock mns out.

Economic Impact Payment Specimen: The Economic Impact Payment checks will have the following information located on the
lower right side of the Statue of Liberty: ECONOMIC IMPACT PAYMENT PRESIDENT DONALD J. TRUMP.

©
5

Dk No
03 30 20 20201234 KANSAS CITY, MO

ECONOMIC INPACT PAYMENT
PRESIDENT DONALD J. TRUMP

4041 03302020

000011112222 4041 03302020 1 20200123456789
Pry 10 '-lvul-l'mlu'"h““ll'llrlll'l"lllr':“l'nlil'llcl'l
T {2%% ANy sTRe
ANYTONN USA" 13345 $r*+2y01D*00

VOID AFTER ONE YEAN

mLOL AL 00000058 0330¢0206» OLO3 20
For questions concerning th  The United States Secret Serace was oniginally founded in 1865 far the purpose of suppressing the counterfeiting of LS currency.
relesse, please tostact the Mo an agency within the Department of Homeland Secunty, the Secret Service 15 widely known for its protective mission in
US. Secet Service e of  safeguarding the nation's highest elected officials, wsiting foreign dignitarkes and events of national significance. Today, the
Communicatios and Medla  Seomt Service maintains a unkque intograted mission of protection and Investigations, as ane of the premier Bw enforcement
Relatiens 3t 2024065708,  organizations charced with inwstigating cyber and financlal crimes,





NH.IAC
(U) Check Security Features for Economic Impact  Payments.pdf


) 2

N

FEDERAL BUREAU OF INVESTIGATION, CYBER DIVISION

21 APRIL 2020

Alert Number

MI-000122-MW

WE NEED YOUR

HELP!

If you find any of
these indicators on
your networks, or
have related
information, please
contact
FBI CYWATCH
immediately.
Email:
cywatch@fbi.gov

Phone:
1-855-292-3937

*Note: By reporting any related
information to FBI CyWatch,
you are assisting in sharing
information that allows the FBI
to track malicious actors and
coordinate with private industry
and the United States
Government to prevent future
intrusions and attacks.

The following information is being provided by the FBI, with no
guarantees or warranties, for potential use at the sole discretion of
recipients in order to protect against cyber threats. This data is
provided to help cyber security professionals and system
administrators guard against the persistent malicious actions of cyber
criminals. This FLASH was coordinated with DHS-CISA.

This FLASH has been released PQiAWAILIE. Subject to standard
copyright rules, GRS information may be distributed without
restriction.

COVID-19 Email Phishing Against US Healthcare
Providers

Summary

Following a global increase in malicious cyber activity exploiting fear
derived from the COVID-19 pandemic, the FBI was notified of targeted
email phishing attempts against US-based medical providers. These
attempts leveraged email subject lines and content related to COVID-
19 to distribute malicious attachments, which exploited Microsoft
Word Document files, 7-zip compressed files, Microsoft Visual Basic
Script, Java, and Microsoft Executables. The FBI is providing indicators
of compromise related to these phishing attempts to assist network
defenders in protecting their environments. Additionally, the FBI is
providing the attached list of hashes related to additional COVID-19
phishing.

Technical Details

On 18 March 2020, network perimeter cyber security tools associated
with US-based medical providers identified email phishing attempts
from domestic and international IP addresses. The emails contained
subjects related to the COVID-19 pandemic and included malicious
files as attachments. These attachments were in the form of Microsoft
Word Document files, 7-zip compressed files, Microsoft Visual Basic
Script, Java, and Microsoft Executables. The capabilities of these
malicious attachments are unknown, but they would have likely

TLP:WHITE
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created an initial intrusion vector to enable follow-on system exploitation, persistence, and

exfiltration.

Indicators

Email Sender

Email Subject

Attachment Filename

Hash

srmanager@com | PURCHASE ORDER | Doc35 Covid Business babc60d43781c5f7e415e2354cf32a

bytellc.com PVT Form.doc 6a24badc96b971a3617714e5dd2d4
aldde

srmanager@com | PURCHASE ORDER | Doc35 Covid Business babc60d43781c5f7e415e2354cf32a

bytellc.com PVT Form.doc 6a24badc96b971a3617714e5dd2d4
aldde

srmanager@com | Returned mail: see | Covid- de85ca5725308913782d63d00a22d

bytellc.com transcript for 19 _UPDATE_PDF.7z a480fcd4ea92d1bde7ac74558d556
details 6c5f44

srmanager@com | COVID-19 UPDATE | Covid- de85ca5725308913782d63d00a22d

bytellc.com I 19 UPDATE_PDF.7z a480fcd4ea92d1bde7ac74558d556

6c5f44

admin@pahostag
e.xyz

Information about
COVID-19 in the
United States

covid50_form.vbs

d231d81538b16728c2e31c3f9e0f3f
2e700d122119599b052b9081c2c80
ecd5c

help@pahofinity.

Coronavirus

covid27_form.vbs

d231d81538b16728c2e31c3f9e0f3f

Xyz (COovID-19) 2e700d122119599b052b9081c2c80
ecd5c¢
monique@bonnie | Business COVID-19 Circular.jar eacc253fd7eb477afe56b8e76de0f8
nkim.us Contingency alert - 73259d124ca63a9afle444bfd575d9
COVID 19 aaae
info@mohap.gov. | Todays Update on | Todays Update on 7fd2e950fab147ba39fff59bf4dcac9
ae COVID-19 COVID-19.exe ad63bbcdfbd9aadc9f3bb6511e313f
c9c
erecruit@who.int | World Health COVID-19 WHO d150feb631d6e9050b7fb76db5750
Organization/ RECOMENDED V.exe 4e6dcc2715fe03e45db095f50d56a9
Let,Ads fight 495a5
Corona Virus
together
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erecruit@who.int | World Health COVID-19 WHO d150feb631d6e9050b7fb76db5750
Organization/ RECOMENDED V.exe 4e6dcc2715fe03e45db095f50d56a9
Let,Ads fight 49535
Corona Virus
together

erecruit@who.int | World Health COVID-19 WHO d150feb631d6e9050b7fb76db5750
Organization/ RECOMENDED V.exe 4eb6dcc2715fe03e45db095f50d56a9
Let,Abs fight 49535
Corona Virus
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Information Requested:

If you or your company are targeted by a phishing campaign, please provide the FBI with a copy of
the email with the full email header and a copy of any attachments. Please do not open the
attachment if you or your organization does not have the capability to examine the attachmentin a
controlled and safe manner. Additionally, if you or your company is a victim of a cyber intrusion
related to email phishing, please retain any logs, image(s) of infected device(s), and memory capture
of all affected equipment, if possible, to assist in the response by the FBI.

Recommended Mitigations

e Be wary of unsolicited attachments, even from people you know. Cyber actors can "spoof"
the return address, making it look like the message came from a trusted associate.

o Keep software up to date. Install software patches so that attackers can't take advantage of
known problems or vulnerabilities.

e If an email or email attachment seems suspicious, don't open it, even if your antivirus
software indicates that the message is clean. Attackers are constantly releasing new viruses,
and the antivirus software might not have the signature.

e Save and scan any attachments before opening them.

e Turn off the option to automatically download attachments. To simplify the process of
reading email, many email programs offer the feature to automatically download
attachments. Check your settings to see if your software offers the option, and disable it.
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e Consider creating separate accounts on your computer. Most operating systems give you the
option of creating multiple user accounts with different privileges. Consider reading your
email on an account with restricted privileges. Some viruses need "administrator" privileges
to infect a computer.

e Apply additional security practices. You may be able to filter certain types of attachments
through your email software or a firewall.

Reporting Notice

The FBI encourages recipients of this document to report information concerning suspicious or
criminal activity to their local FBI field office or the FBI’'s 24/7 Cyber Watch (CyWatch). Field office
contacts can be identified at www.fbi.gov/contact-us/field. CyWatch can be contacted by phone at
(855) 292-3937 or by email at CyWatch@fbi.gov. When available, each report submitted should
include the date, time, location, type of activity, number of people, and type of equipment used for
the activity, the name of the submitting company or organization, and a designated point of contact.
Press inquiries should be directed to the FBI’s National Press Office at npo@fbi.gov or (202) 324-
3691.

Administrative Note

This product is marked QAW IIE. Subject to standard copyright rules, GAWA IS information may
be distributed without restriction.

For comments or questions related to the content or dissemination of this product, contact
CyWatch.
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Your Feedback on the Value of this Product Is Critical

Was this product of value to your organization? Was the content clear and concise?
Your comments are very important to us and can be submitted anonymously. Please
take a moment to complete the survey at the link below. Feedback should be specific to
your experience with our written products to enable the FBI to make quick and
continuous improvements to such products. Feedback may be submitted online here:
https://www.ic3.gov/PIFSurvey

Please note that this survey is for feedback on content and value only. Reporting of
technical information regarding FLASH reports must be submitted through FBI CYWATCH.
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UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE

New Hampshire Information & Analysis Center — COVID-19 Daily Report

(U) Nationwide — Online Extortion Scams Increasing during the COVID-19 Crisis - The Federal Bureau of Investigation (FBI)
Internet Crime Complaint Center (IC3) has seen an increase in reports of online extortion scams during the current "stay-
at-home" orders due to the COVID-19 crisis. Because large swaths of the population are staying at home and likely using
the computer more than usual, scammers may use this opportunity to find new victims and pressure them into sending
money. The scammers are sending e-mails threatening to release sexually explicit photos or personally compromising
videos to the individual's contacts if they do not pay. While there are many variations of these online extortion attempts,
they often share certain commonalties.

e Source: Federal Bureau of Investigation (FBI) — Internet Crime Complaint Center (IC3) — Public Service

Announcement&

This product contain UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE INFORMATION. It contains information that is NOT for public release or secondary dissemination without
permission from the NHIAC. Precautions should be taken to ensure this information is stored and/or destroyed in a manner that precludes unauthorized access.
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FEDERAL BUREAU OF INVESTIGATION

April 20, 2020
Alert Number

I-042020-PSA

Questions regarding this PSA should be directed to your local FBI Field Office.
Local Field Office Locations: www.fbi.gov/contact-us/field

ONLINE EXTORTION SCAMS INCREASING DURING THE COVID-19 CRISIS

The Internet Crime Complaint Center (IC3) has seen an increase in reports of online extortion scams during the
current "stay-at-home" orders due to the COVID-19 crisis. Because large swaths of the population are staying
at home and likely using the computer more than usual, scammers may use this opportunity to find new victims
and pressure them into sending money. The scammers are sending e-mails threatening to release sexually
explicit photos or personally compromising videos to the individual's contacts if they do not pay. While there are
many variations of these online extortion attempts, they often share certain commonalties.

SCAM COMMONALTIES:

Online extortion schemes vary, but there are a few common indicators of the scam. The following
characteristics are not all-inclusive but should serve as red flags. It is important to remember that scammers
adapt their schemes to capitalize on current events such as the COVID-19 pandemic, high-profile breaches, or
new trends involving the Internet, all in an attempt to make their scams seem more authentic.

e The online extortion attempt comes as an e-mail from an unknown party and, many times, will be
written in broken English with grammatical errors.

e The recipient's personal information is noted in the e-mail or letter to add a higher degree of
intimidation to the scam. For example, the recipient's user name or password is provided at the
beginning of the e-mail or letter.

e The recipient is accused of visiting adult websites, cheating on a spouse, or being involved in other
compromising situations.

e The e-mail or letter includes a statement like, "I had a serious spyware and adware infect your
computer," or "I have a recorded video of you" as an explanation of how the information was allegedly
gathered.

e The e-mail or letter threatens to send a video or other compromising information to family, friends,
coworkers, or social network contacts if a ransom is not paid.

e The e-mail or letter provides a short window to pay, typically 48 hours.

e The recipient is instructed to pay the ransom in Bitcoin, a virtual currency that provides a high degree of
anonymity to the transactions.

TIPS TO PROTECT YOURSELF:
e Do not open e-mails or attachments from unknown individuals.
e Monitor your bank account statements regularly, and your credit report at least once a year for any
unusual activity.
Do not communicate with unsolicited e-mail senders.
Do not store sensitive or embarrassing photos or information online or on your mobile devices.
Use strong passwords and do not use the same password for multiple websites.
Never provide personal information of any sort via e-mail. Be aware that many e-mails requesting your
personal information appear to be legitimate.
e Ensure security settings for social media accounts are activated and set at the highest level of
protection.
o Verify the web address of legitimate websites and manually type the address into your browser.

The FBI does not condone the payment of online extortion demands as the funds will facilitate continued
criminal activity, including potential organized crime activity and associated violent crimes.

VICTIM REPORTING:

If you believe you have been a victim of this scam, reach out to your local FBI field office, and file a complaint
with the IC3 at www.ic3.gov. Please provide any relevant information in your complaint, including the online
extortion e-mail with header information and Bitcoin address if available.



https://www.ic3.gov/egress.aspx?u=http%3a%2f%2fwww.fbi.gov%2fcontact-us%2ffield&h=700C10174DA8E715FAA9E2937F48C0D91FA20372019A6642D5E367C0BD5AEF6D
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