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(U//LES) COVID-19 Very Likely Will Disrupt Operations of Some Transnational Criminal Organizations, Causing a Shift in 
Methodologies - The FBI assesses COVID-19 very likely will disrupt the operations of some transnational criminal 
organizations (TCOs) present in the United States, causing them to adapt their methodologies, particularly those engaged 
in crimes that require the crossing of physical borders, such as drug trafficking, alien smuggling, and some types of money 
laundering. TCOs likely will find new opportunities in COVID-19 to engage in fraud and theft directly related to the 
pandemic, such as selling counterfeit pharmaceuticals and stealing medical supplies. The FBI has medium confidence in 
this assessment, based on a body of HUMINT, law enforcement, and open source reporting. An increasing awareness of a 
shift in methodologies allows FBI agents and analysts to anticipate threats, and to engage in targeted collection. 

 Source: Federal Bureau of Investigation – Strategic Perspective: Executive Analytical Report, 13 April 2020 
 
TLP:GREEN Not to be shared with the public or media – Criminals Exploiting COVID-19 Pandemic for Financial Gain 
through Procurement Fraud of Medical Equipment and Personal Protective Equipment (PPE) - The Federal Bureau of 
Investigation (FBI) Criminal Investigative Division, in coordination with the Office of Private Sector (OPS), prepared this 
Liaison Information Report (LIR) to address procurement fraud of medical equipment, such as life-saving ventilators, and 
PPE, related to the novel coronavirus (COVID-19) pandemic. Government agencies who use third-party brokers to procure 
medical equipment and PPE are most affected by the fraud. Recent reporting from multiple sources indicates an increase 
in financial fraud schemes. Criminals are exploiting the high demand for PPE and ventilators, global supply chain 
disruptions, and worldwide manufacturing shortages of medical supplies created by the COVID-19 pandemic. In several 
schemes, criminals impersonated legitimate PPE and ventilator suppliers to contact third-party brokers who unwittingly 
facilitate the transactions with hospitals and other medical facilities. 

 Source: Federal Bureau of Investigation (FBI) & Office of Private Sector (OPS) – Liaison Information Report 
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HEALTHCARE & PUBLIC HEALTH SECTOR 
10 April 2020 


 


The FBI Criminal Investigative Division, in coordination with the Office of Private Sector (OPS), prepared 


this LIR to address procurement fraud of medical equipment, such as life-saving ventilators, and PPEa, 


related to the novel coronavirus (COVID-19) pandemic. Government agencies who use third-party brokers 


to procure medical equipment and PPE are most affected by the fraud. Recent reporting from multiple 


sources indicates an increase in financial fraud schemes. Criminals are exploiting the high demand for PPE 


and ventilators, global supply chain disruptions, and worldwide manufacturing shortages of medical 


supplies created by the COVID-19 pandemic. In several schemes, criminals impersonated legitimate PPE 


and ventilator suppliers to contact third-party brokers who unwittingly facilitate the transactions with 


hospitals and other medical facilities. 


 


The following are best practices for procurement personnel to identify suspicious activities. These 


suspicious activities include but are not limited to any individual, group, or activity (these activities should 


be observed in context and not individually). 


 


 Be aware of the vulnerabilities of using third-party brokers to procure medical equipment and PPE; 


 Establish an effective process of vetting the legitimacy of third-party brokers, to include a thorough 


background check; 


 Review invoices provided by suppliers to confirm legitimacy – matching listed phone numbers, e-


mails and other contact/business information with your industry trusted databases; 


 Do not agree to requests for upfront payments in full; and, 


 Send a company representative to visit the supplier and verify/vet the products, if possible. 


 


Procurement entities have reported million-dollar losses due to the solicitation and subsequent non-delivery 


of purchase orders of ventilators after victims provided payment. In at least one case in late March 2020, an 


alleged criminal defrauded a state government agency of approximately $32 million by non-delivery of 


ventilators. A third-party broker, who was hired by the agency to procure ventilators from medical 


equipment suppliers, was scammed by criminals posing as a legitimate Chinese supplier and requested an 


upfront payment to two Hong Kong-based bank accounts. The criminals’ internet protocol addresses and 


phone numbers resolved to Nigeria. 


 


If you believe your organization was the victim of a fraud or scam, please contact your local FBI Field 


Office and report details regarding this incident to the Internet Crimes Complaint Center at www.IC3.gov. 


                                                           
a Personal Protective Equipment is defined by the Occupational Safety and Health Administration (OSHA) as, “specialized 


clothing or equipment, worn by an employee for protection against infectious materials.” The CDC has identified gowns, 


gloves, goggles or full-face shields, and N95 respirator masks as required PPE for COVID-19. 


LIR 200410004 


Criminals Exploiting COVID-19 Pandemic for Financial Gain through Procurement 


Fraud of Medical Equipment and Personal Protective Equipment (PPE) 



http://www.ic3.gov/





 


 TLP:GREEN. 


Page 2 of 2 


Limited Disclosure, Restricted to the Community 


TLP:GREEN. 


 


 


This LIR was disseminated from OPS’s Information Sharing and Analysis Unit. Direct any requests and 


questions to your FBI Private Sector Coordinator at your local FBI Field Office:  


https://www.fbi.gov/contact-us/field-offices 


 


 
Traffic Light Protocol (TLP) Definitions  


 


Color When should it be used? How may it be shared? 
TLP:RED  


 
Not for disclosure, restricted 


to participants only. 


Sources may use TLP:RED when information 


cannot be effectively acted upon by additional 
parties, and could lead to impacts on a party's 


privacy, reputation, or operations if misused. 


Recipients may not share TLP:RED information with any parties outside 


of the specific exchange, meeting, or conversation in which it was 
originally disclosed. In the context of a meeting, for example, TLP:RED 


information is limited to those present at the meeting. In most 
circumstances, TLP:RED should be exchanged verbally or in person. 


TLP:AMBER  


 
Limited disclosure, restricted 


to participants’ 


organizations. 


Sources may use TLP:AMBER when 


information requires support to be effectively 


acted upon, yet carries risks to privacy, 
reputation, or operations if shared outside of 


the organizations involved.  


Recipients may only share TLP:AMBER information with members of 


their own organization, and with clients or customers who need to know 


the information to protect themselves or prevent further harm. Sources 


are at liberty to specify additional intended limits of the sharing: 


these must be adhered to. 


TLP:GREEN  


 
Limited disclosure, restricted 


to the community. 


Sources may use TLP:GREEN when 
information is useful for the awareness of all 


participating organizations as well as with 


peers within the broader community or sector. 


Recipients may share TLP:GREEN information with peers and partner 
organizations within their sector or community, but not via publicly 


accessible channels. Information in this category can be circulated widely 


within a particular community. TLP:GREEN information may not be 
released outside of the community. 


TLP:WHITE  


 
Disclosure is not limited. 


Sources may use TLP:WHITE when 


information carries minimal or no foreseeable 
risk of misuse, in accordance with applicable 


rules and procedures for public release. 


Subject to standard copyright rules, TLP:WHITE information may be 


distributed without restriction. 



https://www.fbi.gov/contact-us/field-offices

https://www.fbi.gov/contact-us/field-offices
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(U//FOUO) Not to be shared with the public or media – Boston, Massachusetts - Fake Certification Letters Targeting 
Hospital Staff Accompanying Emails Soliciting the Sale of COVID-19 Personal Protective Equipment (PPE) – The Federal 
Bureau of Investigation (FBI) Boston Division received a complaint from an employee at a Boston area hospital. The 
complainant received an unsolicited email offering personal protective equipment (PPE) and other supplies in support of 
their COVID-19 response. The email contained an image of a sealed package of N95 respirators, a falsified certification 
letter from ICR Polska, and a Chinese language certificate. 

 Source: Federal Bureau of Investigation (FBI) Boston Division – Situational Information Report 
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SITUATIONAL INFORMATION REPORT 
FEDERAL BUREAU OF INVESTIGATION


Activity Alert 
BOSTON DIVISION


Approved for Release: 13 April 2020


SIR Number: SIR-00333075961


(U//FOUO) Fake Certification Letters Targeting Hospital Staff Accompanying Emails 
Soliciting the Sale of COVID-19 Personal Protective Equipment (PPE)


SOURCE: (U) A write-in to an official FBI website.


(U//FOUO) FBI Boston Division received a complaint from an employee at a Boston area hospital. The 
complainant received an unsolicited email offering personal protective equipment (PPE) and other supplies in 
support of their COVID-19 response. The email contained an image of a sealed package of N95 respirators, a 
falsified certification letter from ICR Polska, and a Chinese language certificate.


 


(U//FOUO) A Boston-area hospital received an email solicitation titled, “PPE supplies – Coronavirus (COVID-
19) related products support.” The email came from a company called Moredu and it claimed that it provided 
qualified products from Shanghai, China.  The company offered to provide, for a reasonable fee: surgical 
masks, medical N95 face masks, medical grade disposable surgical gloves, medical infrared forehead 
thermometer, hand sanitizer gel, and disposable surgical medical protective clothing. Further, the company 
claimed that the surgical masks contained documentation certifying that it meets safety standards. To add 
credibility, the company also provided an attachment listing the Chinese medical and protective products that 
were previously provided to Italy. 


 


UNCLASSIFIED//FOUO


(U) Warning: This is an information report, not finally evaluated intelligence. It is being shared for 
informational purposes but has not been fully evaluated, integrated with other information, 
interpreted or analyzed. Receiving agencies are requested not to take action based on this raw 
reporting without prior coordination with the FBI.


(U) Note: This product reflects the views of the BOSTON Division.


UNCLASSIFIED//FOUO







(U//FOUO) The email contained an image of an International Certification Registrar (ICR) Polska certificate. 
The certificate was issued to Bengbu Han Yu Technlogies Limited for their “one-time three-layer respirator.” It 
certified that the respirator met all the standards and requirements based on testing done by “Shanghai MICEZ 
Equipment Testing & Technical Co. LTD Laboratory.”


 


(U//FOUO) Upon further investigation, the Boston Division located an alert issued by ICR Polska[1] that their 
certificates had been falsified using their template and logo.  On the ICR Polsak website, they issued an alert 
that all certificates have been re-issued and warned consumers that any certificates referencing “Shanghai 
MICEZ Equipment Testing & Technical Co. LTD Laboratory” were not reissued and are invalid.


 


(U) The following images were attached to the email received by the complainant.
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(U//FOUO) FBI Boston Division is providing this information to alert medical professionals seeking the 
procurement of PPE of the possibility of falsified certifications.  If you have received an email from Moredu, 
please contact the FBI Boston Division at adnambu@fbi.gov.
 
 
 


[1] (U) According to their website, ICR Polska Co., Ltd. Is the first European branch of the Korean certification body, ICR Co. Ltd. 
located in Gimpo-si, South Korea. ICR Korea is a recognized certification body, whose main markets include Korea, China, Taiwan, 
Vietnam, and USA. ICR Korea offers accredited (ISO/IEC 17025) testing in one of the most modern laboratories in the region for the 
purpose of obtaining, quality and safety certification.


(U) This report has been prepared by the BOSTON Division of the FBI. Comments and queries may be 
addressed to the BOSTON Division at 857-386-2000.
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Distribution
All FBI Field Offices
Commonwealth Fusion Center
Boston Regional Intelligence Center
New Hampshire Information and Analysis Center
Maine Information and Analysis Center
Rhode Island Fusion Center
Fusion Centers nationwide
Federal Emergency Management Agency
Massachusetts Emergency Management Agency
All State and Local Police Departments
Hospital Procurement Officers
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FBI Customer Satisfaction Survey


Please take a moment to complete this survey and help evaluate the quality, value, and relevance of our product. Your 
response will help us serve you more effectively and efficiently in the future. Thank you for your cooperation and 
assistance. Please return to:
Federal Bureau of Investigation 
BOSTON DIVISION 
201 Maple Street, Chelsea, MA, 02150


Customer and Product Information
SIR Tracking ID: SIR-00333075961
Product Title:  (U//FOUO) Fake Certification Letters Targeting Hospital Staff Accompanying Emails Soliciting 
the Sale of COVID-19 Personal Protective Equipment (PPE) 
Dated: ___________________________________________
Customer Agency: ___________________________________________
 
Relevance to Your Intelligence Needs
1.     The product increased my knowledge of an issue or topic. (Check one)


___5.  Strongly Agree
___4.  Somewhat Agree
___3.  Neither Agree or Disagree
___2.  Somewhat Disagree
___1.  Strongly Disagree


 
Actionable Value
2.     The product helped me decide on a course of action. (Check one)


___5.  Strongly Agree
___4.  Somewhat Agree
___3.  Neither Agree or Disagree
___2.  Somewhat Disagree
___1.  Strongly Disagree


 
Timeliness Value
3.     The product was timely to my needs. (Check one)


___5.  Strongly Agree
___4.  Somewhat Agree
___3.  Neither Agree or Disagree
___2.  Somewhat Disagree
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___1.  Strongly Disagree
 


Comments (please use reverse or attach separate page if needed):
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