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(U//FOUO) COVID-19 Very Likely Will Disrupt Operations of Some
Transnational Criminal Organizations, Causing a Shift in Methodologies

(U//FOUD) The FBI assesses COVID-19 very likely will disrupt the operations of some transnational criminal
organizations (TCOs) present in the United States, causing them to adapt their methodologies, particularly those
engaged in crimes that require the crossing of physical borders, such as drug trafficking, alien smuggling, and
some types of money laundering. TCOs likely will find new opportunities in COVID-19 to engage in fraud and
theft directly related to the pandemic, such as selling counterfeit pharmaceuticals and stealing medical supplies.
The FBI has medium confidence in this assessment, based on a body of HUMINT, law enforcement, and open
source reporting. An increasing awareness of a shift in methodologies allows FBI agents and analysts to
anticipate threats, and to engage in targeted collection.

(U//FOUOQ) Key Assumptions: TCOs persist in carrying out criminal activity despite restrictions on their travel and
the risk of members contracting COVID-19. TCOs surge on more profitable activities as another way to adapt to
changing circumstances. Indicators of these assumptions being correct include reporting on TCOs engaging in
ongoing criminal activities across the border, and increasing their involvement in criminal activities that might
not involve border crossing, such as fuel theft and extortion. Indicators of these assumptions being incorrect
include reporting on the inability of TCOs to raise revenue, and the widespread incapacitation of TCO members
and associates due to illness. If the key assumptions turn out to be unfounded, it would significantly undermine
the assessment in this product.

(U//FOUO) Analysis of Alternatives: The FBI considered the possibility TCOs will weather the pandemic by
continuing with operations as usual, persisting in current methodologies and absorbing any reductions in
revenue. The FBI considers this to be highly unlikely because TCOs are highly motivated by profit. Historically,
they have displayed a willingness and the ability to adapt to changing circumstances and take advantage of new
opportunities to increase revenue. Recent examples include surging production and dissemination of synthetic
opioids, and using cryptocurrency to launder criminal proceeds.

Prepared by Bureau Intelligence Council and Criminal Investigative Division

(U) LAW ENFORCEMENT SENSITIVE: The information marked (U//LES) in this document is the property of the Federal Bureau of Investigation and may be distributed within the federal government
(and its contractors), U.S. intelligence, law enforcement, public safety or protection officials, and individuals with a need to know. Distribution beyond these entities without FBI authorization is
prohibited. Precautions should be taken to ensure this information is stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be
used in legal proceedings without first receiving autherization from the originating agency. Recipients are prohibited from subsequently posting the information marked LES on a website on an
unclassified network without first abtaining FBI approval.
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