Morris County Sheriff’'s Office

P.O. Box 900 * Morristown, New Jersey 07963-0900 ¢ Phone 973-285-6600  Fax 973-605-8312

James M. Gannon

Sheriff

Mark S. Spitzer | Alan J. Robinson
Undersheriff #‘\7 % % 7‘}\( Undersheriff
Kelley D. Zienowicz Christopher E. Klein
Chief Yot S Warden
Richard A. Rose
Chief Warrant Officer

January 16, 2020

Via E-Mail [85351-78190345]

Re: OPRA Request dated J ahllal'y 14, 2020

Dear Beryl Lipton,

The Morris County Sheriff’s Office (“Sheriff’s Office™) records custodian received your Open
Public Records Act (“OPRA”) request on January 14, 2020. The seven (7) business day deadline
to respond to your request is January 24, 2020. As such, the Sheriff’s Office is timely
responding to your OPRA request.

Your OPRA request seeks the following records:

Records and materials related to the solicitation, acquisition, evaluation, and use of any program
featuring facial recognition technology or capabilities.

This software or services may be created internally or include StoneLock, though this request is
also applicable to any other company providing facial recognition or scanning services for use in
housing or other accommodations.

Materials responsive materials include but are not limited to:

1. ALGORITHM or CODE

Any algorithm or code developed for implementation of or as part of this "software" or program
or any related system that conducts calculations or decision making. This includes any algorithm
or software developed by or with, given to, used by, purchased or licensed to this agency for
implementation of the above referenced program, as well as any algorithm or source code in use
by this program or by which this system conducts calculations or decision making. This would
include original source code, any compiled binaries (also known as executables), specification
documents, spreadsheets, program scripts, and other digital materials used to calculate any data
in the above program. Collectively, these responsive materials will be referred to as "the
software" in the following paragraphs.



2. INPUT DATA
Any input training data for the "software" or related machine learning algorithms or programs.

For the aspects of the software that require an input (for example, to compute a value), please
provide the following in whatever their native format is::

* a copy of the five most recent sets of data that were used for input, as well as

» the five most recent outputs of the software

If these inputs or outputs include exempt information, please provide all material save for
specific information that is specifically exempted by law. Please also provide a description of
input and output data fields that will aid in understanding the type of information that is
submitted to the software and that is produced by the software.,

3. AUDITS, REPORTS, and VALIDATION STUDIES

A copy of all reports concerning or mentioning the "software," including audit records, annual
reports that mention the use of the "software," reports to legislative bodies, misuse reports,
reports to oversight bodies.

This also includes all impact and validation studies. Please provide a copy of any validation
studies conducted with respect to the program or with respect to any software or algorithms used
in connection with the program. Please also provide a copy of any records pertaining to inquiries
for the need of validation studies or discussion of potential or actual validation studies. A

- “validation study” in this context is any study designed to assess how accurate the program is in
predicting what it is supposed to predict, used to assess whether the program may err in the
direction of either under- or overestimating likelihoods or predicted outcomes, or intended to
evaluate whether the software does or will produce any results that are biased or unexpected in
any way.

4. AGREEMENTS and CONTRACTS
Any and all agreements related to the acquisition and use of this "software," algorithm, or
program.

This includes (but is not limited to):

» all contracts (as well as associated amendments, attachments, and exhibits),
» data sharing agreements

* insurance agreement

* intergovernmental services agreements

* licensing agreement

» memorandums of understanding, and

» nondisclosure agreements

regarding or relevant to this software or program.

Please provide a copy of any informal agreements, insurance agreements, liability waivers, and
warranties that reference this technology or otherwise guide its use or the relationship between
this agency, the provider or developer of the "software," or any other partner or entity that may
use or access it.



5. BIDDING and PROCUREMENT

A copy of any available or relevant Requests for Expressions of Interest, Requests For Proposal
(or equivalent calls for bids), responses to Requests for Expressions of Interest, letters of interest,
responses to Requests for Proposal, sole source or limited source justification and approval
documentation, documentation of selection, and other materials generated in the consideration
and selection of the technology in question.

6. FINANCIAL and FUNDING MATERIALS

Any records related to the financing or funding of this "software," including a copy of any
related funding opportunity announcements, grant applications, grantor status/progress reports,
purchase orders, invoices, and other memoranda and documentation related to the payment or
cost (or lack thereof) of the "software," related technology, personnel, equipment, or other
elements concerning this "software" or program.

7. INSTRUCTIONAL MATERIALS and TRAINING

All instructional materials, presentations, and presentation materials (including recorded video
and audio, PowerPoint files, prepared remarks, and slides formats), and other guidance on the
use of "the software."

This includes any notes taken during meetings that discussed the use of the software, any
explanations (whether generated internally or externally) of how the software works, and any
other document that has been used to help explain the use of "the software" to any party,
including internal documentation, public relations materials, and executive summaries.

This also includes training material governing the use, sharing, or access to the "software" or any
data related to or collected by the face recognition software/technology, including the legal
standard that is required before using the technology.

This also includes any description of input and output data fields that will aid in understanding
the type of information that is submitted to the software, and that is produced by the software.

8. PRIVACY ASSESSMENTS

A copy of any data retention guidelines or policies, data security policies, data security
specifications, privacy impact assessments, security audits, or other materials evaluating or
guiding the security of the "software" or the privacy of the data involved

9. USE POLICIES

Please provide a copy of any policy directives, guidance documents, memoranda, training
materials, or similar records governing the use and function of this technology for immigration,
law enforcement, or any purpose, including all those related to data retention, permissible and
impermissible use, and security standards. This would include materials that describe the
application, function, and use of the "software," including advertisements, emails, handouts,
usage policies, PowerPoint presentations, specification documents, or standard operating
procedures.

10. COMMUNICATION and MARKETING MATERIALS
All communications or marketing materials relevant to or mentioning this "software" or
program.



This includes any correspondence between any staff at this agency with any other organization or
vendor relevant to the use of the aforementioned technology or program, including records
related to meetings or follow-up actions with any vendors, companies, or other private entities
marketing this technology for immigration, intelligence, law enforcement, or any use. This also
includes correspondence in the form of emails, email attachments, paper letters, text message,
and any other form of correspondence, as well as all marketing materials - unsolicited, requested,
or otherwise - acquired from vendors of this technology.

Please be advised that the Morris County Sheriff’s Office, Bureau of Law Enforcement and
Bureau of Corrections does not possess any response records to your request.

Your OPRA request is now deemed answered and closed. Thank you for your attention to this
matter.

Very tl‘uly yoms
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\fltalvne A. Rogels

C/onﬁden‘ual Assistant to Undersheriff
Records Custodian



