
From: Records, Public (MIL)
To: "Fairchild, Katie (USAWAW)"; "Lacour, Christopher A MAJ USARMY HQDA OTJAG (US)"
Cc: "Cortez, Dawn (ATG)"
Subject: RE: PRA request #18-03-003 - Additional Record Found
Date: Thursday, November 29, 2018 7:13:00 AM
Attachments: (U__FOUO) ARTIC Criminal & Terrorism Intelligence Report (ACTIR)_ 30 May 2017 [View in HTML]

(UNCLASSIFIED__FOUO) - 2018-09-10_Redacted.zip

Good morning Katie,
 
In reviewing the redactions it appears there is one email that should have been included in the
records provided for review but didn’t make it into the folder. This email is attached above,
password protected. I will send an immediate email to follow with a password. I apologize for any
inconvenience!
 
It is my hope that you and your team will have an opportunity to review this one record prior to our
conversation next week. If time is needed to review this record, we will accommodate. 
 
Please let me know if I can offer any assistance,
 

Cynthia Whaley
Public Records Officer
Intergovernmental Affairs & Policy Office
(253) 512-8110 Phone
Cynthia.Whaley@mil.wa.gov
Hours: Tues -Fri 0600 to 1630
 

From: Fairchild, Katie (USAWAW) <Katie.Fairchild@usdoj.gov> 
Sent: Tuesday, November 27, 2018 2:02 PM
To: Whaley, Cynthia (MIL) <Cynthia.Whaley@mil.wa.gov>; 'Cortez, Dawn (ATG)'
<DawnC@ATG.WA.GOV>
Cc: 'Lacour, Christopher A MAJ USARMY HQDA OTJAG (US)' <christopher.a.lacour.mil@mail.mil>
Subject: RE: PRA request #18-03-003
 
I would be happy to schedule a time to speak about proposed redactions. Unfortunately tomorrow
afternoon will not work and I have a hearing on Thursday morning. Would Thursday afternoon work
for you? Regarding the timeline, would it be possible to extend the deadline so that we can continue
to work together to try and resolve these matters?
 
Thank you,
Katie
 
Katie D. Fairchild
Assistant United States Attorney
United States Attorney's Office

Western District of Washington

700 Stewart Street | Suite 5220 | Seattle, Washington 98101-1271

mailto:Public.Records@mil.wa.gov
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( 206-553-4358 |7 206-553-4067 | * Katie.Fairchild@usdoj.gov
-­­­­--------------------------------------------------------------------------

Confidentiality Notice: E-mails from the United States Attorney's Office normally contain confidential and privileged material,
and are for the sole use of the intended recipient. Use or distribution by an unintended recipient is prohibited, and may be a
violation of law. If you believe that you received this e-mail in error, please do not read this e-mail or any attached items.
Please delete the e-mail and all attachments, including any copies thereof, and inform the sender that you have deleted the
e-mail, all attachments and any copies thereof. Thank you.

 

From: Whaley, Cynthia (MIL) 
Sent: Tuesday, November 27, 2018 1:50 PM
To: Fairchild, Katie (USAWAW) ; 'Cortez, Dawn (ATG)' 
Cc: 'Lacour, Christopher A MAJ USARMY HQDA OTJAG (US)' 
Subject: RE: PRA request #18-03-003
 
Hi Katie,
 
Thank you for the proposed redactions. I am in interviews all day today but I plan on reviewing the
redactions either this evening or tomorrow morning. Perhaps we can touch base tomorrow
afternoon?
 
Your time and efforts on this issue are much appreciated!
 

Cynthia Whaley
Public Records Officer
Intergovernmental Affairs & Policy Office
(253) 512-8110 Phone
Cynthia.Whaley@mil.wa.gov
Hours: Tues -Fri 0600 to 1630
 

From: Fairchild, Katie (USAWAW) <Katie.Fairchild@usdoj.gov> 
Sent: Tuesday, November 27, 2018 10:23 AM
To: Cortez, Dawn (ATG) <DawnC@ATG.WA.GOV>; Whaley, Cynthia (MIL)
<Cynthia.Whaley@mil.wa.gov>
Cc: 'Lacour, Christopher A MAJ USARMY HQDA OTJAG (US)' <christopher.a.lacour.mil@mail.mil>
Subject: RE: PRA request #18-03-003
 
Dawn,
 
Following up on our on conversation last week, attached are the proposed redactions. Please let me
know if you and/or Cynthia would like to schedule a time to discuss the proposed redactions and
timeline.
 
Thank you,
Katie
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Katie D. Fairchild
Assistant United States Attorney
United States Attorney's Office

Western District of Washington

700 Stewart Street | Suite 5220 | Seattle, Washington 98101-1271
( 206-553-4358 |7 206-553-4067 | * Katie.Fairchild@usdoj.gov
-­­­­--------------------------------------------------------------------------

Confidentiality Notice: E-mails from the United States Attorney's Office normally contain confidential and privileged material,
and are for the sole use of the intended recipient. Use or distribution by an unintended recipient is prohibited, and may be a
violation of law. If you believe that you received this e-mail in error, please do not read this e-mail or any attached items.
Please delete the e-mail and all attachments, including any copies thereof, and inform the sender that you have deleted the
e-mail, all attachments and any copies thereof. Thank you.

 

From: Cortez, Dawn (ATG) <DawnC@ATG.WA.GOV> 
Sent: Monday, November 19, 2018 10:05 AM
To: Fairchild, Katie (USAWAW) <KFairchild@usa.doj.gov>; Whaley, Cynthia (MIL)
<Cynthia.Whaley@mil.wa.gov>
Cc: 'Lacour, Christopher A MAJ USARMY HQDA OTJAG (US)' <christopher.a.lacour.mil@mail.mil>
Subject: RE: PRA request #18-03-003
 
Hi Katie,
 
I can discuss them with you, but can you send a redacted version first, so we can see what you are
requesting. The requestor has agreed to some redactions that Homeland Security requested and
maybe they are the same.
 
Best,
 
Dawn
 

From: Fairchild, Katie (USAWAW) <Katie.Fairchild@usdoj.gov> 
Sent: Monday, November 19, 2018 9:56 AM
To: Whaley, Cynthia (MIL) <Cynthia.Whaley@mil.wa.gov>
Cc: 'Lacour, Christopher A MAJ USARMY HQDA OTJAG (US)' <christopher.a.lacour.mil@mail.mil>;
Cortez, Dawn (ATG) <DawnC@ATG.WA.GOV>
Subject: RE: PRA request #18-03-003
 
Thank you Cynthia. We’ve gone over the records and have identified 5 records that we believe
contain information that is exempt from disclosure under RCW 42.56.420 and therefore should be
redacted. Do you or Dawn have time this week for a call to discuss these records and redactions?
 
Thank you,
Katie
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Katie D. Fairchild
Assistant United States Attorney
United States Attorney's Office

Western District of Washington

700 Stewart Street | Suite 5220 | Seattle, Washington 98101-1271
( 206-553-4358 |7 206-553-4067 | * Katie.Fairchild@usdoj.gov
-­­­­--------------------------------------------------------------------------

Confidentiality Notice: E-mails from the United States Attorney's Office normally contain confidential and privileged material,
and are for the sole use of the intended recipient. Use or distribution by an unintended recipient is prohibited, and may be a
violation of law. If you believe that you received this e-mail in error, please do not read this e-mail or any attached items.
Please delete the e-mail and all attachments, including any copies thereof, and inform the sender that you have deleted the
e-mail, all attachments and any copies thereof. Thank you.

 

From: Whaley, Cynthia (MIL) <Cynthia.Whaley@mil.wa.gov> 
Sent: Thursday, November 1, 2018 3:21 PM
To: Fairchild, Katie (USAWAW) <KFairchild@usa.doj.gov>
Cc: 'Lacour, Christopher A MAJ USARMY HQDA OTJAG (US)' <christopher.a.lacour.mil@mail.mil>;
'Cortez, Dawn (ATG)' <DawnC@ATG.WA.GOV>
Subject: RE: PRA request #18-03-003
 
Good afternoon,
 
Thank you for your swift response regarding the public records request the WA Military Department
is processing. I have forwarded your email to our legal counsel, Dawn Cortez, AAG, for awareness
and assistance. She may be reached via email at DawnC@ATG.WA.GOV or via phone at 360-586-
2436. I am sure she will be in touch with you soon to discuss your concerns.
 
Regarding the time extension you have requested, I understand additional time is needed and
therefore have adjusted the release date to November 30, 2018. Please let me know if this date
needs further adjustment as we move forward together.
 
I appreciate your cooperation,
 

Cynthia Whaley
Public Records Officer
Intergovernmental Affairs & Policy Office
(253) 512-8110 Phone
Cynthia.Whaley@mil.wa.gov
Hours: Tues -Fri 0600 to 1630
 
 
 

From: Fairchild, Katie (USAWAW) <Katie.Fairchild@usdoj.gov> 
Sent: Wednesday, October 31, 2018 2:17 PM
To: Whaley, Cynthia (MIL) <Cynthia.Whaley@mil.wa.gov>
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Cc: Lacour, Christopher A MAJ USARMY HQDA OTJAG (US) <christopher.a.lacour.mil@mail.mil>
Subject: PRA request #18-03-003
 
Ms. Whaley,
 
I recently received the attached correspondence regarding PRA request #18-03-003 asking for:
 

All reports, including but not limited to "threat assessments," "intelligence notes,"
and information bulletins in the possession of the Washington Military Department
from Jan. 1, 2017 to the date the processing of this request is initiated that pertain
to any of the following networks, groups, or movements: white supremacists, white
supremacist extremists, left-wing extremists, Antifa, Patriot Prayer, Proud Boys, the
“III Percent” militiamen, Oath Keepers, the KKK, environmental extremists,
environmental rights extremists, black identity extremists, black separatist
extremists, anarchists, and/or anarchist extremists.
 

I am an Assistant United States Attorney in the Western District of Washington and am currently
getting up to speed on this matter. Initially, we would like to request an extension of the proposed
11/15 release date to allow us to fully consider the records at issue. Would you agree to an
extension? We would also like to set up a time to speak with you regarding this matter. Please let us
know if you are available for a phone call, and if so, when would be a convenient time for us to reach
you.
 
Thank you,
Katie Fairchild
 
 
 
Katie D. Fairchild
Assistant United States Attorney
United States Attorney's Office

Western District of Washington

700 Stewart Street | Suite 5220 | Seattle, Washington 98101-1271
( 206-553-4358 |7 206-553-4067 | * Katie.Fairchild@usdoj.gov
-­­­­--------------------------------------------------------------------------

Confidentiality Notice: E-mails from the United States Attorney's Office normally contain confidential and privileged material,
and are for the sole use of the intended recipient. Use or distribution by an unintended recipient is prohibited, and may be a
violation of law. If you believe that you received this e-mail in error, please do not read this e-mail or any attached items.
Please delete the e-mail and all attachments, including any copies thereof, and inform the sender that you have deleted the
e-mail, all attachments and any copies thereof. Thank you.
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From:                                 Wells, Jeffrey S CTR USARMY HQDA PMG (US)
Sent:                                  Tue, 30 May 2017 13:37:17 +0000,Tue, 30 May 2017 13:37:17 +0000
To:                                      USARMY Pentagon HQDA DCS G-2 List DAMI-ARTIC
Cc:                                      USARMY Ft Belvoir USACIDC List CIOC Threat Analysis Branch;USARMY Ft Meade 
902 MI GRP List Army Cilec
Subject:                             (U//FOUO) ARTIC Criminal & Terrorism Intelligence Report (ACTIR): 30 May 
2017 [View in HTML] (UNCLASSIFIED//FOUO)
Attachments:                   Accessions - Special Assessment - APRIL 2017.pdf, DHS Handouts.pdf, 
Ramadan2017.pdf, 170530 ARTIC - ACTIR 17-0030.pdf, smime.p7s


CLASSIFICATION: UNCLASSIFIED//FOR OFFICIAL USE ONLY


[View in HTML]
 


US Army Threat Integration Center – Criminal & Terrorism Intelligence Report 
(ACTIR)


 
 
(U) FOR OFFICIAL USE ONLY: The information marked (U//FOUO) in this document is 
the property of the originator and may be distributed within the Federal Government 
(and its contractors), US intelligence, law enforcement, public safety or protection 
officials and individuals with a need to know. Distribution beyond these entities without 
the originator’s authorization is prohibited. Precautions should be taken to ensure this 
information is stored and/or destroyed in a manner that precludes unauthorized access. 
Information bearing the FOUO caveat may not be used in legal proceedings without first 
receiving authorization from the originating agency. Recipients are prohibited from 
subsequently posting the information marked FOUO on a website or an unclassified 
network.
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Used to Deploy WannaCry Ransomware
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(U) Situational Awareness
 


 
v/r, 
 
Army Threat Integration Center (ARTIC)
 
NIPR e-mail: NIPR e-mail: usarmy.pentagon.hqda-dcs-g-2.list.dami-artic@mail.mil
SIPR email: usarmy.pentagon.hqda-dcs-g-2.list.dami-artic@mail.smil.mil
JWICS email: dami-artic@army.ic.gov
 
https://army.deps.mil/army/sites/pmg/OPMG/OPS/antiterror/artic/pic/default.aspx
 
24 hr watch desk: 703-695-5300     NSTS (Secure): 960-1709     TSVOIP: 984-5527
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CIOP-IN (195) 
 


 
U//FOUO) This special assessment provides unclassified information for military 
commanders, law enforcement, security personnel, intelligence analysts, and others 
with force protection duties.   
 
(U//FOUO) This special assessment is For Official Use Only and contains information 
protected by the Privacy Act of 1974 as amended.  Distribution of this summary is 
restricted to Department of Defense (DoD) and law enforcement agencies only.  
Redistribution requires prior approval from Headquarters, US Army Criminal 
Investigation Command (USACIDC).  Violations of the Privacy Act make both the 
releasing organization and the individuals(s) involved in the unauthorized release liable 
in civil suits.     
 
(U//FOUO) Information contained in this assessment is not releasable to the media, or 
other agencies within or outside, DoD without a specific need to know.  This report 
contains privileged information requiring protection by the user in accordance with 
federal and DoD regulations.  Further dissemination should be limited to a minimum, 
consistent with the purpose of supporting effective law enforcement and public safety.  
Violation of distribution restrictions will result in removal from the distribution list and a 
ban on receiving future USACIDC reports.   
 


Criminal Intelligence Operations Center 
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(U) TABLE OF CONTENTS 
 


• (U//FOUO) INTRODUCTION ................................................................................ 2 
• (U//FOUO) THREATS TO RECRUITING, ROTC AND MEPS ............................. 2 
• (U//FOUO) CONCLUSION ................................................................................. 11 


 
(U//FOUO) Introduction:  The following assessment contains a summary of reported 
suspicious activities and incidents received and reported by US Army Recruiting 
Command (USAREC), US Army Cadet Command (USACC), and US Military Entrance 
Processing Command (USMEPCOM) that are associated with military recruiting, 
Reserve Officers Training Corps (ROTC) and Military Entrance Processing Station 
(MEPS) facilities, equipment, and personnel, during April 2017.  The types of suspicious 
activity incidents included are: 
 


• (U)  Threatening/Suspicious Communication 
• (U)  Violence/Assault 
• (U)  Protests/Demonstrations 
• (U)  Surveillance 
• (U)  Suspicious Package/Letter 
• (U)  Theft/Loss 
• (U)  Vandalism/Trespassing 


 
(U//FOUO) THREATS TO RECRUITING, ROTC AND MEPS: 
 
(U//FOUO)  Threatening / Suspicious Communication:  During the reported period 
there were six incidents of threatening or suspicious communication involving 
individuals threatening military or civilian members.  DoD recruiting assets are 
consistent targets of suspicious behavior by civilians, due to their interaction with the 
public.  Typically, these individuals choose to voice their issues or displeasure to 
employees of “Stand Alone Facilities,” because of their representation of the 
government.  Two of the six incidents revolved around the receipt of letters, telephone 
calls, emails, or facsimiles which are used to convey threatening communications.  
These types of threats directed towards DoD members who work in “Stand Alone 
Facilities” require increased situational awareness of suspicious individuals that may 
wish to harm DoD personnel.  US Army members should adhere to all protection 
policies and procedures and maintain situational awareness at all times due their 
visibility in local communities. 
 


Army







CIOP-IN (195) 
SUBJECT: Monthly Accession Summary 
 


 
 
(U//FOUO)  DISTRIBUTION: This document is provided for law enforcement and security personnel, military commanders, 
intelligence analysts, and other officials with a need to know.  Further dissemination should be limited to a minimum, consistent with 
the purpose of supporting effective law enforcement and public safety.  Copies of this document, enclosures thereto, and 
information therein will not be further released outside your agency without prior approval.  This document will not be released for 
view by the media or open to the public.  Additional release requires prior approval from the USACIDC Deputy Chief of Intelligence, 
phone
 3 


FOR OFFICIAL USE ONLY 
 


FOR OFFICIAL USE ONLY 


(U//FOUO) Havelock Recruiting Center (RC), Havelock, NC:  On 4 Apr 17, Army 
Recruiters reported a known Army applicant, who had an extensive criminal history and 
psychological issues, sent text messages and made telephone calls that were  
harassing and threatening in nature after being told he was permanently disqualified 
from joining the military.  A police report was filed. (Sources: USAREC 17-0525, and 
eGuardian Report HQUSACIDC-2017-00027, 6 Apr 17) 
 
(U//FOUO) Albany RC, Albany, OR:  About 1230, 6 Apr 17, an Army Recruiter was 
conducting recruiter operations (prospecting) via text messages using a high school 
graduation list from a known Oregon high school.  The Recruiter sent a text message to 
a known telephone number which was associated to the known name.  The text 
recipient sent a response that stated "I'm going to bomb you".  The police report was 
filed with the Albany Police Department, Albany, OR. (Sources: USAREC 17-0533, and 
eGuardian Report HQUSACIDC-2017-00028, 7 Apr 17) 
 
(U//FOUO) Analyst Comment:  The Albany Police Department made contact with the 
suspect, a juvenile, who acknowledged making the threat not realizing the ramifications, 
because he did not believe a recruiter would try to enlist him through a text message.  A 
verbal warning was issued to the suspect by the police department. 
 


(U//FOUO) Ball State University ROTC, Muncie, IN:  On 10 Apr 17, ROTC 
Cadets reported observing pamphlets around the university campus that 
presented the US Army ROTC program as a “terrorist organization.”  Campus 
police are investigating. (Source: USACC SIR 17-460)    
 


(U//FOUO) Phoenix MEPS, Phoenix, AZ:  About 0950, 13 Apr 17, a Department of 
Defense Civilian (DAC) was accosted by an unknown male in the smoking area of the 
MEPS building.  The DAC stated the unknown male started a verbal altercation with him 
by making derogatory comments about the military; however, the DAC did not engage 
with the male.  Further, the MEPS Building Manager reported that on 3 Apr 17, the 
same unknown male confronted and accosted a military recruiter and several 
employees of other building tenants.  The male made statements alluding to "cutting 
throats" and "blowing things up."  The male also said he “hopes that those kids (military 
applicants) will get their throats sliced” or that they will "rise up and cut your throat".  
The local police department was notified.  (Sources: USMEPCOM StarNet Report 
170417-04, and eGuardian Report HQUSACIDC-2017-00031, 19 Apr 17) 
 
(U//FOUO) Topeka RC, Topeka, KS:  About 2000, 17 Apr 17, an Army Recruiter 
reported an identified male entered the recruiting center and told the recruiter that he 
had a message for “President Trump”  and then started speaking about religion.  The 
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recruiter provided the male with a business card of a second recruiter resulting in the 
male departing the center.  On 18 Apr 17, the second recruiter received a call from the 
male who again related he had a message for “President Trump” concerning an incident 
that occurred in Dallas, TX that was committed by a named individual.  The male stated 
he was seeking “capital punishment” for named individual from “President Trump.”  The 
recruiter stated the male would not go into further detail about the incident over the 
telephone; however, he stated he was coming to the recruiting center to discuss it 
further.  The recruiter subsequently notified the Topeka Police Department of the male’s 
behavior and unusual comments.  The Topeka Police Department subsequently issued 
the male a trespass notification when re-entered the RC.  (Sources: USAREC SIR 17-
0575 and eGuardian HQUSACIDC-2017-00036, 21 Apr 17).  
 
(U//FOUO) St Louis Medical Recruiting Center (MRC), St Louis, MO:  Between 17 Apr 
17 and 24 Apr 17, a known Army applicant harassed and visited Army Recruiters after 
being told he was disqualified for military service.  The applicant gave the recruiter an 
envelope that he wanted sent to the Department of the Army.  A police report was filed 
and the applicant was arrested for an unrelated harassment charge.  (Source: USAREC 
17-0587)   
 
(U//FOUO) Analyst Comment:   Law Enforcement officials determined the applicant 
was suffering from mental illness.  
 
(U//FOUO)  Violence/Assault: 


 
(U//FOUO) University of Idaho ROTC, Moscow, ID:  About 0452, 7 Apr 17, a ROTC 
Cadet, who is also a National Guard Soldier, was stabbed 15 times while in her off 
campus apartment by a known individual who was later arrested.  The cadet was 
transported to a local hospital and is recovering.  (Source: USACC SIR 17-0454)  
 
(U//FOUO) Jamaica RC, Jamaica, NY :  On 16 Apr 17, while on leave and eating at a 
local fast food restaurant, an Army Recruiter was robbed at gunpoint by two unknown 
assailants resulting in the theft of his government owned cell phone and other personal 
items.  A police report was filed.  (Source: USAREC SIR 17-0600)      
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(U//FOUO) Temple RC, Temple, TX:  About 1530, 18 Apr 17, an applicant’s father 
called the RC to schedule an appointment to discuss the applicant’s future in the 
military.  During the telephone conversation, the male identified himself as an Army 
veteran, a “retired First Sergeant,” and a carry conceal permit holder.  During the 
conversation concerning the applicant’s score on an enlistment test, the father became 
belligerent with the recruiter and was subsequently advised that he would have to leave 
if he did not settle down.  At this time, recruiters determined the father was intoxicated 
and confronted him about his condition resulting in the father departing the RC.  The 
recruiters notified local law enforcement and followed the father through the mall.  The 
recruiters observed the father fall down a small flight of stairs and immediately pulled 
out a Taser and accused a man, who was standing in close proximity, of punching him 
in the back of the head and activated the Taser in the mall.  The recruiter then told the 
male to leave the area as law enforcement was on the way, at which point the father 
turned his attention towards the recruiter.  The father stated it was the recruiters fault 
because he did not want him driving and began to approach the recruiter with the 
activated Taser.  The recruiter directed the father to stay in place, at which point the 
police arrived and escorted the father out of the mall. (Source: USAREC SIR 17-0576) 
 
(U//FOUO) Analyst Comment:  It was determined the father was discharged from the 
military after serving two months in the US Army.  It was also determined he had been 
arrested for impersonating a police officer. 
 
(U//FOUO) Illinois Institute of Technology ROTC, Chicago, IL:  About 2125, 25 Apr 17, a 
ROTC Cadet was walking in a known location when he was approached by two 
unknown males, one was armed with a weapon, and ordered him to remove his 
cellphone, wallet containing credit cards, a small of amount cash, and a military ID card, 
and his back pack, containing notebooks, gloves, and a physical training uniform.  The 
two males then ordered him to unlock his cellphone, which the cadet declined.  As a 
result, the two males attempted to strike the cadet; however, the cadet ran to a parking 
lot.  A police report was filed with Chicago Police Department, Chicago, IL.  (Source: 
USACC SIR 17-0511) 
 
(U//FOUO)  Protests/Demonstrations: During the reporting period, there were no 
demonstration/protests that took place in the vicinity of recruiting stations and ROTC 
facilities.   
 
(U//FOUO)  Surveillance:  Surveillance is the demonstration of unusual interest in 
facilities, buildings, infrastructure or personnel beyond mere casual or professional 
interest and in a manner that would arouse suspicion of terrorism or other criminality in 
a reasonable person.  During the reporting period, there was one incident of suspicious 
activity/surveillance involving US Army recruiting, ROTC cadre and cadet, or MEPS 
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personnel.  Due to the public access to recruiting centers these incidents will likely 
continue to increase based on previous reporting patterns.  While photographing and 
videotaping incidents are suspicious in nature, they alone do not mean that an attack on 
the military facility is being planned. However, DoD members should remember that one 
of the first signs of terrorist activity is someone attempting to monitor or record activities 
in order to exploit or identify vulnerabilities.  Therefore, suspected surveillance 
operations should immediately reported to local law enforcement for proper 
assessment. 
 
(U//FOUO) Texarkana RC, Texarkana TX:  About 1130, 4 Apr 17, two Army Recruiters 
reported an unknown male was observed taking pictures of the recruiting center located 
inside the Central Mall.  The recruiters approached the male in an attempt to ask him 
what he was doing.   Upon being confronted, the male became irate, yelling “You can't 
tell me what to do.”  “This is a free country.” and “187” at the recruiters.  The male then 
departed the area driving an unknown model Ford bearing Arkansas license plates 
“380VEY.” A police report was filed. (Sources:  USAREC 17-0531, and eGuardian 
Report HQUSACIDC-2017-0037, 10 May 17). 
 
(U//FOUO) Analyst Comment:  It is suspected the same male completed similar acts 
towards US Navy Recruiters assigned to the US Navy Texarkana RC, Texarkana, TX 
as documented in eGuardian Report USDONSEFO-2017-0007. 
 
(U//FOUO)  Suspicious Package/Letter:  During the reporting period there was one 
incident of a suspicious package/letter involving recruiting stations, ROTC or MEPS 
facilities.   The incidents involved the receipt of a letter depicting hatred towards the US 
Government.  Individuals choose to voice their issues or displeasure to recruiters and 
ROTC, MEPS assets because of their representation of the government.  DoD 
members are reminded that care should be practiced when receiving packages from 
unknown sources to prevent harm or loss of life.  DoD members are also reminded to 
notify local law enforcement agencies when in receipt of a suspicious package.  
 
(U//FOUO) Headquarters, USMEPCOM, North Chicago, IL:  About 0830, 12 Apr 17, a 
DAC reported an unknown person(s) sent a four page facsimile to his office.  The faxed 
pages included a hand written letter in an unknown language, copies of two foreign 
national identification cards, and two foreign language advertisements.  The hand 
written letter was addressed to "Mr. USA/NAVY Army Headquarter" and "Mr. General 
Joseph F. Dunford".  (Sources:  StarNet Report 170414-17 and eGuardian USACIDC-
2017-00032, 20 Apr 17). 
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(U//FOUO)  Theft/Loss:  During the reporting period, there were nineteen incidents 
concerning the loss or theft of government property.  Four of the nineteen incidents 
were the result of government property being stolen from a DoD member’s privately 
owned vehicle or residence, while five of the nineteen were the result of failing to 
safeguard government equipment.  Three of the nineteen incidents involved the theft or 
attempted theft of fuel from GOVs that were parked adjacent to “stand alone” facilities 
within local communities, which raises the number of GOV fuel thefts to ten since Oct 
16. The fuel thefts occurred in the states of California and Washington.  
  
(U//FOUO) Identified Locations:  Between 1 and 30 Apr 17, there were nine reports of 
lost or stolen government owned computers / tablets and/or cellular telephones 
assigned to USAREC, USACC, or MEPS personnel from various locations. 
 


• (U//FOUO) Texarkana RC, Texarkana, TX:  On 3 Apr 17, an Army Recruiter 
reported he lost his assigned Government owned cell phone. (Source: USAREC 
SIR 17-0536, 3 Apr 17) 


 
• (U//FOUO) Dearborn Rec Co, Dearborn, MI:  On 5 Apr 17, the Recruiting 


Company Commander reported eight government owned cell phones had been 
stolen from FedEx packages that were delivered to recruiting centers within the 
company’s footprint. (Source: USAREC SIR 17-0526, 5 Apr 17) 
 


• (U//FOUO) Round Rock RC, Austin, TX:  On 6 Apr 17, an Army Recruiter 
reported he lost his government owned cell phone. (Source: USAREC SIR 17-
0528, 6 Apr 17) 
 


• (U//FOUO) Chapman RC, Orange, CA:  About 0830, 6 Apr 17, an Army Recruiter 
reported his government owned cellphone was stolen from a wall locker while 
conducting physical training at a local gym. (Source: USAREC SIR 17-0538, 6 
Apr 17) 


 
• (U//FOUO) Fresno RC, Fresno, CA:  About 1420, 6 Apr 17, an Army Recruiter  


reported his back pack containing his government owned computer and his 
wallet containing his CAC were stolen from his POV while in was parked in 
parking lot adjacent the RC.  A police report was filed.  (Source: USAREC SIR 
17-0542, 6 Apr 17) 


 
• (U//FOUO) Long Beach Rec Co, Long Beach, CA:  About 1739, 7 Apr 17, a 


Recruiting Staff Member reported his back pack containing his Government 
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owned cellphone was stolen while visiting the Hoover Damn, Boulder City, NV.  A 
police report was filed.  (Source: USAREC SIR 17-0551, 7 Apr 17) 
 


• (U//FOUO) Southeast RC, San Antonio, TX:  On 9 Apr 17, an Army Recruiter 
reported his POV was stolen from his residence that contained his government 
owned cellphone.  A police report was filed. (Source: USAREC SIR 17-0554, 9 
Apr 17) 
 


• (U//FOUO) Humble RC, Humble, TX:  On 9 Apr 17, an Army Recruiter reported 
her house hold goods and her assigned military equipment, including a 
government owned computer, was placed in a storage facility while she attended 
a military school.  Upon her return, she discovered her property was auctioned 
off without her consent.  A police report was filed.  (Source: USAREC SIR 17-
0570, 9 Apr 17) 
 


• (U//FOUO) HQ, USAREC, Fort Knox, KY:  About 0930, 11 Apr 17, a Recruiting 
Staff Member reported he lost his government owned cell phone.  (Source: 
USAREC SIR 17-0564, 11 Apr 17) 
 


• (U//FOUO) Round Rock RC, Austin, TX:  About 1700, 19 Apr 17, an Army 
Recruiter  reported his government owned cellphone, his wallet containing his 
CAC Card, and a set of GOV keys were stolen from a wall locker while 
conducting physical training at a local gym. (Source: USAREC SIR 17-0581, 19 
Apr 17) 
 


• (U//FOUO) HQ, USAREC, Fort Knox, KY:  About 19 Apr 17, a Recruiting staff 
member reported he lost his government owned cell phone.  (Source: USAREC 
SIR 17-0606, 19 Apr 17) 
 


• (U//FOUO) Amarillo RC, Amarillo, TX:  About 1200, 21 Apr 17, an Army Recruiter  
lost his Government owned cell phone after placing it on top of his roof of his 
POV and drove away.  (Source: USAREC SIR 17-0588, 21 Apr 17) 
 


• (U//FOUO) Paramount High School JROTC, Paramount, OR:  About 0640, 24 
Apr 17, JROTC Cadre members discovered that person(s) unknown entered the 
JROTC classroom and stole a laptop computer, a projector, and other property 
that was located in secured wall locker. (Source: USACC SIR 17-0509, 27 Apr 
17) 
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• (U//FOUO) Albany Rec Bn, Albany, NY:  On 27 Apr 17, a Recruiting Staff 
Member discovered that two laptop computers were missing from a FedEx 
package that appeared to have been damaged or opened prior to delivery.  On 3 
May 17, the two computer were recovered by FedEx employees and delivered to 
the Recruiting Battalion. (Source: USAREC SIR 17-0596, 27 Apr 17) 


 
(U//FOUO) Florin RC, Sacramento, CA:  Between 7 Apr 17 and 23 Apr 17, person(s) 
unknown siphoned the fuel from a GOV, a 2014 Chevrolet Express passenger van 
bearing GSA License Plates G43-4112P, while it was parked adjacent the RC.  A police 
report was filed. (Source: USAREC 17-0591, 23 Apr 17) 
 
(U//FOUO) San Francisco State University ROTC, San Francisco, CA:  About 0300, 11 
Apr 17, an unknown person entered a ROTC Cadet’s POV and stole her assigned 
government owned Organizational Clothing and Individual Equipment.  A police report 
was filed. (Source: USACC SIR 17-0471) 
 
(U//FOUO) Visalia RC, Visalia CA:  On 24 Apr 17, an Army Recruiter discovered that 
person(s) unknown vandalized the fuel tank filler neck of a GOV, 2015 Dodge Caravan, 
bearing G41-4278R, resulting in fuel leaking on the ground.  A police report was filed. 
(Source:  USAREC 17-0617, 25 Apr 17) 
 
(U//FOUO) Sam Houston MSTC JROTC, San Antonio, TX:  On 26 Apr 17, a JROTC 
Cadre member reported a government owned laptop was discovered missing during an 
inventory as a result of being relocated to a temporary facility during Christmas Exodus. 
(Source: USACC SIR 17-0508) 
 
(U//FOUO) Spanaway RC, Tacoma, WA:  On 28 Apr 17, Army Recruiters were alerted 
that person(s) unknown appears to have attempted to siphon fuel from a GOV, 2013 
Chevrolet Express bearing G43-1479N, while the vehicle was parked in the rear parking 
area of the RC.  There was no reported damage to the GOV.  A police report was filed. 
(Source:  USAREC 17-0602, 28 Apr 17) 
 
(U//FOUO)  Vandalism/Trespassing:  
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(U//FOUO) Klamath Falls RC, Klamath Falls, OR:  On 7 Apr 17, Army Recruiters 
discovered that person(s) unknown stole the passenger side mirror off of a GOV while it 
was parked in the parking lot of Redding RC, Redding, CA.  A police report was filed. 
(Source: USAREC SIR 17-0557)   
 


(U//FOUO) Cleveland Medical Recruiting Company (MRC), Middleburg 
Heights, OH:  About 2200, 10 Apr 17, Army Recruiters were notified that a 
driver of a minivan had crashed through the exterior wall of the building and 
caused significant damage to the US Army and US Air Force RC.  No 
recruiters were present at the time of the incident nor was there any 
indication the incident was done intentionally or terroristic in nature.  A 


police report was filed. (Source: USAREC SIR 17-0552) 
 
(U//FOUO) San Antonio MRC, San Antonio, TX:  About 0900, 14 Apr 17, 
Recruiter staff   member reported person(s) unknown broke the rear 
passenger window of GOV G10-8532K and stole the GOV log book.  A 
police report was filed. (Source: USAREC SIR 17-0566) 
 


(U//FOUO) Cortland RC, Cortland, NY:  Between 14 Apr 17 and 16 Apr 17, 
Army Recruiters reported person(s) unknown damaged the right rear bumper 
and tail light of GOV G41-1554N while it was parked in the parking lot adjacent 
the RC.  The damage is consistent with someone striking the GOV with 
another vehicle.  A police report was filed. (Source: USAREC SIR 17-0573) 


 
(U//FOUO) University of Illinois ROTC, Urbana-Champaign, IL:  About 1700, 16 Apr 17, 
ROTC Cadre members were notified by the Campus Police that an identified individual 
slashed the front driver’s side tire of a GOV while it was parked in the designated 
parking spot.  The individual was apprehended and was identified as being responsible 
for other damage around campus. (Source: USACC SIR 17-0481). 
 
(U//FOUO) Fort Worth RC, Fort Worth, TX:  About 0130, 29 Apr 17, Army Recruiters 
were notified by local law enforcement that an identified individual damaged seven 
GOVs while there were parked in the parking lot adjacent the RC.  The damaged 
consisted of broken windows, dented hoods, and scratches.  The perpetrator was 
arrested and in the custody of the Fort Worth Police Department, Fort Worth, TX. 
(Source: USAREC SIR 17-0601) 
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(U//FOUO) Analyst Comment: There is no evidence to suggest that the individual was 
specifically targeting of the US Army due to damage of other tenant business vehicles 
and privately owned vehicles in adjacent business parking lot. 


 
(U//FOUO)  CONCLUSION:  In total, 37 reports of suspicious activities and incidents 
associated with military recruiting, ROTC, and MEPS facilities, equipment, and 
personnel, were received and reported by USAREC, USACC, and USMEPCOM during 
April 2017.  There is no credible information to believe any one facility may be 
threatened or targeted.  Of concern is the number of incidents in which government 
property, including fuel from GOVS, were stolen, lost and/or damaged, which degrades 
mission capabilities.  Government owned vehicles remain parked for extended periods, 
without physical security barriers.  Individuals will continue to target GOVs for crimes of 
opportunity due to these physical security limitations. The placement of the GOVs in 
secured environments should be considered to prevent such activities from occurring to 
reduce the degradation of mission capabilities.  Of the total number of reports, six 
eGuardian Reports were initiated; however, there was no terrorism nexus reported in 


   USAREC Incidents 
   USACC Incidents 
   USMEPCOM Incidents 
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any of the reports.  DoD members should continue to stay vigilant and report all 
suspicious activity in a timely manner.   
 


 
 
(U//FOUO)  During 2016, there were 424 force protection related incident reports.  
Approximately 32 percent of the force protection related incidents reported during 2016 
occurred within the first four months of 2017.  This suggest the potential of an increase 
in force protection incidents during 2017.  However, approximately 21 percent of the 
reported incidents for 2017 involves the lost, theft, and/or damage of government 
property, which could be greatly reduced if protective measures were adhered to.    
Continued reporting of force protection related incidents by personnel in “stand alone” 
facilities will assist law enforcement agencies in developing possible targets of terror, 
lone wolves, or activists.   
 
(U//FOUO) Recruiting, ROTC, and MEPS elements continue to be a force protection 
risk as they do not fall within the confines of a typical military installation.  These 
elements utilize various force protection programs to mitigate threats to personnel, 
equipment, and facilities.  However, continued emphasis should remain on vigilance 
and providing detailed reports of suspicious activity to law enforcement.  Terrorist 
attacks typically involve meticulous planning and preparation.  Recognition and 
reporting of SAR, IAW DoDI 2000.26 could aid in preventing a future terrorist or criminal 
attack. 
(U) POINTS OF CONTACT 
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SURVEILLANCE
Are you aware of anyone recording  
or monitoring activities, taking  
notes, using cameras, maps,  
binoculars, etc., near a key facility?


DEPLOYING ASSETS
Have you observed abandoned  
vehicles, stockpiling of suspicious  
materials, or persons being  
deployed near a key facility? 


SUSPICIOUS PERSONS
Are you aware of anyone who  
does not appear to belong in the  
workplace, neighborhood,  
business establishment, or near  
a key facility?


SUSPICIOUS QUESTIONING
Are you aware of anyone  
attempting to gain information  
in person, by phone, mail,  
e-mail, etc., regarding a key  
facility or its personnel?


TESTS OF SECURITY
Are you aware of any attempts to  
penetrate or test physical security  
or procedures at a key facility?


ACQUIRING SUPPLIES
Are you aware of anyone  
attempting to improperly  
acquire explosives, weapons,  
ammunitions, dangerous  
chemicals, uniforms, badges,  
flight manuals, access cards, or  
identification for a key facility  
or to legally obtain items under  
suspicious circumstances that  
could be used in a terrorist act?


DRY RUNS
Have you observed any behavior  
that appears to be preparation  
for terrorist activity, such as  
mapping out routes, playing out  
scenarios with other people,  
monitoring key facilities, timing  
traffic lights or traffic flow, or  
other suspicious activities?
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Call 911 if there is an emergency or immediate threat.
Call the nearest Joint Terrorism Task Force (JTTF)  


to report suspicious activity or behavior (see below).  
Submit information electronically at https://tips.fbi.gov


Report Suspicious 
Behavior and Activity
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or


Report an incident to the 


U.S. Computer Emergency Readiness Team


Incident Hotline: 1-888-282-0870


www.US-CERT.gov
 


For more cyber tips, best practices, "how-to" guidance, 


to sign up for technical and non-technical cyber alerts, 


and to download this poster, visit www.US-CERT.gov


SYSTEM FAILURE OR 
DISRUPTION
Has your system or website’s 
availability been disrupted?  Are your 
employees, customers, suppliers, 
or partners unable to access your 
system or website?  Has your service 
been denied to its users?


SUSPICIOUS QUESTIONING
Are you aware of anyone attempting 
to gain information in person, by 
phone, mail, e-mail, etc., regarding 
the configuration and/or cyber security 
posture of your website, network, 
software, or hardware?


UNAUTHORIZED ACCESS
Are you aware of anyone
attempting (either failed or 
successful) to gain unauthorized 
access to your system or its data? 


UNAUTHORIZED CHANGES 
OR ADDITIONS 
Has anyone made unauthorized 
changes or additions to your system's 
hardware, firmware, or software 
characteristics without your IT 
department’s knowledge, instruction, 
or consent?


SUSPICIOUS E-MAILS
Are you aware of anyone in your 
organization receiving suspicious 
e-mails that include unsolicited 
attachments and/or requests for 
sensitive personal or organizational 
information?


UNAUTHORIZED USE
Are unauthorized parties using your 
system for the processing or storage 
of data?  Are former employees, 
customers, suppliers, or partners still 
using your system?


We encourage you to report any activities that you feel meet these criteria for an incident.  Note that our policy is 
to keep any information specific to your site and system confidential unless we receive your permission to 


release that information.  US-CERT has partnered with law enforcement agencies such as the U.S. Secret Service 
and the Federal Bureau of Investigation to investigate cyber incidents and prosecute cyber criminals.


Report Suspicious 
Cyber Incidents
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Monitor and control who is entering your  
workplace: current employees, former  
employees, and commercial delivery and  
service personnel.


Check identification and ask individuals  
to identify the purpose of their visit to  
your workplace.


Report broken doors, windows, and locks to  
your organization’s or building’s security  
personnel as soon as possible.


Make back-ups or copies of sensitive  
and critical information and databases.


Store, lock, and inventory your organization’s  
keys, access cards, uniforms, badges,  
and vehicles.


Monitor and report suspicious activity in or near  
your facility’s entry/exit points, loading docks,  
parking areas, garages, and immediate vicinity.


Report suspicious-looking packages to your  
local police.  DO NOT OPEN or TOUCH.


Shred or destroy all documents that contain  
sensitive personal or organizational information  
that is no longer needed.


Keep an inventory of your most critical  
equipment, hardware, and software.  


Store and lock your personal items such as  
wallets, purses, and identification  
when not in use.


Call your local police department  
to report a suspicious person, vehicle,  
or activity in or near your workplace. 


(___) ___-___ 


Call 9ll if it is an emergency. 


To download this poster, visit www.US-CERT.gov
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Employees
Make your passwords complex.  Use a combination of  
numbers, symbols, and letters (uppercase and lowercase).


Change your passwords regularly (every 45 to 90 days).


Do NOT give any of your user names, passwords, or other  
computer/website access codes to anyone.


Do NOT open e-mails or attachments from strangers.


Do NOT install or connect any personal software or  
hardware to your organization’s network or hardware  
without permission from your IT department. 


Make electronic and physical back-ups or copies of all  
your most important work.


Report all suspicious or unusual problems with your  
computer to your IT department.


Management & IT Department
Implement Defense-in-Depth: a layered defense strategy  
that includes technical, organizational, and operational  
controls.


Establish clear policies and procedures for employee use  
of your organization’s information technologies.


Implement Technical Defenses: firewalls, intrusion  
detection systems, and Internet content filtering.


Update your anti-virus software daily.


Regularly download vendor security "patches" for  
all of your software.


Change the manufacturer's default passwords  
on all of your software.


Monitor, log, and analyze successful and attempted  
intrusions to your systems and networks.


Report a computer or network vulnerability to the 


U.S. Computer Emergency Readiness Team


Incident Hotline: 1-888-282-0870


www.US-CERT.gov
 


or


For more cyber tips, best practices, "how-to" guidance,  


to sign up for technical and non-technical cyber alerts,  


and to download this poster, visit www.US-CERT.gov


Cyber Security 
Guidance


DHS/PD/OIP/RMD/Feb06/v1.0







Ramadan
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Ramadan is the ninth month of the 
Islamic lunar calendar. Every day 
during this month, Muslims around 
the world spend the daylight hours 
in a complete fast.
During the month of Ramadan, 
Muslims all over the world abstain 
from food, drink, and other 
physical needs during the daylight 
hours. As a time to purify the soul, 
refocus attention on God, and 
practice self-sacrifice, Ramadan is 
much more than just not eating 
and drinking.


Donald W. Reid 2017







During the Fast of Ramadan strict restraints are 
placed on the daily lives of Muslims. They are 
not allowed to eat or drink during the daylight 
hours (those that are traveling or ill are not 
required to fast). Smoking and sexual relations 
are also forbidden during fasting. At the end of 
the day the fast is broken with prayer and a 
meal called the iftar. In the evening following 


the iftar it is customary 
for Muslims to go out 


visiting family and friends. The 
fast is resumed the next 
morning


Donald W. Reid 2017







According to the Quran:


One may eat and drink at any time during the night "until you 
can plainly distinguish a white thread from a black thread by the 
daylight: then keep the fast until night" 


Donald W. Reid 
2017







The good that is acquired through 
the fast can be destroyed by five 
things -


•the telling of a lie 
•slander 
•denouncing someone behind 
his back 
•a false oath 
•greed or covetousness 


These are considered offensive at 
all times, but are most offensive 
during the Fast of Ramadan.


Donald W. Reid 2017







During Ramadan, it is common for conservative Muslims to go to 
the Masjid (Mosque) and spend several hours praying and studying 
the Quran. In addition to the five daily prayers, during Ramadan 
Muslims recite a special prayer called the Taraweeh prayer (Night 
Prayer). The length of this prayer is usually 2-3 times as long as the 
daily prayers. Some Muslims spend the entire night in prayer.


Donald W. Reid 2017







Many Muslims who 
do not regularly 
attend prayers at a 
Mosque will attend 
prayers during 
Ramadan. For some 
this will be the only 
time of the year that 
they visit the 
Mosque.


Donald W. Reid 2017







On the evening of the either the 
21st, 23rd, 25th, 27th or 29th day 
of the month, Muslims celebrate 
the Laylat-al-Qadr (the Night of 
Power). It is believed that on this 
night Muhammad first received the 
revelation of the Quran. And 
according to the Quran, this is 
when God determines the course 
of the world for the following year. 


Donald W. Reid 2017







When the fast ends (the first day of 
the month of Shawwal) it is 
celebrated for three days in a 
holiday called Id-al-Fitr (the Feast 
of Fast Breaking). Gifts are 
exchanged. Friends and family 
gather to pray in congregation and 
for large meals. In some cities fairs 
are held to celebrate the end of 
the Fast of Ramadan.


Donald W. Reid 2017







Islamic Holidays


Al Hijra: Islamic New Year’s Day -
First day of the Islamic New Year 
celebrated on the first day of 
Muharram. Al Hijra is the day when 
Mohammed began his migration 
from Mecca to Medina in Islamic 
Year 1 (1 AH), 622 CE. 


Thursday, September 21st


Donald W. Reid 2017







Ashura - Day of mourning, 
observed on the 10th of 
Muharram, the first month of the 
Islamic year. It is a day of 
commemoration of the martyrdom 
of Imam Hussain, the grandson of 
The Prophet Muhammad.


Friday, September 29th


Donald W. Reid 2017







Ramadan - 9th month of the Islamic Calendar -
holy month of fasting Based on a lunar calendar 
and therefore varies every year. 
The Holy Month of Ramadan is a time when 
Muslims fast during daylight hours to celebrate the 
time when Allah revealed the first verses of the 
Qu'ran, the holy book of Islam. 
It is a time for spiritual reflection, prayer, doing 
good deeds, charity, spending time with loved 
ones. It teaches self-discipline, self-restraint, 
generosity and understanding of those less 
fortunate. 


Begins: Ends:
Friday, May 26th Saturday, June 24th


Donald W. Reid 2017







Eid ul-Fitr - Marks the end of Ramadan. It 
starts the day after Ramadan ends. It's 
significance is to celebrate the achievement 
of enhanced piety. A day of forgiveness, 
fellowship and unity, a time of giving and 
sharing.


Begins: Ends:
Sunday, June 25th Wednesday, June 28TH


Donald W. Reid 2017







Eid al-Adha - Religious festival celebrated by Muslims and 
Druze worldwide as a commemoration of Ibrahim's 
(Abraham's) willingness to sacrifice his son, as 
commanded by Allah. (Muslim tradition names Ishmael 
as the son who was to be sacrificed, whereas the Judeo-
Christian tradition names Isaac.)


Begins : Ends :
Friday, September 1ST Tuesday, September 5th


Donald W. Reid 2017







The nightly “iftar” meals during 
Ramadan are a good time for Law 
Enforcement to introduce 
themselves and become more 
familiar with those in their local 
Muslim communities. 


Donald W. Reid 2017
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(U) CONUS Suspicious Activity Reporting 


(U//FOUO) Virginia: Unauthorized Entry 
(U//FOUO) According to C4I reporting, on 18 MAY 17, Portsmouth Police Department (PD) observed an 
unnamed male in civilian clothes scaling a perimeter fence at Craney Island Fuel Depot (CIFD), Portsmouth, 
VA.  The suspect was evading police who were attempting to serve an arrest warrant for burglary. Portsmouth 


DHS



http://www.tampabay.com/news/publicsafety/crime/suspect-tells-police-he-killed-roommates-for-disrespecting-his-muslim-faith/2324756

http://heavy.com/news/2017/05/brandon-russell-odin-atomwaffen-tampa-murders-neo-nazi-explosives/

https://www.adl.org/blog/alt-right-groups-target-campuses-with-fliers

https://www.chicagomaroon.com/article/2016/12/6/militant-neo-nazi-group-claims-credit-hanging-hitl/
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PD in coordination with CIFD and Naval Station Norfolk, VA security guards initiated a search by patrol and K-
9 units with negative results. (Source: Fleet Forces, C4I, 16 MAY 17) 
 
(U//FOUO) California: Unauthorized Entry 
(U//FOUO) According to Military Ocean Terminal Concord (MOTCO) reporting, on 20 MAY 17, two known 
USPERs entered the MOTCO installation without proper authorization when they beached their kayak between 
Pier 3 and Pier 4.  Both individuals were apprehended by MOTCO Police and detained on location for 
trespassing. (Source: MOTCO Military Police Blotter, Entry #2, 20 MAY 17) 
 
(U//FOUO) Washington: Aviation Activity 
(U//FOUO) According to C4I reporting, on 18 MAY 17, Naval Base Kitsap gate personnel and tower watch 
observed an unmanned aerial system (UAS) flying outside the limited area.  The UAS was described as a fixed 
wing craft with four visible red lights and remained visible for approximately 5 minutes.  The UAS flight path 
was south to north along the east boundary of the limited area. (Source: Fleet Forces, C4I, 18 MAY 17) 
 
(U//FOUO) ARTIC COMMENT: The Federal Aviation Administration (FAA) recently released specific airspace 
restrictions over 133 military facilities to address national security concerns about unauthorized UAS 
operations.  It should be noted however, Naval Base Kitsap was not on the FAA list. 
 


(U) OCONUS 
 
(U) United Kingdom:


DHS
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(U) 


 
(U//FOUO) According to the Central Florida Intelligence Exchange (CFIX), 
in response to the suicide bombing in Manchester, England, pro-ISIS 
social media users began posting celebratory messages and inciting for 
more attacks.  Users on Telegram commented that the attacker was a 
genius for selecting the Manchester Arena as a target and stated that 
“these kufr concerts are proving to be great soft targets.”  Another user 
commented that there would be attacks everywhere, especially targeting 
Western Embassies (NFI).  There have also been comments regarding the 
heightened posture by law enforcement in Western countries at high-profile 
locations. 
 
(U//FOUO


(U) ARTIC Comment:


 (U) Cyber 
 
(U//FOUO) Cyber: US Army Machine Communicated with Infrastructure Used to Deploy 
WannaCry Ransomware 
(U//FOUO) According to open source reporting, on 16 
MAY 17, a machine tied to an Internet Protocol (IP) 
address associated with the US Army connected to a 
command and control infrastructure used to send out 
WannaCry ransomware.  On 12 MAY 17, the IP 
address, which is linked to the Army Research 
Laboratory (ARL), communicated with the attacker 
command and control server seven times.  The IP 
address is tied to a server block parked at a host 
located at Fort Huachuca, Arizona which is home to 
the Army’s Network Enterprise Technology Command 
(NETCOM) and Information Systems Engineering 
Command (USAISC).  The type of machine the IP 
address is attached to is unknown.  Other IP 
addresses have also been independently confirmed to 
be affected by the WannaCry ransomware.  Additionally, government offices in Cook County, Illinois, were also 


(U) Explosive component found in 
Arena 


(U) Victim IP address associated with ARL 


(U) 


(U) 
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http://www.telegraph.co.uk/news/2017/05/26/manchester-arena-bombing-salman-abedi-latest-updates/

http://www.telegraph.co.uk/news/2017/05/23/manchester-terror-attack-everything-know-far/
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infected, making it the first known case of a local government being hit by the computer virus. (Source: TSA, 
CyberNews Issue 20, 2017; 19 MAY 17; Open Source, 16 MAY 17)  
 
(U//FOUO) ARTIC Comment: As reported in the ARTIC-ACTIR 17-0029, on 22 MAY 17, one of the leaked 
exploits, codenamed “EternalBlue”, appears to be the primary vulnerability that the WannaCry ransomware is 
spreading through.  The WannaCry ransomware attack is assessed to be one of the largest cyber-attacks to 
have ever been conducted.  Nearly 300,000 machines worldwide have been infected by WannaCry which 
installs the DoublePulsar backdoor.  The DoublePulsar feature leaves computer systems vulnerable even after 
patches allowing WannaCry to lock a users’ access to a computer and demand a ransom to unlock it. 
WannaCry was initially delivered through phishing attacks, but was able to spread more quickly than normal 
ransomware, as it exploited security vulnerabilities to move remotely between unpatched computers.  Several 
new variants have already begun being developed and include: DarkoderCrypto, Aron WanaCryp or 2.0 
Generator v1.0, Wanna Crypt v2.5, and WannaCrypt 4.0. (Source: ARTIC-ACTIR 17-0029, 22 MAY 17; Open 
Source, 24 MAY 17) 
 
(U//FOUO) According to open source reporting, a hacking organization known as the “Shadow Brokers 
Hacking Group” (SBHG) helped facilitate WannaCry by allowing the designers of the ransomware access to 
National Security Agency (NSA) cyber tools stolen by SBHG and released on the internet.  The ARTIC 
assesses that these stolen NSA cyber tools will continue to be exploited and used by cyber-criminals and 
Advanced Persistent Threat (APT) actors to conduct and facilitate future cyber-attacks.  As of 23 MAY 17, 
SBHG allegedly threatened to release more NSA tools which would give cybercriminals and other 
governments more damaging exploits to utilize.  SBHG stated that they have exploits for web browsers, 
routers, smartphones, data from international money transfer networks and “compromised network data from 
Russian, Chinese, Iranian, or North Korean nukes and missile programs”.  In June 2017, SBHG claimed it was 
going to initiate, “TheShadowBrokers Data Dump of the Month service”—allowing paying members to access 
whatever cyber data is released by SBHG on a monthly basis.  (Source: Open Source, 23 MAY 17; Open 
Source, 18 MAY 17) 
 


 (U) Current Advisories / Bulletins 
 
(U) Nevada: Las Vegas Featured for 2nd Time in ISIS Video 
(U//FOUO) The Southern Nevada Counter-Terrorism Center (SNCTC) reports that on 17 MAY 17, authorities 
discovered a video posted by supporters of ISIS which featured Las Vegas.  The video features fighters 
allegedly from the United States, Russia, and Belgium.  It showcases ISIS production and operation of anti-
aircraft, anti-tank, and other weapons, encourages lone wolf attacks and depicts potential targets in Western 
Countries. 
 
(U//FOUO) The 44:40-minute video was released by ISIS via their Telegram channel.  The video was primarily 
in Arabic but contained short segments in English, French, and Russian.  Throughout the video, supporters 
attempted to shame Muslims in the West and Russia into conducting attacks where they are based.  The video 
ended with a message from ISIS spokesman Abu al-Hasan al-Muhajir calling on supporters to carry out attacks 
in the West.  The segment then showed a quick succession of clips from Western locations.  Included in the 
segment was Las Vegas, Times Square in New York City, US Golden Touch buses at John F. Kennedy 
Airport, an unidentified airport with a Turkish airliner, a cityscape with a sign for a Turkish bank visible, a Bank 
of America in Washington DC, a US PNC Bank, John Hopkins Hospital located in Baltimore, and an 
unidentified church. 
 



https://www.cyberscoop.com/wannacry-ransomware-u-s-army-research-lab-fort-huachuca/

https://www.cyberscoop.com/once-an-nsa-favorite-this-leaked-hacking-tool-will-wreak-havoc-for-years-to-come/https:/www.cyberscoop.com/once-an-nsa-favorite-this-leaked-hacking-tool-will-wreak-havoc-for-years-to-come/

https://www.cyberscoop.com/once-an-nsa-favorite-this-leaked-hacking-tool-will-wreak-havoc-for-years-to-come/https:/www.cyberscoop.com/once-an-nsa-favorite-this-leaked-hacking-tool-will-wreak-havoc-for-years-to-come/

https://www.theatlantic.com/technology/archive/2017/05/shadow-brokers/527778/

http://www.toptechnews.com/article/index.php?story_id=113003J9XKJ0

http://www.toptechnews.com/article/index.php?story_id=113003J9XKJ0
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(U//FOUO) The video was intended to encourage 
supporters to carry out attacks in the West.  The first 
segment showing Las Vegas appears to be taken from a 
vehicle traveling southbound on Las Vegas Blvd crossing 
Flamingo Blvd.  The Bellagio, the Cosmopolitan, Caesar’s 
Palace, and Harrah’s are visible in this segment.  The 
video then pans to a view of one of the pools at the 
Stratosphere hotel, which was most likely taken from a 
publicly accessible area on one of the observation decks. 
Based upon a re-model of the pool area, the footage 
featured in this segment of the video was taken prior to 
March 2016.  The video then returns to the Las Vegas Strip showing Paris, the Bellagio, and the Cosmopolitan 
again.  The second segment of footage showing Las Vegas is the same video footage that was featured in a 
June 2016 ISIS video depicting Las Vegas and San Francisco; however, it is cropped slightly different. 
 
 
(U//FOUO) The video paid tribute to lone-wolf actors 
who have carried out attacks in ISIS’ name.  It featured 
images of the aftermath of the attacks in Brussels, 
Belgium; Paris, France; and Westminster, UK.  The video 
ends by showing a portion of the “Just Terror Tactics” 
from Rumiyah 9, published on 04 MAY 17.  The final 
segment reiterates ISIS’ recommendation to use a vehicle 
to carry out ramming attacks and the ideal targets for this 
type of attack. 
 
(U//FOUO) SNCTC Comment: 


(U//FOUO) As previously mentioned in several SNCTC advisories, Las Vegas has been specifically mentioned 
in propaganda material published by both ISIS and al-Qaida in the Arabian Peninsula (AQAP).  
 


• In June 2016, the ISIS propaganda video mentioned above included a brief video clip of a Las Vegas 
Hotel and Casino; however while the video called for continued attacks against the US, it did not 
specifically mention Las Vegas. (Note: SNCTC believes this video was actually recorded sometime 
prior to 2014 and is not indicative of recent pre-operational efforts.)  


 
• In INSPIRE 14, published in 2015, AQAP identified a Las Vegas-based hospitality executive among ten 


economically influential individuals that would be ideal targets.  They reinforced this suggestion in 
INPIRE 15.  


 
• In an ISIS media outlet in October 2014, ISIS identified the Las Vegas Strip, along with two other US 


locations, as an ideal target inside the United States.  
 


(U) Images from ISIS video 


(U) 


(U) 


(U) Images from ISIS video 
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• In the Palestine Magazine published in May 2014, AQAP mentioned Las Vegas casinos and nightclubs 
on a list of five locations ideal for VBIED attacks in the United States.  


 
(U//FOUO)


 
(U//FOUO


 


 (U) Situational Awareness 
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Army
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http://www.reuters.com/article/us-mideast-crisis-syria-tabqa-idUSKBN1740JS
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The ARTIC, and USACIDC-CIOC welcome your comments and suggestions.   
Please help us to create a better product by providing your feedback. 


 


FEEDBACK 
 


NSTS (Secure):  TSVOIP: 24/7: DSN: 
    ARTIC Commercial (STE): (703) 697-8647 


 


ARTIC NIPR Email: usarmy.pentagon.hqda-dcs-g-2.list.dami-artic@mail.mil 
SIPR Email: 
NIPR Portal: https://army.deps.mil/army/sites/PMG/prog/artic/default.aspx 
SIPR Portal:
    


This product supports Campaign Objective 4.0, Support Global Operations with Ready Land Power; and Major Objective 4-4, Protect the Army. 


Derived From: Multiple Sources 
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http://ice.disa.mil/index.cfm?fa=card&s=792&sp=108874&dep=*DoD

mailto:dcsg-2dami-atoicdistributionlist@mi.army.smil.mil
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6 Other Law


42.56.070(1) Each agency, in accordance 
with published rules, shall make available 
for public inspection and copying all 
public records, unless the record falls 
within the specific exemptions of 
subsection (8) of this section, this chapter, 
or other statute which exempts or 
prohibits disclosure of specific 
information or records. To the extent 
required to prevent an unreasonable 
invasion of personal privacy interests 
protected by this chapter, an agency shall 
delete identifying details in a manner 
consistent with this chapter when it makes
available or publishes any public record; 
however, in each case, the justification for 
the deletion shall be explained fully in 
writing.


1


11 Other Law


42.56.070(1) Each agency, in accordance 
with published rules, shall make available 
for public inspection and copying all 
public records, unless the record falls 
within the specific exemptions of 
subsection (8) of this section, this chapter, 
or other statute which exempts or 
prohibits disclosure of specific 
information or records. To the extent 
required to prevent an unreasonable 
invasion of personal privacy interests 
protected by this chapter, an agency shall 
delete identifying details in a manner 
consistent with this chapter when it makes
available or publishes any public record; 
however, in each case, the justification for 
the deletion shall be explained fully in 
writing.


1


12 Other Law


42.56.070(1) Each agency, in accordance 
with published rules, shall make available 
for public inspection and copying all 
public records, unless the record falls 
within the specific exemptions of 
subsection (8) of this section, this chapter, 
or other statute which exempts or 
prohibits disclosure of specific 
information or records. To the extent 
required to prevent an unreasonable 
invasion of personal privacy interests 
protected by this chapter, an agency shall 
delete identifying details in a manner 
consistent with this chapter when it makes
available or publishes any public record; 
however, in each case, the justification for 
the deletion shall be explained fully in 
writing.


1
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37 Other Law


42.56.070(1) Each agency, in accordance 
with published rules, shall make available 
for public inspection and copying all 
public records, unless the record falls 
within the specific exemptions of 
subsection (8) of this section, this chapter, 
or other statute which exempts or 
prohibits disclosure of specific 
information or records. To the extent 
required to prevent an unreasonable 
invasion of personal privacy interests 
protected by this chapter, an agency shall 
delete identifying details in a manner 
consistent with this chapter when it makes
available or publishes any public record; 
however, in each case, the justification for 
the deletion shall be explained fully in 
writing.


1


39 Other Law


42.56.070(1) Each agency, in accordance 
with published rules, shall make available 
for public inspection and copying all 
public records, unless the record falls 
within the specific exemptions of 
subsection (8) of this section, this chapter, 
or other statute which exempts or 
prohibits disclosure of specific 
information or records. To the extent 
required to prevent an unreasonable 
invasion of personal privacy interests 
protected by this chapter, an agency shall 
delete identifying details in a manner 
consistent with this chapter when it makes
available or publishes any public record; 
however, in each case, the justification for 
the deletion shall be explained fully in 
writing.


2


40 Other Law


42.56.070(1) Each agency, in accordance 
with published rules, shall make available 
for public inspection and copying all 
public records, unless the record falls 
within the specific exemptions of 
subsection (8) of this section, this chapter, 
or other statute which exempts or 
prohibits disclosure of specific 
information or records. To the extent 
required to prevent an unreasonable 
invasion of personal privacy interests 
protected by this chapter, an agency shall 
delete identifying details in a manner 
consistent with this chapter when it makes
available or publishes any public record; 
however, in each case, the justification for 
the deletion shall be explained fully in 
writing.


3
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41 Other Law


42.56.070(1) Each agency, in accordance 
with published rules, shall make available 
for public inspection and copying all 
public records, unless the record falls 
within the specific exemptions of 
subsection (8) of this section, this chapter, 
or other statute which exempts or 
prohibits disclosure of specific 
information or records. To the extent 
required to prevent an unreasonable 
invasion of personal privacy interests 
protected by this chapter, an agency shall 
delete identifying details in a manner 
consistent with this chapter when it makes
available or publishes any public record; 
however, in each case, the justification for 
the deletion shall be explained fully in 
writing.


1


43 Other Law


42.56.070(1) Each agency, in accordance 
with published rules, shall make available 
for public inspection and copying all 
public records, unless the record falls 
within the specific exemptions of 
subsection (8) of this section, this chapter, 
or other statute which exempts or 
prohibits disclosure of specific 
information or records. To the extent 
required to prevent an unreasonable 
invasion of personal privacy interests 
protected by this chapter, an agency shall 
delete identifying details in a manner 
consistent with this chapter when it makes
available or publishes any public record; 
however, in each case, the justification for 
the deletion shall be explained fully in 
writing.


1
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Redaction Reasons by Exemption


Reason Description Pages
(Count)


Other Law


42.56.070(1) Each agency, in accordance 
with published rules, shall make available 
for public inspection and copying all public 
records, unless the record falls within the 
specific exemptions of subsection (8) of this 
section, this chapter, or other statute which 
exempts or prohibits disclosure of specific 
information or records. To the extent 
required to prevent an unreasonable 
invasion of personal privacy interests 
protected by this chapter, an agency shall 
delete identifying details in a manner 
consistent with this chapter when it makes 
available or publishes any public record; 
however, in each case, the justification for 
the deletion shall be explained fully in 
writing.


6(1)
11(1)
12(1)
37(1)
39(2)
40(3)
41(1)
43(1)
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