
From: Fairchild, Katie (USAWAW)
To: Cortez, Dawn (ATG); Whaley, Cynthia (MIL)
Cc: "Lacour, Christopher A MAJ USARMY HQDA OTJAG (US)"
Subject: RE: PRA request #18-03-003
Date: Tuesday, November 27, 2018 10:22:58 AM
Attachments: 170109 ARTIC - ACTIR 17-0012.pdf

170227 ARTIC - ACTIR 17-0018.pdf
170320 ARTIC - ACTIR 17-0021.pdf
20170310 - JBLM Law Enforcement Intelligence Bulletin and Security Resou....pdf
Accessions - Special Assessment - DECEMBER - 2016.pdf
Army eGuardian Assessment Dec 2016.pdf
DES OFFICE OPSEC - 2017.pdf

Dawn,
Following up on our on conversation last week, attached are the proposed redactions. Please let me
know if you and/or Cynthia would like to schedule a time to discuss the proposed redactions and
timeline.
Thank you,
Katie
Katie D. Fairchild
Assistant United States Attorney
United States Attorney's Office

Western District of Washington

700 Stewart Street | Suite 5220 | Seattle, Washington 98101-1271

( 206-553-4358 |7 206-553-4067 | * Katie.Fairchild@usdoj.gov
-­­­­--------------------------------------------------------------------------

Confidentiality Notice: E-mails from the United States Attorney's Office normally contain confidential and privileged material,
and are for the sole use of the intended recipient. Use or distribution by an unintended recipient is prohibited, and may be a
violation of law. If you believe that you received this e-mail in error, please do not read this e-mail or any attached items.
Please delete the e-mail and all attachments, including any copies thereof, and inform the sender that you have deleted the
e-mail, all attachments and any copies thereof. Thank you.

From: Cortez, Dawn (ATG) 
Sent: Monday, November 19, 2018 10:05 AM
To: Fairchild, Katie (USAWAW) ; Whaley, Cynthia (MIL) 
Cc: 'Lacour, Christopher A MAJ USARMY HQDA OTJAG (US)' 
Subject: RE: PRA request #18-03-003
Hi Katie,
I can discuss them with you, but can you send a redacted version first, so we can see what you are
requesting. The requestor has agreed to some redactions that Homeland Security requested and
maybe they are the same.
Best,
Dawn

From: Fairchild, Katie (USAWAW) <Katie.Fairchild@usdoj.gov> 
Sent: Monday, November 19, 2018 9:56 AM
To: Whaley, Cynthia (MIL) <Cynthia.Whaley@mil.wa.gov>
Cc: 'Lacour, Christopher A MAJ USARMY HQDA OTJAG (US)' <christopher.a.lacour.mil@mail.mil>;
Cortez, Dawn (ATG) <DawnC@ATG.WA.GOV>
Subject: RE: PRA request #18-03-003
Thank you Cynthia. We’ve gone over the records and have identified 5 records that we believe
contain information that is exempt from disclosure under RCW 42.56.420 and therefore should be
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redacted. Do you or Dawn have time this week for a call to discuss these records and redactions?
Thank you,
Katie
Katie D. Fairchild
Assistant United States Attorney
United States Attorney's Office

Western District of Washington

700 Stewart Street | Suite 5220 | Seattle, Washington 98101-1271

( 206-553-4358 |7 206-553-4067 | * Katie.Fairchild@usdoj.gov
-­­­­--------------------------------------------------------------------------

Confidentiality Notice: E-mails from the United States Attorney's Office normally contain confidential and privileged material,
and are for the sole use of the intended recipient. Use or distribution by an unintended recipient is prohibited, and may be a
violation of law. If you believe that you received this e-mail in error, please do not read this e-mail or any attached items.
Please delete the e-mail and all attachments, including any copies thereof, and inform the sender that you have deleted the
e-mail, all attachments and any copies thereof. Thank you.

From: Whaley, Cynthia (MIL) <Cynthia.Whaley@mil.wa.gov> 
Sent: Thursday, November 1, 2018 3:21 PM
To: Fairchild, Katie (USAWAW) <KFairchild@usa.doj.gov>
Cc: 'Lacour, Christopher A MAJ USARMY HQDA OTJAG (US)' <christopher.a.lacour.mil@mail.mil>;
'Cortez, Dawn (ATG)' <DawnC@ATG.WA.GOV>
Subject: RE: PRA request #18-03-003
Good afternoon,
Thank you for your swift response regarding the public records request the WA Military Department
is processing. I have forwarded your email to our legal counsel, Dawn Cortez, AAG, for awareness
and assistance. She may be reached via email at DawnC@ATG.WA.GOV or via phone at 360-586-
2436. I am sure she will be in touch with you soon to discuss your concerns.
Regarding the time extension you have requested, I understand additional time is needed and
therefore have adjusted the release date to November 30, 2018. Please let me know if this date
needs further adjustment as we move forward together.
I appreciate your cooperation,

Cynthia Whaley
Public Records Officer
Intergovernmental Affairs & Policy Office
(253) 512-8110 Phone
Cynthia.Whaley@mil.wa.gov
Hours: Tues -Fri 0600 to 1630

From: Fairchild, Katie (USAWAW) <Katie.Fairchild@usdoj.gov> 
Sent: Wednesday, October 31, 2018 2:17 PM
To: Whaley, Cynthia (MIL) <Cynthia.Whaley@mil.wa.gov>
Cc: Lacour, Christopher A MAJ USARMY HQDA OTJAG (US) <christopher.a.lacour.mil@mail.mil>
Subject: PRA request #18-03-003
Ms. Whaley,
I recently received the attached correspondence regarding PRA request #18-03-003 asking for:

All reports, including but not limited to "threat assessments," "intelligence notes,"
and information bulletins in the possession of the Washington Military Department
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from Jan. 1, 2017 to the date the processing of this request is initiated that pertain
to any of the following networks, groups, or movements: white supremacists, white
supremacist extremists, left-wing extremists, Antifa, Patriot Prayer, Proud Boys, the
“III Percent” militiamen, Oath Keepers, the KKK, environmental extremists,
environmental rights extremists, black identity extremists, black separatist
extremists, anarchists, and/or anarchist extremists.

I am an Assistant United States Attorney in the Western District of Washington and am currently
getting up to speed on this matter. Initially, we would like to request an extension of the proposed
11/15 release date to allow us to fully consider the records at issue. Would you agree to an
extension? We would also like to set up a time to speak with you regarding this matter. Please let us
know if you are available for a phone call, and if so, when would be a convenient time for us to reach
you.
Thank you,
Katie Fairchild
Katie D. Fairchild
Assistant United States Attorney
United States Attorney's Office

Western District of Washington

700 Stewart Street | Suite 5220 | Seattle, Washington 98101-1271

( 206-553-4358 |7 206-553-4067 | * Katie.Fairchild@usdoj.gov
-­­­­--------------------------------------------------------------------------

Confidentiality Notice: E-mails from the United States Attorney's Office normally contain confidential and privileged material,
and are for the sole use of the intended recipient. Use or distribution by an unintended recipient is prohibited, and may be a
violation of law. If you believe that you received this e-mail in error, please do not read this e-mail or any attached items.
Please delete the e-mail and all attachments, including any copies thereof, and inform the sender that you have deleted the
e-mail, all attachments and any copies thereof. Thank you.
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general law enforcement, antiterrorism, and force protection issues and should not be considered a finished intelligence product.  Some of the material may be 


derived from intelligence and fusion cells on the condition that it may not be retransmitted outside LE, AT, and FP channels.  Any unauthorized disclosure 
could jeopardize ongoing operations and safety. 
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(U) CONUS Suspicious Activity Reporting 
 
(U//FOUO) Missouri:


 
(U//FOUO) Georgia: Identified Georgia-based Individual Suspected of Manufacturing Ricin  
(U//FOUO) FBI Atlanta reports that on 02 FEB 17, police were called to a North Georgia 
regional hospital where an identified individual was admitted with what appeared to be 
contact dermatitis to his fingers and hands.  The individual told authorities that he 


 come in contact with the substance which was 
stored in his vehicle.  
 
(U//FOUO) When interviewed, the subject relayed to law enforcement officials that he 
purchased 


 
(U//FOUO) At this time, the subject of this investigation has not expressed any intention to 
carry out an attack against the public with the suspected ricin compound, nor is there any 
indication he was conspiring with any known terrorist groups. (Source: Wisconsin 
Statewide Intelligence Center, LEID, 24 FEB 17; FBI-Atlanta, SIR 0011614840, 15 FEB 17) 
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(U//FOUO) ARTIC Comment: Although the actual intentions of the subject are unclear, if he purchased
he may have been affiliated with, or influenced by, Northern-Georgia based USPERs Ray H. Adams and 


Samuel J. Crump who were arrested in November 2011 for conspiring to produce and possess ricin.  According to the 
Department of Justice (DoJ), between March and November 2011, Adams, Crump and others attended meetings where 
participants discussed targeting various government officials, including employees of federal agencies, with the ricin. 
(Source: DoJ, 14 NOV 14) 
 
(U//FOUO) Arizona: Missing Military UAS from Fort Huachuca 
(U//FOUO) According to eGuardian reporting, on 04 FEB 17, an Army Commander (USPER), called the Federal Bureau 
of Investigation (FBI) Public Access Line to report an Army Unmanned Aerial System (UAS) lost during a training mission 
on 31 JAN 17.  First Air Force Command at Tyndall Air Force Base last tracked the UAS near Farmington, NM, flying 
between 010 – 025 degrees.  Based on their calculations, the UAS was nearing the end of its 600 mile fuel range.  Based 
on the flight pattern of the UAS, the USPER believed an outside entity had taken control of it.  The UAS was being used 
for training, and was not assigned to a specific mission. (Source: eGuardian, AZFBIPX00-2017-00011, 7 FEB 17) 
 
(U//FOUO) CID Comment: While suspicious, UAS hacking has precedent in open source media.  


(U//FOUO) California: Threatening Statements Directed Towards a US Army Recruiter 
Assigned to the Burbank Recruiting Center  
(U//FOUO) According to eGuardian reporting dated 21 FEB 17, between 1430 and 1500, 21 FEB 17, US Army Recruiters 
(GRP) received a telephone call from an unknown male caller (PERS), who asked if the GRP had his key chain that he 
left at the center over eight months ago.  PERS called the recruiting center several times and the conversations were 
terminated because of PERS’ erratic behavior and hostile language.  During the final telephone call, PERS stated “He 
was on his way to the office to blow everyone’s head off” and hung up the telephone.  A police report was filed with the 
local police department.  This report is not for action and is provided for situation awareness only. (Source: eGuardian 
HQUSACIDC-2017-00018, 21 FEB 17) 
 
(U//FOUO) CID Comment: This is the second incident of threatening statements by unknown perpetrators being directed 
to US Army Recruiters assigned to the Burbank Recruiting Center within the month of February 2017.  Although the 
motives of PERS are unknown, it appears PERS may suffer from a mental disorder.  All threatening conversations 
received at Department of Defense facilities should be reported to the local law enforcement so they can identify 
person(s) who pose a threat to US military personnel. 
 


(U) OCONUS 
(U) Egypt:


(U) Sinai Peninsula, Egypt 
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https://www.justice.gov/usao-ndga/pr/north-georgia-men-sentenced-plot-possess-deadly-biological-toxin





UNCLASSIFIED//FOR OFFICIAL USE ONLY 


4 
UNCLASSIFIED//FOR OFFICIAL USE ONLY 


 


(U) Cyber 
 
(U//FOUO) Cyber: Ransomware Malware able to Poison Water Supply if Not Paid 
(U//FOUO) According to open source reporting, on 16 FEB 17, researchers from the Georgia Institute of Technology 
demonstrated a proof-of-concept ransomware malware, dubbed LogicLocker, at the RSA Cybersecurity Conference in 
San Francisco, California.  This ransomware has the capability to take control of a water treatment plants and either shut 
off the entire water supply or poison the city’s water supply by increasing chlorine levels.  The malware works by affecting 
Programmable Logic Controllers (PLCs) — computers that control critical Industrial Control Systems (ICS) and 
Supervisory Control and Data Acquisition (SCADA) infrastructure which control critical infrastructure relating to power 
plants or water treatment facilities.  PLCs exposed online are then infected and reprogrammed, locking out the legitimate 
owners of the devices.  The malware then prompts the owners of the PLCs to pay an online ransom to allow access to the 
systems.  If the ransom goes unpaid, the malware has the capability to cause a serious amount of harm to the public. 
(Source: Open Source, 16 FEB 17; Open Source, 15 FEB 17; Open Source, 15 FEB 17) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
(U//FOUO) ARTIC Comment: 


(U) Image of LogicLocker Ransomware Malware cycle 
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http://www.atlanticcouncil.org/blogs/menasource/rebalancing-international-forces-to-safely-carry-out-their-mission-in-egypt-s-sinai

http://www.military.com/daily-news/2016/04/25/us-shifts-troops-in-the-sinai-peninsula-after-attacks-militants.html

http://www.washingtoninstitute.org/policy-analysis/view/the-mfo-2.0

https://www.nctc.gov/site/groups/ansar_bayt_al_maqdis.html

http://thehackernews.com/2017/02/scary-scada-ransomware.html

http://www.2-spyware.com/news/post10911.html

http://www.welivesecurity.com/2017/02/15/ransomware-poison-water-supply/





UNCLASSIFIED//FOR OFFICIAL USE ONLY 


5 
UNCLASSIFIED//FOR OFFICIAL USE ONLY 


 


 


 (U) Current Advisories / Bulletins 
 
(U//FOUO) United States: Anonymous Threat to Law Enforcement Not Credible 
(U) The Joint Regional Intelligence Center (JRIC) reports that on 19 FEB 17, an unidentified person posted a message on 
a CrimeStoppers website calling on people to attack police stations across the country on 22 FEB 17 as retribution for 
officer-involved shootings.  Though the threat urged attacks nationwide, it specifically identified one Northern California 
police department; that agency was notified and took appropriate security precautions.  Investigators were not able to 
resolve the IP address of the person who posted the threat. 
 
(U//FOUO) The JRIC is not aware of evidence to show this threat is credible, nor is the JRIC aware of specific, credible 
threats or similar threats against law enforcement within its seven-county area of responsibility.  The JRIC will provide 
updates if more information becomes available. (Source: JRIC, Email, 22 FEB 17) 
 
(U//FOUO) United States: Targeting of Military Members and Teachers by South Carolina 
Prison Inmates Engaged in Sexting or “Creeping” Scams, as of February 2017 
(U//FOUO) FBI Columbia has identified a trend in which South Carolina prison inmates are engaged in sexting or 
“creeping” scams specifically targeting US military members and teachers, in addition to other unwitting victims.  Inmates 
prefer to prey on military members and teachers because they have more to lose with respect to their reputation at work 
and are therefore more likely to pay the bribe. 
 
(U//FOUO) Creeping, which is the predominant criminal scheme being conducted by inmates in South Carolina, entails an 
inmate using a smart phone to troll free dating websites while posing as a teenage girl.  The inmate downloads 
photographs of teenage girls from the internet to complete his profile.  Once an inmate has met an individual, they 
typically move the conversation off the website and into text messages where they begin to encourage the exchange of 
explicit photographs.  The inmate has nude photographs of females to use for this purpose.  Once explicit photographs 
have been exchanged, the inmate or a fellow inmate poses as the female’s father and begins to demand money in lieu of 
going to the police, or in the case of military members, their commanding officer.  The inmate then arranges for the victim 
to make a payment via a money transfer service or via prepaid stored value credit cards to an individual outside the prison 
who is trusted by the inmate. 
 
(U//FOUO) Inmates identify a victim as being a military member or a teacher by information posted on the victim’s profile 
page.  Otherwise, inmates identify these professions during the course of conversation with the victim. 
 
(U) This report has been prepared by the Columbia Division of the FBI. Comments and queries may be addressed to the 
Columbia Division at (803) 551-4200. (Source: FBI, Activity Alert SIR-00116301190, 23 FEB 17) 
 
(U) ARTIC Comment: For additional information on Sexting and Sextortion refer to the CID CCIU report “Cyber 
Sextortion” in ARTIC-ACTIR-17-0017.  
 


 (U) Situational Awareness 
 
(U//FOUO) United States: Update: Bomb Threats to Jewish Community Centers Continue 
Across the United States 
(U//FOUO) The NYPD Counterterrorism Bureau & Terrorism Threat Analysis Group report that on 20 FEB 17, 11 Jewish 
Community Centers (JCC) across the country received bomb threats via telephone.  This was the fourth time in the past 


Army
Other Law



http://www.dailystar.co.uk/news/latest-news/581635/Fears-ISIS-poisoning-drinking-water-Europe-Germany-terror-attacks

http://www.express.co.uk/news/world/758367/Germany-high-alert-ISIS-Chemical-attack-drinking-water

https://www.thesun.co.uk/news/2512726/terror-group-plotting-to-use-chemical-weapons-in-uk-attack-as-they-launch-recruitment-campaign/

http://news.nationalpost.com/news/canada/fbi-arrested-third-suspect-related-to-alleged-via-rail-terror-plot

http://lidblog.com/dhs-isnt-telling-americans-about-cyber-terror-attacks-on-water-utilities/
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two months that American JCCs have been targeted with unfounded telephonic threats.  Since the start of 2017, the 
national association of JCCs reports that 69 threats have targeted 54 JCCs in 27 states—including New York.  The 
previous waves of telephonic bomb threats against US JCCs in 2017 occurred on 09, 18, and 31 JAN 17.  None of these 
threats resulted in the discovery of explosives.  No motive has been determined at this stage of the investigation.  No 
foreign or domestic terrorist group has claimed responsibility for the threats at this time. 
 
(U//FOUO) The four waves of unsubstantiated calls appear to be connected, as they follow a similar pattern and contain a 
similar message.  Many of the calls are pre-recorded and identify the threat as “a C-4 bomb with a lot of shrapnel, 
surrounded by a bag.” 
 


• On 20 FEB 17, non-credible phone threats were made to 11 JCCs in New Mexico, Alabama, New York, Illinois, 
Texas, Tennessee, Minnesota, Florida, Oklahoma, and Wisconsin.  It is currently not known if the calls in this 
wave were pre-recorded or live. 


 
• On 31 JAN 17, approximately 15 JCCs in 10 states plus one Canadian province were evacuated after receiving 


bomb threats via telephone.  The areas affected included California, Colorado, Illinois, New Jersey, New York 
(including sites in Albany, Syracuse, and Binghamton), Massachusetts, New Mexico, Ohio, Utah, Wisconsin, and 
the Canadian province of Ontario. 


 
• On 18 JAN 17, as many as 27 JCCs in 17 states received hoax bomb threats, causing many evacuations and 


disruptions to normal operations.  The states affected included New York, Ohio, New Jersey, Florida, Tennessee, 
Missouri, Minnesota, Texas, and South Carolina.  In some cases the callers were live, unlike on January 9 when 
most of the calls were pre-recorded.  According to the director of Secure Community Networks, a group that 
advises Jewish groups and institutions on security, the caller in most cases was a woman who kept the call very 
brief before hanging up. 
 


• On 09 JAN 17, bomb threats were called in to at least 16 JCCs and schools across nine states, including South 
Carolina, North Carolina, Tennessee, New Jersey, Florida, Maryland, Delaware, Georgia, and Pennsylvania. 
Kaplen JCC in Tenafly, New Jersey was one of the centers targeted. 


 
(U//FOUO) While the incidents appear to be unrelated, several additional bomb threats occurred on 16 FEB 17, including 
a bomb threat made against the Israeli consulate in Miami, Florida.  An unidentified caller made the threat to managers of 
the building unit that houses the consulate, New World Tower, prompting an evacuation.  Miami Police Department swept 
the premises and no explosive devices were found. According to a member of the Miami Police Department, the call came 
from within the building. 
 
(U//FOUO) NYPD Comment: There are no credible open source threats to New York houses of worship at this time. 
However, extremists and extremist groups across the ideological spectrum have long demonstrated intent to target 
religious institutions in the United States and throughout the West.  While these JCC bomb threats are made in the 
context of rising hate crime incidents within the United States—including many against Jewish targets—no open source 
reporting indicates a credible threat to Jewish institutions at this time.  This sustained series of anonymous, unfounded 
bomb threats against multiple targets is likely intended to spread fear, create considerable disruptions to business and 
people’s lives, and generate financial costs. 
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(U) ARTIC Comment: Although the bomb threats to JCC’s appear to be intended for 
harassment only, the Jewish community in the United States is a frequent recipient of such 
behavior and is also targeted by aspiring domestic terrorists with anti-Semitic leanings. 
According to open source reporting, on 15 FEB 17, South Carolina based USPER Benjamin 
Thomas Samuel McDowell was arrested and accused of plotting an attack against a 
synagogue “in the spirit of Dylann Roof.”  Reportedly, McDowell expressed an interest in 
attacking non-white individuals stating that white supremacists weren’t active enough 
because they were “Loaded on drugs the Jews put here to destroy the white man.”  
 
(U) McDowell posted a number of racist rants online which caught the attention of the FBI. 
The FBI used an undercover agent acting as a member of the Aryan Nation to interact with 
McDowell.  Open source reports that McDowell told the undercover FBI agent he wanted to 
commit the attack outside Horry County and wanted to get away “scot-free.”  In a phone call 
with the agent McDowell related that, “I just be plotting it out, like, I mean you just run up there 
on them if they back there partying, and all, with a f*cking AK and rip them sumbitches down, and throw, a damn, 
something at them,” according to court documents. (Source: Open Source, 20 FEB 17; Open Source, 16 FEB 17) 
 
 
 
 
 
 
 
 
 
 
 


The ARTIC, and USACIDC-CIOC welcome your comments and suggestions.   
Please help us to create a better product by providing your feedback. 
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(U) CONUS Suspicious Activity Reporting 
 
(U//FOUO) Illinois: Surveillance of the Lawn Oak Recruiting Center 
(U//FOUO) According to eGuardian reporting, on 16 MAR 17, an Army Recruiter (USPER) reported two white males 
(PERS 1&2), who are between 25 to 35 years of age, wearing military-style clothing with plate carriers (protective vest) 
and armed with pistols, entered the recruiting center to speak to the Military Recruiter.  PERS1 was seeking information to 
enlist in the identified military branch.  It was later determined PERS1 visited other military service recruiters seeking 
information.  PERS2, who accompanied PERS1, and claimed to be a former Soldier, explored the other offices and stared 
at the bulletin boards.  PERS 1&2 related they were private security guards and had Transportation Worker Identification 
Credential (TWIC) cards.  After it was determined PERS1 was disqualified to join the military because of a known criminal 
charge, PERS 1&2 departed the recruiting center.  A police report was filed with the Oak Lawn Police Department, Oak 
Lawn, IL.  This report is not for action and is provided for situational awareness only. (Source: eGuardian, HQUSACIDC-
2017-0022, 17 MAR 17) 
 
(U//FOUO) CID Comment:


(U//FOUO) ARTIC Comment:


 
(U//FOUO) Florida: Threatening / Harassing Telephone Calls received at the Lauderhill 
Recruiting Center  
(U//FOUO) According to eGuardian reporting, on 08 MAR 17, a US Army Recruiter (USPER) reported that the recruiting 
centers telephonic voice mail revealed 31 threatening and incoherent telephone messages.  According to Caller ID, the 
calls originated from an identified telephone number which was registered to an identified individual (PERS).  A police 
report was filed with the Broward County Sheriff's Office.  This report is not for action and is provided for situation 
awareness only. (Source: eGuardian, HQUSACIDC-2017-00021, 15 MAR 17) 
 
(U//FOUO) CID Comment: Although the motives of PERS are unknown, all threatening conversations should be reported 
to local law enforcement so they can access the perceived threat and resolve the situation.  
 
(U//FOUO) Pennsylvania: Possible Surveillance Using an Unmanned Aerial Vehicle of the 
Harrisburg Military Entrance Processing Station 
(U//FOUO) According to eGuardian reporting, at about 1330 on 09 MAR 17, 
the Senior Enlisted Advisor (USPER) for the Harrisburg Military Entrance 
Processing Station (MEPS) reported he observed a small commercial 
unmanned aerial system (UAS) flying over and around the Harrisburg 
MEPS building for approximately two minutes at a height of approximately 
25 feet.  The UAS then flew across the length of the parking lot before 
leaving the area in a Northwest direction.  USPER reported the incident to 
the Department of Homeland Security in Philadelphia, PA.  This report is not 
for action and is provided for situational awareness only. (Source: eGuardian, HQUSACIDC-2017-00020, 14 MAR 17) 
 
(U//FOUO) CID Comment:


(U) Harrisburg MEPS 


(U) 


Army


Army
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(U//FOUO) Georgia: Aviation Activity 
(U//FOUO) According to US Department of Navy reporting (USDON), on 05 MAR 17, there was a UAS sighting at Naval 
Sub Base (NSB), Kings Bay, GA. NSB Kings Bay reported that the UAS described as a rotary wing quad-copter, was 
observed traveling from the southeast perimeter over NSB Kings Bay near Lake "D" adjacent to the USS Daniel Webster 
Ave recreational vehicle park.  The UAS remained approximately 150 FT above ground level for approximately 5 minutes 
before vectoring southeast towards civilian controlled areas where witness lost sight of the UAS.  The UAS did not violate 
NSB Kings Bay P-50 restricted area and it had no identifiable markings or lighting. (Source: USDON, SEGO-2017-00009, 
08 MAR 17) 
 
(U//FOUO) Texas: Suspicious Activity at Naval Reserve Station  
(U//FOUO) According to USDON reporting, on 07 MAR 17, a suspicious male at Naval Reserve Station (NRS) Texarkana 
was spotted outside the DoD recruiting station taking pictures and screaming that he could do what he wanted.  When 
confronted by one of the recruiters, the male stated that he was a First Division green beret and continued to scream he 
could do whatever he wanted.  The male continued to take more pictures of the outside of all the recruiting stations 
eventually leaving in a silver Ford Focus.  The male was described as a Caucasian in his late forty's, approx. six foot nine 
weighing around one hundred and eighty pounds. (Source: USDON, SEFO-2017-00007, 07 MAR 17) 
 
(U//FOUO) Texas: Suspicious Activity   
(U//FOUO) TRADOC reports that on 07 MAR 17, US Air Force (USAF) Recruiters in Arlington, TX reported an older male 
approached asking to join the USAF.  The man was informed that he had come to the wrong location and became irate 
when told that he could not come in.  The man attempted to open the door and then left the lobby and paced in the 
building's hallway, periodically returning to the lobby.  The Local Police Department believes it was a known homeless 
man who is normally intoxicated based off his description. (Source: TRADOC, G-34 Overnight Protection Info, 08 MAR 
17) 
 
(U//FOUO) Germany: Suspicious Photography 
(U//FOUO) According to eGuardian reporting, on 06 MAR 17, a known German National reported possible surveillance/ 
observation of a US military installation in Ansbach, Germany.  The US Army Military Police located the suspicious vehicle 
and made contact with four known non-USPER occupants.  The individuals reported they were watching aircraft flying 
over the installation.  Further investigation revealed the individuals were helicopter enthusiasts from the United Kingdom 
who came to watch the helicopters located on the Installation.  German Police and US Army CID were notified. (Source: 
eGuardian, USUSA5MBN-2017-00002, 09 Mar 17) 
 
(U//FOUO) Military Police Comment: German Police searched the vehicle revealing high powered spotting equipment 
and cameras.  After searching the cameras the German Police found a few pictures of US Army helicopters which were 
subsequently deleted.  The individuals were notified they could not take pictures of the installation and were advised to 
depart the area.  
 
(U) Arkansas: Pipe Bomb Found Outside City Hall Memorial 
(U) According to open source reporting, on 09 MAR 17, Springdale police officers were notified of a suspicious device 
located close to the Fallen Officer Memorial in front of City Hall.  Officers responded and identified the device as a as a 
pipe bomb.  A Bentonville bomb team which responded and rendered the bomb safe confirmed that it did have explosive 
capabilities. (Source: Open Source, 09 MAR 17) 
 
(U) ARTIC Comment: Open source contained no additional information on possible suspects or intent. 
 
 
 
 


ArmyOther Law



http://5newsonline.com/2017/03/09/springdale-police-find-pipe-bomb-outside-city-hall/
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 (U) OCONUS 


(U) France: Letter Bomb Explodes at Paris IMF Office 
(U) According to open source reporting, on 16 MAR 17 a letter bomb exploded at the Paris 
office of the International Monetary Fund (IMF) causing slight injuries to one individual.  The 
Paris office of the IMF had reportedly been receiving threatening phone calls prior to the 
arrival of the letter however, the phone calls were not necessarily linked to the incident. 
French investigators reportedly found "residues of Greek stamps" on the letter bomb and also 
noted that whoever sent the letter bomb used the name of a senior Greek conservative 
opposition lawmaker and an “address of an office that is no longer in use."  Open source 
reports that a domestic radical anarchist organization called Conspiracy Cells of Fire (CCF) 
(Variant: Conspiracy of Fire Nuclei) claimed responsibility for the attack in an online posting 
stating that the attack was part of a campaign by international anarchist groups. (Source: 
Open Source, 16 MAR 17)  
 
(U) ARTIC Comment: In addition to the letter bomb sent to the French IMF office, CCF is also believed to be responsible 
for an intercepted letter bomb sent to the German Finance Minister, on 15 MAR 17, a day before the French letter bomb 
was received.  According to the Terrorism Research & Analysis Consortium (TRAC), CCF is an anarchist organization 
that first surfaced in Greece in 2008 with a wave of 11 firebombing against luxury car dealerships and banks.  Monthly 
arson attacks followed with proclamations expressing solidarity with arrested anarchists in Greece and elsewhere.  CCF is 
probably most famous for a parcel bomb campaign that targeted European politicians in 2010. (Source: Open Source, 15 
MAR 17; TRAC, 2017) 
 
(U) France: Individual Killed During Attempt to Seize Weapon from Security Forces at Orly 
Airport 
(U) According to open source reporting, on 18 MAR 17, at the Paris Orly Airport in France 
French-born national Ziyed Ben Belgacem was shot and killed by French airport security 
forces after he attempted to seize a weapon from one member of a French three person airport 
security team.  No one but Belgacem was injured at the airport.  According to additional 
reporting, earlier in the day Belgacem shot at police during a routine traffic stop, wounding one 
officer.  Belgacem escaped the traffic stop, stole a car at gun point, and proceeded to the 
airport where he attempted to seize a weapon while shouting "I am here to die for Allah.  In any 
case, there will be deaths." (Source: Open Source, 18 MAR 17) 
 
(U) ARTIC Comment: According to open source, Belgacem, born in 1978, was a radicalized 
Muslim and known to both French Law Enforcement and Intelligence services and may have 
been on a French terror watch list.  French authorities have opened an anti-terrorism 
investigation and the brother and father of the subject have been arrested (NFI).  Open source 
reports that the law enforcement officer, carjacking victim, and the soldier attacked by the Belgacem were female. 
 
(U) The incident occurred several hours before the British Duke and Duchess of Cambridge, on a two-day visit to Paris, 
were scheduled to meet with victims of the 2015 Parris attack.  It is unknown if the timing of the attack and the scheduled 
meeting are related. (Source: Open Source, 18 MAR 17) 
 
(U) China: ISIS Releases First Threat Targeting China 
(U) According to open source reporting, Islamic State of Iraq and Syria (ISIS) militants from China's Uighur ethnic minority 
have vowed to return home and "shed blood like rivers" in what is reported to be the first ISIS threat against Chinese 
targets.  The threat came in a half-hour video released on 27 FEB 17, by a division of ISIS in western Iraq and featuring 
militants from China's Uighur minority ethnic group, according to US based Search for International Terrorist Entities 
Intelligence Group (SITE), which analyzed the footage.  In the video, a Uighur fighter issues the threat against China 
before executing an alleged informant.  According to a translation of the video, the ISIS militant states: "Oh, you Chinese 
who do not understand what people say.  We are the soldiers of the Caliphate, and we will come to you to clarify to you 
with the tongues of our weapons, to shed blood like rivers and avenging the oppressed".  According to an expert on 


(U) Conspiracy Cells of 
Fire logo 


(U) 


(U) Ziyed Ben 
Belgacem 



http://abcnews.go.com/International/wireStory/letter-bomb-explodes-france-office-imf-injuring-46167493

http://www.express.co.uk/news/world/779589/Explosives-package-Berlin-Germany-finance-ministry-Wolfgang-Schauble

trachttps://www.trackingterrorism.org/group/conspiracy-cells-fire-spf

http://www.express.co.uk/news/world/780949/Paris-Orly-airport-police-attack-Ziyed-Ben-Belgacem-picture-ISIS-terror-Allah

http://www.express.co.uk/news/world/780949/Paris-Orly-airport-police-attack-Ziyed-Ben-Belgacem-picture-ISIS-terror-Allah
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Xinjiang (the Uighur autonomous region) at the National Security 
College of Australian National University, this is the "first direct threat" 
against China from ISIS in addition to the “first time that Uighur-
speaking militants have claimed allegiance to ISIS.”  The Xinjiang 
expert also said the video could indicate a possible split among Uighur 
fighters, as it includes a warning to those fighting with the al Qa’ida-
aligned Turkistan Islamic Party (TIP) in Syria.  According to China's 
foreign ministry spokesman, who had claimed to have not seen the 
video, the "East Turkistan terrorist forces have been posing a severe 
threat to China's security." (Source: Open Source, 01 MAR 17; Open 
Source, 01 MAR 17)  
 
(U//FOUO) ARTIC COMMENT: China has historically blamed exiled 
Uighur "separatists" for a series of violent terror attacks in its western Xinjiang region, the traditional Uighur Homeland. 
Many Muslim Uighurs complain of cultural and religious repression and discrimination by China, which bans or strictly 
controls the observance of certain Muslim practices, such as growing beards, wearing headscarves, and fasting during 
Ramadan, calling them symbols of "Islamic extremism".  Additionally, mosques are barred from calls to prayer and 
children under the age of 18 are banned from entering mosques.  Many Uighurs cannot even leave Xinjiang as China has 
asked neighboring countries to not allow Uighurs in their country.  According to a US think-tank, these restrictions on 
Uighur Muslims may have driven more than 100 to join ISIS. 
 
(U//FOUO) According to open source reporting, China is stepping up 
pressure in Xinjiang by launching an “all-out offensive” on terrorism.  On 
28 FEB 17, ten thousand armed Chinese police marched through Urumqi, 
Xinjiang in a show of force.  In reference to the march, Xinjiang’s 
Communist Party secretary stated that: “We will bury the corpses of 
terrorists and terror gangs in the vast sea of the people’s war.”  In one 
corner of Xinjiang, authorities are offering rewards of up to USD 730,000 
to those who expose attack plots or "kill, wound, or subdue" any terrorist. 
Hundreds of people have been killed in violent attacks in Xinjiang in recent 
years.  Three knife-wielding terrorists killed five people in Xinjiang in 
February 2017, and in December 2016, four terrorists set off a bomb at a 
government office, killing one and injuring several others.  One of the 
worst incidents occurred on 01 MAR 14, at a train station in Kunming, 
during which terrorists from Xinjiang used machetes to conduct an attack 
which killed 31 people and injured 141.  
 
(U//FOUO) The release of the ISIS video statement is likely in response to China’s reported “offensive” against terrorism 
in addition to long standing restrictions towards ideological belief systems that are seen as possible threats to the ruling 
Communist Party of China.  The ISIS militants from China's Uighur ethnic minority most likely aspire to attack Beijing, 
where they believe the lawmakers are responsible for the transgressions against the Uighur culture in Xinjiang.  Also, ISIS 
will likely produce and market further propaganda with the intent of recruiting more of the Uighur community to their cause 
and discrediting the Chinese government.  The harsh counterterrorism policy in the Xinjiang region, continued terrorist 
propaganda, and the possible return of foreign fighters to the area, may increase support for ISIS ideology in the Xinjiang 
region, further radicalizing the populace and potentially resulting in increased attacks against police and other Chinese 
authorities. (Source: Open Source, 23 FEB 17; Open Source, 03 MAR 17; Open Source, 25 APR 16; Open Source, 30 
APR 14) 
 
(U) Yemen / United States: AQAP Exploiting US Raid in Propaganda 
(U) According to a New Jersey Office of Homeland Security and Preparedness Executive Intelligence Brief (NJOHSP-
EIB), Al Qa’ida in the Arabian Peninsula (AQAP) is leveraging a recent US counterterrorism operation in Yemen to spread 
anti-American rhetoric and motivate supporters in the West.  On 29 JAN 17, US forces raided an AQAP-controlled area in 
Bayda Province, Yemen killing three tribal chiefs linked to the group and the daughter of deceased US-born radical cleric 
Anwar al-Aulaqi. In a rare audio statement, AQAP leader Qasim al-Rimi mocked the US President for the operation.  
 


(U) 


(U) Uighur Fighters 
(U) 



http://www.aljazeera.com/news/2017/03/isil-video-threatens-china-rivers-bloodshed-170301103927503.html

http://dailycaller.com/2017/03/01/isis-vows-to-shed-blood-like-rivers-in-first-threat-against-china/

http://dailycaller.com/2017/03/01/isis-vows-to-shed-blood-like-rivers-in-first-threat-against-china/

http://thediplomat.com/2017/02/is-chinas-counterterrorism-policy-in-xinjiang-working/

http://www.breitbart.com/national-security/2017/03/03/chinese-muslim-aligned-isil-threaten-return-homeland-shed-blood-like-rivers/

http://www.aljazeera.com/indepth/opinion/2016/04/china-changing-policy-uighur-muslims-160424083056974.html

http://www.bbc.com/news/world-asia-china-22278037
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(U) On 04 FEB 17, AQAP released a statement asserting the raid would increase Muslims’ anger and enthusiasm for 
striking the US.  AQAP and its supporters later circulated photos of eight-year-old Nawar al-Aulaqi, who was killed, stating, 
“American forces committed a horrific massacre against Muslims in Yemen, after an airdrop operation…in the center of the 
country that resulted in the death of dozens, many of them women and 
children.”  Rimi condemned the operation, praised fighters for their resistance, 
and acknowledged the deaths of 14 men and 11 women and children.  He 
accused the US of trying to “break the pride” of Sunni Muslims and stated the 
White House “did not learn from the past lessons.” 
 
(U) In an effort to discredit US counter-terrorism efforts and policy, AQAP and its 
sympathizers in recent weeks have re-released some of Aulaqi sermons on 
social media.  One of the sermons from 2010 asserted that the West is at war 
with Islam and it will eventually turn against its Muslim citizens.” (Source: 
NJOHSP - EIB, 03 MAR 17) 
 
(U) ARTIC Comment: 


(U) Cyber 
 
(U) NSTR 
 


 (U) Current Advisories / Bulletins 
 
(U) NSTR 
 


 (U) Situational Awareness 
 
(U//FOUO) Small-Scale Poisons and Toxins Primer: Nicotine 


(U) AQAP Propaganda following the 
US operation 


U 
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http://bigstory.ap.org/article/6c9e0a92e0764fa283bf0e2852b51766/us-terror-attacks-common-denominator-anwar-al-awlaki
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(U) Liquid nicotine used for “Vaping” 


U 


Army


Army
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http://www.readytoquit.com/articles/science-and-research/nicotine-sulfate

https://pubchem.ncbi.nlm.nih.gov/compound/6173%23section=NIOSH-Toxicity-Data

http://www.washingtonpost.com/wp-dyn/articles/A61060-2004Sep29.html
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The ARTIC, and USACIDC-CIOC welcome your comments and suggestions.   
Please help us to create a better product by providing your feedback. 


 


FEEDBACK 
 


NSTS (Secure):    SVOIP: 24/7: DSN:
    ARTIC Commercial (STE): (703) 697-8647 


 


ARTIC NIPR Email:
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This product supports Campaign Objective 4.0, Support Global Operations with Ready Land Power; and Major Objective 4-4, Protect the Army. 
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News & Information 


 


Self-avowed White Supremacist ordered held on  


$250,000 bail in violent armed robbery case 


OLYMPIA, Wash. -- A self-avowed White Supremacist was ordered held on high bail in court in 


Olympia Friday, accused of a violent armed robbery. Police believe it is all part of a very 


dangerous White Supremacist group in the region. 


Frank Cole has a lengthy criminal record and now Olympia police want to add armed robbery 


and illegal possession of a firearm. He is accused of holding a victim at gunpoint in December 


and stealing nearly $300 in cash, plus the victim's own gun. 


Police consider Cole a danger to society because of his actions and his affiliation with the White 


Supremacist group that has taken hold in the area. 


Police fear this could just be the beginning of things for the White Supremacists. 


Police say this may not be the last arrest of members of the White Supremacist group that 


numbers up to 50 members.  (KOMO News) 


 


Car thefts on rise in parts of Thurston County;  


Olympia police hold ‘Club’ giveaway to try to curb problem 


OLYMPIA, Wash. - Every 15 minutes in Washington state, someone’s car gets stolen. 



http://komonews.com/news/local/self-avowed-white-supremacist-ordered-held-on-250000-bail-in-violent-armed-robbery-case
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The Washington State Patrol says most cars are being stolen on a Monday, Tuesday or 


Wednesday. 


Car thefts are a big problem in the South Sound, too. Now, thanks to a grant, the Olympia Police 


Department is tackling the problem head-on. 


The Olympia Police Department is giving away 100 Clubs with help of a grant to try to curb the 


problem. It turns out the most popular cars for thieves are nearly 20 years old. 


According to the Washington Auto Theft Prevention Authority Honda sedans are numbers one 


and two on the top five most stolen cars list.  The Subaru Legacy is third, the Toyota Camry, 


fourth, and in fifth place the full size 2000 Ford pickup truck 


Car thefts are on the rise in Thurston County. According to TheOlympian.com, Olympia police 


saw close to a 25% increase of car thefts from 2014 to 2015. Lacey police also noticed a nearly 


68% increase in the same time frame.  (Q13 News) 


 


Lakewood police to take own blood draws at scene of DUI arrests 


Lakewood police are going to be drawing blood from suspects, and are the first officers in the 


state certified to do so. 


"The goal of this program is to reduce the drain on hospital resources and decrease the amount of 


time it takes to get blood drawn, while improving efficiencies in court testimony and ultimately 


increasing safety for the motoring public," Lakewood Lt. Chris Lawler said in a statement. 


The officers got the same training hospital phlebotomists receive. They attended a 50 hour 


course taught by 27 year phlebotomist Tammy Ross 


In April 2013, the U.S. Supreme Court decided with an 8-1 ruling that police must obtain a 


search warrant for blood evidence in DUI collisions that involve injuries. The case they ruled on 


involved a Missouri man who was pulled over by a state trooper; when he refused to take a 


Breathalyzer test, the trooper drove him to a hospital and ordered a blood draw. 


Police in that case didn't obtain a warrant because they believed the time it would take to do so 


would have allowed the level of alcohol in the blood evidence to diminish. 


After that 2013 decision, the Washington Association of Prosecuting Attorneys told police to get 


search warrants in all DUI cases where blood evidence is required - even vehicular homicide and 


vehicular assault cases where warrants were not previously required under the state constitution. 


(KIRO 7) 



http://q13fox.com/2017/03/03/car-thefts-on-the-rise-in-parts-of-thurston-county/

http://www.kiro7.com/news/local/lakewood-police-to-take-own-blood-draws-at-scene-of-dui-arrests/499140616
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 


When she saw a drone hovering outside, she grabbed the family rifle and unloaded 


Drones are quickly becoming more common as they become cheaper and easier to maneuver. 


Unfortunately, some people tend to use their drones to spy on others, and a few pranksters in 


Bellevue, Washington, decided to annoy their neighbor with their toy. In the video description, 


they said, "We were flying our drone around, noticed our neighbor out on the deck, and she 


started throwing things at the drone." 


When she realized that she couldn’t bring the machine down just by throwing things at it, she 


went back inside and returned with a shotgun, and that quickly scared the testy pilots away. 


However, it’s probably a good thing for her that she didn’t hit the drone as according to the 


Federal Aviation Administration (http://www.popsci.com/it-is-federal-crime-to-shoot-down-


drone-says-faa), it’s a federal crime to shoot down a drone.  (Rare.US) 


 


Four protesters arrested at Olympia rally in support of Trump 


Four people were arrested and one Washington state trooper was hospitalized Saturday during a 


rally supporting President Donald Trump and a protest against the rally at Olympia’s Heritage 


Park. 


The four arrested were part of the anti-Trump protest that gathered at the park in response to the 


rally. Sgt. James Prouty of the Washington State Patrol said the suspects were booked into the 


Thurston County jail on suspicion of assaulting a police officer. 


One trooper transported himself to a local hospital after a protester threw an unknown substance 


on him, Prouty said. 


About 200 Trump supporters and 125 protesters gathered in the park Saturday, the patrol 


estimated. However, initial estimates were higher.  (The Olympian) 


 


Teen boy shot in head, killed in Lakewood drive-by 


LAKEWOOD, Wash. - A 15-year-old boy was shot in the head and critically injured in 


Lakewood Friday night (March 3, 2017). 



http://rare.us/rare-humor/when-she-saw-a-drone-hovering-outside-she-grabbed-the-family-rifle-and-unloaded/

http://www.theolympian.com/news/local/article136511598.html
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Police say he was hit by a bullet at Harrison Apartments around 7:30 p.m. when someone in a 


passing vehicle fired at the group he was with. 


He was rushed to the hospital in critical condition. Family members told KIRO 7 reporter Joanna 


Small Saturday evening that the boy had died of his injuries.  


Police are still investigating. The suspects are in custody.  (KIRO 7) 


 


Washington State Senate OKs bill making threats against police a hate crime 


OLYMPIA, Wash. (AP) - The Senate has passed a measure that would make crimes and threats 


against police officers a hate crime. 


Senate Bill 5280 passed the chamber on a 35-14 vote and now heads to the House, where a 


companion bill did not receive a hearing there. 


Under current law, it's a felony to threaten, damage the property of, or physically injure a person 


because of race, ethnicity, nationality, religion, gender, disability or sexual orientation. 


Lawmakers who voted against the measure said they were voting against the measure because of 


concerns of watering down the hate crime statutes.  (KING 5) 


 


 


  



http://www.kiro7.com/news/local/lakewood-teen-boy-shot-in-head-critically-injured-in-drive-by/499866114

http://www.king5.com/news/politics/washington-state-senate-oks-bill-making-threats-against-police-a-hate-crime/421009977
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Cyber-Security / Cyber-Intelligence 


 
 


 


NSA – Best Practices for Keeping Your Home Network Secure 
https://www.iad.gov/iad/library/ia-guidance/security-tips/best-practices-for-keeping-your-home-network-secure-updated.cfm  


 


 


DISA Military Anti-Virus Program (DOD CAC Needed to Log-in) 


http://www.disa.mil/Services/Cybersecurity/Antivirus  


 


Identity Management and Digital Force Protection Site 


http://www.soc.mil/SWCS/IDM.html  



https://www.iad.gov/iad/library/ia-guidance/security-tips/best-practices-for-keeping-your-home-network-secure-updated.cfm

http://www.disa.mil/Services/Cybersecurity/Antivirus

http://www.soc.mil/SWCS/IDM.html
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https://iatraining.us.army.mil/   (DoD CAC Required) 


 
https://fedvte.usalearning.gov/  


 


https://www.dcita.edu/  


 


http://iase.disa.mil/eta/Pages/online-catalog.aspx  


 


https://ssd.eff.org/en  



https://iatraining.us.army.mil/

https://fedvte.usalearning.gov/

https://www.dcita.edu/

http://iase.disa.mil/eta/Pages/online-catalog.aspx

https://ssd.eff.org/en
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 


How to: Avoid Phishing Attacks 


When an attacker sends an email or link that looks innocent, but is actually malicious, it’s called 


phishing. Phishing attacks are a common way that users get infected with malware—programs 


that hide on your computer and can be used to remotely control it, steal information, or spy on 


you. 


In a phishing email, the attacker may encourage you to click on or open a link or an attachment 


that may contain malware. Phishing can also occur via Internet chat. It’s important to double-


check links that are sent to you via email or chat. 


Web addresses in emails can be deceptive. Web addresses in mail may appear to say one thing, 


but if you mouse over them to see where they really point, they might show another destination 


address.  (EFF) 


 


Russian Photographer Uses Facial Recognition To Find People He Snaps On Subway,  


And The Results Are Scary 


"Your Face is Big Data," is a smart but also slightly scary project by Russian photographer Egor 


Tsvetkov. In order to show how easy it is for complete strangers to gather information about you, 


Egor spent six weeks taking around 100 pictures of subway commuters in St Petersburg before 


using a facial recognition app called FindFace to track down their internet profiles. 


He used open source software to scan the 55 million plus users of VKontakte, Russia's biggest 


social network, and despite some of his photographs bearing little resemblance to their online 


pictures, Egor was (rather alarmingly) able to find around 70% of the people he snapped. “My 


project is a clear illustration of the future that awaits us if we continue to disclose as much about 


ourselves on the internet as we do now,” he said. In an age where people are using social media 


more than ever, perhaps it's time we started to think about how much information we really want 


to share with the world. (iKnowledge) 


 


 


 


 



https://ssd.eff.org/en/module/how-avoid-phishing-attacks

http://www.ilknowledge.com/2016/12/russian-photographer-uses-facial.html
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Tacoma hit with $50,000 fine plus legal fees over Stingray nondisclosure agreement 


 


The city of Tacoma will pay a $50,000 fine as well as legal fees for violating the Public Records 


Act by withholding most of a nondisclosure agreement it signed to obtain cellphone surveillance 


equipment commonly known as a Stingray. 


The Center for Open Policing sued the city for blacking out huge portions of the document after 


the organization requested it in 2014. In an order signed Friday, Pierce County Superior Court 


Judge Frank Cuthbertson said the city’s redactions violated state law.  


He ordered Tacoma to pay $100 a day for every day the city “wrongfully withheld the 


unredacted NDA from June 21, 2014, until November 3, 2015, when the city provided this 


record to plaintiffs,” a penalty period of 500 days. The penalty is the maximum allowable under 


state law.  


The city said the redactions were done at the request of the FBI, which requires local law 


enforcement to agree to keep Stingrays secret as a condition of obtaining one.  (Tacoma Tribune) 


 


Documents: Tacoma police using surveillance device to sweep up cellphone data (August 


26, 2014)  http://www.thenewstribune.com/news/local/article25878184.html  


 


 


 



http://www.thenewstribune.com/news/politics-government/article136371963.html

http://www.thenewstribune.com/news/local/article25878184.html
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The CIA Didn’t Break Signal or WhatsApp, Despite What You’ve Heard 


There’s been one particularly misleading claim repeated throughout coverage of CIA documents 


released by WikiLeaks today: That the agency’s in-house hackers "bypassed" the encryption 


used by popular secure-chat software like Signal and WhatsApp. 


By specifically mentioning these apps, news outlets implied that the agency has a means of 


getting through the protections built into the chat systems. It doesn’t. Instead, it has the ability, in 


some cases, to take control of entire phones; accessing encrypted chats is simply one of many 


security implication of this. Wikileaks’ own analysis of the documents at least briefly 


acknowledges this, stating that CIA "techniques permit the CIA to bypass the encryption of 


WhatsApp, Signal, Telegram, Wiebo, Confide and Cloackman by hacking the ‘smart’ phones 


that they run on and collecting audio and message traffic before encryption is applied." 


The claim was then taken out of what little context WikiLeaks provided and repeated by widely 


read outlets like the New York Times:  (Intercept) 


 


WikiLeaks publishes 'biggest ever leak of secret CIA documents' 


The US intelligence agencies are facing fresh embarrassment after WikiLeaks published what it 


described as the biggest ever leak of confidential documents from the CIA detailing the tools it 


uses to break into phones, communication apps and other electronic devices. 


The new documents appear to be from the CIA’s 200-strong Center for Cyber Intelligence and 


show in detail how the agency’s digital specialists engage in hacking. Monday’s leak of about 


9,000 secret files, which WikiLeaks said was only the first tranche of documents it had obtained, 


were all relatively recent, running from 2013 to 2016.  


The revelations in the documents include:  


 CIA hackers targeted smartphones and computers. 


 The Center for Cyber Intelligence, based at the CIA headquarters in Langley, Virginia, 


has a second covert base in the US consulate in Frankfurt which covers Europe, the 


Middle East and Africa.  


 A programme called Weeping Angel describes how to attack a Samsung F8000 TV set so 


that it appears to be off but can still be used for monitoring. 


The leaks also reveal a number of the CIA’s electronic attack methods are designed for physical 


proximity. These attack methods are able to penetrate high-security networks that are 


disconnected from the internet, such as police record databases. In these cases, a CIA officer, 


agent or allied intelligence officer acting under instructions, physically infiltrates the targeted 



https://theintercept.com/2017/03/07/the-cia-didnt-break-signal-or-whatsapp-despite-what-youve-heard/
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workplace. The attacker is provided with a USB stick containing malware developed for the CIA 


for this purpose, which is inserted into the targeted computer. The attacker then infects and 


extracts data.   (The Guardian) 


 


Boeing data breach traced to employee who needed help from their spouse 


The Boeing Co. has traced a recent data breach involving personal information of 36,000 of its 


workers to an employee who sought help formatting a spreadsheet from their spouse, which 


resulted in the company losing control of the information for a period of time late last year. 


The information included names, places of birth and employee data. Even more potentially 


damaging were the employees’ precise dates of birth and social security numbers, which the 


employee who sent the document did not realize were contained in hidden columns on the 


spreadsheet.  (Business Journal) 


 


Digital Privacy at the U.S Border: A New How-To Guide from EFF 


Increasingly frequent and invasive searches at the U.S. border have raised questions for those of 


us who want to protect the private data on our computers, phones, and other digital devices. A 


new guide released today by the Electronic Frontier Foundation (EFF) gives travelers the facts 


they need in order to prepare for border crossings while protecting their digital information. 


(EFF) 


 


Vancouver child porn case dropped as US refuses to show software code 


Federal prosecutors have dropped child pornography charges against a Washington teacher after 


the U.S. Justice Department refused to disclose information about a software weakness it 


exploited during an investigation last year. 


The child porn website, called Playpen, operated on Tor, which provides users anonymity by 


routing their communications through numerous computers around the globe, and it had more 


than 150,000 members. The Tor browser is based on Firefox. While the network is used for 


various reasons - including circumventing free-speech restrictions in some parts of the world - it 


has also provided sanctuary for child pornography, drug trafficking and other criminality. 



https://www.theguardian.com/media/2017/mar/07/wikileaks-publishes-biggest-ever-leak-of-secret-cia-documents-hacking-surveillance

http://www.bizjournals.com/wichita/news/2017/03/01/boeing-data-breach-traced-to-employee-who-needed.html

https://www.eff.org/press/releases/digital-privacy-us-border-new-how-guide-eff
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After arresting Playpen's operator in Florida in early 2015, the FBI let the website continue 


running for two weeks while trying to identify users, a move the agency said was necessary to 


apprehend those posting and downloading images of children being sexually abused. Defense 


attorneys criticized the tactic as unethical. 


The DOJ said previously the information is not relevant. Defendants have been offered or 


provided all the evidence they need, including limited source code and data streams showing 


what the program did, the FBI has argued. 


"Mr. Michaud maintained his innocence from the outset, and the dismissal is a result of the FBI's 


overreaching and misuse of its computer hacking capabilities, including its operation of the 


world's largest child pornography web site and attacks on computers in over 120 countries," 


Fieman said. "It remains to be seen whether the FBI will ever be held fully accountable for those 


aspects of its investigation that put core privacy rights at risk and violated common standards of 


decency when it comes to how law enforcement agencies do their job."  (KOMO News) 


 


 


 


 


  



http://komonews.com/news/local/child-porn-case-dropped-as-us-refuses-to-show-software-code-03-09-2017
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Threat Awareness 


 


 


Anti-Terrorism Level I on Joint Knowledge Online (JKO) 


AT Level-1 can be accessed via JKO at https://jkodirect.jten.mil  (There are instructions for 


those without a CAC to take the course).  The course number is JS –US007-14-Level I (2 hours).  


Anti-Terrorism Officer (ATO) Level II GS109.CU (On-Line) 


http://www.cdse.edu/catalog/elearning/GS109.html  (13.5 hours) 


Army Anti-Terrorism Level II Refresher Course 


https://www.blackboard.wood.army.mil/  (40 hours) 


Air Force Anti-Terrorism Level II Refresher Course 


https://golearn.adls.af.mil/kc/rso/login/ADLS_login.asp  (40 hours)  


DIA Country Threat Levels https://iatp.pacom.mil/threat_matrices  (DoD CAC Login) 


CJCS Guide 5260 – A Self-Help Guide to Anti-Terrorism (10 June 2013) 


http://www.dtic.mil/cjcs_directives/cdata/unlimit/g5260.pdf  


National Terrorism Advisory System (NTAS) https://www.dhs.gov/topic/ntas# advisories 


communicate information about terrorist threats by providing timely, detailed information to the 


public, government agencies, first responders, public sector organizations, airports and other 


transportation hubs. 


 



https://jkodirect.jten.mil/

http://www.cdse.edu/catalog/elearning/GS109.html

https://www.blackboard.wood.army.mil/

https://golearn.adls.af.mil/kc/rso/login/ADLS_login.asp

https://iatp.pacom.mil/threat_matrices

http://www.dtic.mil/cjcs_directives/cdata/unlimit/g5260.pdf

https://www.dhs.gov/topic/ntas
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Predicting terrorist behaviors with more than 90 percent accuracy 


Government agencies cannot always use social media and telecommunication to uncover the 


intentions of terrorists as terrorists are now more careful in utilizing these technologies for 


planning and preparing for attacks. A new framework is able to understand future terrorist 


behaviors by recognizing patterns in past attacks. The researchers used data on more than 


150,000 terrorist attacks between 1970 and 2015 to develop a framework that calculates the 


relationships among terrorist attacks (for example, attack time, weapon type) and detects terrorist 


behaviors with these connections. (HS Newswire) 


 


 


Fake 'cop' points gun at driver, tries to pull him over 


LAKEWOOD, Wash. - The owner of a Lakewood security company is behind bars for allegedly 


pointing a gun at a man’s head while posing as a police officer. 


Michael James Landen Jr., 38, was arrested February 20 and charged with trying to pull another 


driver over -- on busy I-5 -- with lights flashing. 


According to court documents, a King County Sheriff’s Office detective witnessed the incident 


and followed Landen’s car off the Seneca Street exit.   


Sheriff John Urquhart said Landen told the driver of a white sedan that "he was a cop, pulled a 


gun on him.  He thought he was going to get shot." 


Landen is now behind bars charged with assault and criminal impersonation.   (KIRO 7) 


Court documents say he was a member of the Air Force, but during his service there were 


ongoing concerns that he was impersonating police officers. He was “involuntarily committed” 


and “no longer able to be armed while servicing in his capacity in the USAF.” 


 


 


 


 


 


 



http://www.homelandsecuritynewswire.com/dr20170307-predicting-terrorist-behaviors-with-more-than-90-percent-accuracy

http://www.kiro7.com/news/local/fake-wash-cop-points-gun-at-driver-tries-to-pull-him-over/500520277
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 


OPSEC Level-II MTT at JBLM 


OPSEC Level-II MTT will be held on JBLM 16-18 May 2017, POC is: Heather Voboril @ 


253-982-7712 or heather.m.voboril.civ@mail.mil  


 


 


Seminar location: Seattle Police Training Section 


2203 Airport Way S. Bldg C #1200, Seattle, WA 98134 


Date: April 24-26, 2017 Time: 8:00-4:30pm 


Cost of the 3-day course is $450. Cost of the testing for Certified Firearm Specialist is an 


additional $75. Both fees may be paid together. 


To register for this course contact IFSA at (813) 422-4674, or email us at Info@GunLearn.com. 


To learn more about IFSA/GunLearn, go to www.GunLearn.com  


 



mailto:heather.m.voboril.civ@mail.mil

http://www.gunlearn.com/
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WSFC Fusion Liaison Officer (FLO) Basic Course 


The Washington State Fusion Center (WSFC) is pleased to announce the following Fusion 


Liaison Officer (FLO) Basic training opportunities: 


FLO Basic 


* April 25 - Moses Lake WA Dept. of Labor and Industries, Moses Lake, WA 


* April 26 - Shelton Civic Center, Shelton, WA 


* April 28 - WA Criminal Justice Training Center, Burien, WA 


The FLO program is a statewide network of agency-selected law enforcement, fire-fighting and 


critical infrastructure organization representatives, which serve as integral components of the 


Statewide Integrated Intelligence System (SIIS) and provide the mechanism to gather and 


analyze information, and share actionable intelligence. 


FLO classes have been approved by DHS and will be open to law enforcement, fire department 


and Critical Infrastructure (CI) personnel, including our Canadian partners. 


To register for the BASIC training, send your completed application to flo@wsfc.wa.gov < 


Caution-mailto:flo@wsfc.wa.gov, or secure fax to 206-224-5454. 


For scheduling purposes, the training will run from 8:00am – 5:00pm, with a 7:30am check in 


time. 


All training and course materials are provided free of charge. Seating is limited and registration 


will be on a first come, first serve basis. 


If you have any questions, please direct them to flo@wsfc.wa.gov  


FLO Basic Training Announcement - Spring 2017 


https://mystateusa.com/docs/NWWARN,WA/FLO_Basic_Announcement_-_Apr2017.pdf    


FLO Basic Application - 


https://mystateusa.com/docs/NWWARN/FLO_Application_FILLABLE_03-06-15.pdf   


FLO Program Overview - 


https://mystateusa.com/docs/NWWARN/FLO_Program_Overview.pdf  


 


 Database of Firearms Manuals 


http://stevespages.com/page7b.htm  



https://mystateusa.com/docs/NWWARN,WA/FLO_Basic_Announcement_-_Apr2017.pdf

https://mystateusa.com/docs/NWWARN/FLO_Application_FILLABLE_03-06-15.pdf

https://mystateusa.com/docs/NWWARN/FLO_Program_Overview.pdf

http://stevespages.com/page7b.htm
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Contacts & Area of Geographic Responsibility 
REPORT SUSPICIOUS ACTIVITY TO THE PROVOST MARSHAL 


EMERGENCY - 911 


Joint Base Lewis-McChord Dispatcher 253-912-4442 (Non-Emergency) 


Joint Base Lewis-McChord Police  253-967-7112 (Desk Sergeant) 


Joint Base Lewis-Mchord Police 253-732-4283 (MP Duty Officer) 


Joint Base Lewis-McChord Police 253-982-5624 (BDOC / McChord Field Sub-Station) 


Joint Base Lewis-McChord CID  253-967-3151/3153 


Joint Base Lewis-McChord OSI  253-982-2567 


 


 


If you have information that may be of interest to U.S. Army 


Counterintelligence, please contact the 902d Military Intelligence Group 


(Counterintelligence MID) on JBLM at 253-967-2501, or submit your 


information through the iSALUTE Suspicious Activity Reporting portal at 


https://www.inscom.army.mil/isalute/  


 


 
 


To ensure accurate reporting, diminish circular and cross-reporting, and to enhance officer 


safety – ALL suspicious activity occurring on or affecting JBLM should be reported to the 


JBLM Police Desk Sergeant at: 253-967-7112.  -  The only exception to this requirement is 


that matters of counterintelligence interest (compromise of classified defense information 


by unauthorized disclosure or espionage, subversion of loyalty, discipline, or morale of DA 


military or civilian personnel by actively encouraging violation of laws, disobedience of 


lawful orders and regulations, or disruption of military activities) should be reported 


directly to 902d MID (CI) at: 253-967-2501.   (Ref: 32 CFR 635.5  //  JBLM Reg. 210-1)



https://www.inscom.army.mil/isalute/
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JBLM Geographical Area of Responsibility 


 


IAW AR 190-45: The geographical 


area of responsibility (Law 


Enforcement & Intelligence Interest) 


for Joint Base Lewis-McChord is: 


a. California Counties 


(1) Del Norte 


(2) Humboldt 


(3) Modoc 


(4) Shasta 


(5) Siskiyou 


(6) Trinity 


b. All Idaho counties 


c. All Montana counties west of 


(1) Fergus 


(2) Park 


(3) Phillips 


(4) Sweet Grass 


(5) Wheatland 


d. All Oregon counties 


e. All Washington counties 
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To be added or removed from distribution of this document contact: 


JBLM Police Department / DES 


Criminal Intelligence Section 


Joint Base Lewis-McChord, WA 98433 


Tel: / DSN: 347-7303 


Fax: 253-966-9971 


 


For Situational Awareness:  


Information contained in this report is not actionable - it is simply provided for situational awareness.  


Fair Use Notice: 


In accordance with Title 17 U.S.C. Section 107, this material is distributed without profit or payment to those who 


have expressed a prior interest in receiving this information for non-profit research and educational purposes only.  


Disclaimer of Endorsement: 


Reference herein to any specific commercial products, processes, or services by trade name, trademark, 


manufacturer, or otherwise, does not constitute or imply its endorsement, recommendation, or favoring by the 


United States Government, the US Army, Joint Base Lewis-McChord or any of its employees or contractors. The 


views and opinions of authors expressed herein do not necessarily state or reflect those of the United States 


Government and shall not be used for advertising or product endorsement purposes. The United States Government 


does not endorse any commercial product, process, or activity identified in this publication. Mention of any 


commercial product, process, or activity is for information purposes only. 


Disclaimer of Liability: 


With respect to information available from the Joint Base Lewis-McChord Law Enforcement & Intelligence 


Bulletin, neither the United States Government nor any of its employees, makes any warranty, express or implied, 


including the warranties of merchantability and fitness for a particular purpose, nor assumes any legal liability or 


responsibility for the accuracy, completeness, or usefulness of information, apparatus, product, or process disclosed, 


nor represents that its use would not infringe privately owned rights. 
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U//FOUO) This special assessment provides unclassified information for military 
commanders, law enforcement, security personnel, intelligence analysts, and others 
with force protection duties.   
 
(U//FOUO) This special assessment is For Official Use Only and contains information 
protected by the Privacy Act of 1974 as amended.  Distribution of this summary is 
restricted to Department of Defense (DoD) and law enforcement agencies only.  
Redistribution requires prior approval from Headquarters, US Army Criminal 
Investigation Command (USACIDC).  Violations of the Privacy Act make both the 
releasing organization and the individuals(s) involved in the unauthorized release liable 
in civil suits.     
 
(U//FOUO) Information contained in this assessment is not releasable to the media, or 
other agencies within or outside, DoD without a specific need to know.  This report 
contains privileged information requiring protection by the user in accordance with 
federal and DoD regulations.  Further dissemination should be limited to a minimum, 
consistent with the purpose of supporting effective law enforcement and public safety.  
Violation of distribution restrictions will result in removal from the distribution list and a 
ban on receiving future USACIDC reports.   
 


Criminal Intelligence Operations Center 
 


 


Army







CIOP-IN (195) 
SUBJECT: Monthly Accession Summary 
 


 
 
(U//FOUO)  DISTRIBUTION: This document is provided for law enforcement and security personnel, military commanders, 
intelligence analysts, and other officials with a need to know.  Further dissemination should be limited to a minimum, consistent with 
the purpose of supporting effective law enforcement and public safety.  Copies of this document, enclosures thereto, and 
information therein will not be further released outside your agency without prior approval.  This document will not be released for 
view by the media or open to the public.  Additional release requires prior approval from the USACIDC Deputy Chief of Intelligence, 
phone
 2 


FOR OFFICIAL USE ONLY 
 


FOR OFFICIAL USE ONLY 


(U) TABLE OF CONTENTS 
 


 (U//FOUO) INTRODUCTION ................................................................................ 2 
 (U//FOUO) THREATS TO RECRUITING, ROTC AND MEPS ............................. 2 
 (U//FOUO) CONCLUSION ................................................................................. 10 


 
(U//FOUO) Introduction:  The following assessment contains a summary of reported 
suspicious activities and incidents received and reported by US Army Recruiting 
Command (USAREC), US Army Cadet Command (USACC), and US Military Entrance 
Processing Command (USMEPCOM) that are associated with military recruiting, 
Reserve Officers Training Corps (ROTC) and Military Entrance Processing Station 
(MEPS) facilities, equipment, and personnel, during December 2016.  The types of 
suspicious activity incidents included are: 
 


 (U)  Threatening/Suspicious Communication 
 (U)  Violence/Assault 
 (U)  Protests/Demonstrations 
 (U)  Surveillance 
 (U)  Suspicious Package/Letter 
 (U)  Theft/Loss 
 (U)  Vandalism/Trespassing 


 
(U//FOUO) THREATS TO RECRUITING, ROTC AND MEPS: 


(U//FOUO)  Threatening / Suspicious Communication:  During the reported period 
there were seven incidents of threatening or suspicious communication involving 
individuals threatening military or civilian members.  Two of the incidents involved the 
receipt of letters posted marked “Carol Stream, IL” which proclaim the superiority of 
Islam and an overall disdain for America and military personnel.  Over the past year, 
Armed Forces Recruiting Centers nationwide have been inundated with similar letters.  
On 5 Jan 16, the Federal Bureau of Investigation, Chicago, IL dispatched Situational 
Information Report (SIR), SIR-00021405314, which highlighted similar letters received 
by other military assets, commercial businesses and healthcare facilities.  Many of the 
incidents are committed by individuals having some unresolved issues, either real or 
fabricated, with the government.  These individuals choose to voice their issues or 
displeasure to recruiters or ROTC Members because of their representation of the 
government.  None of the incidents resulted in violent acts being taken against any DoD 
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members; however, DoD members should adhere to all recommended policies and 
maintain situational awareness at all times.  
 
(U//FOUO) San Angelo Recruiting Center (RC), San Angelo, TX:  On 5 Dec 16, an 
Army Recruiter reported she has been receiving inappropriate emails from a former 
applicant that she disqualified while she was assigned to the Miami RC, Miami, FL.  The 
emails indicate that the former applicant had a fixation or infatuation with the recruiter.  
The Miami RC is aware of the former applicant. (Sources:  USAREC 17-0205, 5 Dec 
16). 
 
(U//FOUO) Decatur RC, Las Vegas, NV:  About 1245, 7 Dec 16, an Army Recruiter 
reported a self-identified male, who claimed to be 93 years of age, entered the RC.  
Upon being asked how he could be helped, the male stated he was mad and then 
began to express his frustration with the government and how he perceived the 
government had mistreated him.  The male raised his voice, used profanity, and stated 
“if he had a gun, he would start shooting people.”  At this point, the male was escorted 
outside in an attempt to calm him down, during which the male explained he had served 
in World War II and the Korean War.  The male claimed to have had a surgery to 
remove part of his toe while in an overseas Army hospital and was subsequently sent 
back to combat before his injury had healed.  The Recruiter informed the male about 
seeking out the proper means to address his concerns by contacting his local 
representative to help him get the medical care he needed.  During this discussion, the 
male again stated that “if he had a gun and would start shooting people, at least they 
would take care of him in jail.”  The male eventually calmed down and departed the area 
in an unknown sedan.  A police report was filed with the Las Vegas Metro Police 
Department, Las Vegas, NV. (Sources:  USAREC 17-0204 and eGuardian 
HQUSACIDC-2016-00162, 9 Dec 16). 
 
(U//FOUO) Indianapolis South RC, Indianapolis, IN:  About 1133, 19 Dec 16, an Army 
Recruiter reported he received a letter through the US Postal Service that was post 
marked “Carol Stream, IL 601.”  The letter was addressed to the RC and had a return 
address from “Ferguson, MO.”  The letter proclaimed the superiority of Islam and an 
overall disdain for America and military personnel with statements of "Thank Heavens 
for I.E.D.'s!" and "you will never defeat the Muslim People. (Sources:  USAREC 17-0229 
and eGuardian HQUSACIDC-2016-00164, 20 Dec 16). 
 
(U//FOUO) Minot RC, Minot, ND:  About 1510, 20 Dec 16, an Army Recruiter reported 
an identified female entered the RC and informed the recruiters that an identified male 
had made statements regarding wanting to blow up the recruiters.  The female also 
stated the male had been arrested at Minot AFB for making similar threats.  The 
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recruiter stated about three months ago, the male, who was originally from China, 
entered the RC in an attempt to join the military.  The recruiter stated during pre-
qualification screening, the known male was disqualified to join the US Army due to 
medical reasons.  The recruiter stated the male did seem disappointed at the time that 
he could not join the military, but has not had any issues or encounters with the 
unknown male since that initial encounter.  (Sources:  USAREC 17-0238 and eGuardian 
HQUSACIDC-2016-00166, 22 Dec 16). 
 
(U//FOUO) Second Recruiting Brigade, Red Stone Arsenal, AL:  About 1338, 21 Dec 
Oct 16, a Department of the Army Civilian (DAC) assigned to the Second Recruiting 
Brigade Headquarters received a suspicious telephone call from a self-identified male 
caller who requested a list of General Officers within the United Stated Army Recruiting 
Command.  The male wanted the information because he had questions regarding 
enlisting in the US Army and felt only the General Officers would have the answers 
because of their rank.  The DAC explained she did neither have that information nor 
could she give him such information and would have to request someone call him back.  
The telephone call was subsequently terminated (Sources:  USAREC 17-0245 and 
eGuardian HQUSACIDC-2016-00171, 31 Dec 16). 
 
(U//FOUO) Birmingham Medical RC (MRC), Birmingham, AL:  About 0900, 27 Dec 16,  
an Army Recruiter reported he received a letter through the US Postal Service that was 
post marked “Carol Stream, IL 602, 19 Dec 2016.”  The letter was addressed to the RC 
and had an identified return address in “Washington DC, 20003.”  The letter proclaimed 
the superiority of Islam and an overall disdain for America and military personnel with 
statements of "stupid donald trump government,” Thank Allah for I.E.D.'s," "Allaho 
Akbar,” and “Die you fools.” (Sources:  USAREC 17-0256 and eGuardian HQUSACIDC-
2016-00172, 31 Dec 16). 
 
(U//FOUO) Winston Salem RC, Winston Salem, NC:  About 1140, 29 Dec 16, an Army 
Recruiter reported she received a telephone call from an unknown male, who asked “if 
all branches were co-located” and told the recruiter that she needed to “beef up security 
because all the money is at the mall and all the kids would be there.”  The caller then 
hung up.  A police report was filed with the Winston Salem Police Department, Winston 
Salem, NC. (Sources:  USAREC 17-0260 and eGuardian HQUSACIDC-2016-00173, 31 
Dec 16). 
 
(U//FOUO)  Violence/Assault: 
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DoD members continue to remain vigilant, follow established force protection protocols, 
and take every precaution to reduce acts of physical harm. 
 
(U//FOUO)  Protests/Demonstrations: During the reporting period, there were no 
demonstration/protests that took place in the vicinity of recruiting stations and ROTC 
facilities.   
 
(U//FOUO)  Surveillance:  Surveillance is the demonstration of unusual interest in 
facilities, building, infrastructure or personnel beyond mere casual or professional 
interest and in a manner that would arouse suspicion of terrorism or other criminality in 
a reasonable person.  During the reporting period, there were two incidents of 
suspicious activity / surveillance involving US Army recruiter, ROTC cadre and cadet, or 
MEPS personnel.  While photographing and videotaping incidents are suspicious in 
nature, they alone do not mean that an attack on the military facility is being planned. 
However, DoD members should remember that one of the first signs of terrorist activity 


 
(U//FOUO) Lakeville RC, Lakeville, MN:  About 1045, 5 Dec 16, an Army Recruiter was 
informed that an employee with an identified business located next to the RC reported 
there was a described male who was pacing back and forth in the parking lot and 
observing the RC.  The employee was able to take a picture of the individual.  A police 
report was filed with The Lakeville PD, Lakeville, MN (Sources:  USAREC 17-0194, 6 
Dec 16).  
 
(U//FOUO) Analyst Comments:  The Lakeville PD reported they identified the male as 
being an employee with a delivery service and was waiting on a delivery truck at the 
time of the incident and was considered a non-threat. 
 
(U//FOUO) Macon RC, Macon, GA:  On 20 Dec 16, an Army Recruiter was informed by 
an employee of an identified business located next to the RC that about 1630, 16 Dec 
16, he observed two suspicious unknown individuals taking pictures of the recruiting 
center.  A police report was filed (Sources:  USAREC 17-0239 and eGuardian 
HQUSACIDC-2016-00165, 22 Dec 16). 
   
(U//FOUO)  Suspicious Package/Letter:  During the reporting period there were no 
incidents of a suspicious package/letter involving recruiting stations, ROTC or MEPS 
facilities.  DoD members are reminded that care should be practiced when receiving 
packages from unknown sources to prevent harm or loss of life.  DoD members should 
also conduct a visual check of their surroundings to ensure packages are not being 
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placed in obscured locations.  DoD members are also reminded to notify local law 
enforcement agencies when in receipt of a suspicious package.  
 
(U//FOUO)  Theft/Loss:  During the reporting period, there were sixteen incidents 
concerning the loss or theft of government property.  Five of the sixteen incidents were 
thefts of Government Services Administration (GSA) license plates from GOVs, which is 
a significant spike over the previous months.  DoD members should follow policies and 
procedures to protect government property especially when the property is located 
outside the confines of an installation.   
 
(U//FOUO) McKinney Rec Co, McKinney, TX: About 2115, 27 Nov 16, the Company 
Commander discovered a US Army logo branded Government Owned Cargo Trailer, 
bearing Texas license plate number “W44266T,” had been stolen from the parking 
space adjacent the recruiting company headquarters.  A portion of the hitch lock was 
discovered on the ground where the trailer was parked.  The trailer contained various 
government owned property that is used for US Army Recruiting Operations.  The trailer 
was last seen in the parking space at 1400, 25 Nov 16.  A police report was filed with 
the McKinney Police Department, McKinney, TX. (Sources: USAREC SIR 17-0170 and 
eGuardian HQUSACIDC-2016-00158, 30 Nov 16). 
 
(U//FOUO) FOLLOW-UP:  The trailer was recovered in Kaufman, TX one 14 Dec 16, 
with the wrap removed and all contents stolen. 
 
(U//FOUO) Identified Locations:  Between 1 and 31 Dec 16, there were nine reports of 
person(s) unknown stealing government owned computers / tablets and/or cellular 
telephones assigned to USAREC and USACC personnel from various locations. 
 


 (U//FOUO) Federal Way RC, Federal Way, WA:  On 4 Dec 16, an Army Recruiter 
reported she lost her assigned government cell phone while traveling back to her 
unit from leave.  A police report was not filed (Source: USAREC SIR 17-0213, 10 
Dec 16). 
 


 (U//FOUO) Fairfield RC, Fairfield, CA:  About 2200, 5 Dec 16, an Army Recruiter 
reported he lost his assigned government cell phone.  A police report was not 
filed (Source: USAREC SIR 17-0202, 7 Dec 16). 
 


 (U//FOUO) Andress High School JROTC, El Paso, TX:  About 0340, 6 Dec 16, a 
JROTC Cadre Member discovered that person(s) unknown forcibly entered the 
JROTC classroom and stole a government owned laptop computer.  A police 
report was filed (Source: USACC SIR 17-0178, 6 Dec 16). 
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 (U//FOUO) Headquarters, USACC, Fort Knox, KY:  About 1618, 7 Dec 16, a 


cadre member reported he lost his assigned government cell phone (Source: 
USACC SIR 17-0177, 6 Dec 16). 
 


 (U//FOUO) Roseville RC, Roseville, MN:  About 1030, 8 Dec 16, an Army 
Recruiter reported a government cell phone could not be located during a cyclic 
inventory.  A police report was not filed (Source: USAREC SIR 17-0206, 8 Dec 
16). 
 


 (U//FOUO) San Marcos RC, San Marcos, TX:  On 9 Dec 16, an Army Recruiter 
reported a government cell phone could not be located after visiting his family 
during the Thanksgiving Holidays.  A police report was not filed (Source: 
USAREC SIR 17-0208, 9 Dec 16). 
 


 (U//FOUO) Hayward RC, Hayward, CA:  About 1030, 19 Dec 16, an Army 
Recruiter reported he lost his assigned government cell phone.  A police report 
was not filed (Source: USAREC SIR 17-0235, 19 Dec 16). 
 


 (U//FOUO) Spokane North RC, Spokane, WA:  About 1130, 25 Dec 16, an Army 
Recruiter reported person(s) unknown broke into his residence and stole his 
assigned government computer tablet from a secured vehicle parked in the 
garage.  A police report was filed (Source: USAREC SIR 17-0249, 26 Dec 16). 
 


 (U//FOUO) Oxnard RC, Oxnard, CA:  About 1145, 31 Dec 16, an Army Recruiter 
reported person(s) unknown broke into his secured garage and stole his 
assigned government computer and cell phone tablet from his secured vehicle.  
A police report was filed (Source: USAREC SIR 17-0262, 31 Dec 16). 
 


(U//FOUO) Cambridge RC, Cambridge, MN:  About 0830, 2 Dec 16, an Army Recruiter 
discovered the front Government Services Administration (GSA) license plate bearing 
“G13-4077P” was stolen from a Government Owned Vehicle (GOV), gray in color, 2014 
Ford Focus while it was parked in the RC parking lot.  The plate was last seen on the 
vehicle on 1 Dec 16.  A police report was filed with the Cambridge Police Department, 
Cambridge, MN (Sources: USAREC SIR 17-0186 and eGuardian HQUSACIDC-2016-
00161, 5 Dec16). 
 
(U//FOUO) Clovis RC, Clovis, CA:  Between 16 and 19 Dec 16, person(s) unknown 
stole the tailgate from a GOV, a white in color Ford F250 pickup, bearding license plates 
“G43-2243R.”  A police report was filed (Source: USAREC SIR 17-0228).  
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(U//FOUO)  Orlando University RC, Orlando, FL:  About 0900, 16 Dec 16, an Army 
Recruiter discovered the front and rear GSA license plates bearing “G13-3946S” were 
stolen from a GOV, a blue in color, 2014 Ford Focus, while it was parked in the RC 
parking lot.  The plates were last seen on the vehicle on 15 Dec 16.  A police report was 
filed with the Orlando Police Department, Orlando, FL (Sources: USAREC SIR 17-0244 
and eGuardian HQUSACIDC-2016-00167, 29 Dec 16). 
 
(U//FOUO) Columbus East RC, Columbus, OH:  Between 1700, 16 Dec 16 
and 0900,   17 Dec 16, person(s) unknown stole three wheels from a GOV, a 
silver in color 2011 Ford Fusion, while it was parked in the parking lot near 
the RC.  A police report was filed (Sources: USAREC SIR 17-0230, 17 Dec 
16). 
 
(U//FOUO)  Visalia RC, Visalia, CA:  About 1200, 22 Dec 16, an Army Recruiter  
discovered the front and rear GSA license plate bearing “G13-1961P” were stolen from 
a GOV, white in color, 2013 Chevy Cruze while it was parked in the RC parking lot.  The 
plate was last seen on the vehicle on 13 Dec 16.  A police report was filed with the 
Lemoore Police Department, Lemoore, CA (Sources: USAREC SIR 17-0247 and 
eGuardian HQUSACIDC-2016-00168, 29 Dec 16). 
 
(U//FOUO)  Commerce RC, Commerce, GA:  About 0830, 27 Dec 16, an Army 
Recruiter discovered that person(s) unknown broke the driver’s side window of a GOV, 
a gold in color Chevrolet Cruze bearing GSA license plate bearing “G13-0835P” while it 
was parked in near the RC.  Upon further inspection of the other GOVs, it was 
determined the rear GSA license plate bearing “G41-0776S” had been stolen from a 
GOV, a gray in color, 2016 Dodge Caravan and replaced with a unknown Wisconsin 
License Plate.  A police report was filed with the Banks County Sheriff’s Department, 
Homer, GA. (Sources: USAREC SIR 17-0254 and eGuardian HQUSACIDC-2016-
00169, 29 Dec 16). 
 
(U//FOUO)  Bourbonnais RC, Bourbonnais, IL:  About 1000, 27 Dec 16, an Army 
Recruiter discovered the rear GSA license plate bearing “G13-8189P” was stolen from a 
GOV, Gray in color, 2015 Ford Focus, while it was parked in the RC parking lot.  The 
plates were last seen on the vehicle on 1700, 22 Dec 16.  A police report was filed with 
the Bourbonnais Police Department, Bourbonnais, IL.  
 (Sources: USAREC SIR 17-0255 and eGuardian HQUSACIDC-2016-00170, 29 Dec 
16). 
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(U//FOUO)  Vandalism/Trespassing:  During the reporting period there were four 
incidents of vandalism and trespassing involving GOVs, privately owned vehicles, or 
government owned or leased facilities. 


 


 
(U//FOUO) Visalia RC, Visalia, CA:  Between 3 Dec 16 and 4 Dec 16, person(s) 
unknown shattered the passenger window on GOV” while it was parking in the RC 
parking lot.  Nothing was reported stolen.  A police“G41-2278R report was filed. 
(Source: USAREC SIR 17-0193, 5 Nov 16). 
 
(U//FOUO) St Augustine RC, St Augustine, FL:  Between 2 Dec 16 and 5 Dec 16, 
person(s) unknown scratched (keyed) the driver’s side of GOV “G41-0938P” while it 
was parking in the RC parking lot.  Nothing was reported stolen.  A police report was 
filed. (Source: USAREC SIR 17-0200, 7 Dec 16). 
 
(U//FOUO) Indiana University ROTC, Bloomington, IN:  On 15 Dec 16, ROTC cadre 
members discovered person(s) unknown attempted to break into the ROTC building by 
cutting the window pane to gain access to the window lock.  A police report was filed 
with campus police (Source: USACC SIR 17-0193 and eGuardian INFCUIIFC-2016-
00016). 
 
(U//FOUO) Hilo RC, Hilo, HI:  On 17 Dec 16, Army Recruiters discovered that person(s) 
unknown wrote “No Blacks” on an outside wall of the RC.  A police report was not filed. 
(Source: USAREC SIR 17-0242 19 Dec16). 
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(U//FOUO)  CONCLUSION:  In total, 29 reports of suspicious activities and incidents 
associated with military recruiting, ROTC, and MEPS facilities, equipment, and 
personnel, were received and reported by USAREC, USACC, and USMEPCOM during 
December 2016.  A force protection concern is the number of GSA license plates that 
were stolen or discovered missing during the reported period.  USACIDC is unaware of 
any GSA license plates being used to access military installations of governmental 
restricted areas; however, GSA license plates have been used to covertly transport 
controlled substances.  The placement of the GOVs in secured environments should be 
considered to prevent such activities from occurring to reduce the interruption of mission 
capabilities.  Further, although there have been no reported acts of violence, care 
should be taken when speaking or confronting members of the community who have a 
perceived grudge against the United States Government in order to prevent the level of 
hostility from escalating.  The best approach in handling such incidences may be to 
notify local law enforcement who are specifically trained to handling such incidents.   
Finally, of the total number of reports, thirteen eGuardian Reports were initiated; 
however, there was no terrorism nexus reported in any of the reports.  DoD members 
should continue to stay vigilant and report all suspicious activity in a timely manner.   
 


   USAREC Incidents 
   USACC Incidents 
   USMEPCOM Incidents 
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(U//FOUO)  Since January 2016, there have been a total of 424 force protection related 
incident reports, which is only 11 fewer incidents than the same period of 2015 which 
had 435 incidents.  No credible information has been developed to believe any one 
facility may be threatened or targeted.  Continued reporting of force protection related 
incidents will assist law enforcement agencies in developing possible targets of terror or 
lone wolf activist.   
 
(U//FOUO) Recruiting, ROTC, and MEPS elements continue to be a force protection 
risk as they do not fall within the confines of a typical military installation.  These 
elements utilize various force protection programs to mitigate threats to personnel, 
equipment, and facilities.  However, continued emphasis should remain on providing 
detailed reports of suspicious activity to law enforcement.  Terrorist attacks typically 
involve meticulous planning and preparation.  Recognition and reporting of SAR, IAW 
DoDI 2000.26 could aid in preventing a future terrorist or criminal attack. 
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(U//FOUO) December 2016 Suspicious Activity Report Summary 
 
(U//FOUO) eGuardian Suspicious Activity Reports with an Army nexus were evaluated to identify 
indicators, behavior, trends, and patterns of potential threat activity against US Army personnel or 
property during December 2016.  The eGuardian system enables users to enter, view, search, and create 
reports from potential threat data input by federal, state, local, and tribal Law Enforcement officers and 
from Federal Bureau of Investigation (FBI) unclassified threat incidents "pushed out" from Guardian.  In 
general, the reviewed reporting had a very low threshold of proof and in many cases was not specifically 
representative of a threat, merely an incident that seemed suspicious to the individual reporting.  This 
summary is not inclusive of suspicious reporting from accessions units (USAREC, USACC, and 
USMEPCOM that are associated with military recruiting, Reserve Officers Training Corps (ROTC), and 
Military Entrance Processing Station (MEPS) facilities, equipment, and personnel).  Suspicious activity 
regarding personnel attempting to join the military or against 'soft target' facilities within the accession 
community are addressed within the Criminal Investigation Command (CID) Monthly Accessions Special 
Assessment also distributed by ARTIC.   
 
A total of 30 (+18 reports addressing the Dakota Access Pipeline protests and are addressed separately) 
eGuardian reports from Department of Defense (DoD) and non-DoD LE sources (down from 37 in 
November 2016; however were found to contain activities applied within the trending categories of: 
 


 (U)  Threatening/Suspicious Communication - Threats or otherwise suspicious encounters 
communicated to members of civilian law enforcement concerning the Army or stated directly to 
military personnel. 


 (U)  Social Media Activity - Suspicious items posted to publicly available mediums such as Twitter 
or Facebook.  


 (U)  Surveillance/Tests of Security - Events involving unauthorized photography or physical 
presence in an unauthorized area or elicitation to obtain details concerning security. 


 (U)  Extremist Groups - Statements made that were identifiable with an identified hate or terrorist 
group. 


 (U)  Theft/Loss - Suspicious losses of equipment that could facilitate impersonation of military 
personnel. 


 
The above categories represent a compilation of several of the 16 Indicators and Behaviors* as defined 
by the Nationwide SAR Initiative into a collection of similar activities for a more comprehensive trend 
analysis of activity against US Army personnel and facilities.   
 
*The 16 Indicators and Behaviors include Breach/Attempted Intrusion, Misrepresentation, Theft/Loss Diversion, 
Sabotage/Tampering/Vandalism, Cyberattack, Expressed or Implied Threat, Aviation Activity, Eliciting Information, 
Testing or Probing Security, Recruiting/Financing, Photography, Observation/Surveillance, Materials 
Acquisition/Storage, Acquisition of Expertise, Weapons Collection/Discovery, and Sector Specific Incidents (actions 
associated with a characteristic of unique concern to specific sectors). 
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(U) December Significant Terrorist Events:   
 
The highest volume of terrorist attacks this month continue to occur in Mosul, Iraq in particular and 
regionally as part of the civil wars in Iraq, Syria, and Yemen.  Violence has spread into neighboring 
countries, notably Turkey, Egypt and Jordan with all three countries reporting terrorist attacks with mass 
causalities in December.  Militants from the Islamic State (IS) have claimed responsibility for these attacks 
with one attack attributed to Kurdish separatists.  The largest terrorist events related to these regional civil 
wars include:  


 3 December, Mosul, Iraq - Suicide attack killed 241. 
 10 December, Aden, Yemen - Suicide bomber killed 50 Yemen soldiers2. 
 10 December, Istanbul, Turkey - Two bombs killed 44 and 11 December, Cairo, Egypt - 27 


people were killed and 47 injured after an explosion in a Coptic cathedral in Cairo3.  
 14 December, Mosul, Iraq - 75 civilians were executed4. 
 17 December, Kayseri, Turkey A suspected car bombing killed 14 soldiers aboard a bus and 


wounded at least 55 others5. *Kurdish separatists are blamed for this attack. 
 18 December, Aden, Yemen - Suicide bomber killed 52 Yemen soldiers6. 
 18-21 December, Al-Karak, Jordan - Insurgents attacked police and civilians in Al-Karak, Jordan, 


then took shelter in the Kerak Castle. 12 people were killed and 35 were injured7. 
 22 December, Mosul, Iraq - Three suicide car bombings kills 23 people8.  
 23 December, Mosul, Iraq - Car bombs kill 309. 
 31 December, Baghdad, Iraq - Bombings killed 25 people and injured 5010. 


 
Other significant terrorist events globally for December 
primarily dealt with IS members conducting attacks 
directed against European targets.   


 19 December - Ankara, Turkey: A gunman 
assassinated the Russian ambassador Andrei 
Karlov.  Three bystanders were also injured. IS 
claimed responsibility for the attack11.   


 19 December - Berlin, Germany: A truck was 
driven into the Christmas market next to the 
Kaiser Wilhelm Memorial Church at 
Breitscheidplatz in Berlin, leaving 12 people 
dead and 56 others injured12.  One of the 
victims was the truck's original driver, Łukasz 
Urban, who was found shot dead in the 
passenger seat.  Anis Amri, suspected to be the 
perpetrator, was killed four days later during a 
shootout with police near Milan in Italy.  The IS 
claimed responsibility for the attack, saying the 
attacker answered its calls to target the citizens of states 
fighting against it.  On 23 December, IS released a video 
of the suspect pledging allegiance to the terror group's leader, Abu Bakr al-Baghdadi13. 


                                                      
1 http://www.firstpost.com/world/mosul-battle-intensifies-24-killed-in-an-attack-by-islamic-state-3138104.html 
2 http://www.reuters.com/article/us-yemen-security-idUSKBN13Z0HS 
3 http://www.dailysabah.com/war-on-terror/2016/12/12/istanbul-terror-attack-death-toll-increases-to-44 
4 http://www.darkpolitricks.com/2016/12/journalist-executed-in-mosul-74-killed-in-iraq/ 
5 http://www.reuters.com/article/us-turkey-blast-idUSKBN14605H 
6 http://abcnews.go.com/International/wireStory/officials-bombing-kills-23-yemen-military-base-44264051 
7 http://menafn.com/1095134358/Suspect-of-funding-attack-held---4-policemen-killed-in-new-shootout 
8 http://www.reuters.com/article/us-mideast-crisis-iraq-blast-idUSKBN14B1MA?il=0 
9 http://www.straitstimes.com/world/middle-east/over-30-killed-in-isis-attacks-amid-battle-for-mosul 
10 http://www.reuters.com/article/us-mideast-crisis-iraq-blasts-idUSKBN14K06L?il=0 
11 http://www.reuters.com/article/us-turkey-russia-diplomacy-idUSKBN1481RE 
12 http://www.nytimes.com/2016/12/19/world/europe/berlin-christmas-market-truck-crash.html 
13 http://heavy.com/news/2016/12/anis-amri-isis-islamic-state-bayat-allegiance-pledge-video-berlin-christmas-market-attack-milan-italy/ 


(U) Map of central Berlin and the site of the Christmas 
Market 
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(U//FOUO) CID Analyst Comments:  This month in eGuardian, reporting was led by the category of 
actions "Observation/Surveillance or Unauthorized Access" as the most popularly reported eGuardian 
affecting the Army.  The principal terrorist 
threat to the Army as evidenced from this 
month's set of eGuardian reports primarily 
involved taking pictures or video of persons, 
facilities, buildings, or infrastructure in an 
unusual or surreptitious manner aroused 
suspicion of terrorism or other criminality.  
Examples include taking pictures or video of 
infrequently used access points, the 
superstructure of a bridge or dam, personnel 
performing security functions (e.g., patrols, 
badge/vehicle checking), security-related 
equipment (e.g., perimeter fencing, security 
cameras), etc.  Violent extremist ideologies 
espoused by terrorist groups like ISIS and al-
Qaida continue to appeal to certain 
individuals in that view the Army as a viable 
target as a symbol of the United States or in response to American military operations.  Some individuals 
have engaged in terrorism-related activities such as promoting violence online, radicalizing peers, 
recruiting and fundraising.   
 


 
(U//FOUO) Map of eGuardian report with Army nexus for December 2016 


 
(U//FOUO) This month's distribution of eGuardians denotes a much higher concentration in Los Angeles 
and Washington D.C. while suspicious events around the remainder of the US are widely dispersed.  The 
most pervasive threat streams this month were related to the inauguration and the protests concerning 
the Dakota Access Pipeline (DAPL).  This map does not specifically reveal regional reporting volume for 
either of these two threat streams.  Five reports occurred OCONUS (Germany). 


eGuardian Incident Map 
December 2016 
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(U//FOUO) Extremist Threat 
 


 Extremism 
Behaviors/Descriptions 


Examples from eGuardian 


 
(U//FOUO) The most dangerous threat 
reporting observed from eGuardian 
reports for December 2016 for 
terrorism against US Army personnel 
continues to be dominated by the 
possibility that a homegrown violent 
extremist (HVE) an IS or Al-Qaeda -
sympathizer could conduct a limited, 
self-directed attack with no warning.   
 
 
(U) The level of support that the IS 
provides in terrorist attacks varies 
greatly.  According to the Global 
Terrorism Index 2016, half of all IS 
related plots were by lone actors who 
showed sympathy to the IS, but 
without having any direct contact with 
the group.  
 
 
(U//FOUO) Domestic Extremists are 
most often motivated by 
antigovernment sentiment, 
nationalism, separatism, racism, 
bigotry or anarchy.  The most 
prominent domestic terrorist groups 
have been motivated by nationalist 
ideologies or independence 
movements.  The PKK of Turkey is the 
most active group from this group 
designation in December reporting.  
The other main form of domestic 
terrorism is homegrown such as by 
people motivated by jihadist beliefs 
and opposition to the foreign policy of 
the US.   
 
(U) Emerging modus operandi 
The December ramming attack in 
Berlin, Germany highlights terrorists' 
continued use of simple tactics that 
may have few or no observable 
advance indicators.  


ISIS  
The identification with or stated 
allegiance to this group.  Also the 
threatened use of violence or force 
for the purpose of creating fear in 
order to achieve ISIS' political, 
economic, religious, or ideological 
goal. 
 


 Received a telephonic complaint from 
an individual claiming to have received 
a very disturbing video from a former 
colleague on the "WhatsApp" cell phone 
application. Caller had trouble 
presenting significant detail about the 
message, but described the video as a 
product similar to those released by IS. 


 A veteran of the US Army and a sufferer 
of PTSD recently returned from 
Kurdistan where he was fighting against 
IS alongside the Peshmerga. She said 
"that he has a plane ticket to return to 
Kurdistan on February 2nd, so he can 
continue fighting against ISIS but I can’t 
confirm he is actually on the Peshmerga 
side and not with ISIS and just using 
this as his story". 


 Approached by an individual who asked 
if I had a moment to speak with him. My 
suspicion was raised and I wanted to 
hear what he had. He stated that if he 
had information of something, who 
would he go and report it to. He stated 
that he was fluent in 11 different 
languages and had ties with Beirut. He 
mentioned a car/money ring that is 
within the area that he says is funding 
terrorism. 


 Possible Army deserter has a fake 
name. The complainant related, “this 
guy is a fraud and he seemed very 
suspicious last time I saw him.  He 
looks as if he does not belong and looks 
angry at people around him. May have 
ties to terrorist organization.” 


Militia or Survivalist 
Presenting mistrust and hatred of the 
federal government a belief the 
government is engaged in a 
conspiracy to disarm the citizenry 
and impose authoritarian control. 
 


 Former Army soldier and current law 
student is suspected to be a member of 
the White Nationalism movement, 
espousing hatred toward minority races 
and holding white supremacist views. 


 Received two letters referencing an 
accompanied "Courts of Ages 
Declaration".  Letters and documents 
appears to be aligned with a sovereign 
citizen and/or a type of globalization 
ideology, and direct the Army National 
Guard to enforce referenced policy. 


Acceptance, Approval, or Intent to 
Conduct Violence 
Observed known or suspected 
conduct that appears to condone 
violent illegal activities to pursue an 
ideology counter to mainstream. 


 During a conversation, the subject was 
becoming increasingly belligerent, 
threatened to destroy government 
property, and made physical threats to 
Corps of Engineer and law enforcement 
personnel.  After approximately 20 
minutes the subject left the office, went 
to his truck and was observed to have 
retrieved a revolver. 
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(U//FOUO) Threatening / 
Suspicious Communications  Threatening 


Communications 
Examples from eGuardian 


(U//FOUO) Threatening 
communication for December mostly 
indicate direct threats in retaliation for 
some perceived wrong or 
communication believed by the 
recipient to have some connection to 
support foreign terrorist organizations. 
 
(U) An almost 30-minute video 
released on November 26, 2016, by 
the IS, titled “You Must Fight Them, O 
Muwahhid (Monotheist)” and directed 
towards Westerners, provided 
detailed step-by-step instructions and 
demonstrations on how to conduct 
deadly knife attacks and build 
explosives.  The release of this video 
demonstrates the innovative and 
adaptive nature of IS’s propaganda 
network and highlights that the group 
remains committed to providing 
training and inspiration, despite 
continued losses of territory, materiel, 
and personnel in Iraq, Syria, and 
Libya.  Most of the threats 
communicated during this reporting 
period were consistent with IS 
rhetoric with targeting Army personnel 
or facilities.   


 


Communicating a spoken or written 
threat to commit a crime that will 
result in death or bodily injury to 
another person or persons or to 
damage or compromise a 
facility/infrastructure or secured 
protected site. 


 An unidentified male (UM) rode a 
bicycle into the Army Reserve 
Command facility through an opening in 
the gate.  As the UM entered the facility 
he immediately dropped to his knees, 
took off his T-Shirt and started making 
statements such as, "the government is 
going against the people,' "government 
manipulation," etc.  During the course of 
the conversation UM also stated he 
stashed a .22 caliber weapon with a 
magazine between two gates in close 
proximity to the Army Reserve Center. 


 Call from an unidentified male caller 
who claimed the U.S. Army was in 
danger.  The caller stated he feared an 
invasion of Russia or the moving of U.S. 
troops in Poland would result in terrible 
consequences leading to war.  He 
stated that U.S. Army uniforms were 
compromised and forged by Russia and 
Poland. 


 A message was left on the Corps of 
Engineer Regulatory main line. About 
halfway through a man whispers quietly 
"I will kill you." 


 Subject called the Crisis Line, provided 
a name, date of birth, and indicated he 
was going to blow up the VA office.  
Follow up found the subject incoherent, 
yelling obscenities, and the officer 
concluded he was exhibiting mental 
health issues.  The same subject 
apparently called the VA in another 
location two weeks prior, threatening to 
also blow up that office. 


    


(U//FOUO) Surveillance / 
Potential Tests of Security 
 


 
Observation 
Surveillance 


 


Examples from eGuardian 


(U//FOUO) For the month of 
December, this category 
predominantly featured unauthorized 
photography and trespassing 
potentially indicative of pre-
operational information gathering to 
assess a target’s physical attributes, 
security features, vulnerabilities, or 
personnel movement. 


 


Information gathering on a potential 
target may be achieved through 
maps, sketches, and photographs or 
videos.  Leveraging photography in 
support of pre-operational 
surveillance may allow terrorists 
extensive insight into security 
operations and details of facility 
layout and operations, including 
traffic flow through and around 
facilities, opening times, and access 
requirements. 


 A white male was seen taking pictures 
of the District HQ building.  He drove off 
in a silver F150 very quickly after taking 
the picture. 


 A woman drove up to the gate 
requesting to see someone in the Army. 
She stated she had an implant in her 
body and only someone in the Army 
could help her. 


 Two parties on a boat were taking 
photographs of the LNG terminal.  The 
operator stated he was photographing 
the LNG terminal.  The man taking the 
photographs provided a Saudi Arabian 
Driver's License.  The operator 
presented a Driver's license and a 
military ID identifying himself as an O5 
in the Army Reserves. 
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(U//FOUO)  CONCLUSION:  In total, 30 reports of suspicious activities and incidents associated with 
Army facilities, equipment, and personnel were received and reported by field law enforcement entities 
via eGuardian during December 2016.  The 30 reports were pulled from 1,018 total reports from 
eGuardian from all sources for December 2016.  These totals represent a decrease in reporting for both 
overall eGuardian reports and for those eGuardians with an Army nexus from last month.  Reports for the 
year of 2016 have averaged 33.5 reports/month and this month's total is generally in line with average 
reporting volume.  This month's overall total of 1,018 reports is below average (average - 1,343.6) for 
2016 and is down from the 1,200 reports from November (15% decrease) and is well below the high mark 
(1,822) for 2016 in September.   
 


  
 (U/FOUO) Graph of eGuardian totals for the months of Nov; 2012-


2016 
 (U/FOUO) Graph of eGuardian totals for the last six months; Jun 16-Nov 


16 
 


(U//FOUO)  Reporting involving Army equities remained relatively steady throughout the month of 
December as did the overall reporting volume.  This is somewhat of a surprise given the Christmas 
Market attack in Berlin on 19 December is the type of event that typically causes a spike in suspicious 
activity reporting for fear of similar attacks occurring elsewhere.  Reporting statistics compared just for the 
month of December from 2012-2016 shows the December 2016 number to be 55% less than the total for 
December 2015 and represents a HUGE drop in reporting from last December.  Overall eGuardian use 
from 2012-2016 is still on the rise even with the drop from last December's spike.  It is also key to note 
that many agencies remove their reports from eGuardian over time or as events are proved to have no 
nexus to terrorism.  These removals make volume comparisons to past reporting difficult. 
 


  
(U/FOUO) Graph of Army nexus only eGuardian per/day trending average 


December 2016 
(U/FOUO) Graph of Total eGuardian per/day average  


(all topics/all sources) for the month of December 2016 
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(U//FOUO) From this overall set of reviewed December eGuardian reports, no indication was found of any 
imminent threats to Army equities for the month of December.  However, the Army eGuardian 
assessment for December noted 
20% of its threat reports specifically 
mentioned the DAPL.  This month, 
18 eGuardian reports mentioned the 
DAPL but of these, 15 were from a 
news reporter publishing remarks 
and threats found in social media 
concerning the DAPL and covered 
postings from well outside of the 
reporting period beginning with the 
first work completed on the DAPL in 
2014 and was not found applicable 
to a monthly report.  Much of this 
threat activity was non-specific, 
without geospatial identifiers, and 
posted without unique identification. 
However, three DAPL protest reports 
were from activity at US Army Corps 
of Engineers (USACE) facilities or the homes of USACE personnel and were included within 
"Communicated Threats".  Protests to the DAPL have been largely peaceful but there is reporting of 
protesters seeking a more militant confrontation with Army and law enforcement personnel and include 
reports of weapons being brought into protestor's camps.  The volume and vitriol of the protests are 
significant and may indicate the potential for violence against USACE personnel or, to a lesser extent, 
potential violence to any visible representative of the US Government that might be symbolically attacked 
in protest of the DAPL.  Including the DAPL social media reports within this summary would have 
significantly skewed the totals without giving a clearer picture of all types of suspicious activity this month.  
Private citizens remain the group targeted the most by terrorists, police and military are the next groups 
respectively.  Overall, globally terrorism continues highly concentrated, with 57 per cent of all deaths 
since 2000 occurring in four countries: Iraq, Afghanistan, Nigeria and Pakistan14.   
 
(U//FOUO) Terrorist attacks, particularly attacks by lone actors, can occur with little-to-no warning.  There 
is a HIGH confidence, Foreign Terrorist Organizations, such as IS and Al-Qaeda, as well as HVEs and 
lone actors, continue to pose a significant threat to the Army.  Terrorists maintain their use of online 
media forums, professional-grade publications, and videos to encourage lone actors world-wide to carry 
out attacks against Western military and law enforcement organizations.  This month's volume of 
eGuardian reports suggest a low focus on terrorism for the month and no high profile terrorist attacks 
occurring within the borders of the United States during December.  Attacks in the US or in Europe cause 
a spike in eGuardian reporting volume.  Successful terrorist attacks around the world over the past year 
have illustrated the ability of determined individuals to plan and execute attacks while remaining below 
the threshold of detection by law enforcement and intelligence communities.  Several recent reports of 
suspicious activity and potential pre-operational surveillance suggests continuing efforts to target military 
installations and personnel domestically (i.e., to be reasonably indicative of pre-operational planning 
associated with terrorism).  Investigations into many of these suspicious reports continue to attempt 
proving a "Yes Nexus to Terrorism" finding.  From this month's reports, Twenty six reports were judged 
to show "Undetermined", three were "Inconclusive".  No reports found "No Nexus to Terrorism".  
One report from this reviewed data set found a "Yes Nexus to Terrorism". 
 
  
                                                      
14 Global Terrorism Index 2016 


 
(U/FOUO) Graph of Army Nexus eGuardian 
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eGuardian was formed from the National Suspicious Activity (SAR) Initiative, in order to provide a 
nationwide capability for the recognition, reporting and investigation of suspicious activities that may 
provide indications of a terrorism or other criminal event during the pre-operations planning and 
surveillance phase of the crime.  Use of the eGuardian system links MP and civilian police to the National 
Joint Terrorism Task Force system.  The SARs are reviewed and cleared through investigation by 
criminal investigators assigned to the 104 regional JTTFs.  SAR reporting under eGuardian has 
contributed to multiple successful pre-attack investigations since its implementation. 
 


IAW Department of Defense Instruction (DoDI) 2000.26, Suspicious 
Activity Reporting, it is DoD policy that:  
 
     a. The eGuardian system will serve as the exclusive DoD 
unclassified law enforcement (LE) SAR system and will be employed 
by DoD LEOs, antiterrorism operations personnel, planners, analysts 
supporting an LE mission, and contractors assigned, attached, or 
detailed to LEAs.  
 
     b. SARs and other threat information guide DoD efforts in force 
protection to:  
 
          (1) Identify and address threats to the DoD at the earliest 
opportunity.  
 
          (2) Implement information-driven and risk-based detection, 
prevention, deterrence, response, and protection efforts immediately.  
 
          (3) Identify persons involved in terrorism, criminal-related 
activities, and threats directed against the DoD.  
 
          (4) Assist commanders by providing and using criminal 
intelligence when establishing appropriate force protection 
conditions. 
 
Every Army MP, CID, Provost Marshal and/or Director of Emergency 
Services Office should have personnel assigned with eGuardian 
access.  For account information, contact the Army eGuardian 
Program Manager, Mr. , at  or email 


 
  


Army


Army
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DES Office OPSEC 


Best Practices & Recommendations 


 


E-mail: Encryption should be used when sending e-mail that contains any type of non-public information 


(i.e. PII / FOUO / LES). Between government e-mail addresses, encryption can normally be accomplished 


using your CAC digital certificates. The Department of Defense (DoD) Global Directory Service (GDS) 


(https://dod411.gds.disa.mil/) provides an enterprise wide directory service for information regarding 


DoD personnel (name, telephone number, e-mail address, and key encipherment certificate). When 


compatible encryption certificates are not available, alternate methods of approved encryption, such as 


AMRDEC SAFE (https://safe.amrdec.army.mil/safe/) or the Software Protection Initiative - Encryption 


Wizard (https://spi.dod.mil/ewizard.htm) should be used. 


Even public information can reveal an organization’s focus, interest, and concerns. Regularly published 


official journals, bulletins, briefs, and information updates, if sent by e-mail, must be encrypted. 


Do NOT auto-forward e-mail. Auto-forward can result in unauthorized disclosure of sensitive 


information, and can result in data spillage or the spread of malware. 


Do NOT send non-public information to personal, non-employment related, email accounts (i.e. Gmail, 


Hotmail/Outlook, or Yahoo).   


Do NOT use e-mail as a file / information storage system. Delete e-mail once it has been read and 


responded to. If information in an e-mail must be retained, save it as a separate file or document. 


Consider using the AutoArchive function in Outlook to permanently delete old e-mail.  


 


BCC: When sending e-mail to large numbers of recipients, use Blind Carbon Copy (BCC). Keep in mind 


that many people do not want their e-mail address and other personal information disclosed to 


someone that they do not know. BCC helps to reduce Spam since BCC addresses cannot be seen and 


harvested by Spammers and BCC messages cannot not be used, by an adversary, to develop lists of 


names of the employees of a company or members of an organization since, again, the names and e-


mail addresses of the recipients are not visible. It should also be noted that NIST Special Publication 800-


122, "Guide to Protecting the Confidentiality of Personally Identifiable Information (PII)" lists e-mail 


addresses as one type of PII. As a government employee, you have specific legal requirements to 


safeguard PII. 


 


Out-of-Office Messages: Limit the amount of information you put in out-of-office messages. Use a 


generic message such as: “I am currently out of the office. If you need immediate assistance, please call 


967-xxxx. Otherwise, I will reply upon my return.” Do not include the date of your return or the name of 


whomever will answer the listed phone number while you are gone.  
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Telephone:  You are encouraged to use a Secure Telephone Unit/Equipment when available.   


The use of cordless telephones to communicate sensitive information is prohibited unless the device can 


be properly encrypted. Although Digital Enhanced Cordless Telecommunications (DECT) telephones do 


use encryption, this is a low-level privacy function and does NOT provide enterprise level security. 


Use cellular telephones only in exigent circumstances. Cell-phones and Blackberries will be used only 


when the mission clearly demonstrates a critical need for immediate communication and government / 


military telephone service and/or e-mail is not reasonably available. Government issued cell-phones will 


NOT be used in lieu of established land-line telephone service. Official calls should be made from official 


government land-line telephones when available. Government issued cell-phones and Blackberries will 


only be used to communicate UNCLASSIFIED information.  


All cell-phones must have a PIN or password enabled to help prevent unauthorized access to the device. 


‘Require Passcode’ should be set to “Immediately”.  


 


Text Messages: Never send sensitive information (i.e. PII / FOUO / LES), or other work-related, non-


public, information via text message. Text messages, as a rule, can be read and stored by your phone 


company or by surveillance and monitoring equipment in the area. According to the American Bar 


Association: ‘While text messages have increasingly replaced phone calls, users do not always stop and 


realize that individually identifiable information, once captured in a traditional text message or third-


party messaging system, likely becomes a PII record.’ Consumer text messaging services also offer little 


protection from sending messages to an unintended recipient. Texting a personal message to the wrong 


recipient can be embarrassing, but text messaging PII to the wrong person potentially carries significant 


consequences. Indeed, a single text message including PII sent to the wrong number or wrong person 


would likely constitute a PII breach and Privacy Act Violation, subject to mandatory reporting and 


investigation by the Defense Privacy and Civil Liberties Office. 


 


Fax: When sending via non-secure fax, coordinate with the recipient to ensure that the faxed materials 


will not be left unattended or subjected to unauthorized disclosure on the receiving end. 


 


Coversheets: Use appropriate coversheets to protect documents containing sensitive information.  


 Privacy Act Data Coversheet - http://www.dod.gov/pubs/foi/privacy/docs/pa_cover_sheet.pdf 


 


Postal Mail: Use USPS First Class mail when mailing sensitive but unclassified information. Place 


documents in an opaque envelope or container, sufficiently sealed to prevent inadvertent opening and 


to show evidence of tampering. Place this inner envelope into a second (outer) envelope. Both the inner 


and outer envelope or container must bear the complete name and address of the sender and 


addressee.  The outer envelope will have no markings that indicate its contents and must bear the 


following below the return address: “POSTMASTER: DO NOT FORWARD.  RETURN TO SENDER” 
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Trash: Destroy all non-public documents when no longer needed. Disposal methods are considered 


adequate if the records are rendered unrecognizable or beyond re-construction (e.g., tearing, burning, 


melting, chemical decomposition, burying, pulping, pulverizing, shredding, or mutilation). 


Do NOT discard documents containing non-public information in trash or recycle bins. 


On computers and laptops, empty the Recycle Bin at the end of each duty day. Don’t allow “deleted” 


documents to be stored in the Recycle Bin. Consider setting the Recycle Bin properties to: “Don't move 


files to the Recycle Bin. Remove files immediately when deleted.”  


 


Do Not Post Sensitive Information in Public View: Consider what type of information you have posted 


on bulletin boards or hung on walls. Is this information visible to the public? Is it appropriate to display 


this information to visitors and guests in your office? Do not post planning calendars on the wall. Never 


post sensitive information (i.e. PII / FOUO / LES) on bulletin boards, walls, or other places where it may 


be viewed by unauthorized persons. 


 


Social Media: Keep your professional life and your personal life separate on social media. Never use 


social media as a crime or suspicious activity reporting tool. Review the DOD Identity Awareness, 


Protection, and Management Guide for tips of how to secure your social media accounts. 


(https://www.ncsc.gov/publications/pii/brochures/DoD-IAPM-Guide-Third-Edition-May-2016.pdf)  


 


Remove Your CAC: When you leave your office, be sure to remove your CAC from your computer / 


workstation and take it with you. When the CAC has been removed from the CAC reader your computer 


will be locked. 


 


Do Not Use Your CAC As ID in Non-Military / Non-Government Facilities: Your CAC identifies you as a 


Service Member / government employee. Your CAC also contains information that grants access to 


government systems, networks, and facilities. Never allow anyone to make a copy of your CAC (or other 


government ID). It is generally illegal to make a copy of a government ID card. 18 USC Section 701 


prohibits photographing or otherwise reproducing DoD ID cards (there are some exceptions for 


administering military-related benefits to eligible beneficiaries).  


 


End-of-Day Security Checks: Conduct daily security checks of your office or workspace. Use an Activity 


Security Checklist (https://www.archives.gov/files/isoo/security-forms/sf701.pdf) to ensure that your 


office or workspace is secured at the end of each workday.  


 


Lock Your Door: When you leave your office at the end of the day, lock the door. If your office is not in a 


secure area you must lock your office door(s) any time your office is unattended.   
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Critical Information: Be familiar with the JBLM IMCOM Critical Information List (CIL) located on the 


JBLM OPSEC page (https://army.deps.mil/army/cmds/imcom_usag6/JBLM-


w/dptms/POEMM/SitePages/JBLM%20IMCOM%20OPSEC.aspx)  


 


Need to Know: Only distribute information to people who have an official need to know the information 


in the performance of their duties. If you are receiving distribution from other agencies make sure that 


you actually need that information for the performance of your duties. Comply with  the ‘third party 


rule’ which restricts the dissemination of non-public information outside of your agency.  Federal 


officials handling personal information are “bound by the Privacy Act not to disclose any personal 


information and to take certain precautions to keep personal information confidential.”     


 


OPSEC Awareness: Maintain your OPSEC awareness through regular training and refresher courses. 


OPSEC Level 1 (Newcomers and Refresher) Computer Based Training (CBT) on ALMS  


National OPSEC Program - https://www.iad.gov/ioss/  


OPSEC Awareness for Military Members, DoD Employees and Contractors - 


http://cdsetrain.dtic.mil/opsec/  


OPSEC Fundamentals - http://www.cdse.edu/catalog/elearning/IO-OP101.html  


OPSEC & You Video - http://www.opsecprofessionals.org/training/OPSEC_and_you.wmv    
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