
From: Records, Public (MIL)
To: "Lacour, Christopher A MAJ USARMY HQDA OTJAG (USA)"; "Fairchild, Katie (USAWAW)"
Cc: "Cortez, Dawn (ATG)"
Subject: RE: [Non-DoD Source] RE: PRA request #18-03-003 - Additional Record Found
Date: Thursday, November 29, 2018 7:46:00 AM
Attachments: (U__FOUO) ARTIC Criminal & Terrorism Intelligence Report (ACTIR)_ 30 May 2017...zip

Thank you for pointing out the file name issue; I have shortened it and re-attached above. Please use
the same password.
 

From: Lacour, Christopher A MAJ USARMY HQDA OTJAG (USA) <christopher.a.lacour.mil@mail.mil> 
Sent: Thursday, November 29, 2018 7:35 AM
To: Records, Public (MIL) <Public.Records@mil.wa.gov>; 'Fairchild, Katie (USAWAW)'
<Katie.Fairchild@usdoj.gov>
Cc: 'Cortez, Dawn (ATG)' <DawnC@ATG.WA.GOV>
Subject: RE: [Non-DoD Source] RE: PRA request #18-03-003 - Additional Record Found
 
Cynthia,
 
              I’m having difficulty opening the file, as the extracted file name is too long. 
 
              Can you please re-send with a shorter file name of the ARTIC report? Thanks!
 

Chris
 
v/r
 
Christopher A. LaCour
MAJ, JA
Litigation Attorney
General Litigation Branch, U.S. Army Litigation Division
703-693-1015 (work)
571-723-1250 (cell)
Christopher.a.lacour.mil@mail.mil
 
 
 
From: Records, Public (MIL) <Public.Records@mil.wa.gov> 
Sent: Thursday, November 29, 2018 10:14 AM
To: 'Fairchild, Katie (USAWAW)' <Katie.Fairchild@usdoj.gov>; Lacour, Christopher A MAJ USARMY
HQDA OTJAG (USA) <christopher.a.lacour.mil@mail.mil>
Cc: 'Cortez, Dawn (ATG)' <DawnC@ATG.WA.GOV>
Subject: [Non-DoD Source] RE: PRA request #18-03-003 - Additional Record Found
 
All active links contained in this email were disabled. Please verify the identity of the sender,
and confirm the authenticity of all links contained within the message prior to copying and
pasting the address to a Web browser.
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Good morning Katie,
 
In reviewing the redactions it appears there is one email that should have been included in the
records provided for review but didn’t make it into the folder. This email is attached above,
password protected. I will send an immediate email to follow with a password. I apologize for any
inconvenience!
 
It is my hope that you and your team will have an opportunity to review this one record prior to our
conversation next week. If time is needed to review this record, we will accommodate.
 
Please let me know if I can offer any assistance,
 

Cynthia Whaley
Public Records Officer
Intergovernmental Affairs & Policy Office
(253) 512-8110 Phone
Cynthia.Whaley@mil.wa.gov < Caution-mailto:Cynthia.Whaley@mil.wa.gov > 
Hours: Tues -Fri 0600 to 1630
 

From: Fairchild, Katie (USAWAW) <Katie.Fairchild@usdoj.gov>
Sent: Tuesday, November 27, 2018 2:02 PM
To: Whaley, Cynthia (MIL) <Cynthia.Whaley@mil.wa.gov>; 'Cortez, Dawn (ATG)'
<DawnC@ATG.WA.GOV>
Cc: 'Lacour, Christopher A MAJ USARMY HQDA OTJAG (US)' <christopher.a.lacour.mil@mail.mil>
Subject: RE: PRA request #18-03-003
 
I would be happy to schedule a time to speak about proposed redactions. Unfortunately tomorrow
afternoon will not work and I have a hearing on Thursday morning. Would Thursday afternoon work
for you? Regarding the timeline, would it be possible to extend the deadline so that we can continue
to work together to try and resolve these matters?
 
Thank you,
Katie
 
Katie D. Fairchild
Assistant United States Attorney
UniTeD STATeS ATTorney'S oFFiCe

WeSTern DiSTriCT oF WAShingTon

700 Stewart Street | Suite 5220 | Seattle, Washington 98101-1271
( 206-553-4358 |7 206-553-4067 |*Katie.Fairchild@usdoj.gov < Caution-
mailto:Katie.Fairchild@usdoj.gov > 
---------------------------------------------------------------------------

Confidentiality notice: E-mails from the United States Attorney's Office normally contain confidential and privileged material,
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and are for the sole use of the intended recipient. Use or distribution by an unintended recipient is prohibited, and may be a
violation of law. If you believe that you received this e-mail in error, please do not read this e-mail or any attached items.
Please delete the e-mail and all attachments, including any copies thereof, and inform the sender that you have deleted the
e-mail, all attachments and any copies thereof. Thank you.

 

From: Whaley, Cynthia (MIL)
Sent: Tuesday, November 27, 2018 1:50 PM
To: Fairchild, Katie (USAWAW) ; 'Cortez, Dawn (ATG)' 
Cc: 'Lacour, Christopher A MAJ USARMY HQDA OTJAG (US)' 
Subject: RE: PRA request #18-03-003
 
Hi Katie,
 
Thank you for the proposed redactions. I am in interviews all day today but I plan on reviewing the
redactions either this evening or tomorrow morning. Perhaps we can touch base tomorrow
afternoon?
 
Your time and efforts on this issue are much appreciated!
 

Cynthia Whaley
Public Records Officer
Intergovernmental Affairs & Policy Office
(253) 512-8110 Phone
Cynthia.Whaley@mil.wa.gov < Caution-mailto:Cynthia.Whaley@mil.wa.gov > 
Hours: Tues -Fri 0600 to 1630
 

From: Fairchild, Katie (USAWAW) <Katie.Fairchild@usdoj.gov < Caution-
mailto:Katie.Fairchild@usdoj.gov > >
Sent: Tuesday, November 27, 2018 10:23 AM
To: Cortez, Dawn (ATG) <DawnC@ATG.WA.GOV < Caution-mailto:DawnC@ATG.WA.GOV > >;
Whaley, Cynthia (MIL) <Cynthia.Whaley@mil.wa.gov < Caution-
mailto:Cynthia.Whaley@mil.wa.gov > >
Cc: 'Lacour, Christopher A MAJ USARMY HQDA OTJAG (US)'
<christopher.a.lacour.mil@mail.mil < Caution-mailto:christopher.a.lacour.mil@mail.mil > >
Subject: RE: PRA request #18-03-003
 
Dawn,
 
Following up on our on conversation last week, attached are the proposed redactions. Please let me
know if you and/or Cynthia would like to schedule a time to discuss the proposed redactions and
timeline.
 
Thank you,
Katie
 

mailto:Cynthia.Whaley@mil.wa.gov
mailto:Katie.Fairchild@usdoj.gov %3c Caution-mailto:Katie.Fairchild@usdoj.gov 
mailto:Katie.Fairchild@usdoj.gov %3c Caution-mailto:Katie.Fairchild@usdoj.gov 
mailto:DawnC@ATG.WA.GOV %3c Caution-mailto:DawnC@ATG.WA.GOV 
mailto:Cynthia.Whaley@mil.wa.gov %3c Caution-mailto:Cynthia.Whaley@mil.wa.gov 
mailto:Cynthia.Whaley@mil.wa.gov %3c Caution-mailto:Cynthia.Whaley@mil.wa.gov 
mailto:christopher.a.lacour.mil@mail.mil %3c Caution-mailto:christopher.a.lacour.mil@mail.mil 


 
Katie D. Fairchild
Assistant United States Attorney
UniTeD STATeS ATTorney'S oFFiCe

WeSTern DiSTriCT oF WAShingTon

700 Stewart Street | Suite 5220 | Seattle, Washington 98101-1271
( 206-553-4358 |7 206-553-4067 |*Katie.Fairchild@usdoj.gov < Caution-
mailto:Katie.Fairchild@usdoj.gov > 
---------------------------------------------------------------------------

Confidentiality notice: E-mails from the United States Attorney's Office normally contain confidential and privileged material,
and are for the sole use of the intended recipient. Use or distribution by an unintended recipient is prohibited, and may be a
violation of law. If you believe that you received this e-mail in error, please do not read this e-mail or any attached items.
Please delete the e-mail and all attachments, including any copies thereof, and inform the sender that you have deleted the
e-mail, all attachments and any copies thereof. Thank you.

 

From: Cortez, Dawn (ATG) <DawnC@ATG.WA.GOV < Caution-mailto:DawnC@ATG.WA.GOV > >
Sent: Monday, November 19, 2018 10:05 AM
To: Fairchild, Katie (USAWAW) <KFairchild@usa.doj.gov < Caution-
mailto:KFairchild@usa.doj.gov > >; Whaley, Cynthia (MIL) <Cynthia.Whaley@mil.wa.gov < Caution-
mailto:Cynthia.Whaley@mil.wa.gov > >
Cc: 'Lacour, Christopher A MAJ USARMY HQDA OTJAG (US)'
<christopher.a.lacour.mil@mail.mil < Caution-mailto:christopher.a.lacour.mil@mail.mil > >
Subject: RE: PRA request #18-03-003
 
Hi Katie,
 
I can discuss them with you, but can you send a redacted version first, so we can see what you are
requesting. The requestor has agreed to some redactions that Homeland Security requested and
maybe they are the same.
 
Best,
 
Dawn
 

From: Fairchild, Katie (USAWAW) <Katie.Fairchild@usdoj.gov < Caution-
mailto:Katie.Fairchild@usdoj.gov > >
Sent: Monday, November 19, 2018 9:56 AM
To: Whaley, Cynthia (MIL) <Cynthia.Whaley@mil.wa.gov < Caution-
mailto:Cynthia.Whaley@mil.wa.gov > >
Cc: 'Lacour, Christopher A MAJ USARMY HQDA OTJAG (US)'
<christopher.a.lacour.mil@mail.mil < Caution-mailto:christopher.a.lacour.mil@mail.mil > >; Cortez,
Dawn (ATG) <DawnC@ATG.WA.GOV < Caution-mailto:DawnC@ATG.WA.GOV > >
Subject: RE: PRA request #18-03-003
 
Thank you Cynthia. We’ve gone over the records and have identified 5 records that we believe
contain information that is exempt from disclosure under RCW 42.56.420 and therefore should be
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redacted. Do you or Dawn have time this week for a call to discuss these records and redactions?
 
Thank you,
Katie
 
 
Katie D. Fairchild
Assistant United States Attorney
UniTeD STATeS ATTorney'S oFFiCe

WeSTern DiSTriCT oF WAShingTon

700 Stewart Street | Suite 5220 | Seattle, Washington 98101-1271
( 206-553-4358 |7 206-553-4067 |*Katie.Fairchild@usdoj.gov < Caution-
mailto:Katie.Fairchild@usdoj.gov > 
---------------------------------------------------------------------------

Confidentiality notice: E-mails from the United States Attorney's Office normally contain confidential and privileged material,
and are for the sole use of the intended recipient. Use or distribution by an unintended recipient is prohibited, and may be a
violation of law. If you believe that you received this e-mail in error, please do not read this e-mail or any attached items.
Please delete the e-mail and all attachments, including any copies thereof, and inform the sender that you have deleted the
e-mail, all attachments and any copies thereof. Thank you.

 

From: Whaley, Cynthia (MIL) <Cynthia.Whaley@mil.wa.gov < Caution-
mailto:Cynthia.Whaley@mil.wa.gov > >
Sent: Thursday, November 1, 2018 3:21 PM
To: Fairchild, Katie (USAWAW) <KFairchild@usa.doj.gov < Caution-mailto:KFairchild@usa.doj.gov > >
Cc: 'Lacour, Christopher A MAJ USARMY HQDA OTJAG (US)'
<christopher.a.lacour.mil@mail.mil < Caution-mailto:christopher.a.lacour.mil@mail.mil > >; 'Cortez,
Dawn (ATG)' <DawnC@ATG.WA.GOV < Caution-mailto:DawnC@ATG.WA.GOV > >
Subject: RE: PRA request #18-03-003
 
Good afternoon,
 
Thank you for your swift response regarding the public records request the WA Military Department
is processing. I have forwarded your email to our legal counsel, Dawn Cortez, AAG, for awareness
and assistance. She may be reached via email at DawnC@ATG.WA.GOV < Caution-
mailto:DawnC@ATG.WA.GOV >  or via phone at 360-586-2436. I am sure she will be in touch with
you soon to discuss your concerns.
 
Regarding the time extension you have requested, I understand additional time is needed and
therefore have adjusted the release date to November 30, 2018. Please let me know if this date
needs further adjustment as we move forward together.
 
I appreciate your cooperation,
 

Cynthia Whaley
Public Records Officer
Intergovernmental Affairs & Policy Office
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(253) 512-8110 Phone
Cynthia.Whaley@mil.wa.gov < Caution-mailto:Cynthia.Whaley@mil.wa.gov > 
Hours: Tues -Fri 0600 to 1630
 
 
 

From: Fairchild, Katie (USAWAW) <Katie.Fairchild@usdoj.gov < Caution-
mailto:Katie.Fairchild@usdoj.gov > >
Sent: Wednesday, October 31, 2018 2:17 PM
To: Whaley, Cynthia (MIL) <Cynthia.Whaley@mil.wa.gov < Caution-
mailto:Cynthia.Whaley@mil.wa.gov > >
Cc: Lacour, Christopher A MAJ USARMY HQDA OTJAG (US)
<christopher.a.lacour.mil@mail.mil < Caution-mailto:christopher.a.lacour.mil@mail.mil > >
Subject: PRA request #18-03-003
 
Ms. Whaley,
 
I recently received the attached correspondence regarding PRA request #18-03-003 asking for:
 

All reports, including but not limited to "threat assessments," "intelligence notes,"
and information bulletins in the possession of the Washington Military Department
from Jan. 1, 2017 to the date the processing of this request is initiated that pertain
to any of the following networks, groups, or movements: white supremacists, white
supremacist extremists, left-wing extremists, Antifa, Patriot Prayer, Proud Boys, the
“III Percent” militiamen, Oath Keepers, the KKK, environmental extremists,
environmental rights extremists, black identity extremists, black separatist
extremists, anarchists, and/or anarchist extremists.
 

I am an Assistant United States Attorney in the Western District of Washington and am currently
getting up to speed on this matter. Initially, we would like to request an extension of the proposed
11/15 release date to allow us to fully consider the records at issue. Would you agree to an
extension? We would also like to set up a time to speak with you regarding this matter. Please let us
know if you are available for a phone call, and if so, when would be a convenient time for us to reach
you.
 
Thank you,
Katie Fairchild
 
 
 
Katie D. Fairchild
Assistant United States Attorney
UniTeD STATeS ATTorney'S oFFiCe

WeSTern DiSTriCT oF WAShingTon

700 Stewart Street | Suite 5220 | Seattle, Washington 98101-1271
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( 206-553-4358 |7 206-553-4067 |*Katie.Fairchild@usdoj.gov < Caution-
mailto:Katie.Fairchild@usdoj.gov > 
---------------------------------------------------------------------------

Confidentiality notice: E-mails from the United States Attorney's Office normally contain confidential and privileged material,
and are for the sole use of the intended recipient. Use or distribution by an unintended recipient is prohibited, and may be a
violation of law. If you believe that you received this e-mail in error, please do not read this e-mail or any attached items.
Please delete the e-mail and all attachments, including any copies thereof, and inform the sender that you have deleted the
e-mail, all attachments and any copies thereof. Thank you.
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(U) FOR OFFICIAL USE ONLY: The information marked (U//FOUO) in this document is the property of the originator and may be distributed within the 
Federal Government (and its contractors), US intelligence, law enforcement, public safety or protection officials and individuals with a need to know.  
Distribution beyond these entities without the originator’s authorization is prohibited.  Precautions should be taken to ensure this information is stored 
and/or destroyed in a manner that precludes unauthorized access.  Information bearing the FOUO caveat may not be used in legal proceedings without 
first receiving authorization from the originating agency.  Recipients are prohibited from subsequently posting the information marked FOUO on a 
website or an unclassified network 
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The ACTIR is a collaborative product from the ARTIC, and Army CID Command Intelligence Operation Center (CIOC), provided for situational awareness of 
general law enforcement, antiterrorism, and force protection issues and should not be considered a finished intelligence product.  Some of the material may be 
derived from intelligence and fusion cells on the condition that it is not be retransmitted outside the Federal Government (and its contractors) US intelligence, 


LE, AT, and FP channels.   
 


Publication Date: 30 May 2017 Information Cutoff Date: 27 May 2017 
 


ARTIC-ACTIR-17-0030 
 


Army Threat Integration Center (ARTIC)  
Criminal & Terrorism Intelligence Report (ACTIR) 
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(U) CONUS Suspicious Activity Reporting 


(U//FOUO) Virginia: Unauthorized Entry 
(U//FOUO) According to C4I reporting, on 18 MAY 17, Portsmouth Police Department (PD) observed an 
unnamed male in civilian clothes scaling a perimeter fence at Craney Island Fuel Depot (CIFD), Portsmouth, 
VA.  The suspect was evading police who were attempting to serve an arrest warrant for burglary. Portsmouth 


DHS



http://www.tampabay.com/news/publicsafety/crime/suspect-tells-police-he-killed-roommates-for-disrespecting-his-muslim-faith/2324756

http://heavy.com/news/2017/05/brandon-russell-odin-atomwaffen-tampa-murders-neo-nazi-explosives/

https://www.adl.org/blog/alt-right-groups-target-campuses-with-fliers

https://www.chicagomaroon.com/article/2016/12/6/militant-neo-nazi-group-claims-credit-hanging-hitl/
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PD in coordination with CIFD and Naval Station Norfolk, VA security guards initiated a search by patrol and K-
9 units with negative results. (Source: Fleet Forces, C4I, 16 MAY 17) 
 
(U//FOUO) California: Unauthorized Entry 
(U//FOUO) According to Military Ocean Terminal Concord (MOTCO) reporting, on 20 MAY 17, two known 
USPERs entered the MOTCO installation without proper authorization when they beached their kayak between 
Pier 3 and Pier 4.  Both individuals were apprehended by MOTCO Police and detained on location for 
trespassing. (Source: MOTCO Military Police Blotter, Entry #2, 20 MAY 17) 
 
(U//FOUO) Washington: Aviation Activity 
(U//FOUO) According to C4I reporting, on 18 MAY 17, Naval Base Kitsap gate personnel and tower watch 
observed an unmanned aerial system (UAS) flying outside the limited area.  The UAS was described as a fixed 
wing craft with four visible red lights and remained visible for approximately 5 minutes.  The UAS flight path 
was south to north along the east boundary of the limited area. (Source: Fleet Forces, C4I, 18 MAY 17) 
 
(U//FOUO) ARTIC COMMENT: The Federal Aviation Administration (FAA) recently released specific airspace 
restrictions over 133 military facilities to address national security concerns about unauthorized UAS 
operations.  It should be noted however, Naval Base Kitsap was not on the FAA list. 
 


(U) OCONUS 
 
(U) United Kingdom:
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(U) 


 
(U//FOUO) According to the Central Florida Intelligence Exchange (CFIX), 
in response to the suicide bombing in Manchester, England, pro-ISIS 
social media users began posting celebratory messages and inciting for 
more attacks.  Users on Telegram commented that the attacker was a 
genius for selecting the Manchester Arena as a target and stated that 
“these kufr concerts are proving to be great soft targets.”  Another user 
commented that there would be attacks everywhere, especially targeting 
Western Embassies (NFI).  There have also been comments regarding the 
heightened posture by law enforcement in Western countries at high-profile 
locations. 
 
(U//FOUO


(U) ARTIC Comment:


 (U) Cyber 
 
(U//FOUO) Cyber: US Army Machine Communicated with Infrastructure Used to Deploy 
WannaCry Ransomware 
(U//FOUO) According to open source reporting, on 16 
MAY 17, a machine tied to an Internet Protocol (IP) 
address associated with the US Army connected to a 
command and control infrastructure used to send out 
WannaCry ransomware.  On 12 MAY 17, the IP 
address, which is linked to the Army Research 
Laboratory (ARL), communicated with the attacker 
command and control server seven times.  The IP 
address is tied to a server block parked at a host 
located at Fort Huachuca, Arizona which is home to 
the Army’s Network Enterprise Technology Command 
(NETCOM) and Information Systems Engineering 
Command (USAISC).  The type of machine the IP 
address is attached to is unknown.  Other IP 
addresses have also been independently confirmed to 
be affected by the WannaCry ransomware.  Additionally, government offices in Cook County, Illinois, were also 


(U) Explosive component found in 
Arena 


(U) Victim IP address associated with ARL 


(U) 


(U) 


DHS


Army


DHS


Other Law



http://www.telegraph.co.uk/news/2017/05/26/manchester-arena-bombing-salman-abedi-latest-updates/

http://www.telegraph.co.uk/news/2017/05/23/manchester-terror-attack-everything-know-far/
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infected, making it the first known case of a local government being hit by the computer virus. (Source: TSA, 
CyberNews Issue 20, 2017; 19 MAY 17; Open Source, 16 MAY 17)  
 
(U//FOUO) ARTIC Comment: As reported in the ARTIC-ACTIR 17-0029, on 22 MAY 17, one of the leaked 
exploits, codenamed “EternalBlue”, appears to be the primary vulnerability that the WannaCry ransomware is 
spreading through.  The WannaCry ransomware attack is assessed to be one of the largest cyber-attacks to 
have ever been conducted.  Nearly 300,000 machines worldwide have been infected by WannaCry which 
installs the DoublePulsar backdoor.  The DoublePulsar feature leaves computer systems vulnerable even after 
patches allowing WannaCry to lock a users’ access to a computer and demand a ransom to unlock it. 
WannaCry was initially delivered through phishing attacks, but was able to spread more quickly than normal 
ransomware, as it exploited security vulnerabilities to move remotely between unpatched computers.  Several 
new variants have already begun being developed and include: DarkoderCrypto, Aron WanaCryp or 2.0 
Generator v1.0, Wanna Crypt v2.5, and WannaCrypt 4.0. (Source: ARTIC-ACTIR 17-0029, 22 MAY 17; Open 
Source, 24 MAY 17) 
 
(U//FOUO) According to open source reporting, a hacking organization known as the “Shadow Brokers 
Hacking Group” (SBHG) helped facilitate WannaCry by allowing the designers of the ransomware access to 
National Security Agency (NSA) cyber tools stolen by SBHG and released on the internet.  The ARTIC 
assesses that these stolen NSA cyber tools will continue to be exploited and used by cyber-criminals and 
Advanced Persistent Threat (APT) actors to conduct and facilitate future cyber-attacks.  As of 23 MAY 17, 
SBHG allegedly threatened to release more NSA tools which would give cybercriminals and other 
governments more damaging exploits to utilize.  SBHG stated that they have exploits for web browsers, 
routers, smartphones, data from international money transfer networks and “compromised network data from 
Russian, Chinese, Iranian, or North Korean nukes and missile programs”.  In June 2017, SBHG claimed it was 
going to initiate, “TheShadowBrokers Data Dump of the Month service”—allowing paying members to access 
whatever cyber data is released by SBHG on a monthly basis.  (Source: Open Source, 23 MAY 17; Open 
Source, 18 MAY 17) 
 


 (U) Current Advisories / Bulletins 
 
(U) Nevada: Las Vegas Featured for 2nd Time in ISIS Video 
(U//FOUO) The Southern Nevada Counter-Terrorism Center (SNCTC) reports that on 17 MAY 17, authorities 
discovered a video posted by supporters of ISIS which featured Las Vegas.  The video features fighters 
allegedly from the United States, Russia, and Belgium.  It showcases ISIS production and operation of anti-
aircraft, anti-tank, and other weapons, encourages lone wolf attacks and depicts potential targets in Western 
Countries. 
 
(U//FOUO) The 44:40-minute video was released by ISIS via their Telegram channel.  The video was primarily 
in Arabic but contained short segments in English, French, and Russian.  Throughout the video, supporters 
attempted to shame Muslims in the West and Russia into conducting attacks where they are based.  The video 
ended with a message from ISIS spokesman Abu al-Hasan al-Muhajir calling on supporters to carry out attacks 
in the West.  The segment then showed a quick succession of clips from Western locations.  Included in the 
segment was Las Vegas, Times Square in New York City, US Golden Touch buses at John F. Kennedy 
Airport, an unidentified airport with a Turkish airliner, a cityscape with a sign for a Turkish bank visible, a Bank 
of America in Washington DC, a US PNC Bank, John Hopkins Hospital located in Baltimore, and an 
unidentified church. 
 



https://www.cyberscoop.com/wannacry-ransomware-u-s-army-research-lab-fort-huachuca/

https://www.cyberscoop.com/once-an-nsa-favorite-this-leaked-hacking-tool-will-wreak-havoc-for-years-to-come/https:/www.cyberscoop.com/once-an-nsa-favorite-this-leaked-hacking-tool-will-wreak-havoc-for-years-to-come/

https://www.cyberscoop.com/once-an-nsa-favorite-this-leaked-hacking-tool-will-wreak-havoc-for-years-to-come/https:/www.cyberscoop.com/once-an-nsa-favorite-this-leaked-hacking-tool-will-wreak-havoc-for-years-to-come/

https://www.theatlantic.com/technology/archive/2017/05/shadow-brokers/527778/

http://www.toptechnews.com/article/index.php?story_id=113003J9XKJ0

http://www.toptechnews.com/article/index.php?story_id=113003J9XKJ0
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(U//FOUO) The video was intended to encourage 
supporters to carry out attacks in the West.  The first 
segment showing Las Vegas appears to be taken from a 
vehicle traveling southbound on Las Vegas Blvd crossing 
Flamingo Blvd.  The Bellagio, the Cosmopolitan, Caesar’s 
Palace, and Harrah’s are visible in this segment.  The 
video then pans to a view of one of the pools at the 
Stratosphere hotel, which was most likely taken from a 
publicly accessible area on one of the observation decks. 
Based upon a re-model of the pool area, the footage 
featured in this segment of the video was taken prior to 
March 2016.  The video then returns to the Las Vegas Strip showing Paris, the Bellagio, and the Cosmopolitan 
again.  The second segment of footage showing Las Vegas is the same video footage that was featured in a 
June 2016 ISIS video depicting Las Vegas and San Francisco; however, it is cropped slightly different. 
 
 
(U//FOUO) The video paid tribute to lone-wolf actors 
who have carried out attacks in ISIS’ name.  It featured 
images of the aftermath of the attacks in Brussels, 
Belgium; Paris, France; and Westminster, UK.  The video 
ends by showing a portion of the “Just Terror Tactics” 
from Rumiyah 9, published on 04 MAY 17.  The final 
segment reiterates ISIS’ recommendation to use a vehicle 
to carry out ramming attacks and the ideal targets for this 
type of attack. 
 
(U//FOUO) SNCTC Comment: 


(U//FOUO) As previously mentioned in several SNCTC advisories, Las Vegas has been specifically mentioned 
in propaganda material published by both ISIS and al-Qaida in the Arabian Peninsula (AQAP).  
 


• In June 2016, the ISIS propaganda video mentioned above included a brief video clip of a Las Vegas 
Hotel and Casino; however while the video called for continued attacks against the US, it did not 
specifically mention Las Vegas. (Note: SNCTC believes this video was actually recorded sometime 
prior to 2014 and is not indicative of recent pre-operational efforts.)  


 
• In INSPIRE 14, published in 2015, AQAP identified a Las Vegas-based hospitality executive among ten 


economically influential individuals that would be ideal targets.  They reinforced this suggestion in 
INPIRE 15.  


 
• In an ISIS media outlet in October 2014, ISIS identified the Las Vegas Strip, along with two other US 


locations, as an ideal target inside the United States.  
 


(U) Images from ISIS video 


(U) 


(U) 


(U) Images from ISIS video 
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• In the Palestine Magazine published in May 2014, AQAP mentioned Las Vegas casinos and nightclubs 
on a list of five locations ideal for VBIED attacks in the United States.  


 
(U//FOUO)


 
(U//FOUO


 


 (U) Situational Awareness 
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http://www.reuters.com/article/us-mideast-crisis-syria-tabqa-idUSKBN1740JS
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The ARTIC, and USACIDC-CIOC welcome your comments and suggestions.   
Please help us to create a better product by providing your feedback. 


 


FEEDBACK 
 


NSTS (Secure):  TSVOIP: 24/7: DSN: 
    ARTIC Commercial (STE): (703) 697-8647 


 


ARTIC NIPR Email: usarmy.pentagon.hqda-dcs-g-2.list.dami-artic@mail.mil 
SIPR Email: 
NIPR Portal: https://army.deps.mil/army/sites/PMG/prog/artic/default.aspx 
SIPR Portal:
    


This product supports Campaign Objective 4.0, Support Global Operations with Ready Land Power; and Major Objective 4-4, Protect the Army. 
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http://ice.disa.mil/index.cfm?fa=card&s=792&sp=108874&dep=*DoD

mailto:dcsg-2dami-atoicdistributionlist@mi.army.smil.mil



