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AMENDMENT #1
CONTRACT #0000000000000000000044313

This is the First Amendment (“Amendment #1”) to the Contract (the "Contract") entered into by
and between the Indiana Department of Child Services (the "State" or “DCS”) and ELIXIR LAB
USA INC (the "Contractor") approved by the last State signatory on August 27, 2020.

In consideration of the mutual undertakings and covenants hereinafter set forth, the parties agree
as follows:

1.

2.

Effective Date. The effective date of this Amendment #1 is July 15, 2020.

IRS Exhibit 7 [for General Services] or [for Technology Services. The IRS Exhibit 7 [for
General Services] or [for Technology Services] attached to the Contract as Attachment 3
is hereby superseded and replaced in its entirety with the IRS Exhibit 7 [for General
Services] or [Technology Services] attached hereto and incorporated herein as Exhibit 1.

Subsection 37.A. Subsection 37.A. of the Contract is amended by adding a second
paragraph to subsection 37.A. with the following language:

“The parties agree that the features and products detailed in the Cardinality Platform
Feature List that the Contractor provided to the State on July 2, 2020 (“Cardinality
Feature List”) are part of the features base product of the Contractor and are pre-existing
IP of the Contractor. The Cardinality Feature List is hereby incorporated fully herein by
reference.”

Attachment 1: License and Services, 1.7. Subsection 1.7 of the Contract is amended by
adding a second paragraph to Subsection 1.7 with the following language:

“The Cardinality platform license does not include the cost of 3rd party software
tools. The current list of 3rd party tools which Cardinality platform leverages are

a. Inrule

b. Salesforce Platform Suite including but not limited to acquired platforms like
Mulesoft, Tableau among others

c. AWS Platform Suite

If requested by the Customer in the future, the Cardinality platform may add additional
3rd party tools post obtaining sign off from the Customer. The tools which would be
added in the future will be updated as a part of this addendum. The Customer incurs the
cost of all current, and any additional, 3™ party tools.”

All matters set forth in the original Contract and not affected by this Amendment #1 shall
remain in full force and effect.
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Non-Collusion and Acceptance

The undersigned attests, subject to the penalties for perjury, that the undersigned is the
Contractor, or that the undersigned is the properly authorized representative, agent, member or
officer of the Contractor. Further, to the undersigned's knowledge, neither the undersigned nor
any other member, employee, representative, agent or officer of the Contractor, directly or
indirectly, has entered into or been offered any sum of money or other consideration for the
execution of this Amendment #1 other than that which appears upon the face hereof.
Furthermore, if the undersigned has knowledge that a state officer, employee, or special
state appointee, as those terms are defined in IC § 4-2-6-1, has a financial interest in the
Contract, the Contractor attests to compliance with the disclosure requirements in IC § 4-
2-6-10.5.

Agreement to Use Electronic Signhatures

| agree, and it is my intent, to sign this Amendment #1 by accessing State of Indiana Supplier
Portal using the secure password assigned to me and by electronically submitting this
Amendment #1 to the State of Indiana. | understand that my signing and submitting this
Amendment #1 in this fashion is the legal equivalent of having placed my handwritten signature
on the submitted Amendment #1 and this affirmation. | understand and agree that by
electronically signing and submitting this Amendment #1 in this fashion | am affirming to the truth
of the information contained therein. | understand that this Amendment #1 will not become
binding on the State until it has been approved by the Department of Administration, the State
Budget Agency, and the Office of the Attorney General, which approvals will be posted on the
Active Contracts Database:

https://fs.gmis.in.gov/psp/guest/SUPPLIER/ERP/c/SOI CUSTOM APPS.SOI_PUBLIC CNTRCT
S.GBL

In Withess Whereof, the Contractor and the State have, through their duly authorized
representatives, entered into this Amendment #1. The parties, having read and understood the
foregoing terms of this Amendment #1, do by their respective signatures dated below agree to the
terms thereof.

E L&RLLRA INC India

pagteaent of Child Services

B\ ’Huag (,OQNANL(W\/ By WWN
952301F7A6BB4B4... 4FF6CE15E1DC4D5...

Title: co-Founder, strategy Title: Executive Director

Date: 9/29/2020 | 12:28 EDT Date: 9/30/2020 | 08:19 EDT

Electronically Approved by: Electronically Approved by:

Indiana Office of Technology Department of Administration

By: (for) By: (for)

Tracy E. Barnes, Chief Information Officer Lesley A. Crane, Commissioner

Electronically Approved by: Electronically Approved as to Form and Legality by:

State Budget Agency Office of the Attorney General

By: (for) By: (for)

Zachary Q. Jackson, Director Curtis T. Hill Jr., Attorney General
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Exhibit 1

Safeguarding Contract Language Exhibit 7

Exhibit 7 Safeguarding Contract Language

CONTRACT LANGUAGE FOR GENERAL SERVICES
1. PERFORMANCE

In perfomance of this contract, the Contractor agrees to comply with and assume
responsibility for compliance by his or her employees with the following requirements:

{1} All work will be performed under the supervision of the contractor or the
contractor's responsible employees.

{2} The contractor and the contractor's employees with access to or who use FTI must
meet the background check requirements defined in IRS Publication 1075.

(3) Any Federal tax returns or return information {hereafter referred to as retumns or
retum information} made available shall be used only for the purpose of carrying out
the provisions of this contract. information contained in such material shall be
treated as confidential and shall not be divulged or made known in any manner to
any person except as may be necessary in the performance of this contract.
Inspection by or disclosure to anyone other than an officer or employee of the
contractor is prohibited.

{4) All returns and return information will be accounted for upon receipt and properly
stored before, during, and after processing. In addition, all related output and
products will be given the same level of protection as required for the source
material.

{5} No work involving returns and return information furnished under this contract will
be subcontracted without pricr written approval of the IRS.

{6} The contractor will maintain a list of employees authorized access. Such list will
be provided to the agency and, upon request, to the IRS reviewing office.

{7) The agency will have the right to void the contract if the contractor fails to provide
the safeguards described above.

{8} {Include any additional safeguards that may be appropriate.}
Il. CRIMINAL/CIVIE. SANCTIONS

(1) Each officer or employee of any person to whom returns or return information is
or may be disclosed shall be nctified in writing by such person that returns or
return information disclosed to such officer or employee can be used only for a
purpose and to the extent authorized herein, and that further disclosure of any
such returns or return information for a purpose or to an extent unauthorized
herein constitutes a felony punishable upon conviction by a fine of as much as
$5,000 or imprisonment for as long as five years, or both, together with the costs

of prosecution. Such person shall also notify each such officer and employee
Pubilication 1075 (September 2016)
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Safeguarding Contract Language Exhibit 7
that any such unauthorized future disclosure of returns or return information may
also result in an award of civil damages against the officer or employee in an
amount not less than $1,000 with respect to each instance of unauthorized
disclosure. These penalties are prescribed by IRCs 7213 and 7431 and set forth
at 26 CFR 301.6103(n)-1.

(2) Each officer or employee of any person to whom returns or return information is
or may be disclosed shall be notified in writing by such person that any return or
return information made available in any format shall be used only for the
purpose of carrying out the provisions of this contract. Information contained in
such material shall be treated as confidential and shall not be divulged or made
known in any manner to any person except as may be necessary in the
performance of this contract. Inspection by or disclosure to anyone without an
official need-to-know constitutes a criminal misdemeanor punishable upon
conviction by a fine of as much as $1,000.00 or imprisonment for as long as 1
year, or both, together with the costs of prosecution. Such person shall also notify
each such officer and employee that any such unauthorized inspection or
disclosure of returns or return information may also result in an award of civil
damages against the officer or employee [United States for Federal employees] in
an amount equal to the sum of the greater of $1,000.00 for each act of
unauthorized inspection or disclosure with respect to which such defendant is
found liable or the sum of the actual damages sustained by the plaintiff as a result
of such unauthorized inspection or disclosure plus in the case of a willful
inspection or disclosure which is the result of gross negligence, punitive
damages, plus the costs of the action. The penalties are prescribed by IRCs
7213A and 7431 and set forth at 26 CFR 301.6103(n)-1.

(3) Additionally, it is incumbent upon the contractor to inform its officers and
employees of the penalties for improper disclosure imposed by the Privacy Act of
1974, 5 U.S.C. 552a. Specifically, 5 U.S.C. 552a(i)(1), which is made applicable to
contractors by 5 U.8.C. 552a({m)(1), provides that any officer or employee of a
contractor, who by virtue of his/her employment or official position, has possession
of or access to agency records which contain individually identifiable information,
the disclosure of which is prohibited by the Privacy Act or regulations established
thereunder, and who knowing that disclosure of the specific material is so
prohibited, wilifully discloses the material in any manner to any person or agency
not entitled to receive it, shall be guilty of a misdemeanor and fined not more than
$5,000.

(4) Granting a contractor access to FTI must be preceded by certifying that each
individual understands the agency's security policy and procedures for
safeguarding IRS information. Contractors must maintain their authorization to
access FTI through annual recertification. The initial certification and
recertification must be documented and placed in the agency's files for review.
As part of the certification and at least annually afterwards, contractors must be
advised of the provisions of IRCs 7431, 7213, and 7213A (see Exhibit 4
Sanctions for Unauthorized Disclosure, and Exhibit 5, Civil Damages for
Unauthorized Disclosure). The training provided before the initial certification and

Publication 1075 (September 2016)
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Safeguarding Contract Language Exhibit 7
annually thereafter must also cover the Incident response policy and procedure
for reporting unauthorized disclosures and data breaches. (See Section 10 ) For
both the initial certification and the annual certification, the contractor must sign,
either with ink or electronic signature, a confidentiality statement certifying their
understanding of the security requirements.

Ili. INSPECTION

The IRS and the Agency, with 24 hour notice, shall have the right to send its
inspectors into the offices and plants of the contractor to inspect facilities and
operations performing any work with FT1 under this contract for compliance with
requirements defined in IRS Publication 1075. The IRS’ right of inspection shall
include the use of manual and/or automated scanning tools to perform compliance
and vulnerability assessments of information technology (IT) assets that access,
store, process or transmit FTI. On the basis of such inspection, corrective actions
may be required in cases where the contractor is found to be noncompliant with
contract safeguards.

Publication 1075 (September 2016)
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Safeguarding Contract Language Exhibit 7

CONTRACT LANGUAGE FOR TECHNOLOGY SERVICES

I. PERFORMANCE

In performance of this contract, the contractor agrees to comply with and assume
responsibility for compliance by his or her employees with the following requirements:

{1) All work will be done under the supervision of the contractor or the contractor's
employees.

{2) The contractor and the contractor's employees with access to or who use FTI must
meet the background check requirements defined in IRS Publication 1075.

{3) Any return or return information made available in any format shall be used only
for the purpose of carrying out the provisions of this contract. Information
contained in such material will be treated as confidential and will not be divulged
or made known in any manner to any person except as may be necessary in the
performance of this contract. Disclosure to anyone other than an officer or
employee of the contractor will be prohibited.

{4) All returns and return information will be accounted for upon receipt and properly
stored before, during, and after processing. In addition, all related output will be
given the same level of protection as required for the source material.

(5) The contractor certifies that the data processed during the performance of this
contract will be completely purged from all data storage components of his or her
computer facility, and no output will be retained by the contractor at the time the
work is completed. If immediate purging of all data storage components is not
possible, the contractor certifies that any IRS data remaining in any storage
component will be safeguarded to prevent unauthorized disclosures.

(6) Any spoilage or any intermediate hard copy printout that may result during the
processing of IRS data will be given to the agency or his or her designee. When
this is not possible, the contractor will be responsible for the destruction of the
spoilage or any intermediate hard copy printouts, and will provide the agency or
his or her designee with a statement containing the date of destruction,
description of material destroyed, and the method used.

(7) All computer systems receiving, processing, storing or transmitting FTI must meet
the requirements defined in IRS Publication 1075. To meet functional and
assurance requirements, the security features of the environment must provide for
the managerial, operational, and technical controls. All security features must be
avallable and activated to protect against unauthorized use of and access to
Federal Tax Information.

(8) No work involving Federal Tax [nformation furnished under this contract will be
subcontracted without prior written approval of the IRS.

Publication 1075 (September 2016)
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Safeguarding Contract Language Exhibit 7

(9) The contractor will maintain a list of employees authorized access. Such list will be
provided to the agency and, upon request, fo the IRS reviewing office.(10) The
agency will have the right to void the contract if the contractor fails to provide the
safeguards described above.

(10) (Include any additional safeguards that may be appropriate.)
Il. CRIMINAL/CIVIL SANCTIONS

(1) Each officer or employee of any person to whom returns or return information is
or may be disclosed will be notified in writing by such person that returns or
return information disclosed to such officer or employee can be used only for a
purpose and to the extent authorized herein, and that further disclosure of any
such returns or return information for a purpose or to an extent unauthorized
herein constitutes a felony punishable upon conviction by a fine of as much as
$5,000 or imprisonment for as long as 5 years, or both, together with the costs of
prosecution. Such person shall also notify each such officer and employee that
any such unauthorized further disclosure of returns or return information may
also result in an award of civil damages against the officer or employee in an
amount not less than $1,000 with respect to each instance of unauthorized
disclosure. These penalties are prescribed by IRCs 7213 and 7431 and set forth
at 26 CFR 301.6103(n)-1.

(2) Each officer or employee of any person to whom returns or return information is or
may be disclosed shall be notified in writing by such person that any return or
return information made _available in any format shall be used only for the purpose
of carrying out the provisions of this contract. Information contained in such
material shall be treated as confidential and shall not be divulged or made known
in any manner to any person except as may be necessary in the performance of
the contract. Inspection by or disclosure to anyone without an official need-to-
know constitutes a criminal misdemeanor punishable upon conviction by a fine of
as much as $1,000 or imprisonment for as fong as 1 year, or both, together with
the costs of prosecution. Such person shall also notify each such officer and
employee that any such unauthorized inspection or disclosure of returns or return
information may also result in an award of civil damages against the officer or
employee [United States for Federal employees] in an amount equal fo the sum of
the greater of $1,000 for each act of unauthorized inspection or disclosure with
respect to which such defendant is found liable or the sum of the actual damages
sustained by the plaintiff as a result of such unauthorized inspection or disclosure
plus in the case of a willful inspection or disclosure which is the result of gross
negligence, punitive damages, plus the costs of the action. These penalties are
prescribed by IRC 7213A and 7431 and set forth at 26 CFR 301.6103(n)-1.

(3) Additionally, it is incumbent upon the contractor to inform its officers and
employees of the penalties for improper disclosure imposed by the Privacy Act of
1974, 5 U.5.C. 552a. Specifically, 5 U.S.C. 552a(i)(1), which is made applicable to
contractors by 5 U.S.C. 552a(m)(1), provides that any officer or employee of a
contractor, who by virtue of his/her employment or official position, has possession
of or access to agency records which contain individually identifiable information,

Publication 1075 (Septen;ber 2018)
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Safeguarding Contract Language Exhibit 7

the disclosure of which is prohibited by the Privacy Act or regulations established
thereunder, and who knowing that disclosure of the specific material is prohibited,
willfully discloses the material in any manner to any person or agency not entitled
to receive it, shall be guilty of a misdemeanor and fined not more than $5,000.

(4) Granting a contractor access to FTi must be preceded by certifying that each
individual understands the agency’s security policy and procedures for
safeguarding IRS information. Contractors must maintain their authorization to
access FTI through annual recertification. The initial certification and
recertification must be documented and placed in the agency's files for review.
As part of the certification and at least annually afterwards, contractors must be
advised of the provisions of IRCs 7431, 7213, and 7213A (see Exhibif 4
Sanctions for Unauthorized Disclosure, and Exhibit 5, Civil Damages for
Unauthorized Disclosure). The training provided before the initial certification and
annually thereafter must also cover the incident response policy and procedure
for reporting unauthorized disclosures and data breaches. (See Section 10) For
both the initial certification and the annual certification, the contractor must sign,
either with ink or electronic signature, a confidentiality statement certifying their
understanding of the security requirements.

11l INSPECTION

The IRS and the Agency, with 24 hour notice, shall have the right to send its
inspectors into the offices and plants of the contractor to inspect facilities and
operations performing any work with FT! under this contract for compliance
with requirements defined in IRS Publication 1075. The IRS’ right of
inspection shall include the use of manual and/or automated scanning tools
to perform compliance and vulnerability assessments of information
technology (IT) assets that access, store, process or transmit FTI. On the
basis of such inspection, corrective actions may be required in cases where
the contractor is found to be noncompliant with contract safeguards.

Publication 1075 (September 20186)
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