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Cyber Safety and Responsibility 


for Cyber Citizens







June 18, 2019 2


Cyber Security Is A
Shared Responsibility!
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New York State
Chief Information Security Office


Mission:


The CISO provides cyber 


security leadership, governance 


and vision for the State.  Our 


mission is achieved through a 


risk-based framework, industry 


best practices, and key 


partnerships.
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• Within the NYS Office of Information Technology 


Services 


• Oversee and coordinate security services provided 


to state agencies


• Security policy and standards 


• Training, awareness, outreach


• Incident response, digital forensics


• Vulnerability and threat management


• Security monitoring and intelligence


New York State
Chief Information Security Office
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A Normal Day in Your World…







June 18, 2019 6


• Risks go beyond the lost or 
stolen laptop.


• Threats are becoming 
increasingly sophisticated and 
are evolving more rapidly.


• Moving from individual 
exhibitions of technical skill to 
global criminal and financial 
enterprises.


Current Cyber Threat Environment
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What are Phishing Scams?
Phishing Scam –


– Phishing emails appear to come from a 


financial institution, or other company or 


trusted source with whom the recipient 


may do business. 


– The message attempts to trick the 


recipient into clicking a link or 


attachment. 


– The link may take the user to a site with 


malicious code; a corrupt attachment may 


do the same.
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Phishing Scam
If it sounds too good to be 


true…
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Phishing Messages (text or E-mail)


Generic Greeting
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Some are 
seasonal
or opportunistic


Valentine’s Day…


Think of when 
taxes are due…
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Malvertising
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Malvertising
➢ Is a relatively new attack vector for cyber 


criminals that is quickly on the rise. 


➢ With malvertising, fake malicious ads are 


delivered (often via advertising networks) to well-


known websites as a way to reach millions of 


users at once on websites they normally trust. 


➢ After visiting the trusted website, malvertising


attacks are presented and can download 


malicious code directly onto a user's computer 


when the victim views the compromised ad.


➢ Millions of users have been infected by 


malvertising threats recently, as evidenced by 


the high-profile attacks on The New York Times, 


Gizmodo, TechCrunch, WhitePages.com and 


other sites.


Source:  http://www.net-security.org/secworld.php?id=9305



http://www.net-security.org/secworld.php?id=9305
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Banking Trojans – Botnets
Zeus Attacks
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Attacker crafts a convincing e-mail with malicious links or 
attachments and sends it to likely targets.


Banking Trojan Overview
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Banking Trojan Overview


User visits bank site and logs into their account.  Malicious 
code steals their credentials and sends them off to the 
attacker
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Ransomware


• Encrypts files on a victim’s computer and any connected shares 
or drives.  Files are held until a ransom is paid, allowing the 
victim to regain access to the files.


• Ransomware is often spread through a phishing email, a 
seemingly legitimate email that tricks users into clicking on a 
link or attachment.


• Includes Cryptolocker, Cryptowall, Jigsaw.


• Ilion (2014) – Ransomware incidents affect government 
computers


Source:  http://osc.state.ny.us/localgov/audits/villages/2015/ilion.pdf
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Cryptolocker
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Jigsaw
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Copier Machines – A Security Risk


Source:  http://www.cbsnews.com/video/watch/?id=6412572n


Recent news coverage has highlighted 
the fact that confidential information 
can be recovered from printers, copiers 
and similar devices after they are sent to 
surplus or returned to the vendor at the 
end of their lease. Some of the 
confidential information recently 
reported to be found on these machines 
included social security numbers, birth 
certificates, bank records, income tax 
forms, medical records, and pay stubs 
with names.



http://www.cbsnews.com/video/watch/?id=6412572n
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Sensitive Data Remains on Disposed PCs


March 14, 2011 - According to an audit issued 
by the New Jersey Office of State Comptroller, 
auditors found personal and confidential data 
on 79 percent of hard drives it tested, 
including completed tax returns; Social 
Security numbers; names, addresses and 
phone numbers of children placed outside of 
the parental home; a list of state computer 
sign-on passwords; …


http://www.govinfosecurity.com/articles.php?art_id=3427&rf=2011-03-15-eg



http://www.govinfosecurity.com/articles.php?art_id=3427&rf=2011-03-15-eg
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The Internet Of Things (IOT)
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As more and more devices are connected to the Internet, 


they are exposed to potential compromise and abuse.


The Internet of Things
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Actionable Steps
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1. Learn of and use basic security principles. 


✓ Employ basic security practices, such as using strong 


passwords and changing your passwords regularly


✓ Internet usage guidelines or policy


✓ Establish rules of behavior describing how to handle 


and protect your information and other vital data


What Should You Do?
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2. Protect information, computers and 


networks from cyber attacks. 


✓ Keep clean machines: having the latest security 


software, web browser, and operating system are the 


best defenses against viruses, malware, and other 


online threats. 


✓ Set antivirus software to run a scan after each 


update. Install other key software updates as soon as 


they are available.


What Should You Do?
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3. Provide firewall security for your Internet 


connection. 


✓ A firewall is a set of related programs that prevent 


outsiders from accessing data on a private network. 


✓ Make sure the operating system’s firewall is enabled 


or install free firewall software available online.


✓ If employees work from home, ensure that their home 


system(s) are protected by a firewall.


What Should You Do?
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What Should You Do?
4. Mobile device security


✓ Mobile devices can create significant security 


challenges, especially if they hold confidential or 


personal information or can access official networks.


✓ Password-protect your device devices, encrypt data, 


and install security apps to prevent criminals from 


stealing information while the device is on public 


networks.


✓ Do you know what to do if your device is lost or 


stolen?
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5. Make backup copies of important data. 


✓ Regularly backup the data on all computers.  Critical 


data includes word processing documents, electronic 


spreadsheets, financial files.


✓ Backup data automatically if possible, or at least 


weekly and store the copies securely, either offsite or 


in the cloud.


What Should You Do?
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6. Control physical access to your 


computers and create user accounts for 


each user.


✓ Prevent access or use of computers by unauthorized 


individuals. Laptops can be particularly easy targets 


for theft or can be lost, so lock them up when 


unattended. 


✓ Make sure a separate user account is created for 


each user and require strong passwords.  


✓ Administrative privileges should only be given to 


those that need it.


What Should You Do?
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7. Secure your Wi-Fi networks. 


✓ If you have a Wi-Fi network for your home, make 


sure it is secure, encrypted, and hidden. 


✓ To hide your Wi-Fi network, set up your wireless 


access point or router so it does not broadcast the 


network name, known as the Service Set Identifier 


(SSID). Password protect access to the router.


*Do not log into accounts, especially financial 


accounts, when using public wireless networks.*


What Should You Do?
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8. Passwords and authentication.              


✓ Use unique passwords and change passwords on a 


regular basis (90 days?)


✓ Consider using multifactor authentication that requires 


additional information beyond a password to gain 


entry.


✓ Consider using a passphrase


✓ “I Really Like Pizza!”        ✓ L!kEm@il022017


✓ “I Re@lly L!ke P!zz@”


What Should You Do?
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Password Wall of Shame 2016
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Password Wall of Shame 2018


1. 123456 11. princess


2. password 12. admin


3. 123456789 13. welcome


4. 12345678 14. 666666


5. 12345 15. abc123


6. 111111 16. football 


7. 1234567 17. 123123


8. sunshine 18. monkey


9. qwerty 19. 654321


10. iloveyou 20. !@#$%^&*
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Create “Cyber-Aware” Schools
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Training
➢ NYS – Security Awareness
➢ Cybrary.IT
➢ Texas Engineering Extension Service (TEEX.org)
➢ FedVTE (USALearning.gov)


Awareness Resources
➢ NYS


➢ Information Technology Services
➢ Comptroller IT Audit


➢ US Dept of Homeland Security, Stop.Think.Connect
➢ US Federal Trade Commission (FTC)
➢ MS-ISAC


Free Resources
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Cyber Security
Your – Mine – Everyone’s 


Responsibility!
John Borst


NYS Office of Information Technology Services
Chief Information Security Office


www.its.ny.gov/eiso
518-242-5200         John.Borst@its.ny.gov
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Cyber Security Is A
Shared Responsibility!
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New York State
Chief Information Security Office

Mission:

The CISO provides cyber 

security leadership, governance 

and vision for the State.  Our 

mission is achieved through a 

risk-based framework, industry 

best practices, and key 

partnerships.
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• Within the NYS Office of Information Technology 

Services 

• Oversee and coordinate security services provided 

to state agencies

• Security policy and standards 

• Training, awareness, outreach

• Incident response, digital forensics

• Vulnerability and threat management

• Security monitoring and intelligence

New York State
Chief Information Security Office
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A Normal Day in Your World…
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• Risks go beyond the lost or 
stolen laptop.

• Threats are becoming 
increasingly sophisticated and 
are evolving more rapidly.

• Moving from individual 
exhibitions of technical skill to 
global criminal and financial 
enterprises.

Current Cyber Threat Environment
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What are Phishing Scams?
Phishing Scam –

– Phishing emails appear to come from a 

financial institution, or other company or 

trusted source with whom the recipient 

may do business. 

– The message attempts to trick the 

recipient into clicking a link or 

attachment. 

– The link may take the user to a site with 

malicious code; a corrupt attachment may 

do the same.
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Phishing Scam
If it sounds too good to be 

true…



June 18, 2019 11

Phishing Messages (text or E-mail)

Generic Greeting
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Some are 
seasonal
or opportunistic

Valentine’s Day…

Think of when 
taxes are due…
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Malvertising
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Malvertising
➢ Is a relatively new attack vector for cyber 

criminals that is quickly on the rise. 

➢ With malvertising, fake malicious ads are 

delivered (often via advertising networks) to well-

known websites as a way to reach millions of 

users at once on websites they normally trust. 

➢ After visiting the trusted website, malvertising

attacks are presented and can download 

malicious code directly onto a user's computer 

when the victim views the compromised ad.

➢ Millions of users have been infected by 

malvertising threats recently, as evidenced by 

the high-profile attacks on The New York Times, 

Gizmodo, TechCrunch, WhitePages.com and 

other sites.

Source:  http://www.net-security.org/secworld.php?id=9305

http://www.net-security.org/secworld.php?id=9305
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Banking Trojans – Botnets
Zeus Attacks
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Attacker crafts a convincing e-mail with malicious links or 
attachments and sends it to likely targets.

Banking Trojan Overview
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Banking Trojan Overview

User visits bank site and logs into their account.  Malicious 
code steals their credentials and sends them off to the 
attacker
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Ransomware

• Encrypts files on a victim’s computer and any connected shares 
or drives.  Files are held until a ransom is paid, allowing the 
victim to regain access to the files.

• Ransomware is often spread through a phishing email, a 
seemingly legitimate email that tricks users into clicking on a 
link or attachment.

• Includes Cryptolocker, Cryptowall, Jigsaw.

• Ilion (2014) – Ransomware incidents affect government 
computers

Source:  http://osc.state.ny.us/localgov/audits/villages/2015/ilion.pdf
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Cryptolocker
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Jigsaw
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Copier Machines – A Security Risk

Source:  http://www.cbsnews.com/video/watch/?id=6412572n

Recent news coverage has highlighted 
the fact that confidential information 
can be recovered from printers, copiers 
and similar devices after they are sent to 
surplus or returned to the vendor at the 
end of their lease. Some of the 
confidential information recently 
reported to be found on these machines 
included social security numbers, birth 
certificates, bank records, income tax 
forms, medical records, and pay stubs 
with names.

http://www.cbsnews.com/video/watch/?id=6412572n
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Sensitive Data Remains on Disposed PCs

March 14, 2011 - According to an audit issued 
by the New Jersey Office of State Comptroller, 
auditors found personal and confidential data 
on 79 percent of hard drives it tested, 
including completed tax returns; Social 
Security numbers; names, addresses and 
phone numbers of children placed outside of 
the parental home; a list of state computer 
sign-on passwords; …

http://www.govinfosecurity.com/articles.php?art_id=3427&rf=2011-03-15-eg

http://www.govinfosecurity.com/articles.php?art_id=3427&rf=2011-03-15-eg
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The Internet Of Things (IOT)
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As more and more devices are connected to the Internet, 

they are exposed to potential compromise and abuse.

The Internet of Things
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Actionable Steps
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1. Learn of and use basic security principles. 

✓ Employ basic security practices, such as using strong 

passwords and changing your passwords regularly

✓ Internet usage guidelines or policy

✓ Establish rules of behavior describing how to handle 

and protect your information and other vital data

What Should You Do?
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2. Protect information, computers and 

networks from cyber attacks. 

✓ Keep clean machines: having the latest security 

software, web browser, and operating system are the 

best defenses against viruses, malware, and other 

online threats. 

✓ Set antivirus software to run a scan after each 

update. Install other key software updates as soon as 

they are available.

What Should You Do?



June 18, 2019 28

3. Provide firewall security for your Internet 

connection. 

✓ A firewall is a set of related programs that prevent 

outsiders from accessing data on a private network. 

✓ Make sure the operating system’s firewall is enabled 

or install free firewall software available online.

✓ If employees work from home, ensure that their home 

system(s) are protected by a firewall.

What Should You Do?



June 18, 2019 29

What Should You Do?
4. Mobile device security

✓ Mobile devices can create significant security 

challenges, especially if they hold confidential or 

personal information or can access official networks.

✓ Password-protect your device devices, encrypt data, 

and install security apps to prevent criminals from 

stealing information while the device is on public 

networks.

✓ Do you know what to do if your device is lost or 

stolen?
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5. Make backup copies of important data. 

✓ Regularly backup the data on all computers.  Critical 

data includes word processing documents, electronic 

spreadsheets, financial files.

✓ Backup data automatically if possible, or at least 

weekly and store the copies securely, either offsite or 

in the cloud.

What Should You Do?
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6. Control physical access to your 

computers and create user accounts for 

each user.

✓ Prevent access or use of computers by unauthorized 

individuals. Laptops can be particularly easy targets 

for theft or can be lost, so lock them up when 

unattended. 

✓ Make sure a separate user account is created for 

each user and require strong passwords.  

✓ Administrative privileges should only be given to 

those that need it.

What Should You Do?
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7. Secure your Wi-Fi networks. 

✓ If you have a Wi-Fi network for your home, make 

sure it is secure, encrypted, and hidden. 

✓ To hide your Wi-Fi network, set up your wireless 

access point or router so it does not broadcast the 

network name, known as the Service Set Identifier 

(SSID). Password protect access to the router.

*Do not log into accounts, especially financial 

accounts, when using public wireless networks.*

What Should You Do?
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8. Passwords and authentication.              

✓ Use unique passwords and change passwords on a 

regular basis (90 days?)

✓ Consider using multifactor authentication that requires 

additional information beyond a password to gain 

entry.

✓ Consider using a passphrase

✓ “I Really Like Pizza!”        ✓ L!kEm@il022017

✓ “I Re@lly L!ke P!zz@”

What Should You Do?
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Password Wall of Shame 2016
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Password Wall of Shame 2018

1. 123456 11. princess

2. password 12. admin

3. 123456789 13. welcome

4. 12345678 14. 666666

5. 12345 15. abc123

6. 111111 16. football 

7. 1234567 17. 123123

8. sunshine 18. monkey

9. qwerty 19. 654321

10. iloveyou 20. !@#$%^&*
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Create “Cyber-Aware” Schools
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Training
➢ NYS – Security Awareness
➢ Cybrary.IT
➢ Texas Engineering Extension Service (TEEX.org)
➢ FedVTE (USALearning.gov)

Awareness Resources
➢ NYS

➢ Information Technology Services
➢ Comptroller IT Audit

➢ US Dept of Homeland Security, Stop.Think.Connect
➢ US Federal Trade Commission (FTC)
➢ MS-ISAC

Free Resources
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Cyber Security
Your – Mine – Everyone’s 

Responsibility!
John Borst

NYS Office of Information Technology Services
Chief Information Security Office

www.its.ny.gov/eiso
518-242-5200         John.Borst@its.ny.gov


