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18O 9001 Certified
Business solutions through information technology

CGl Techneiogies and
Solutions In
11325 Random His

' : Road, 7 Flaor
: Fairak, VA 22038
) Tel.  703.267.8000

Féx. 703-267-5111
wied.Ci.com

September 19, 2012

Mr, Payl Jacoby, Vice President
Logicworks Systems Corporation
155 Avenue of the Americas, Sth Fl,
NY, NY 10013

RE: Interim Hosting Services for the University of Massachusetts HIX/IES Project
Dear Steve:

The purpose of this letter is to document the agreement between Logicworks and CGI pursuant
to which CG1 will purchase interim hosting services from Logieworks (the “Letter Agreement™).
CGI will use the hosting services provided under this Letter Agrecment as a development
envifonment for services it intends to provxdc to the University of Massachusetts Worcester

. Campus (“University") under CGI’s prime contract with the University for the Massachusetts
Health Insurance Exchange and [nfegrated Eligibility System (MA HIX/IES): Systems Integrator
Procurement; RFR Number CW12-JD-0022-0001 (the “Prime Contract™).

Negotiations between the University and CGI to formalize additional terms and conditions of the
Prime Contract for the provision of ongoing hosting services from Logicworks will proceed in
the near future. Subject to the execution of a mutually accepiable master services agreement
between CGIand Logicworks, CGI intends to subcontract 4 portion of its hosting obligations
under the Prime Contract to Logicworks and Logieworks desires to provide those services to
CGl. Assuch, the parties shall work together in good faith to reach a mutually acceptable
agreement regarding such terms and conditions

This leiter documents the contractual terms and conditions pursuant to which our teams will
work on the start-up activities and interim services required Lo facilitate such negotiations. As
previously discussed, Logicworks will provide the start-up hardware, sofiware, operating

systems, networking equipment, bandwidth, and other products and services (“Interim Hosting
Services’ "y deseribed in the Service Order attached hereto as Exhibit B.

Logicworks will provide the above services at the rate(s) in the Service Order attached hereto as
Exhibit B. Logieworks will submit a monthly invoice 1o CGI, payment-ferms: Net 60 days from
receipt of Logicworks invoice by CGI. Billing will commence on the date that Logicworks
provides CGl with Internet aceess to the Interim Hosting Services.
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Exhibit A - Additional Business Terms

1. Termination. This Letter Agreement will automatically terminate at the end of March
2013 unless it is terminated in accordance with this Section | or the parties enter into a master
services agreement prior o that time, CGI may terminate this Letter Agreement at any time by
giving Logicworks written notice of its intent to terminate. A notice of termination received by
Logicworks on or before the fifteenth day of a calendar month will become effective at the end
of that month. A notice of termination received afier the fifteenth day of a calendar month will
become effective at the end of the following calendar month, In such eveént, CGI will pay
Logicworks in full for all Interim Hosting Services performed through the effective date of
termination, Logicworks may terminate the Letter Agreement: (A) if CGI materially breaches
the Letter Agreement and fails to cure that breach within ten days of réceiving a notice from
.Logicworks that identifies the breach; (B) on ten days’ notice if Logicworks is threatened with a
legal claim relating to CGI’s use of the Interim Hosting Services, including a claim for copyright,
tradematk or patent infringement, and Logicworks is unable to impose restrictions on the Interim
Hosting Services that result in the withdrawal of that claim and eliminate the risk of liability for
similar claims in the future; (C) notwithstanding clause (A) of this Section 1, on ten days’ notice
if CGI fails to pay any fees within sixty days of an inyoice date and on two days’ notice if CGI
violates the AUP more than once; (D) immediately (and without prior notice) pursuant to a
reguest or notice from the government or a law enforcement ageney: or (E) immediately (and
without prior notice) if CGI becomes the subject of a voluntary or involuntary petition in
bankruptey or any proceeding relating to insolvency, receivership or liquidation, if such petition
or proceeding is tiot dismissed within ninety (90)days of filing,

2. Suspension. Notwithstanding the foregoing, Logicworks may immediately suspend the
Interim Hosting Services without prior notice or liability if (A) Logicworks reasonably believes
that CGP’s use of the Interim Hosting Services has or will subject Logicworks to civil or criminal
liability; (B) Logicworks reasonably belicves that the Interim Hosting Services are being used in
violation of the Acceptable Use Policy(AUP) attached hereto as Exhibit C; (C) Logicworks is
required 1o suspend CGP’s Interim Hosting Services by a law enforcement agency, government
agency, or court order; (D} activity on CGI's Servers, such as a denial of service attack or
unauthorized access, poses a threat o the integrity of Logicworks” network or Logieworks’ other
clients; or (E) CGI fails to pay an invoice as per the Lotter Agreement,

3, Non-Disclosure. The following provision shall remain subject to and subordinate to, any
applicable public disclosure laws, including but not limited to the Massachusetts Public Records
Law, Mass, Gen. Laws ch, 4 §7 and §26 and ch. 66 §10. Logicworks and CGJ agree that in
connection with the performance of their respective obligations heveunder, each Party may have
access to the Confidential Information of the other Party, The follow terms will apply to such
access.

(a) “Confidential Information”. “Confidential Information” means:information belonging to
or in the possession of a Party which is confidential ora trade secret and is furnished or
disclosed to the other Party under the Contract (inchuding information éxchanged in
contemplation of entering into the Comract) (iyin tangible form and if provided by
Contractor, marked or designated in writing in-a manner to indicate it 15 confidential or &
trade secret; or (i) in intangible form and that either is of a nature that a reasonable
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person would understand to be confidential or a frade secret or Is identified as
confidential or a trade secret in a writing provided to the receiving Party within thirty
(30) business days after disclosure.

“Confidential Information” does not include any information that, as evidenced by
written documentation:
(1) is already known (0 the receiving Party without restrictions at the time of its
disclosure by the furnishing Paity;
(ii) alter its disclosure by the furnishing Party, is made known to the receiving
Party without restrictions by a third Party having the right 1o do so;
(iif)  is.or becomes publicly known without violation ot the Contract; or
(iv) s independently developed Ly the receiving Party without reference to the
furnishing Party’s Confidential Information,

Confidential Information will remain the ‘property of the furnishing Party, and the
receiving Party will not be deemed by virtue of the Contract or any access (o the
furnishing Party’s Confidential Information to have acquired any right, title or interest in
or o the Confideptial Information, The receiving Parly agrees:

(i) 1o use the furnishing Party’s Confidential Information in accordance with the
Contract and afford it at least the same level of protection against
unauthorized disclosure or use as the receiving Party normally uses to protect
its own information of a similar character, but in no cvent less than reasonable
care;

(ih) to limit disclosure of the furnishing Party’s Confidential Information to
personnel furnished by the receiving Party to perform services under this
Letter Agréeement or otherwise having a need to know the information for the
purposes of the Letter Agreement (including authorized subcontractors under
written obligations of confidentiality at least as stringent as set forth herein);

(iii)  -not to disclose any such Confidential Infor mcmon to any third Party exceptas
provided herein; and

(iv)  to notify the furnishing Party prompily of any unauthorized use or dxsdosuu
of the furnishing Party’s Confidential Information and cooperate. with and
assist the furnishing Party iy every reasonable way (0 stop or minimize such
unauthorized use or disclosure.

1f the receiving Party receives a subpoena or other valid administrative or judicial notice
requesting the disclosure of the furnishing Parly’s Confidential Information, the receiving
Party will promptly notify the furnishing Party. Subject to its obligations stated in the
preceding sentence and any applicable public records laws, the receiving Party may
comply with any valid subpoena or other administrative or judicial process to the extent
required by law.

Upon termination or expiration of this Letter Agreement, the receiving Party, at the
furnishing Party’s option, will return or destroy all Confidential Information of the
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furnishing Party that the receiving Party does not possess under a valid license; provided
that each party may retain one (1) copy for archival purposes.

Each Party agrees that if'a court of competent jurisdiction determines that the receiving
Party has breached, or attempted or threatened to breach, any of its confidentiality
obligations to the furishing Party or the furnishing Party’s proprietary rights, money
damages will not provide an adequate remedy. Accordingly, the furnishing Party will be
entitled 1o seck appropriate injunctive relief and other measures restraining further

4, Limitation of Liability,

a. If either party should become entitled to claim damages from the other party
(ineluding without limitation, for breach of contract; breach of warranty; negligence or
other tort claim), each party will be liable (in the aggregate Tor al} claims made with
respect to this Letter Agreement) only for the amount of that party’s actual direct
damages up 1o the amount thal CGI has been invoiced by Logicworks for the items or
Interim Hosting Services, In no event will either party, or its respective employecs,
agents or representatives, be liable 1o the other paity for any lost profits, loss of business,
loss of use, lost savings, lost or damaged data, lost revenue, damage to goodwill, lost
opportunities, lost revenue, or other consequential, special; ineidental, indirect,
exemplary or punitive damages, even if the party has been advised of the possibility of
such damages.

b, Notwithstanding anything in this Letter Agréement to the contrary, in no event
will Logicworks be liable for failing to provide the Interim Hosling Services unless the
failure results from Logicworks’ breach of the Service Level Agreement in Section 10
below or from Logicworks’ or its subcontractors’ gross negligence or intentional
misconduct. '

c, The parties agree that the foregoing limitations will not be deemed to limit any
liability to an extent that would not be permitted under applicable law.

5. Any question or dispute arising out of or relating to this Letter Agreement will be settled
by arbitration in accordance with the American Arbitration Association’s Commercial Arbitration
Rules and the Supplementary Procedures for Large, Complex Disputes, except to the extent that
those rules are inconsistent with this Agreement. Judgment on the award may be entered in any
court having jurisdiction. The scat of the arbitration will be Washington, D.C. Each party will
pay its.own costs and atiorneys’ feds. All fees payable to the AAA, including all arbitrator fecs,
will be divided equally between the parties, Except as prehibited by applicable law, the
arbitrators will have no authority to award any damages that are excluded by the terms and
conditions of this Letter Agreement. Either party will have the right-to apply at any time to a
judicial authority for appropriate injunctive or other interim or provisional relief, and will not by
doing so be deeined to have breached. its agreéement 1o arbitrate or 10 have affected the powers

“reserved to the arbitrators. The laws of the Commonwealth of Massachusetts, without reference
to its-choice of law principles, govern this Agreement and any ¢laims arising out of or relating to
this Agreement, its negotiation, execution, performance, or breach.
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6. The provisions of this Letter Agreement will be deemed severable, and the
unenforceability of any one or more of its provisions will not affect the enforceability of any
other provision, Ifany provision is unenforceable, the parties will substitute an enforceable
provision that preserves the original intentions and economic positions of the parties to the
maximum extent legally possible.

7. Any provision of this Letter Agreement that imposes or contemplates continuing
obligations on a party will sutvive the expiration or termination of this Letter Agreement,
including but not limited to the provisions with respect to protection of Confidential Information,
the limitation of liability, waivers, representations, nonsolicitation of employeés, and dispute
resolution.

8. Without Logicworks’ prior written consent, CGI may not: (A) use any portion of the
Interim Hosting Services in a live environment or o perform any production activities that affect
internal or external users or third parties, (B) copy, decompile, reverse assemble or otherwise
reverse engineer any software component of the Interim Hosting Services, (C) remove or alter
any of the copyright notices or other proprietary markings on'any component of the Iriterim
Hosting Services, (D) use the Interim Hosting Services for any application where a failure of the
Interim Hosting Services could result in death, serious injury, environmental damage or property
damage, e.g., in connection with medical life support devices, water treatment facilities, nuclear
facilities, weapons systems, chemical tacilities, mass transportation, aviation and flammable
environments, or (E) attempt to discover and/or reuse any Logicworks® license key or licensing

data.
' /

9. Logicworks has the right to perform scheduled maintenance {rom 9:00 p.m. o 6:00 a.m.
at the location where the maintenance is being performed (a “Maintenance Window™) with prior -
approval 24 hours in‘advance from CGI, and to perform emergency maintenance at any time
with notification to CGI in advance of the emergency maintenance event.

10.  This Section 10 is Logicworks’ Service Levél Agreement (the “Service Level Agreement”
or “SLA”™) lor the Interim Hosting Services, which sets forth CGI’s sole remedy for Logicworks’
failure to provide the Interim Hosting Services and for any deficiency in the Interim Hosting
Services. Except as otherwise provided in this Letter Agreement, Logicworks guarantees that the
Interim Hosting Services will be available one hundred pércent (100%) of the tlime, For ¢ach
hour that the Interim Hosting Services cannot be accessed from the Internet or are not functional
(“Downtime™), CGI will be entitled to receive one hour of service credits (“Service Credits™),
Service Credits-are not available for Downtime caused by: (1) maintenance, emergency
maintenance, or a suspension of services; (2) flaws in CGI's Content; (3) the incompatibility of
any operating system, Application or vendor-supplied security patches with CGI's Content; (4)
acts or omissions of CG or agents of CG, including all testing of the Interim Hosting Services
by CGI ora third party: (5) the failure of servers or services outside of the datacenter in which
the Interim Hosting Services are provided, including, but not limited lo, inaccessibility on the
public Internet; (6) Logicworks’ blocking of Content that Logieworks deems to be in violation of
the AUP: (7) a force majeure or events not in Logicworks® direct control; (8) a denial of service
attack, unauthorized access (i.e., hacking) or matware; (9) CGI's failure to meet the terms and
conditions of this Letter Agreement; (10) the use of a shared device by another ¢lient of
Logicworks; and (12) the disabling of Logicworks’ adniinistrative access to the Interim Hosting
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Services,

a. Forthe purpose of determining Service Credit availability, Downtime will be
measured from the first to oceur of the following: (1) CGI’s submission of a service
request claiming Downtime to Logicworks’ Network Operations Center ("NOC”) through
LogicOps or by placing a direct telephone call to NOC; or (2) the detection of Downtime
by Logicworks’ monitoring systems. Logicworks will determine, in its reasonable
discretion, CGI's eligibility for Service Credits and the amount of Service Credits
awarded pursuant to this Agreement. To be eligible for Service Credits, CGI must send a
reasonably detailed, writlen request for Service Credits to Logicworks within five
Business Days after the first day on which the events giving rise to the request first
occurred. Logicworks will use reasonable efforts to respond (o all Service Credit
requests within thirty days of receipt. The calculation of all Service Credits will be based
on Logieworks’ récords and data. Logicworks will apply Service Credits to the invoice
for the month immediately following the month in which a determination of Service
Credit amount and eligibility is made, If the parties enter into'a master services
agreement, any Service Credits that would be available but for the fact that no future
invoice will be issued under this Letter Agreement will be carried over to that subsequent
agreement and applied to the invoice for the month immediately following the month in
which Logicworks® determination is made. “Business day” means Monday through
Friday, except U.S. bank holidays. The maximum combined amount of all Service
Credits carned in a given calendar month may not exceed the recurring fee for the
calendar month in which the Service Credits are awarded. CGI is not entitled to excess
Service Credits that would be available if not for this limitation,

11, CGI shall implement securily measures that are commercially reasonable for its use of the
Interii Hosting Services. CGI is responsible for maintaining the secrecy of all information
required to access the Interim Hosting Services (¢.g., passwords and user names). CGl shall
pay Logicworks for all Interim osting Services accessed through its account, including all
fees resulting from unauthorized use, except where the unauthorized use results from (A)
Logicworks’ breach of this Agreement, or (B) Logicworks’ failure to notify CGI within one
howr after Logicworks’ systemy monitoring tools detect and trigger an alert in response (o
unauthorized access to the Interim Hosting Services. T lieu of the notice procedures set
forth below in Section 13, Logicworks may notify CGl an unauthorized access alert cither
through LogicOps or by sending an email to patrick.colacicco@egi.com. Logicworks will
measure bandwidth usage at the public Ethernet ports-on CGI's firewalls, Bandwidsh
calculated using the 95th percentile method will be billed to the nearest Mbps. Bandwidth
usage will reset to zero at the end of each calendar month and will not be carried over to the
following month,

12, Logicworks shall maintain and enforce security procedures with respect to its provision
and maintenance of the Interim Hosting Services that are at least equal to industry standards for
hosting applicalion development servers that do not store or process Pll and that are in
accordance with all laws and regulations that apply to Logicworks in the performance of its
obligations under the Letter Agreement, Logicworks will periodically test its systems for
polential areas where security could be breached. Logicworks will report to CGI immediately
any breaches of security or unauthorized access o Logieworks’ systems that Logiceworks detects
Letter Agreement 7 Confidential and Proprietary
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or becomes aware of. CGI shall implement security measures that are commercially reasonable
for its use of the Services.

13, Wairantics and Disclaimers.

a. CGl1 warrants that Contract Data as defined below will not be transmitted to or

* processed or stored on the Interim Hosting Services. “Contract Data”, as used in this
Letter Agreement, shall refer to any information, whether oral, written, or ¢lectronic, that
constitutes:

I, personally identifiable data, including without limitation:

» “personal information” (as defined in Mass, Gen. Laws ch. 93H),

e “protected health information” (as defined under the Health Insurance
‘Portability and Accountability Act Privacy and Security Rules defined
below), ‘

o “personal data” (as defined in Mass. Gen. Laws. ch.66A);

2. “other state or federal agency sensitive or confidential data” protected under state
or federal data security or privacy laws oy agreements (which may include personally
identifiable data from state or federal agencies including, but not limited to, the US
Internal Revenue Service, Social Security Administration, or Massachusetts
Department of Revenue)(e.g,, adjusted gross income, number of dependents,
bankruptey information, tax information, banking account numbers-and routing
information ); and/or

3. any “de-identificd data” (i.e., any personal information, protected health
information, personal data or other state or federal agency sensitive or confidential
data from which personally identifiable information has been removed so that there is
no reasonable basis to believe that the information can be used to identify an
individual) or *masked data™ (i.¢., personally identifiable data for which certain data
elements have been obscured or masked so that there is no reasonable basis (o believe
that the masked information can be used to identify an individual)

b. CGI represents and warrants that it has obtained all consents and licenses required
for both parties to legally access and use software that is not provided by Logicworks
without infringing any ownership orintellectual property rights.

<, Logicworks represénts and warrants that it will provide the Interim Hosting
Services in a workmanlike and professional manner. Except as provided in the previous
sentence and the Service Level Agreement, all goods and services are provided “AS-1S8”,
Notwithstanding the foregoing, CGI’s use of any Logicworks-provided thiyd-party
software is governed by the terms of any license or other agreement between CGl and the
third party software provider. Except as expressly provided in this Letter Agreement,
Logicworks and its network service suppliers disclaim all other warranties, express and
implied, including the warranties of merchantability, fitness for a particular purpose, non-
infringément, title, and any warranties arising from a course of dealing, usage or trade

practice,
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d, Neither Logicworks nor its network service suppliers warrant that the Interim
Hosting Services will be uninterrupted, error-free, conpletely secure, or that all defects
will be corrected. CGl acknowledges that Logicworks does not control or monitor the
transfer of data over telecommunications facilities, including the public Internet, and that
Internet accessibility carries with it the risk that privacy, confidential information and
property may be lost or compromised.

14, Logicworks’ Acceptable Use Policy posted at

http:/Avaw logicworks net/aceeptableuse. php on the effective date of this Agreement and
attached hereto as Exhibit C, as it may be amended from time to time by Logicworks, and as it
may be made available by Logicworks on any successor or related site (the “AUP™), is
incorporated herein by reference and deemed a written part of this Letter Agreement.
Notwithstanding the foregoing, Logicworks imay only amend the AUP on 4l least thirty days’
notice and as required in order to ¢nsure compliance with changes in state or federal laws or
regulations relating to the Interim Hosting Services, new or emerging security threats, or (o
protect the health and security of its network.

15.  Logieworks’ technical policies and requirements in Exhibit D are incorporated herein by
reference and deemed a written part of this Letter Agreement.

16, Inaddition fo the other terms in this Agreement, CGI’s use of any Microsof{® product is
governed by the terms and conditions of the Microsoft Addenduni located at
hitp://wwwilogicworks.net/legal/microsoft-software-addendum and attached hereto as Exhibit E,
as it may be amended by Logicworks from time {o time, and as it may be made available by
Logicworks on any successor or related site. Notwithstanding the foregoing, Logicworks may
ohly amend the Microsofl Addendum on at least thirly days’ notice and only as required by
Mierosoft. :

17 Logicworks’ responsibility matrix in Exhibit I is incorporated herein by reference and
deemed o written part of this Letter Agreement,

18. For any notice under this Letter Agreement o be valid, it must be sent by one of the
following methods of delivery: (1) personal delivery; (ii) registered or certified mail, in cach case
return receipt requested and postage prepaid; or (iii) nationally recognized overnight courier,
with all fees prepaid, For a notice under this Agreement (o be valid, it must also be addressed as
foliows: '

If to Liogicworks: Loogicworks Systems Corporation
155 Avenue of the Americas
Fifth Floor
New York, NY 10013
Alin: Kenneth L. Ziegler

Ifto CGl: CGI Technologies and Solutiong Ing,
11325 Random Hills Road, 7" Floor
Fairfax, VA 22030
Atin: Patrick J, Colacicco, Viee President, Consulting
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Subject to this Section 18, a notice under this Letter Agreement is effective when received. A
notice will be deemed received when delivered in person or signed for by the recipient as
indicated by the signed delivery receipt. If the receiving party refuses to-accept delivery, or if
delivery is impossible because of a change in address for which no notice was given, notice will
be deemed received upon the rejection or inability to deliver. 1f a notice is.received at the
location specified in the receiving party’s address in this Section 18 after 5:00 p.m., or on a day
other than a Business Day, notice will be deemed received on the following Business Day.

19. Force Majeure, Neither party shall be lable for any damages for delays or failure in
performance under this Agreement caused by acts or conditions beyond its reasonable control,
without its fault or negligence, which could not have reasonably foreseen or pl evenled by
rcasonable precautions. Such acts or conditions {each a “Force Majeure™) shall include, but not
be limited to; acts of God or of the public enemy; ¢ivil war; insurrections or riots; acts of war;
acts of government; ac(s of terrorism; fires; floods; storms; explosions; earthquakes or accidents;
unusually severe weather; epidemics or public health restrictions; strikes or labor troubles
causing cessation, slowdown or interruption of work; and other similar events, or any event
relerred to above preventing a subcontractor from performing its obligalions under a
subcontract, [n the event of a Force Majeure, (i).the party experiencing the Force Majeure shall
exercise due diligence in endeavoring 1o overcome any Force Majeure impediments [0 its
performance and shall provide prompt notice to the other party of the Force Majeure; and (ii) the
time for performance shall be extended by a period equal to the delay caused by the Force
Majeure and, if warranted, the fees payable to Logicworks shall be equitably adjusted.

20, This Letler Agreement and it Exhibits constitute the entire agreement between the parties,
and supersede all other prior or contemporaneous communications between the parties (whether
written or oral); and all other communications relating to the subject matter of the Letter
Agreement, The Letter Agreement may be modified or amended solely in a writing signed by
both parties. The parties agrée that any pre-printed terms containéd in purchase orders,
acknowledgments, shipping instructions or other forms, or invoices, that are inconsistent with or
different from the terms of the Letter Agreement will be void and ol no effect even if signed by
the party against which their enforcement is sought. This Letter Agreement will be construed
and interpreted in a neutral manner. No rule of construction or interpretation will apply against
any particular parly based on a contention that the Letter Agreement was drafted by one of the
parties, The word *including” is a term of expansion, not limitation, Unless otherwise indicated,
all references to a day are references o a calendar day and all references to a time of day are
references to the time in New York, NLY. [fany date specified in this Agreement as the only day,
or the last day, for taking action falls on a day that is not a Business Day, then that action may be
‘taken on the next Business Day. A fully signed copy of this Letter Agreement made by rcliable
means (i.e., a facsimile or electronic image) will be considered an original,
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logicworks N

The Cloud Your Way
Public. Private. Hybrid,

Client Name:
Bitling Address:
City, State, Zip:

Contact Person:

Contact Phoné:
Conlact E-iail:

Setup / Installation

CGl Technologies and Solitions inc.
11325 Random Hills Road, 7th Floor
Fairfax, VA 22030

Jan Wipperman
703-462-0070
Janwipperman@cgi.com

Setup Fee

Date:  QB/1¥/12

Account Executive:  Zeller, Steven
Service Qrder No: 1041138
Service Order Expires:  09/01/12

1 Setup / Iastallation $3,500 $ 3,500.00
Sublotal Managed Network! § 3,500.00
Jotal Setup Fee: $ 3,500.00

{One-Time Non-Recurring Cost}

v /%@ A

Date; ‘7""2&"’;)\

Print Name: p’aqu ts C”MM

Title; Uw§ PM!&MM

ugl




NMonthly Recurring Service Order

logi rks

ogicworks .
The Cloud Your Way r
Public.Private. Hybrid.

Client-Name: -Gl Technologies and Sofutions Inc. pate:-  08/17/12
Bifling Address: 11325 Random Hills Road, 7th Floor Atcount Executive: Zeler, Steven
City, State, Zip:  Falrfax, VA 22030 Service Order No: 1041138

Service Order Expires:  09/01/17
Contact Person:  Jan Wippefmian
Contact Phane:  703:462.0070
Contact E-Mail:  jan.wipperman@cgicom

Managed Network
e Servi¢

niERri
and

Helwlett Packard Gb Ethernet switches provide rop-of-rack ronnectivity and 1Gb theoughput. Bandwidthis non-capped
indicoted for bitling purposes.{Bangwidth overage is gvdilable al $30/kibps}
HP PraCurve 25106 24-port $ 31500 315,00
Bandwidth Mbps [95th¥%He} $ 24,00 -$ 320,00
Subtotal Managed Network: § 435.00

Managed Dadlcated Firewalls

Q Service. v :
w2 Linus 1PTobles Firewall
1 Dedicated Firowall Server $ 285,00 § 295,00

Subtotal Managed Dedicated Firewalls:  § 295.00

Managed Backups & Storage
ot Servie i
ENMC Isilon NAS Storage

2300 isilon Network Attached Storage {G8) $ 100 § 2,300.00

Subtotal tManaged Sackups & Storage: § " 2,300.00

Managed Virtual Servers
L Seivick ; _
Manoged virtual servers include Yiviware ESX and Red Hot Enterprise Linux. Servers are iindqed with

PO 3
fae mani(o;fng, backup, and manegement toels included. Red Hat Virtuol Sersers tup on dedicated
Viviware ESX physical hosts including full redundancy and Joil-over capabilities; Viviotion, Vsphert, and
Storage Yidotion,
73 Managed Private Virtual {Redhat ES) 5 95,00 $ 95.00 $ 2,185.00

Subtotal Managed Virtual Servers: § 2,185.00

Private Cloud Host Servers
o Service

Logicworks’ fully managed dotabose servers dgre designed, configured ond monitored by our DBAs 24/7/365.

3 Host S 1,207.00 $ 3,621.00
8bay 2,5" 5AS 1U serverchassis
2x X56EQ 2,80GHz Hex-Core pracessor(s)
96GE DOR3-1333 ECCREG (8GBx12 - 2 epu) ram
2x 150GB 10K 2.5 SATA disks
UIO Raid Card w/battery




{)

07
5 A

logicworks

The Cloud Your Way ﬁr
Public:Private.Hybrid,

“g Monthly Recurring Service Order

Dual-Port Gigabit Ethernet card
Vmware £SX
tanaged ESX Services

Subtotal Managed Dedicated Servers: ' $ © 3,621,00
Total Manthly Recurring: $ 8,836,00
Committed Yerm: o MT™M

The person sighing belew represents that he or she is authorized 1o sign this Service Order-on behalf of Client,

Client: CGl Téchnologies and Solutions Ine,
11525 Random Hills Road, 7th Floor
Fairfag, VA 22030

And that Glient accepts this Service Order subject to the terns of the Latters of Intent between Logicworks and University, of Massachusetts
Medical School datsd Augiist 16th, 2012, ind belween Lagicworks and C61 Technologies and Solutions Inc. daled Aupust 17th, 2012, Chent
also accepis the terms & conditions specified in:

Logicworks Acceptable Use Policy: hitp://www Logicworks. net/acceptable-use-policy
Logicworks Responsibilities Matrix: hitpi//www.Logicworks.net/responsibilities
Logicwarks Technical Policies! http://www.Logicworks net/policies

S;gnawr/ ﬁjf\/ %&_‘ Date: ? e Ia

Print Name: QMU,L d. C8UA Cueed Title: Uh:ﬁ: P/L&(D’ r“'
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Exhibit C — Acceptable Use Policy

1. General, This Acceptable Use Policy sets forth guidelines for the acceptable uge of
Logicworks' network. All Subscribers to Logicworks' services are required to comply with this
policy.

2. Ilegal Use, The Logicworks nefwork may only be used for lawful purposes. Transmission,
distribution or storage of any material in violation ol any applicable law or regulation is
prohibited. This includes, without limitation, material protecied by copyright, trademark, trade
secret or other intellectual property right used without proper authorization, and material that is
libelous, defamatory, constitutes an illegal threat, violates export control laws or regulations or
encourages conduct that would constitule a criminal offenise or give rise to civil liability,

3. System and Network Security. Violations of system or network security are prohibited.
Examples of system or network security violations include, without limitation:

a. Unauthorized access to or use of data, systems or networks, including any atiempt to probe,
scan or test the vulnerability of a system or network or to breach security or authentication
measures withoul express authorization of the owner of'the system or network

b. Unauthorized monitoring of data or traffic on any network or system without express
authorization of the owner-of the systcm or network

c. Interference with service provided to any user, host or network including, without limitation,
mailbombing, flooding, computer worms or viruses, deliberate attempts to overload a system and
broadcasi attacks and

d. Forging of any tep-ip packet header or any part of the header information.

4, Abuse. The following acts are considered to be abusive of the Logicworks network and are
prohibited:

a. Any conduct which violates the accepted norms and expectations of the Internet community at
large including, without limiitation, posting or distributing information or materials which are
abusive or threatening, L.ogicworks reserves the right determine, in its sole discretion, whether
any particular conducet violates such horms and expectations

b. Resale of any Logicworks services or products unless expressly authorized in writing by
Logicworks

c. Falsilying Subscriber information in applications, contracts and other materials provided to
Logicworky including fraudulent use of credit card numbers or "bill to" numbers

d. Falsifying identity or contact information to circumvent this Acceptable Use Policy or
otherwise . ‘

e. Forging of message headers or a sender's identity, or taking any similar action with the intent
of bypassing restrictions or limits on access to a specific service or site

f. Creating, forwarding, posting or distributing chain messages of any type (also known as
"pyramid” or "ponzi" schemes) and

g. Attempting to circumvent or altér the processes or procedures to measure time, bandwidth
utilization or other methods to document use of Logicworks services.

5. E-mail. Logicworks prohibits Subscribers from engaging the following e-mail related
‘activities:
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a. Sending unsolicited bulk e-mail ("UBE", or "SPAM"). This includes but is not limited (o the
distribution of UBE for commercial, informational, advertising, polmcal or religious purposes
b, Setting up "mailback” or "drop box" addresses in order to receive responses from UBE, either
directly by the Subscriber or by a third party on behalf of the Subscriber and

¢, Engaging in any of the foregoing activities by using the service of another provider, but
channeling such activities through a Logicworks account, remailer; or otherwise through a
Logicworks service or using a Logicworks account as a maildrop for responses or otherwise
using the services of another providur for the purpose of facilitating the foregoing activities if
siich use of another party's service could reasonably be expected to adversely alfect a
Logicworks service,

d. Running a mail server with open relay, i.e. which allows the unchallenged forwarding of e-
mail. Logicworks reserves the right to implement technical mechanisms which block UBE
before it is forwarded or otherwise sent to its intended recipients.

6. Compromised Servers or Network Equipmént, Logicworks prohibits the continued
opéeration of servers that have been compromised by third parties or automated agents,

7. World Wide Web, Logicworks prohibits Subscribers from engaging in‘any of the following
web-related activities:

a. Exploiting or atterhipting lo exploit any scripts presented on a web page

b, Utilizing programs, scripts or commands to abuse a web site, e.g. by using bandwidth
excessively and N

c. Hosting a web page which acts maliciously against users that visit that page.

8, Indirect Violations, INDIRECT OR ATTEMPTED VIOLATIONS OF THE POLICY, AND
ACTUAL OR ATTEMPTED VIOLATIONS BY A THIRD PARTY ON BEHALF OF A
SUBSCRIBER OR A SUBSCRIBER'S END USER SHALL BE CONSIDERED VIOLATIONS
OF THE POLICY BY SUCH SUBSCRIBER OR END USER.

9. Reporting. Subscribers to Logieworks' services are required to immediately report to
Logicworks (i) any event or issue which could compromise the stability, service or security of
the Logicworks network and (ii) any known violation of this Acceptable Use Policy.

10, Consequences of Nou-Compliance. Violation of this Aceeptable Use Policy is strictly
prohibited. In the event of any actual or potential violation, Logicworks reserves the right to (i)
suspend or terminate, either temporarily o permanently,.any or all services provided by
Logicwarks to Subscriber, (ii) block and/or {ilter-any abusive activity or (iii) take any other
actions as deemed appropriate by Logicworks in its sole discretion, Nothing contained in this
policy shall be construed to limit Logicworks' actions or remedies in-any way tith respect (o any
violation of this Acceptable Use Policy. Subseribers who violate this Acceptable Use Policy may
incur criminal or civil Hiability, Logicworks may refer violators (o ¢ivil or criminal authorities for
prosecution and will cooperate fully with applicable government anthorities,

11. Changes to Policy. Logicworks reserves the right to modify this-Acceptable Use Policy at
any time without notice. A current version of the policy is posted on Logicworks' web site at
www.logieworks.net/acceptable-use-policy.
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12, Complaints/Questions. Complaints or questions regarding this Aceeptable Use Policy
should be sent to abuse@L.ogicworks net.
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Exhibit D — Responsibilitics Matrix

LOGICWORKS RESPONSIBILITY MATRIX

This Responsibility Matrix describes responsibilities that are included in the Letter Agreement
with Logicworks and it identifies which party must perform them, The responsibilities described
in this Responsibility Matrix are not exhaustive, and they are in addition to the other ferms and
conditions in the Letter Agreement with Logicworks, Each party shall perform the
responsibilities assigned to it in the applicable sections of'this Responsibility Matrix. Capitalized
terms that are not defined herein, including the term "Agreement”, have the meanings given them
in the Lelier Agreement, Aocepmble Use Policy, Tech Policies, Service Order, or any addendum
thereto,

1. MANAGED SERVICES AND MANAGED SERVERS. The following responsibilities in this
Section 1 of the Responsibility Matrix apply exclusively to managed physical servers, managed
Virtual Servers, managed devices, and managed Services that are specified on a Service Order
and purchased under the Letter Agreement.

Facilities , : Logicworks |CGI
Provide Power, backup power, HVAC, 24x7 physical security, video N 1
surveillance, biometrics, fire suppression

Provide Internet access via multiple upstream providers with BGP X

PS3

Maintain insurance for colocated equipment, if any

__Provisioning -~ Logicworks |CGI

Ensure that the Configuration, as specified, is sufficient to meet CGI's needs, b
including performance

Build the Configuration Ix

Provide CGI with the use of the Confipuration X

Execute upgrades or modifications to the Configuration as directed by CGl_|x

Comply with Logicworks Tech Policies regarding the deprecation of X
hardware and/or softwire ,
For every Eligible Application, maintain redundant hardware of equal X

specifications for all constituent servers and devices

Monitoring and Response , : Logicworks  |CGI
Monitor the av'ti}ability of servers and devices 24x7x365 X

Replace defective hardware within 1 hour of diagnosis by Logicwarks X

Refore gomg live, set up health check tests, in conjunction with Logicworks, X

Lo determine application health and avajlability

Monitor {or application health and availability pursuant to CGl's written X

instructions ‘
Before poing live, provide a detailed written description of all monitoring, X
alerting, notification and response procedures

Implément emergency failover procedures that are developed by CGland |

provided to LogchOII\S in writing upon the occurrence of a detected failure
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Facilities

|Logicworks

Provide up-to-date contact information via LogicOps for contacl
authorization, monitoring, alerting and response procedures, including an up-
Lo-date contact distribution list with specific response and escalation
instructions for complex contact protocols with numerous parties

Notify Logicworks and other non-Logicworks authorized contacls of any
maintenance that may result in application unavailability or system alerts

Security and Patching

Logicworks

CGI

Apply-critical security updates (e.g., patches addressing vulner abilities that
allow remote root or Administrator exploits) through announced emergency
maintenance

X

Apply quarterly critical security patches through planned maintenance with
24 hours' notice

3

Manage firewalls and implement access changes as requested by authorized
CGI contact in writing

>: |

Maintain and follow security procedures as specified in Logicworks’ SAS70
Type 1l audit

o

b

Follow generally accepted ‘s‘u,mll'\’ practices for the administration of
Hosting Equipment

Administration and Support

Logicworks

CGl

Provide 24x7x365 Network Operations Center support via telephom, Web
and cmail

X

Provide emergency (i.e., application down) support 24x7x365

Provide systems, network, and security administration, which includes the
following: (1) operating system installation, maintenance and upgrading; (2)
responding to Trouble Tickets and alerts; (3) performing routine network
administration and maintenance; (4) systems database administration to
ensure high-availability; (5) replacing failed Hosting Equipment; and (6)
maintaining a LogicOps client por fal

P

Request off-peak, non-emergency maintenance 48 hours in advance

Develop, maintain and support all CGl apphcaﬂons and Content, incliding
tuning services upon which CGI Application is dependent (e g Apache)

Maintain the compatibility of all CGI Applications and Content with O/S
version and version upgrades

Backup and Restoration

Logicworks

CGl

Schedule u daily backup of CGI servers for data recovery

Copy and/or move data off-site on aweekly basis

Initializing restoration request within 1 hour of reuexp\

Manually re-attempt backups within 24 hours of receiving backup failure
alert

Maintain sufficient committed backup storage space for a minimum of 2
restore points per server
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Facilities

' Légicworks CGI

operating system, including database files

Determine backup storage requirements on a per server basis based on days X

retention required

Notify Logicworks of all changes to a server that may affect backups, e.g., a X
change in partitions, ctc.

Configure custom backups for data contained in files held open by the N

Managed Database and Storage Services

Logiceworks  (CGl

Provide the requisite licensing information for all CGl-owned Applicétions,
including all Applications for which CGI has independently. obtained use or
ownership rights

Install each Application on a minimum of two servers

Assist CGl in configuring Managed Services, including data replication
" between servers

P4

Specify, in wiiting, all custom failover procedures that Logicworks will
follow il a component of High Availability Hardware fails

Upon written request, assist CGI in configuring automated failover
procedures for Managed Services which are capable of automatic failover

Upon written request, assist CGI in developing manual failover procedures
where Managed Services do not have the capacity for an automatic failover

Ed

Test written failover procedures for all High Availability Hardware and all
Virtual Servers, except for shared devices, prior going live (making CGI
Applications available to end users)

Notify Logicworks of any changes made to the Configuration (e.g., the
addition of g new partition on a storage server or a new database on a
database server) '

Test writien [ailover procedures immediately after any changes are made to
the Configuration

INotify Logicworks in writing of any changes in the architecture of CGI's
Configuration that may impact high-availability or monitoring & response
(e.g.. changing the Servers on which an Applications runs or integrating an
additional Server into the active hosting architecture) within 24 hours of
making that change

Managed Template Service

Logicworks |C GI

Provide an initial Virtual Server OS template that is eligible for management

N

Modify Virtual Server template for integration into-CGl's Managed Services
where applicable (e.g. managed database services)

X

Modify Virtual Server launched from an eligible template to work with CGI
Application and Content

Create template of Virtual Server that has been customized by CGI upon
receiving notification from CGI by email or through LogicOps

w

Apply critical security updates (e.g., patches addressing vulnerabilities that
allaw remote root or Administrator exploits) to CGI's most current version of
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Facilities

Logicworks

CGI

a Virtual Server Template through announced maintenance

Apply quarterly critical security patches to CGI's most current version of a
Virtual Server Template through planned maintenance with forty-eight (48)
hours' notice

Notify Logicworks of the need to create a new or modified Virtual Server
template that incorporates any changes made by CGI

Arrange and conduct testing of each new or modified Virtual Server template
with Logicworks to ensure correct functioning upon deployment

Deploy production Virtual Servers from tested Virtual Server templates as
planned mainienance to be scheduled no less than 24 hours in advance

X

Store Virtual Server Templates for deployment

Specily number of versions.of each Virtual Server template to be stored
(Unless otherwise notified in writing, Logicworks will only store two prior
\'CXS]OUS

Notify Logicworks through LogtcOps of any change in CGI s login
password(s) and orally provide the new password to Logicworks

Notify Logieworks by email or through LogicOps of the existence of any
external dependencies on AP] keys

2. CLOUD INFRASTRUCTURE. The following responsibilities in this Section 2 of the

’Responsabmty Matrix apply exclusively to the Cloud Services.

Facilities

Logicworks

CGI

Provide Power, backup power, HVAC, 24x7 physical security, video
surveillance, biometrics and fire suppression

IX

Provide Internet access via multiple upstream providers with BGP

Infrastructure and Support

Logicworks

CGI

Execute upgrades and maintenance to the Infrastiucpure

X

Provide 24x7x363 availability of Infrastructure, excluding mainlenance
windows

N

Monitor compute node and storage layer health

Notity CGI of maintenance that may result in unavailability of the
Infrastructure or Cloud Servers on a specific compute node

5%

Confirm that high availability failovers execute properly in the event of
isolated compute node failures

Provide online support through Logicworks’ Cloud Services Website,
including documentation and forums

X

3, UNMANAGED VIRTUAL SERVERS, The responsibilities in this Section 3 of the
Responsibility Matrix apply exclusively to Cloud Services and to all other Virtual Servers thal
are not specified as managed in a separate Master Service Agreement signed by us.
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Security ) l.ogicworks CGl

Follow generally accepted practices for network security and server’ X
administration
Apply critical security updates for applications and operating systems on X

virtual machiiies

Virtual Machines and CGJ Content Logieworks {CGI

Ensure that necessary services start automatically upon a server reboot. X
Configure and manage backups and restoration of Virtual Machines through ¥

snapshots and/or create and maintain a current backup copy of all
configurations and content outside of the Cloud Services

Configure and manage snapshots and utilize them for redeployment and X
restoration as necessary
Provide the requisite licensing information for all CGl-owned Applications, X

including all Applications for which CGI has independently obtained use or
ownership rights

Develop, maiitain and support all CGY Applications and Content X
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Exhibit E — Microsoft® Software Addendum

This document concerns CGI's (*you” or “your™) use of Microsoft software, which includes
computer soflware provided to you by Logicworks Corporation (“Logicworks™) as described
below, and may include associated media, printed materials, and “online” or electronic
documentation (individually and-collectively “Software Products™). Logicworks does not own
the Software Products and the use thereof is subject lo certain rights and limitations of which
Logicworks needs to inform you. Your right to use the Software Products is subject to the Letter
Agreement, and to your understanding of, compliance with and consent to the following terms
and conditions, which Logieworks does not have authority to vary, alter or'amend.

I, DEFINITIONS,

(a) “Client Software™ means software thal allows a Device to access or utilize the services or
functionality provided by the Server Software,

(b) “Device” means cach of a computer, workstation, terminal, handheld PC, pager, telephone,
personal digital assistant, “smart phone,' or other electronic device.

(c) “Server Soltware” means software that provides services or functionality on & computer
acling as a server. :

2. OWNERSHIP OF SOFTWARE PRODUCTS. The Software Products are lcensed to
Logicworks from an affiliate of Microsoft Corporation (*Microsoft”). All title and intellectual
property rights in and to the Software Products (and the constituent elements thereof, including
but not limited to any images, photographs, animations, video, audio, music, text and “applets”
incorporated into the Software Products) are ownéd by Microsoft or its suppliers. The Software
Products are protected by copyright laws and international copyright treaties, as well as other
intellectual property laws and treaties. Your possession, access, or use of the Software Products
does not transfer any ownership ot the Software Products or any intellectual property rightsto
yOu.

3. USE OF CLIENT SOFTWARE. You may use the Client Software installed on your Devices
by Logicworks only in accordance with the instructions, and only in connection with the
services, provided to you by Logicworks. The terms of this docwment permanently and
irrevocably supersede the terms of any Microsoft End User License Agreement which may be
presented in electronic form during your use of the Client Software,

4. COPIES, You may not make any copies of the Software Products; provided, however, that you
may make one (1) copy of Client Software on your Device as expressly authorized by
Logicworks. »

5. LIMITATIONS ON REVERSE ENGINEERING, DECOMPILATION AND DISASSEMBLY.
You may not reverse engineer, decompile, or disassemble the Software Products, except and only
to the extent that applicable law, notwithstanding this limitation expressly permits such activity,

6. NOQ RENTAL, You may not rent, lease, lend, pledge, or directly or indircetly transfer ov
distribute the Software Products to any third party, and you may not permit any third party to
have access to and/or use the funciionalily of the Software Products.

7. TERMINATION. Without prejudice to any other rights, Logicworks may terminate your rights
to use the Software Products if you fail to comply with these terms and conditions. In the event
of termination or cancellation, you must stop using and/or accessing the Software Products, and
destroy all copies of the Software Products and all of its component parts.
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" 8. NO WARRANTIES, LIABILITIES OR REMEDIES BY MICROSOFT. ANY
WARRANTIES, LIABILITY FOR DAMAGES AND REMEDIES, IF ANY, ARE PROVIDED
SOLELY BY LOGICWORKS AND NOT BY MICROSOFT OR ITS AFFILIATES OR
SUBSIDIARIES,

9. PRODUCT SUPPORT. Any product support for the Software Products is provided to you by
Logieworks and is not provided by Microsoft or its affiliates or subsidiaries,

10, NOT FAULT TOLERANT, THE SOFTWARE PRODUCTS MAY CONTAIN
TECHNOLOGY THAT IS NOT FAULT TOLERANT AND IS NOT DESIGNED,
MANUFACTURED, OR INTENDED FOR USE IN ENVIRONMENTS OR APPLICATIONS
IN WHICH THE FAILURE OF THE SOFTWARE PRODUCTS COULD LEAD TO DEATH.
PERSONAL INJURY, OR SEVERE PHYSICAL, PROPERTY OR ENVIRONMENTAL
DAMAGE. ‘

11. EXPORT RESTRICTIONS. The Software Products are of U.S. origin for purposes of U.S.
export control laws. You agree to comply with all applicable international and national laws that
apply to the Software Products, including the U.S. Export Administration Regulations, as well as
end-user. end-use and destination restrictions issued by U.S. and other governments. For
additional information, see http://www.microsoft.com/exporting/.

12. LIABILITY FOR BREACH. In addition to any liability you may have to Logicworks, you
agree that you will also be legally responsible directly to Microsofi for any breach of these terms
and conditions,
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Exhibit F - Logicworks Technical Policies
Operating Systents

o Cuwrrently, Windows support is limited to Windows 2003 and later.

»  Currently, Linux support is restricted to Red Hat Enterprise Linux 4.0 and later,

» New hardware may require most recent versions of vendor operating systems due 1o
hardware/driver support.

«  While clients may choose to schedule the deployment of Operating System Vendor
paiches, those patches must be applied in a commercially reasonable time frame.

« Logicworks will not support deprecated hardware and software {e.g., hardware and
software that is no longer supported by its manufacturer, declared by its manufacturer o
be “end of life™). Logicworks will not be liable for any loss or damage arising from
CGIs use of deprecated hardware or software in connection with the Interim Hosting
Services. -

Storage

+ System disks are either séftware mirrored RAID 1 or SSD (solid-state drive).

+  Due to extended array rebuild times and the potential for failure of a second disk during
rebuilds, Logicworks supports RAID | and RAID 10 only for storage subsystems,

»  SATA disks are not supported for I/O intensive production servers, Only SCSI or SAS are
supported for /O intensive applications,

»  Lach server, storage array, or partition (if applicable) shall have adequate space for all
data files, log files, and backups, and CGI must maintain adequate disk space lor
projected ninety (90) day growth so as 1o not exceed a threshold of §5% total disk usage.

o Arrays must contain a hot spare per LUN.

»  Custom partitioning schemes are subject to Logicworks™ Senior Engineering approval.

Security & Administration

s CGImust communicate any changes of a given server's role to Logicworks (e.g.,
installing a database management system on a Web server),

»  Passwords must conform to generally-accepted best seeurity practices, i.e., must include
non-alphanumeric characters, cannot be easily-guessable, and must be greater than 8
characters.

« CGlis prohibited from modifying server configuration in any way that prevents the
server from rebooting cleanly and/or requiring manual intervention on startup or the.
application [rom restarting on reboot without manual intervention.

'+ Logicworks has sole authority of server naming for administrative purposes,
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H root or Administrator passwords, for Linux and Windows respectively, are changed, the
new passwords must be communicated to Logicworks immediately.

No passwords should be sent via email, If passwords are sent via email, they will need to
be changed immediately.

CGl is prohibited [rom accessing Websites that are likely to contain malicious code from
its servers, and are generally discouraged from accessing the Internet from their servers,
I COI infends to use centralized configuration deployment (e.g., Puppet, cfengine), it
must consult with Logicworks Senior Engineering before doing so.

CGI1 may not disable or alter system settings that may affect monitoring, failover, or
administration (e.¢., ucarp, syslog, cron, sendmail, snmpd for Linux; syslog agent, snmp
service, wmi service, windows firewall, remote registry for Windows),

Network

Any changes o nétwork configuration are subject to Senior Engincering approval.

CGI SNMP access to devices is limited to read-only access 1o devices on which client has
shared administrative access.

Administrative access to servers must be available on standard ports and allowed {rom
Loogicworks administrative networks, ‘

All administrative access (SSH, Remote Desktop, TP, etc.) must be restricted by [P

~ address, or-accessed via VPN,

While Logicworks will communicate to its [nternet transit providers any observed
upstream peering congestion or flapping issues, Logicworks will not be held liable for the
performance of providers of which it is not a direct customer.

All features available in an 10S image feature set (or similar) may not be supported if'an
alternate feature providing the same functionality is available. Changes to currently
unsupported features are subject to Logicworks Senior Engineering approval,

Backup and Recovery

-

Letter Agreement

CGI must specify per-server allocation of committed backup space.

CGI must maintain adequate space per server (o accommadate at least two (2) restore
points,

Database backups must be written to the local file system first, prior to being copied off-
server, regardless-of whether database backups are being performed by a custom agent.
Logicworks cannot exclude individual files or directories [rom backups, only partitions,

Logicworks will adjust the number of restore points to conform to the available space
allocated to each server.
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High-Availability

All failover scenarios are subject to testing, coordinated by CGY and Logicworks within
Logicworks’ normal business hours. Testing must be performed post-turnover and prior (o
going live (i.e., making the Application available to end users).

Web servers and application servers which are dependent on high-availability services
need {o be configured by CGI in accordance with Logicworks' recommended practices,
CGl is responsible for providing the appropriaie parameters (e.g., thresholds, lailover
conditions, timeouts, etc. set high enough to not cause false failovers) for high
availability configurations.

CG1 may not disable or alter system settings that may affect monitoring, failover, or
administration (€.g., uearp, syslog, ¢ron, sendmail, snmpd for Linux; syslog agent, snmp
service, wmi, database mirroring, clustering, log shipping, recurring jobs configured by
l.ogicworks for Windows). CGI may not-alter anything that may affect high availability
services without consulting with Logicworks Senior Engineering in-advance.

Managed Application Services

Servers for managed application services are single-purpose.

CGT is only provided limited access to managed application servers.

CGI should only connect to, or have applications connect to, the Virtual 1P (VIP) for a
managed application, not the server's native [P address.

Managed Database

L4

CGl is required to maintain a replica (a standby or secondary) server, whose computing
power must be equal (o the'computing power of the primary server or Group that is not
dependent on the block device or storage subsystem of the primary database server,
Replica database servers must be .used only for reads when not being used as the live
database in a fail-over scenatio.

If replica database servers are used for reporting, enough resources must remain available
for the use of the replica server during a fail-over scenario to not be impacted, CGl
acknowledges ihat additional users of replica server may impact performance during
failover use.

CG1 shall be required 1o provide and maintain, in writing, documentation concerning
requested failover procedures,

CGI may be required to maintain separate block devices for log files, data and backups,
subject to the direction of Logicworks Senior Engineering. ’

Database backups must be written to the local file system first, prior to being copied off-
server, regardless of whether database backups are being performed by a custon agent.
CGI must maintain sufficient sLoragé space for 2 local copies of database backups.
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+  CGI must notify Logicworks if and when it is performing manual database failovers.
»  CGImust notify Logicworks of the creation of additional databases as those additions
may affect high-availability, backups, or replication (SQL Server only),

Houvrly Billable Services

e Services that are billable by the hour must be scheduled in advance.

+ Logiceworks is entitled to bill for services to repair servers or applications necessitated by
CGTI's actions (not including restores).

o Logieworks is entitled to bill for application configuration beyond standard
configurations,

» Logicworks will refer CGI to third-partics for services that it does not perform.

* Logicworks will not perform hourly services on a monthly recurring basis,

+ Hourly billable services are provided as-is and as specified at time of scheduling. Further
configuration not included in original scope may be subject to additional fees.

JEv
a
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LOGICWORKS® MASTER SERVICE AGREEMENT

This Master Service Agreement (the “MSA”) is entered into between LOGICWORKS SYSTEMS CORPORATION
(“Logicworks”), a Delaware corporation, with its principle address at 155 Avenue of the Americas, Fifth Floor, New
York, NY 10013 and the following client (“Client” or “CG!”):

FULL LEGAL NAME: CGI Technologies and Solutions Inc.

STATE OF FORMATION: Delaware

TYPE OF ENTITY: Corporation

EMAIL ADDRESS: Patrick.Colacicco@cgi.com

MAILING ADDRESS: 11325 Random Hills Road, 7™ Floor, Fairfax, VA 22030
CONTACT PERSON: Patrick Colacicco, Vice President

Logicworks and Client are also referred to in this Agreement individually as a “party” and collectively as the “parties”.

WHEREAS, The University of Massachusetts Medical School {the “University”), has entered into an
agreement with CGI for the purpose of implementing and hosting the Massachusetts Health Insurance Exchange (the
“Prime Contract”); and

WHEREAS, CGI desires to subcontract to Logicworks the hosting services it has agreed to provide to the
University on behalf of the HIX/IES Entities under the Prime Contract.

NOW, THEREFORE, CGl agrees to obtain and Logicworks agrees to provide to CGI the services outlined in one
or more Service Orders in accordance with the following terms and conditions:

1. THE AGREEMENT; EFFECTIVE DATE. The following documents are attached as Exhibits to this MSA
and incorporated herein by reference:

(a) Exhibit A - Service Orders;

(b) Exhibit B - Prime Contract Flow Down Terms;

(c) Exhibit C - Service Level Agreement (“SLA”);

(d) Exhibit D - Responsibility Matrix;

(e) Exhibit E - Acceptable Use Policy;

{f) Exhibit F - Technical Policies;

(g) Exhibit G - Microsoft Addendum; and

(h) Exhibit H - RFR.
The foregoing documents, collectively, constitute the entire agreement between the parties (the “Agreement” or
“Contract”). This MSA is effective as of December 21, 2012 (the “Effective Date”).

2. SERVICE ORDERS. The Services (as defined in Section 3) provided by Logicworks and the related fees
for those Services will be set forth on a service order (“Service Order” or “SO”). Service Orders are issued by
Logicworks and are not subject to amendment except as provided below in Section 19 {Upgrades).

3. SERVICES. Logicworks shall provide to Client the hardware, software, operating systems, networking
equipment, bandwidth, and other products and services described in an SO (collectively, the “Services” or “Hosting
Services”). Services include all Managed Services described below in Section 10 and all Unmanaged Services
described below in Section 11. Logicworks may also perform technical services not listed in an SO {“Additional

Proprietary & Confidential -1- 00016296v9




Services”). Additional Services are billed in one-hour increments. The scope and hourly cost of Additional Services
must be agreed to in advance in writing.

4, COMMENCEMENT. Unless otherwise agreed in writing, Services will commence when Logicworks
provides Client with access to the Configuration, or when Logicworks informs Client by email that its Configuration is
accessible over the Internet and that its password(s) are available (the “Commencement Date”). Initial billing for
Services will be on a on a pro rata basis. The Commencement Date for the items designated as *priority*on the
Service Orders shall be no later than 18 business days from the Effective Date.

5. TERM. Each component of the Services will begin on its Commencement Date and continue for a
committed term through September 30, 2014 (the “Committed Term”) at the monthly rate set forth in the initial
Service Order {the “Recurring Fee”). Logicworks and Client may agree to a new Committed Term in a subsequent
Service Order. In the event any of the HIX/IES Entities desire to continue the Hosting Services beyond the Committed
Term, Client shall notify Logicworks at least eighty (80) days prior to the end of the Committed Term of its intent to
continue the Hosting Services beyond the Committed Term. Logicworks and Client shall promptly meet to discuss in
good faith a mutually agreed renewal period, subject to terms and conditions substantially similar to those set forth in
this Agreement, inclusive of applicable prime contract flow-down terms.

6. FEES AND PAYMENT. Client agrees to pay all fees under this Agreement as expressly set out in the
Service Order. Recurring Fees will begin to accrue on the Effective Date and are invoiced at or around the beginning of
each month. All fees will be included on Logicworks’ monthly invoices, and some fees, such as excess usage fees will
be invoiced in arrears. Invoices may be delivered (i) electronically by email to subcontractors.ss.crp@cgi.com or {ii) by
overnight carrier or postal service to CGI Shared Services Accounts Payable, 1350 Rene-Levesque Blvd. W.,, 15t floor,
Montreal, QC H3G 1T4. Invoices must include the applicable CGI contract reference number issued through CGI's
eProcurement system. Client shall pay each invoice in U.S. dollars within forty-five (45) days from the date the invoice
is received (the “Invoice Date”) without setoff, deduction, or delay, except for fees that are disputed by Client in good
faith within forty-five days of their Invoice Date and pending Service Credits. Each invoice shall be paid either by wire
transfer or by check drawn on a U.S. bank. All fees not objected to in writing within forty-five days from their Invoice
Date will be deemed accurate. Recurring Fees will accrue during a suspension for non-payment or any other reason.
It is the sole responsibility of Client to provide accurate billing contact information and to notify Logicworks of any
changes to its billing contact information in accordance with Section 34 below.

7. TAXES. The University is exempt from federal excise, state, and local taxes; therefore, sales by Client
to the University are exempt from Massachusetts sales and use taxes. If the University should become subject to any
such taxes during the term of this Agreement, and that affects Logicworks’ tax liability under this Agreement, Client
shall reimburse Logicworks for any cost or expense incurred. Any other taxes imposed on Logicworks on account of
this Agreement shali be borne solely by Logicworks. In no event will Client be responsible for any taxes on Logicworks’
income. In no event will Logicworks be responsible for withholding any sales tax for the sales to CGl. CGl has provided
a duly executed form ST-5 (Sales Tax Exempt Purchaser Certificate) to Logicworks. Notwithstanding the foregoing,
should any of the sales be taxable sales, then the parties shall promptly meet to address the corresponding impact.

8. CONFIGURATION. Client is solely responsible for determining whether the Configuration (as defined
in Section 43(c) below) is suitable, and whether it meets and will continue to meet its capacity, performance and
scalability needs. Client is also responsible for the results of implementing any recommendations made by Logicworks
regarding its individual use of the Configuration. Client is responsible for requesting all required upgrades and
modifications to the Configuration, including those required to address one or any combination of the following: (A) a
spike or change in system resource utilization; (B) processing requirements; (C) storage requirements; or {D} hardware
and software deprecation. Logicworks may request Client to extend its Committed Term as provided in Section 19
(Upgrades) below when any upgrades are made to its Configuration in order to reduce the price charged to Client for
additional Services that are added without a term commitment. So that CGl may make the determinations stated in
this section, Logicworks shall promptly notify CGI when it receives an alert regarding a spike in usage, storage being
close to capacity, or another alert that was configured and tested jointly by the parties. Such notice will be sent via
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phone and may also be sent to Client either through LogicOps or by sending an email to john.martin@cgi.com with a
copy to monica.parker@cgi.com, or other email address as Client may later identify to LogicWorks.

9. ' CONTENT. Clientis solely responsible for the selection, compatibility, licensing, accuracy,
performance, maintenance, and support of all information, software, and data, including any hypertext markup
language files, scripts, programs, software, applications, recordings, sound, music, graphics, images, applets or
servlets that Client or its subcontractors or end users create, install, upload or transfer on, from or through the
Configuration (“Content”).

10. MANAGED SERVICES. Logicworks offers managed services for database clustering and replication,
storage, virtualization, and Virtual Server Templates in accordance with the applicable sections of the Responsibility
Matrix (each, a “Managed Service”). Fees for Managed Services are stated in the Service Order. Client is responsible
for providing Logicworks with all information necessary to configure and perform the Managed Services.

(a) LIMITATIONS. Managed Services are only available for applications deployed on redundant
Hosting Equipment and on at [east two Servers, where each Server has an equivalent configuration and is
capable of independently running the Application. If an Application is on two Servers that share a common
block device (only one node has write access to the device at a given time), Logicworks may require Client to
use an additional Server that does not share dependencies with the first and second Servers. Clientis
responsible for determining whether manual failover procedures are required and, if so, Client shall work with
Logicworks to document them. If Client’s Configuration is capable of failing over from one geographically
distinct Datacenter Facility to another, Client acknowledges that: (1) the rate of transfer between Datacenter
Facilities is affected not only by its Configuration and Content, but also by external factors, such as latency
and bandwidth availability; and (2) any Content that has not completed the transfer between Datacenter
Facilities will be lost in a failover.

11. UNMANAGED SERVICES. “Unmanaged Services” are Services and Additional Services used by Client
in connection with any Server on Logicworks’ dedicated or shared cloud infrastructure that is not managed. No Server
is managed unless it is identified and expressly deemed to be managed on a Service Order. No Virtual Server
deployed on a managed physical Server or on Logicworks’ shared cloud infrastructure will be managed, except if that
Virtual Server is identified and expressly deemed to be managed on a Service Order. Client is solely responsible for its
use of all Unmanaged Services in accordance with Section 3 (Unmanaged Virtual Servers) of the Responsibility Matrix.
Logicworks may elect to provide Professional Services in accordance with Section 12 (Professional Services) to assist
Client with Unmanaged Services. Unmanaged Services may require Professional Services to be migrated to Managed
Services. The Service Level Agreement set forth below in Section 18 (Service Level Agreement) does not apply to
Unmanaged Services. ’

12. PROFESSIONAL SERVICES. Logicworks may provide engineering services that are requested by Client
in writing (“Professional Services”) as Additional Services (as defined above in Section 3 (Services)). Logicworks will
provide client with advance notice of the applicable hourly rate, which may vary according to the Professional Services
provided. Client may request a Service order in writing prior to the commencement of work, or Client’s Service
Delivery Manager, or his/her designee may approve Professional Services to be performed via email. Any estimates
provided by Logicworks regarding Professional Services, including those relating to costs, results, work hours, or
commencement or completion dates, are non-binding estimates that are subject to change at any time; provided that
Logicworks gives notice to CGI before the estimate is reached and subject to further approval by Client. If fees for
Professional Services exceed the pre-approved amount, Logicworks may suspend work until a sufficient amount of
fees is approved by CGI. Client may terminate or amend Professional Services at any time by sending a written notice
to Logicworks, provided that Client shall pay all fees incurred for Client authorized Professional Services prior to
Logicworks’ receipt of Client’s notice.

13. BACKUPS. Logicworks will schedule nightly data backups of Client’s Servers to a primary backup
server, Data on the primary backup server will be replicated to a secondary backup server off-site. The aggregate
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amount of available backup storage, as specified by Client, will be set forth in a Service Order. Logicworks will adjust
the number of restore points to the maximum amount of restore points that can be made using the aggregate amount
of available backup storage. Client shall purchase sufficient backup storage to accommodate at least two restore
points and shall purchase additional storage as required to maintain that capacity. Logicworks may also require Client
to dump a database to a local file system prior to backup. Client acknowledges that Logicworks is not responsible for
backing up open files. Client may independently create and maintain on its own premises a current backup copy of all
Content stored on the Servers. Clients with Dedicated Backup Servers, defined as servers specifically used for backing
up Client data, are responsible for purchasing additional Dedicated Backup Servers at alternate Logicworks Datacenter
Facilities and configuring replication in order to achieve off-site backups.

14, THIRD-PARTY PRODUCTS. As expressly agreed in a Service Order or Supplemental Addendum,
Logicworks may provide Client with access to third-party software, operating systems, services, goods, and other
products (each, a “Third Party Product”) through reseller relationships Logicworks has established with third-party
vendors, and/or Logicworks may provide support to Client relating to those Third-Party Products. LOGICWORKS
MAKES NO REPRESENTATIONS OR WARRANTY WHATSOEVER REGARDING ANY THIRD-PARTY PRODUCT OR RELATED
SUPPORT SERVICES AND, AS BETWEEN LOGICWORKS AND CLIENT, SUCH PRODUCTS AND RELATED SUPPORT
SERVICES ARE PROVIDED “AS IS.” Client’s use of any Third-Party Product is governed by the terms of any license or
other agreement between Client and the third party. In some cases, Logicworks may also require Client to agree to a
Service Addendum that sets forth specific terms and conditions for a Third-Party Product prior to providing access to
such Third-Party Product. Any such Service Addendum shall be provided to Client for review prior to the deployment
of any such Third Party Product. Client may elect to accept the Service Addendum, negotiate directly with the Third
Party Product’s licensor (if possible) or decline to use such Third-Party Product. [n the event that the Client declines to
use such Third-Party Product, or the parties cannot reach agreement on such additional terms and conditions, the
impact of such will be negotiated by the parties in good-faith. Logicworks is not obligated to provide support for, and
is not liable for the results of, any third-party software, operating system, service, good, or other product that Client
does not procure from or through Logicworks.

15, SOFTWARE. Logicworks will, only upon prior written authorization from Client, provide Client with
access to certain software products as part of the Services. LOGICWORKS MAKES NO REPRESENTATIONS OR
WARRANTY WHATSOEVER REGARDING ANY SOFTWARE PRODUCT OR RELATED SUPPORT SERVICES PROVIDED BY
LOGICWORKS AND, AS BETWEEN LOGICWORKS AND CLIENT, SUCH PRODUCTS AND RELATED SUPPORT SERVICES ARE
PROVIDED “AS IS.” Client is not granted any title or intellectual property rights in and to any software provided by
Logicworks, and Client shall use the software provided by Logicworks solely in connection with the Services as
permitted under this Agreement. Client’s knowing acceptance of or use of software provided by Logicworks and
expressly stated on a Service Order is deemed to be an acceptance by Client of the license or other agreement that
governs the use of that software. Client shall not: {A) copy any software; (B) remove, modify, or obscure any
copyright, trademark or other proprietary rights notices that appear on any software or appear during its use; (C)
reverse engineer, decompile or disassemble any software; or (D) attempt to discover and/or reuse any Logicworks’
license key or licensing data. In addition to the other terms in this Agreement, Client’s use of any Microsoft® product
is governed by the terms and conditions of the Microsoft Addendum located Exhibit G hereto. If Client uses any
software on the Configuration that is not provided by Logicworks, Client shall provide Logicworks with copies of
consents and licenses required for both parties to legally access and use that software without infringing any
ownership or intellectual property rights. Upon request, Client shall provide to Logicworks evidence that both parties
may legally use and access any software not provided by Logicworks without infringing any ownership or intellectual
property rights. Logicworks will immediately notify Client if it determines that the required consents or licenses are
not provided by Client and Client’s failure to provide such shali relieve Logicworks of any obligations under this
Agreement that are adversely affected by Client’s failure to obtain any required consents or licenses, or to promptly
furnish to Logicworks evidence it has obtained those consents or licenses.

16. COLOCATION. Pursuant to a Service Order, Client may colocate devices (including VPN, IDS, search
devices, etc.), or devices included as part of a Sublease Addendum, in a Datacenter Facility. Client may not colocate
any hardware provided by Logicworks as a part of the Services. Logicworks will only be required to physically install
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colocated devices in its Datacenter Facilities which includes racking, power, connection to the applicable HIX/IES
System networking components, bandwidth and remote hands support of Collocated Devices in both the Data Center
and Hot Site;. Logicworks is not liable for missed Service Metrics, errors, breaches of security or service interruptions
caused by colocated devices. Logicworks’ support for colocated devices is limited to device reboot upon Client
request. Client acknowledges that: (A) Logicworks’ insurance does not extend to colocated devices; (B) Client does
not have physical access to colocated devices; (C) Client shall procure a replacement for colocated devices that fail; (D)
Client’s use of colocated devices may require Logicworks to provide Additional Services, which will be mutually agreed
to in writing pursuant to a Service Order, except in emergency situations; (E) Logicworks may require Client to colocate
all devices in pairs for redundancy and to minimize Downtime in the event of device failure; (F) Client has not been
granted any real property interest in the Datacenter Facilities and Client has no right as a tenant or otherwise under
any real property or landlord/tenant laws, regulations or ordinances.

17. MAINTENANCE. “Maintenance” means modifications, upgrades, patching or repairs made to the
Configuration or Datacenter Facilities, or the relocation of Client’s Servers within or between Datacenter Facilities.
Logicworks may perform Maintenance during the Scheduled Maintenance period defined in the SLA (a “Maintenance
Window”), or at any time scheduled by the parties. Notwithstanding the foregoing, Logicworks may perform
Emergency Maintenance, which is Maintenance that is required to maintain the security or performance of the
Configuration, Datacenter Facilities, or Logicworks’ network, at any time, as needed, upon prior written notice to
Client, or if prior written notice is not practicable under the circumstances, as seon thereafter as it can reasonably be
provided. All or part of the Services may be unavailable while Maintenance or Emergency Maintenance is performed.
Logicworks will use best efforts, with equitable consideration to its other clients, to ensure that Maintenance and
Emergency Maintenance is completed in as little time as possible. Logicworks has the right to install critical patches
(e.g., patches that address security vulnerabilities), regardless of whether those critical patches interfere with the
Services or any Content. Logicworks will coordinate with Client for the application of all patches as they are released
by vendors, and Client:may not unreasonably withhold its approval of any noncritical patch. Logicworks will not be
liable for any security upgrade or any patch refused by Client, and, if Client permits Logicworks to apply a patch,
Logicworks will not be liable for the implementation of any security upgrade or patch that is properly applied but that
does not perform as reported. ‘

18. [Intentionally Omitted]

19. UPGRADES. Subject to Client’s commitment to pay the Recurring Fee for the entire Committed Term,
Client may request an upgrade to the Configuration. The terms of any Client request for an upgrade will not become
part of this Agreement unless the parties incorporate them into an SO. Logicworks will not be required to make any
upgrade unless it is set forth in an SO issued by Logicworks and signed by Client. Client acknowledges that an upgrade
purchased without a term commitment will result in a significantly higher monthly and setup fee..

20. AMENDMENTS. Except as provided in this Section, no amendment to this Agreement will be
effective unless it is in writing and signed by the parties.

(a) LOGICWORKS AMENDMENTS. On no less than sixty days’ advance notice to Client,
Logicworks may request to: (1) amend the AUP to include reasonable restrictions on the Services that are
consistent with industry standards; (2) amend the Responsibility Matrix to allocate new responsibilities
between the parties; (3) amend the Technical Policies to address reliability, availability or security issues
relating to hardware or software specifications. No Technical Policy amendment will affect the Recurring Fee
during the Committed Term. . No amendment by Logicworks pursuant to this Section 20 will apply
retroactively before its effective date or until signed by Client’s authorized representative.

(b) CLIENT OBJECTIONS. Client may terminate this Agreement before the end of the Committed
Term without liability for the Early Termination Fee in accordance with Section 24{b) (Termination By Client)
below if: (1) an amendment to the AUP, Responsibility Matrix or Technical Policies has a material adverse
effect on Client; (2) Logicworks receives a notice from Client that reasonably identifies each material adverse
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effect thirty days after receipt of such amendment; and (3) Logicworks does not exempt Client from the
amendment before its effective date.

21. SECURITY; FEES FOR UNAUTHORIZED USE AND EXCESS BANDWIDTH. Client shall implement security
measures that are commercially reasonable for its use of the Services. Client is responsible for maintaining the
secrecy of all information required to access the Services (e.g., passwords and user names}. Client shall encrypt any
Personally Identifiable Information transmitted to or from, or stored on, Logicworks’ Servers or storage devices. Client
shall pay Logicworks for all Services accessed through its account, including all fees resulting from unauthorized use,
except where the unauthorized use results from Logicworks’ breach of this Agreement. Logicworks will measure
bandwidth usage at the public Ethernet ports on Client’s firewalls. Bandwidth calculated using the 95th percentile
method will be billed to the nearest Mbps. An SO may specify the amount of bandwidth included in the Recurring Fee
or the amount of bandwidth that will be billed at a committed rate (“Bandwidth Commitment”). Client shall pay
Logicworks for inbound and outbound bandwidth usage that exceeds the Bandwidth Commitment (“Excess
Bandwidth”) at the Excess Bandwidth rate identified in an SO. If a committed rate is not identified in an SO, Excess
Bandwidth will be billed at Logicworks’ then-current rate. Bandwidth usage will reset at the end of each calendar
month. Logicworks shall immediately notify CGI of an unauthorized access alert that is generated by its monitoring
tools either through LogicOps or by sending an email to Client’s Service Delivery Manager or their designee.

22, [Intentionally Deleted]

23. SUSPENSION. Logicworks may immediately, upon written notice to Client’s Service Delivery Manager
, accompanied by a reasonable, detailed explanation, suspend the Services without liability if (A) Logicworks
reasonably believes that Client’s use of the Services violates applicable law; (B} Logicworks is required to suspend
Client’s Services by a law enforcement agency, government agency, or court order; or (C) activity on Client’s Servers,
such as a denial of service attack or unauthorized access, poses a threat to the integrity of Logicworks’ network or
Logicworks’ other clients. . Services may not be available in whole or in part during a suspension. Notwithstanding
the foregoing, Contractor shall use best efforts to the extent practical, {i) to deploy a practical workaround in lieu
of suspension, (ii) to inform the HIX/IES Entities’ Senior Operations Manager and Contracts Manager via
telephone prior to any such suspension and (iii) to resume operation as soon as possible thereafter.

24, TERMINATION. Termination by either party for any reason will not relieve Client of its obligation to
pay all fees incurred prior to and including the date of termination.

(a) [Intentionally Removed]}

(b) TERMINATION BY CLIENT. Client shall pay the Early Termination Fee defined below in Section
(c) (Early Termination Fee) if it terminates this Agreement before the end of the Committed Term, except as
follows: (1) if Logicworks materially breaches any provision of this Agreement and fails to cure that breach
within thirty days (3 days for breach of the Data Management Agreement in Attachment C of Exhibit B) of
receiving a notice from Client that reasonably identifies the breach; or {2) non-availability of funds from the
University due to non-appropriations per the Prime Contract Flow-Downs hereto; (3) termination of the
Prime Contract by the University of Massachusetts for cause; or (4) termination of the hosting component of
the Prime Contract by the University of Massachusetts for cause

(c) EARLY TERMINATION FEE. Except as stated in Section 23(b) above, CGI shall pay Logicworks
an additional termination fee to cover the liquidated/stranded costs incurred by Logicworks (“Early
Termination Fee”} if CGIl terminates the Services or the Agreement in its entirety before the end of the
Committed Term. The Early Termination Fee shall be calculated as follows:

(i) If the Hosting Services are terminated for convenience within the first 12 months of
the Hosting Term, CGl shall pay LogicWorks an amount equal to twelve (12) times the then-current
monthly Hosting Fee.

Proprietary & Confidential -6- logicworks fgf’w}x;@
00016296v9 ol




(ii} If the Hosting Services are terminated for convenience after the first 12 months of
the Hosting Term, CGl shall pay LogicWorks an amount equal to the then-current monthly Hosting
Fee multiplied by the number of months remaining in the Hosting Term at the time of such
termination.

25. RETURN OF CONTENT AND COLOCATED DEVICES; EFFECT OF TERMINATION; SURVIVAL.

(a) RETURN SHIPMENTS. Subject to Logicworks’ receipt of written shipment instructions from
Client, Logicworks shall ship Content and colocated devices to Client. All Content must be encrypted by Client
while in motion and at rest and Client shall not provide the encryption key to Logicworks. Client shall not
instruct Logicworks to ship any Content that is not encrypted. Client is solely responsible for ensuring that all
Content is encrypted prior to shipment; Logicworks will not examine Content prior to shipment to ensure that
it has been encrypted. Shipment of all Content and colocated devices is at the sole expense and risk of Client
unless Logicworks fails to follow Client’s reasonable written shipment instructions. Provided Logicworks
follows Client’s written instructions regarding the shipment of the Content or colocated devices, Logicworks
shall have no liability to Client for any data breach or other Security Incident arising from or relating to the
such shipment of any Content or colocated device, except if caused by Logicworks’ gross negligence or
Intentional Misconduct.

(b) TERMINATION. Effective immediately upon the termination of this Agreement, the Services
will no longer be available. Upon termination, Logicworks will return all data or Content and Colocated
Devices to Client and, decommission the Hosting Equipment and upon Client confirmation, permanently
erase all Content stored on such Hosting Equipment. Logicworks shall not retain any copies of Content in any
form except as required by the Data Management Agreement. The obligations in the Data Management
Agreement shall survive the termination or expiration of the Agreement and continue until such time as the
Content is returned to Client or destroyed. If any Content is to be retained by Logicworks after termination,
Logicworks may either remove the hard disks specified by Client from the Configuration or copy the Content
on those disks to portable storage media. Client shall ensure that all Content remains encrypted at all times.
Notwithstanding the foregoing, in no event will Logicworks be required to keep the Services or any Content
accessible over the Internet after termination. Client agrees to pay Logicworks’ reasonable fees for Services
and Additional Services provided under this Section 25(b) and for all reasonable costs, including the cost of
storage media and hard disks that are being sent to Client. All terms of this Agreement that should by their
nature survive termination will survive, including, Sections 1 (The Agreement; Effective Date), 6 (Fees and
Payment), 7 (Taxes), 21 (Security; Excess Usage; Unauthorized Fees), 24 (Termination), 26 (Warranties;
Disclaimers), 27 (Limitation of Damages), 28 (Indemnification), 30 (Governing Law; Venue; Jurisdiction), 35
(Representations; No Changes), 36 (Neutral Interpretation), 37 (Force Majeure), 38 (Confidentiality), 39 (Non-
Solicitation), 43 (Definitions), 44 (Miscellaneous) and 45 (Scope of Agreement; Entire Agreement).

26. WARRANTIES; DISCLAIMERS. EXCEPT AS EXPRESSLY REQUIRED BY LAW WITHOUT THE POSSIBILITY OF
CONTRACTUAL WAIVER, THE PARTIES AGREE TO THE FOLLOWING:

(a) LOGICWORKS WILL PROVIDE THE SERVICES AND ADDITIONAL SERVICES, IF ANY, IN A
WORKMANLIKE AND PROFESSIONAL MANNER. EXCEPT AS PROVIDED IN THE PREVIOUS SENTENCE, ALL
GOODS AND SERVICES ARE PROVIDED “AS-IS". LOGICWORKS AND ITS SERVICE SUPPLIERS DISCLAIM ALL
WARRANTIES, EXPRESS AND IMPLIED, INCLUDING THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, NON-INFRINGEMENT, TITLE, AND ANY WARRANTIES ARISING FROM A COURSE OF
DEALING, USAGE OR TRADE PRACTICE. CLIENT IS SOLELY RESPONSIBLE FOR THE SUITABILITY OF ALL GOODS
AND SERVICES CHOSEN AND FOR DETERMINING WHETHER THEY MEET ITS CAPACITY, PERFORMANCE AND
SCALABILITY NEEDS.

(b} NEITHER LOGICWORKS NOR ITS SERVICE SUPPLIERS WARRANT THAT THE SERVICES AND
ADDITIONAL SERVICES WILL BE UNINTERRUPTED, ERROR-FREE, COMPLETELY SECURE, OR THAT ALL DEFECTS
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WILL BE CORRECTED. CLIENT ACKNOWLEDGES THAT LOGICWORKS DOES NOT CONTROL OR MONITOR THE
TRANSFER OF DATA OVER TELECOMMUNICATIONS FACILITIES, INCLUDING THE INTERNET, AND THAT
INTERNET ACCESSIBILITY CARRIES WITH IT THE RISK THAT CLIENT’S PRIVACY, CONFIDENTIAL INFORMATION
AND PROPERTY MAY BE LOST OR COMPROMISED.

(c) CLIENT ACKNOWLEDGES THAT LOGICWORKS OFFERS NUMEROUS SECURITY OPTIONS AS
PART OF THE SERVICES AND ADDITIONAL SERVICES. CLIENT IS RESPONSIBLE FOR SELECTING ON A SERVICE
ORDER THE SECURITY OPTIONS THAT IT DETERMINES MEET CLIENT’S NEEDS. CLIENT AGREES THAT
LOGICWORKS SHALL HAVE NO LIABILITY FOR ANY PROVISION OF SECURITY-RELATED SERVICES OR ADVICE
THAT LOGICWORKS MAY VOLUNTARILY PROVIDE OUTSIDE THE SCOPE OF THE SERVICE ORDER(S).

(d) CLIENT’S USE OF ANY SERVICE PROVIDED BY LOGICWORKS THAT IS INTENDED TO COMPLY
WITH CERTAIN LAWS, STANDARDS OR REGULATIONS WILL NOT GUARANTEE THAT CLIENT IS IN COMPLIANCE
WITH THOSE LAWS, STANDARDS OR REGULATIONS. CLIENT IS ULTIMATELY RESPONSIBLE FOR
UNDERSTANDING AND ENSURING THAT [TS BUSINESS OPERATIONS AND ITS USE OF LOGICWORKS' SERVICES
COMPLY WITH ALL APPLICABLE LAWS, REGULATORY STANDARDS AND REQUIREMENTS.

27. LIMITATION OF LIABILITY. EXCEPT AS EXPRESSLY REQUIRED BY LAW WITHOUT THE POSSIBILITY OF

CONTRACTUAL WAIVER, THE PARTIES AGREE TO THE FOLLOWING LIMITATIONS ON LIABILITY:
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(e} IF EITHER PARTY SHOULD BECOME ENTITLED TO CLAIM DAMAGES FROM THE OTHER FOR
ANY REASON (INCLUDING WITHOUT LIMITATION, FOR BREACH OF CONTRACT, BREACH OF WARRANTY,
NEGLIGENCE OR OTHER TORT CLAIM), THE PARTY SUBJECT TO THE CLAIM WILL BE LIABLE ONLY FOR THE
AMOUNT OF THE DAMAGED PARTY’S ACTUAL DAMAGES AND IN NO EVENT WILL SUCH AMOUNT EXCEED IN
THE AGGREGATE AN AMOUNT IN EXCESS OF TWELVE TIMES THE RECURRING FEE FOR THE MONTH
IMMEDIATELY PRECEDING THE MONTH IN WHICH THE FIRST EVENT GIVING RISE TO THE CLAIM(S) OCCURRED.
THIS SECTION 27 SHALL NOT APPLY TO CLAIMS ARISING FROM (1) A BREACH OF CONFIDENTIALITY OR
SECURITY REQUIREMENTS SET FORTH IN THE CONTRACT, (Il) FAILURE TO COMPLY WITH LAWS APPLICABLE TO
CONTRACTOR,; (I1l) GROSS NEGLIGENCE OR WILLFUL MISCONDUCT OF A PARTY; OR (IV) THE
INDEMNIFICATION OBLIGATIONS UNDER SECTION 28 OF THIS CONTRACT. “GROSS NEGLIGENCE” SHALL MEAN
THE INTENTIONAL FAILURE TO PERFORM A MANIFEST DUTY [N RECKLESS DISREGARD OF THE CONSEQUENCES
AS AFFECTING THE LIFE OR PROPERTY OF ANOTHER. FEES DUE TO LOGICWORKS, INCLUDING ANY EARLY
TERMINATION FEE, ARE NOT INCLUDED IN THE LIMITATION OF LIABILITY TO LOGICWORKS. FOR THE
AVOIDANCE OF DOUBT, LOGICWORKS SHALL HAVE NO LIABILITY FOR LOSS OF FEDERAL FINANCIAL
PARTICIPATION IN CONNECTION WITH THE.HIX/IES PROJECT.

(f) NOTWITHSTANDING ANYTHING IN THE AGREEMENT TO THE CONTRARY, IN NO EVENT WILL
EITHER PARTY OR ITS SERVICE SUPPLIERS, OR THEIR RESPECTIVE EMPLOYEES, AGENTS OR REPRESENTATIVES
BE LIABLE FOR ANY PUNITIVE, INDIRECT, CONSEQUENTIAL OR SPECIAL DAMAGES, OR FOR ANY LOST PROFITS,
LOST DATA, LOST BUSINESS, LOST REVENUES, DAMAGE TO GOODWILL, LOST OPPORTUNITIES OR LOSS OF
ANTICIPATED SAVINGS, EVEN IF ADVISED OF THE POSSIBILITY OF SAME, AND REGARDLESS OF WHETHER THE
CLAIMS ARE BASED IN CONTRACT, TORT, STRICT LIABILITY, INFRINGEMENT, OR ANY OTHER LEGAL OR
EQUITABLE THEORY.

(g) NOTWITHSTANDING ANYTHING IN THE AGREEMENT TO THE CONTRARY, IN NO EVENT WILL
LOGICWORKS OR ITS SERVICE SUPPLIERS, OR THEIR RESPECTIVE EMPLOYEES, AGENTS OR REPRESENTATIVES
BE LIABLE FOR UNAUTHORIZED ACCESS (E.G., HACKING OR MALWARE) INTO LOGICWORKS’ OR CLIENT’S
TRANSMISSION FACILITIES, PREMISES OR EQUIPMENT, OR FOR UNAUTHORIZED ACCESS TO CLIENT’S DATA
FILES, PROGRAMS, PROCEDURES OR INFORMATION, UNLESS THE UNAUTHORIZED ACCESS IS CAUSED BY
LOGICWORKS OR ITS NETWORK SERVICE SUPPLIERS’, OR THEIR RESPECTIVE EMPLOYEES, AGENTS OR
REPRESENTATIVES’ GROSS NEGLIGENCE OR INTENTIONAL MISCONDUCT (AS DEFINED IN SECTION 43{m)
BELOW) OR FAILURE TO PROVIDE THE SERVICES PER THE CONTRACT.
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(h) THE LIMITATIONS SET FORTH IN THIS SECTION 27 SHALL APPLY TO THE FULLEST EXTENT OF
THE LAW, NOTWITHSTANDING THE FAILURE OF THE ESSENTIAL PURPOSE OF ANY REMEDY.

(i) [INTENTIONALLY REMOVED].
28, INDEMNIFICATION.
(a) Client shall indemnify, defend and hold Logicworks and its employees, agents, shareholders,

officers, directors, successors and assigns harmless from and against any and all claims, damages, liabilities,
costs, settlements, penalties and expenses (including attorneys’ fees, expert’s fees and settlement costs)
arising out of or relating to any suit, action, proceeding, arbitration, subpoena, claim or demand brought or
asserted by a third party pursuant to any theory of liability against Logicworks arising out of or relating to any
one or more of the following: (1) damages caused by equipment owned by Client and located at Logicworks
Datacenter Facilities; (2) damages to Logicworks Datacenter Facilities caused by Client or its representatives;
or (3) the alleged or actual infringement or misappropriation of any intellectual property right or other
proprietary right by Client, or Client’s agents or, representatives; (4) a claim for wrongful death, bodily injury,
or damage to real or tangible personal property, any pecuniary damages arising there from, and all of the
foregoing resulting from, and to the extent caused by, any intentional or negligent acts or omissions of Client,
its employees, servants, agents, or subcontractors; or {5) CGI’s failure to encrypt Contract Data per
Attachment C — Data Management Agreement in Exhibit B Prime Contract Flow Down Terms.

(b) Logicworks shall indemnify, defend and hold Client and its employees, agents, shareholders,
officers, directors, successors and assigns harmless from and against any and all claims, damages, liabilities,
costs, settlements, penalties and expenses (including without limitation attorneys’ fees, expert’s fees and
settlement costs) arising out of or relating to any suit, action, proceeding, arbitration, subpoena, claim or
demand brought or asserted by a third party pursuant to any theory of liability against Client arising out of or
relating to (1) the actual or alleged infringement or misappropriation of any intellectual property right by
Logicworks or its suppliers or subcontractors or representatives; (2) damages caused by Logicworks or its
suppliers or subcontractors or representatives to equipment owned or provided by Client or the HIX/IES
Entities and located at Logicworks Datacenter Facilities (3) a claim for wrongful death, bodily injury, or
damage to real or tangible personal property, any pecuniary damages arising there from, and all of the
foregoing resulting from, and to the extent caused by, any intentional or negligent acts or omissions of
Logicworks, its employees, servants, agents, or subcontractors in the performance, or failure to perform services
hereunder;

(c) Client’s obligations under Section 28(a}(4) and Logicworks’ obligations under Section 28(b){1)
will not apply to the extent that the infringement, misappropriation or violation results from: (1)
modifications made by the indemnified party (except those directed by the indemnifying party or its
subcontractors, agents or employees) or by any third party other than a the indemnifying party, (2) the
combination, operation or use of the infringing item with other items the indemnifying party did not
recommend, supply or agree to in writing; (3) the failure of indemnified party to use any new or corrected
versions of the item made available by the indemnifying party to the indemnified party and implemented by
the indemnifying party at no cost to the indemnified party; or {d) the indemnifying party’s adherence to
specifications or instructions provided by the indemnified party; provided that such infringement,
misappropriation or violation would not have occurred absent {1), (2}, (3) and/or (4).

(d) For any infringement of an intellectual property right, the indemnifying party will: (a)
procure for the indemnified party the right to continue using the item in accordance with its rights under this
Contract; (b) replace the item with an item that does not infringe, misappropriate or otherwise violate any
third party intellectual property rights and, in the indemnified party’s reasonable discretion, complies with
the item’s specifications, and all rights of use set forth in this Contract; or {¢) modify the item so that it no
longer infringes, misappropriates or otherwise violates any third party intellectual property right and, in the
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indemnified party’s reasonable discretion, complies with the item’s specifications and all rights of use set
forth in this Contract. In the event of an infringement by the Services, and if neither of those alternatives is
available to Logicworks on commercially reasonable terms, CGI will stop using the allegedly infringing item(s)
and CGI will receive a refund of the amounts paid by it for the infringing item(s) and, to the extent such
infringement was a result of Logicworks’ knowingly infringing, or Logicworks should have known it was
infringing, a third party copyright, trade secret or trademark (enforceable in the United States, any additional
amounts paid by CGI to a third party to replace and implement/integrate the replacement Service item;
provided, however, that CGI has mitigated such costs to replace and implement/integrate the replacement
Service item to the greatest extent possible and any such amounts to be paid by Logicworks will be subject to
the Limitations of Liability set forth in this MSA. This Section 28(d) states the indemnifying party’s entire
obligation and the indemnified party’s exclusive remedy with respect to any claim of infringement as set forth
herein. All other express obligations of indemnification set forth in this Section 28 shall not be construed to
negate or abridge any other obligation of indemnification that would otherwise exist in law or in equity.
Logicworks will not enter into any settlement involving third party claims that contains any admission of or
stipulation to any guilt, fault, liability or wrongdoing by CGI or the HIX/IES Entities without CGl’s prior written
consent. CGl will engage in good faith discussions with Logicworks regarding any such settlement, however,
such consent may be withheld in CGI’s sole and absolute discretion. The extent of the Contract
indemnification shall not be limited by any obligation or any term or condition of any insurance policy. The
obligations set forth above shall survive the expiration or termination of the Contract

(e) Each party’s indemnification obligations hereunder will be subject to: (1) the prompt receipt
by the indemnifying party of a written notice of the existence of any basis for indemnification, except if the
delay does not prejudice the indemnifying party; (2) the indemnifying party’s right to participate in the
defense of any action at its own costs; {4) the indemnifying party’s approval of any settlement, which
approval will not be unreasonably withheld; and (5) the indemnifying party’s receipt of reasonable
cooperation from the indemnified party.

29, HIGH RISK USE. Client shall not use the Services for any application where a failure of those Services
could result in death, serious injury, environmental damage or property damage. Examples of prohibited uses include
medical life support devices, water treatment facilities, nuclear facilities, weapons systems, chemical facilities, mass
transp'ortation, aviation and flammable environments. Client acknowledges that Logicworks makes no assurances that
the Services are suitable for any high-risk use.

30. GOVERNING LAW; VENUE; JURISDICTION; WAIVER OF JURY TRIAL. The laws of the Commonwealth of
Massachusetts, without reference to its choice of law principles, govern this Agreement and any claims arising out of
or relating to this Agreement, its negotiation, execution, performance, or breach. All disputes and controversies
arising out of or relating to this Agreement, its negotiation, execution, performance, or breach not resolved by the
informal dispute resolution process in Exhibit B must be resolved in the state and federal courts in the Commonwealth
of Massachusetts, and each party irrevocably consents to the exclusive venue and personal jurisdiction of those courts
for the resolution of such disputes and waives all objections thereto. Except as prohibited by law, each party
irrevocably waives its right to a jury in connection with any action arising out of or relating to this Agreement.

31. INTELLECTUAL PROPERTY. Except as provided in Section 32 {Publicity) below, this Agreement does
not convey to either party any ownership right or license to use, sell, exploit, copy or further develop the other party’s
Confidential Information (as defined in Section 38) or intellectual property, including patents, copyrights, trademarks,
trade names and trade secrets. Logicworks has the exclusive right and title to any intellectual property developed by
Logicworks during and in connection with providing the Services to Client.

32. PUBLICITY. Neither party may use the other party’s name and trademarks, other than on internal
client listings, except as otherwise approved in writing, which consent shall not be unreasonably withheld. Logicworks
may not use the University’s or Commonwealth’s name or logo except as expressly approved in writing.
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33. RELATIONSHIP OF THE PARTIES. Logicworks and Client are independent parties. This Agreement and
any transaction under it does not create an agency, joint venture, or partnership between Client and Logicworks.
There is no landlord-tenant relationship between the parties. Client has no right to access Logicworks’ premises or
Datacenter Facilities and no right to possess or own Logicworks’ software, Server hardware or other equipment. No
act or direction of Client shall be deemed to create an employer/employee or joint employer relationship. Logicworks
shall not be obligated under any contract, subcontract, or other commitment made by Client, including the Prime
Contract.

34, NOTICES. For any notice under this Agreement to be valid, it must be sent by one of the following
methods of delivery: (i) personal delivery; (ii) registered or certified mail, in each case return receipt requested and
postage prepaid; (iii) nationally recognized overnight courier, with all fees prepaid; or {iv) email.

(a) For a notice under this Agreement to be valid, it must be addressed as follows: (1) if to
Logicworks, Attn: Legal, Logicworks Systems Corporation, 155 Avenue of the Americas, Fifth Floor, New York,
NY 10013 or to billing@logicworks.net, as applicable; (2} if to Client, to one or more of the mailing or email
addresses listed above, as applicable with a copy of legal notices to CGI Technologies and Solutions Inc. 11325
Random Hills Road, gh Floor, Fairfax, VA 22030, Attn: Office of General Counsel; or (3} to any other address
designated by the receiving party in a notice in accordance with this Section 34.

(b} Subject to this Section 34, a notice under this Agreement is effective when received. An
email notice is deemed received when the recipient acknowledges its receipt in a reply email or other written
communication. All other notices sent by either party will be deemed received when delivered in person or
signed for by the recipient as indicated by the signed delivery receipt. If the receiving party refuses to accept
delivery, or if delivery is impossible because of a change in address for which no notice was given, notice will
be deemed received upon the rejection or inability to deliver. If a notice is received at the location specified in
the receiving party’s address in this Section 34 after 5:00 p.m., or on a day other than a Business Day, notice
will be deemed received on the following Business Day.

: 35. REPRESENTATIONS; NO CHANGES. Each party represents that it has the requisite power and
authority to execute and deliver this Agreement and to perform its obligations hereunder, that the execution and
delivery of this Agreement will not conflict with or violate any provision of its charter, by-laws or other governing
documents, and that each party has taken all necessary steps to execute this Agreement. Client warrants that it has
not knowingly provided inaccurate or incomplete information to Logicworks. Client warrants that its use of the
Services will comply with all local, state, and federal laws, regulations and ordinances applicable to Client in the
performance of its obligations under this Agreement.

36. NEUTRAL INTERPRETATION. This Agreement will be construed and interpreted in a neutral manner.
This Agreement is a negotiated document and will be deemed drafted jointly by the parties. No rule of construction
or interpretation will apply against any particular party based on a contention that the Agreement was drafted by one
of the parties.

37. FORCE MAJEURE. If a party’s performance of any part of this Agreement, is prevented or delayed by
reason of an act of God, act of war, act of terrorism, fire, governmental action, labor dispute or other cause beyond
the performing party’s control, then that party will be excused from performance for the length of that prevention or
delay.

38. CONFIDENTIALITY.

(a) CONFIDENTIAL INFORMATION. “Confidential Information” means: (1) with respect to
Logicworks, server configurations, software configurations, proprietary information, proprietary technology,
proprietary software, unpublished prices and terms for the Services, audit reports, information regarding
product development, information regarding Logicworks’ Datacenter Facilities, and information contained in
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manuals, proposals or memoranda; (2) with respect to Client, non-public Content transmitted to or from, or
stored on, Logicworks’ servers; and (3) with respect to both parties, the terms of this Agreement, information
that is conspicuously marked as “confidential” or “proprietary,” information disclosed verbally that is
designated as “confidential” or “proprietary” at the time of disclosure, and information that, by its nature,
would reasonably be considered as confidential to any other person, firm or corporation.

(b) EXCLUSIONS. Confidential Information does not include: (1) information that is
independently developed by a recipient without the use of the disclosing party’s Confidential Information as
shown by the recipient’s written business records; (2) information that is known by a recipient prior to
disclosure by the disclosing party as shown by the recipient’s written business records; or (3) information that
is or becomes generally available to the recipient or the public other than through a violation of this
Agreement.

(c) RESTRICTIONS ON USE AND DISCLOSURE. A party shall not disclose the other party’s
Confidential Information except: (1) on a need-to-know basis, to its agents and representatives who are
bound by confidentiality restrictions at least as stringent as those stated in this Agreement; (2} as required by
law, governmental regulation or requirement, court order, or subpoena, in which case and subject to
applicable law, the non-disclosing party shall use best efforts to provide prompt notice to the disclosing party
so that the disclosing party may seek a protective order or other appropriate remedy; or (3) the terms of this
Agreement as may be necessary to establish or assert its rights hereunder. A party shall not use Confidential
Information except as required to perform its obligations under this Agreement. Notwithstanding the
forgoing, Client may provide a copy of this Agreement to its ultimate customer, with financials redacted, for
the purpose of such customer confirming compliance with the Prime Contract.

(d) TREATMENT OF CONFIDENTIAL INFORMATION. Each party shall use the same degree of care
to protect Confidential Information that it uses to protect its own highly confidential information from
unauthorized disclosure, but in no event shall either party use less than a commercially reasonable degree of
care. The recipient shall notify the disclosing party promptly upon its discovery of any unauthorized use or
disclosure of Confidential Information, and will use commercially reasonable efforts to cooperate with the
disclosing party to regain possession of all Confidential Information and to prevent any further unauthorized
use or disclosure.

(e) RETURN OF CONFIDENTIAL INFORMATION. On the disclosing party’s written request or upon
expiration or termination of this Agreement for any reason, the receiving party will promptly: (1) return or
destroy, at the disclosing party’s option, all originals and copies of all documents and materials it has received
containing the disclosing party’s Confidential Information; and (2) deliver or destroy, at the disclosing party’s
option, all originals and copies of all summaries, records, descriptions, modifications, drawings, adoptions and
other documents or materials, whether in writing or in machine-readable form, prepared by the receiving
party, prepared under its direction, or at its request from the documents and materials referred to in the
preceding clause (1) of this Section {e). On the disclosing party’s written request, the recipient shall provide a
notarized written statement to the disclosing party certifying that all documents and materials referred to in
subparagraphs (1) and {2) of this Section (e) have been delivered to the disclosing party or destroyed as
requested.

{f) NON-EXCLUSIVE EQUITABLE RELIEF. Each party acknowledges and agrees that due to the
unique nature of Confidential Information there may be no adequate remedy at law for any breach of its
obligations hereunder, that any such breach or threatened breach may allow a party or third parties to
unfairly compete with the other party resulting in irreparable harm to such party, and therefore, that upon
any such breach or any threat thereof, each party is entitled to seek appropriate equitable and injunctive
relief from a court of competent jurisdiction without the necessity of proving actual loss, in addition to
whatever remedies either of them might have at law or equity.
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39. [Intentionally Omitted].

40. ASSIGNMENT; RESALE; BINDING EFFECT. Neither party may assign this Agreement or resell the right
to use the Services without the other party’s prior written consent, which consent will not be unreasonably withheld..
Any purported assignment in violation of the preceding sentence will be void. This Agreement will be binding upon
and inure to the benefit of all successors and assigns of Logicworks and Client, who will be bound by all of the
obligations of their predecessors or assignors.

41, SUBCONTRACT. Logicworks may, upon Client written approval which shall not be unreasonably
delayed or withheld, subcontract any portion of the Services to a third-party contractor, provided that Logicworks
remains fully responsible to Client for the Services pursuant to this Agreement. The Client is entitled to copies of all
hosting-related significant subcontracts (with financials redacted) that materially impact Logicworks’ obligations under
the Agreement, for purposes of verifying Logicworks’ compliance with the Agreement. Any subcontractor will be
deemed to be an independent contractor and not a partner, agent or employee of Logicworks or of Client.

42, EXPORT CONTROL. Both parties shall comply with all applicable import, export and re-export control
laws and regulations, including the U.S. Export Administration Regulations, the International Traffic in Arms
Regulations, and the sanctions maintained by the Treasury Department’s Office of Foreign Assets Control. Client
represents and warrants that the Services will not be accessed, downloaded, used, exported or re-exported, directly
or indirectly, to any location, entity, government or person prohibited by the applicable laws or regulations of any
jurisdiction, including the U.S., without prior authorization from all relevant government authorities. '

43, DEFINITIONS.

(a) “Application” means software that performs a specific task, as opposed to an operating
system, which runs a computer or server.

(b) - “Acceptable Use Policy” and “AUP” mean the acceptable use policy in Exhibit E attached
hereto.

{c) “Business Day” means Monday through Friday, except U.S. bank holidays.

(d) “Configuration” means, collectively, the Hosting Equipment, Internet access, bandwidth and
software provided by Logicworks to Client as specified in the SO(s).

(e) “Datacenter Facilities” means one or any combination of the third-party facilities used by
Logicworks to host Servers, which facilities have backup power, specialized HVAC systems to provide adequate
cooling, 24/7 security and specialized fire suppression equipment.

(f) “Datacenter Failure” means a total disruption in'the power supply to the Hosting Equipment
and/or a failure of the Datacenter Facility’s HVAC system.

(g) “Downtime” means one or any combination of the following: (1) Infrastructure Downtime
and (2) Application Downtime, as those terms are defined in Section 18 (Service Level Agreement).

(h) “Federal Required Change” means any change in applicable laws, rules or regulations or
change required by the Federal Government, including, without limitation, CCIIO or CMS, a legislative action,
a legislative request, executive order, or judicial decision that requires a change in the HIX/IES System Hosting
Services.

(1) “Hardware Upgrade Fee” means a one-time fee that applies to the installation of hardware

to Client’s Configuration, including hardware and labor charges required for implementation.
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i “High Availability Hardware” is Hosting Equipment that is configured with at least one
equivalent and redundant counterpart such that if one counterpart fails, a procedure can be implemented to
failover to its identical, functioning counterpart. High Availability Hardware can be configured in an
active/active configuration or an active/passive configuration. Failover can be automatic or manual,
depending on the configuration chosen by Client.

(k) “HIX/IES Entity” means individually and collectively the University of Massachusetts Medical
Center (“University”), the Massachusetts Executive Office of Health and Human Services (“EOHHS”) and the

Massachusetts Commonwealth Health Connector Authority (“CCA”)

(n “Hosting Equipment” means the Server Hardware, cables, routers, switches, and other
hardware that Logicworks makes available to Client as specified in an SO.

(m) “Infrastructure” means the Datacenter Facilities and Hosting Equipment made available to
Client as part of the Services.

(n) “Intentional Misconduct” means an intentional act or omission intended to cause harm.

(o) “Massachusetts Required Change” means any change in applicable laws, rules or regulations
or change required by the Commonwealth of Massachusetts, a legislative action, a legislative request,
executive order, or judicial decision that requires a change in the HIX/IES System Hosting Services

{p) [Intentionally Omitted]

{(q) “Responsibility Matrix” means the responsibility matrix attached hereto as Exhibit D.

(r) “Server” means a physical or Virtual Server that is identified on a Service Order and
deployed and administered by Logicworks.

(s) “Server Hardware” means all internal Server components, including processors, chassis,
network cards, memory, hard drives, storage and power supplies.

(t) “Shared Device” means any Hosting Equipment that is used by Client and at [east one other
client of Logicworks, such as a shared load balancer, switch or Server.

(u) “Technical Policies” means the written technical policies and requirements attached hereto
as Exhibit F, as they may be amended from time to time in accordance with Section 20 (Logicworks
Amendments).

(v) “Virtual Server” means one of any number of isolated server instances running on a single

physical server.

44, MISCELLANEOUS. The headings in this Agreement are solely for convenience of reference and will
not affect its interpretation. This Agreement does not create any third-party beneficiary rights. A fully signed copy of
this Agreement made by reliable means (i.e., facsimile, or electronic image) will be considered an original. If any
provision in this Agreement is determined to be invalid, illegal or unenforceable, the validity, legality and
enforceability of the remaining provisions in the Agreement shall not in any way be affected or impaired thereby and
such provision shall be ineffective only to the extent of its invalidity, illegality or unenforceability. No waiver of any
provision of this Agreement will be effective unless in writing signed by the waiving party, and no delay or failure to
exercise or enforce any right or remedy hereunder will constitute a waiver of that right or remedy. Express waiver of
any right or remedy in a particular instance will not constitute a waiver of that right or remedy in any other instance,
or a waiver of any other right or remedy. The word “including” is a term of expansion, not limitation. Unless
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otherwise indicated, all references to a day are references to a calendar day and all references to a time of day are
references to the time in New York, N.Y. If any date specified in this Agreement as the only day, or the last day, for
taking action falls on a day that is not a Business Day, that action may be taken on the next Business Day.

45, SCOPE OF AGREEMENT; ENTIRE AGREEMENT. This Agreement constitutes the entire agreement
between the parties regarding its subject matter, and it supersedes all other oral or written agreements or policies
relating thereto. If there is a conflict between or among any of the documents in this Agreement, they will govern in
the following order: the Prime Contract Flow Down Terms, a Service Addendum, the MSA, the AUP, the Responsibility
Matrix, the Technical Policies, and the most recent Service Order. Additional or different terms in any written
communication from Client, including any purchase order or request for Services, are void.

The individuals signing below represents that they are authorized to sign behalf of their respective party,
and that such party has reviewed and accepts the terms of this Agreement, including the MSA, the attached Service
Addenda(um), the Service Order(s), the AUP, the Technical Policies, and the Responsibility Matrix. The parties are
signing this Agreement on the date indicated below their signatures.

CGIl Technologies and Solutions Inc, LOGICWORKS SYSTEMS CORPORATION
By: By:
Name Name
Title Title
Date Date
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Exhibit B — Prime Contract Flow Down Terms

The following provisions are excerpted from the contract between CGI Technologies and Solutions Inc. (as referred
to in this Exhibit B, “CGI" or the “University") and the University of Massachusetts, Worcester Campus on behalf of
the Commonwealth of Massachusetts, Massachusetts Health Insurance Exchange and Integrated Eligibility System
(collectively, “MA HIXAES") Systems Integrator Project (the “Prime Contract”). References below to “Contractor”
shall be read so as to mean Logicworks Systems Corporation. References below to the “Contract” shall be read so
as to mean the “Agreement”, as that term is defined in the MSA. All capitalized terms not defined herein shall have
the meaning ascribed to them elsewhere in the Agreement. In addition to the other terms of the Contract, Contractor
agrees to the following terms and conditions, which are derived from the Prime Contract to the extent they are
applicable to Logicworks’ scope of work as described in the Contract and its attachments; such scope being for the
provision of infrastructure management and physical security of the hosted environments but not including application
mariagement or application security. In addition, the parties acknowledge that Logicworks will not be granted access
to unencrypted Contract Data and that CGl is responsible for encryption as per Attachment C hereto. All
assignments, indemnifications, insurance, warranties, etc. herein shall be to CGl's benefit as prime contractor.

BASE Contract

Reserved,

Reserved.

Reserved.

Reserved.

Reserved.
Compliance with Laws: Contractor agrees to comply with all local, state, and federal laws, regulations and
ordinances applicable to Contractor in the petformance of its obligations under this Contract. Without limiting the
foregoing, it is understood that Contractor's subcontractors shall comply with all applicable local, state, and
federal laws, regulations and ordinances applicable to the performance of the respective portion of the services
each subcontractor is providing under this Contract.

S el el i

7. Independent Contractor Status: The Contractor is an independent contractor and not an employee or agent of
the University. No act or direction of the University shall be deemed to create an employer/employee or joint
employer relationship. The University shall not be obligated under any contract, subcontract, or other
commitment made by the Contractor.

8. Contractor's Qualifications and Performance: In accordance with the terms and conditions of this Contract,
the Contractor represents that it is qualified to perform the services set forth herein and has obtained all requisite
licenses and permits to perform the services. In addition, the Contractor agrees that the services provided
hereunder shall conform to the professional standards of care and practice customarily expected of firms
engaged in performing comparable work; that the personnel furnishing said services shall be qualified and
competent to perform adequately the services assigned to them; and that the recommendations, guidance, and
performance of such personnel shall reflect such standards of professional knowledge and judgment.

9. Termination:

A Termination without Cause: The Contract may be terminated without cause, in whole or in part, by
the University by giving written notice to the Contractor at least thirty (30) catendar days prior to the
effective date of termination stated in the notice. The University may terminate any Work Order or
portion thereof by giving written notice to the Contractor at least fifteen (15) calendar days before the
effective date of termination stated in the notice. Unless expressly stated otherwise, in the event of the
termination of any Work Order or portion thereof, the remainder of the Contract shall remain in full force
and effect.

B. Termination for Cause: [f Contractor breaches any material term or condition stated herein or fails to
perform or fulfill any material obligation required by this Contract, the University may terminate this
Contract, in whole or in part, by giving written notice to the Contractor at least thirty (30) calendar days
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Exhibit B — Prime Contract Flow Down Terms

before the effective date of termination stated in the notice. Notwithstanding the preceding sentence, to
the extent Contractor has executed a Data Management Agreement in addition to this Contract and
faits to fulfill his/her obligations under the Data Management Agreement, the University may terminate
this Contract by giving written notice to the Contractor at least three (3) calendar days before the
effective date of termination stated in the notice. Any notice of termination provided pursuant to this
section shall state the circumstances of the alleged breach and shall, if the breach is curable, state a
period during which the alleged breach may be cured, but in no event less than fiteen (15) calendar
days before the effective date of termination stated in such notice (or three (3) calendar days before the
effective date of termination in the case of a Data Management Agreement breach). In the event of a
breach by Contractor, Contractor may be subject to any and all applicable contract rights and remedies
available to the University or otherwise available under law or equity, subject to Section 36. Limitation
of Liability, Attachment A, Amendment No.1, Updated HIX/IES Special Terms and Conditions.
Applicable statutory or regulatory penalties may also be imposed by applicable state or government
entities.

C. Suspension for Unpaid Undisputed Invoices. In the event (i) University has not paid undisputed
invoices for previously approved Milestones or in the case of Work Order 9 (Hosting) and Work Order
12 (Interstate (NESCIES) Support), previously approved monthly invoices, and (fi) such non-payment
issue has not been resolved within thirty (30) days, or other period of time mutually agreed to in writing,
of the meeting of the University Chancellor and CG! President in accordance with the escalation
process set forth in Section 26(D) below; CGI, may, upon seven (7) calendar days’ written notice to
University, suspend further services on the HIX/IES project. The foregoing is contingent upon (a) the
HIX/IES Entities’ right to use of all deliverables and work in progress up to the effective date of the
suspension without disturbance or interruption and (b) each party's continued negotiation with the other
in good faith to resolve such non-payment issue. Upon resolution of the non-payment issue, the parties
will mutually agree to a change order o address payment of reasonable Contractor costs related to the
suspension as well as for the resumption of services. This change order will address, without limitation,
suspension costs, and any changes to schedule, scope, key personnel, and price. Services will resume
upon signature of the mutually agreed change order.

10. Obligations in Event of Termination:

A. - Upon termination or expiration of this Contract, or any portion thereof, all work performed or provided by
the Contractor for delivery fo the University pursuant to the Contract, or portion thereof, including
without limitation, any and all Work Product and Contractor Property contained or licensed therein (as
those terms are defined in Additional Terms, Section 11 of Atfachment A, Amendment #1, Updated
HIX/IES Special Terms and Conditions), shall be delivered to the University. To the extent the
Contractor has executed a Data Management Agreement in addition fo this Contract, Contractor shall,
at the University's direction and within the time frames specified by the University, either return or
destroy all Contract Data (as defined in the Data Management Agreement), and shall not retain any
copies of such Contract Data in any form except as set forth in the Data Management Agreement. The
obligations set forth in the Data Management Agreement shall survive the termination or expiration of
this Contract and shall continue until such time as the Contract Data is returned to the University or
destroyed. Upon termination of any Work Order(s) or portion thereof, Contractor shall assist with the

" orderly wind-down and fransition up through the effective date of termination, shall promptly provide
University with all Work Product performed to date in connection with such Work Order (s) or portion
thereof and shall comply with any applicable provisions of a Data Management Agreement per
University's direction.

B. Subject to the Section entitled "Payments Subject to Available Funds’, under Cettifications, Attachment
A, Amendment #1, HIX/IES Special Terms and Conditions (“Available Funds Clause”), upon termination
of this Contract or any Work Order the University shall, promptly pay the Contractor;
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i.  the applicable fixed fees for all deliverables delivered and finally accepted pursuant to the
Deliverable Submission and Acceptance process set forth in Attachment B: Scope of Service/Work and
any previous holdback related to such accepted Deliverables;

ii. for services and work in progress (including incomplete deliverables wind down services and
expenses) on a time and materials basis performed prior to the effective date of termination, excluding
any disputed amounts resulting from Contractor's breach, subject to offset of sums due the Contractor
against sums owed by the Contractor to the University, and provided. Contractor submits to the
University a properly completed invoice, with supporting documentation covering such.deliverables or
work in progress, no later than sixty (60) calendar days after the effective date of termination or such
shorter time as may be required by the applicable HIX/IES Entity funding source. In no event shall such
time and material amounts exceed the fixed price for the applicable deliverable had such deliverable
been completed.

jii. exceptin the event of termination due to Contractor's breach, Contractor shall be reimbursed for
(a) the reasonable value of any costs incurred but not amortized in the price of the Contract and (b)
costs and expenses reasonably incurred by Contractor to terminate its performance of the Services
earlier than anticipated, including without limitation, costs to terminate any special contracts or leases
entered into for the purpose of performing the terminated Services; provided such costs and expenses
were set forth in the Contract or otherwise approved by University in writing and Contractor uses
commercially reasonable efforts to mitigate any such costs and expenses. Any software, hardware or
equipment encompassed by this subsection (iii) shall, upon UMMS request, be transferred (e.g., title,
license or lease as the case may be) to UMMS, EOHHS or CCA.

In the event of any impact on shared resources or assets used across multiple Work Orders, any
impact on another Work Order or a request for transition and wind-down services, as a result of
termination of a particular Work Order, such impact or request will be addressed in accordance with the
Change Order process set forth in Attachment B, Statement of Work/Services.

Recordkeeping, Audit, and Inspection of Records: The Contractor shall maintain books, records and other
supporting documentation to the extent and in such detail as necessary to properly substantiate claims for
payment under the Contract ("Records”). All such Records shall be kept for a period of seven (7) years or for
such longer period as is specified herein. All retention periods start on the first day after final payment under this
Contract. If any litigation, claim, negotiation, audit or other action involving the records is commenced prior to
the expiration of the applicable retention period, all Records shall be retained until completion of the action and
resolution of all issues resulting therefrom, or until the end of the applicable retention period, whichever is later.
The Governor, the Secretary of Administration and Finance, the State Comptroller, the State Auditor, the
Attorney General, the Federal grantor agency (if any) including without limitation, CMS, the University, or any of
their duly authorized representatives or designees shall have the right at reasonable times and upon reasonable
notice, to examine and copy, at reasonable expense, the Records, to the extent necessary to properly
substantiate claims for payment under the Contract. Such access shall include on-site review, audit and copying
of Records.

Political Activity Prohibited: The Contractor may not use any Contract funds and none of the services to be
provided by the Contractor may be used for any partisan political activity or to further the election or defeat of
any candidate for public office.

Reserved.
Choice of Law: This Contract is entered into in the Commonwealth of Massachusetts, and the laws of the
Commonwealth, without giving effect to its conflicts of law principles, govern all matters arising out of or relating
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to this Contract and all of the transactions it contemplates, including, without limitation, its validity, interpretation,
construction, performance, and enforcement.

15. Forum Selection: The Parties agree to bring any action arising out of or relating to this Contract or the
relationship between the Parties in the state courts of the Commonwealth of Massachusetts which shall have
exclusive jurisdiction thereof. The Contractor expressly consents to the jurisdiction of the state courts of the
Commonwealth of Massachusetts in any action brought by the University or the Commonwealth arising out of or
relating to this Contract, or the relationship between the Parties, waiving any claim or defense that such forum is
not convenient or proper. This paragraph shall not be construed to limit any other legal rights of the Parties.

16. Force Majeure: Neither Party shall be liable to the other or be deemed to be in breach of this Contract for any
failure or delay in rendering performance arising out of causes beyond its reasonable control and without its fault
or negligence. Such causes may include, but are not limited to, acts of nature or of a public enemy, fires, floods,
epidemics, quarantine restrictions, strikes, freight embargoes, or unusually severe weather, Dates or times of
performance shall be extended to the extent of delays excused by this section, provided that the Party whose
performance is affected nofifies the other promptly of the existence and nature of such delay.

17. Risk of Loss: See Section 34 below.

18. Tax Exempt Status: The University is exempt from federal excise, state, and local taxes; therefore, sales to the
University are exempt from Massachusetts sales and use taxes. If the University should become subject to any
such taxes during the term of this Contract, the University shall reimburse the Contractor for any cost or expense
incurred. Any other taxes imposed on the Confractor on account of this Contract shall be borne solely by the
Contractor.

19. Waivers: All.conditions, covenants, duties, and obligations contained in this Contract can be waived only by
written agreement. Forbearance or indulgence in any form or manner by a Party shall not be construed as a
waiver, nor in any way limit the legal or equitable remedies available to that Party. All waivers shall be in writing.

20. Amendments: This Contract may be amended only by written agreement of the Parties, executed by the
Parties’ authorized representatives and in compliance with all other regulations and requirements of law.

21. Reserved.
22. Reserved.
23. Reserved.
24, Non-Disclosure. The following provision shall be in addition to the other security and confidentiality

provisions contained in the Contract and shall remain subject to and subordinate to, any applicable public disclosure
laws, including but not limited to the Massachusetts Public Records Law, Mass. Gen. Laws ch. 4 §7 and §26 and ch.
66 §10. In the event of a conflict, the security and confidentiality requirements set forth in Exhibit H to the MSA
including but not limited to any requirements for personal health information, personal information, and tax and other
sensitive data shall supersede and govern over the ferms of this Section 24.

University and Contractor agree that in connection with the performance of their respective obligations hereunder,
each party may have access to the Confidential Information of the other party. The follow terms will apply to such
access.

(a) "Confidential Information”. “Confidential Information” means information belonging to or in the possession of a
party which is confidential or a trade secret and is furnished or disclosed to the other party under the Contract
(including information exchanged in contemplation of entering into the Confract): (i) in tangible form and if provided
by Contractor, marked or designated in writing in a manner to indicate it is confidential or a trade secret; or (ii) in
intangible form and that either is of a nature that a reasonable person would understand to be confidential or a trade
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secret or is identified as confidential or a trade secret in a writing provided to the receiving party within thirty (30)
business days after disclosure.

“Confidential Information” does not include any information that, as evidenced by written documentation: (i) is
already known to the receiving party without restrictions at the time of its disclosure by the furnishing party; (i) after
its disclosure by the furnishing party, is made known to the receiving party without restrictions by a third party having
the right to do so; (iii} is or becomes publicly known without violation of the Contract; or (iv) is independently
developed by the receiving party without reference fo the furnishing party’s Confidential Information.

Confidential Information will remain the property of the furnishing party, and the receiving party will not be deemed by
virtue of the Contract or any access to the furnishing party's Confidential Information to have acquired any right, title
or interest in or to the Confidential Information. The receiving party agrees: (i} to use the furnishing party’s
Confidential Information in accordance with the Contract and afford it at least the same level of protection against
unauthorized disclosure or use as the receiving party normally uses to protect its own information of a similar
character, but in no event less than reasonable care; (i} to limit disclosure of the furnishing party’s Confidential
Information to personnel furnished by the receiving party to perform Services under the Contract or otherwise having
a need to know the information for the purposes of the Contract (including without limitation, independent contractors
working on a party's behalf in connection with the Contract, the IV&V Vendor and subcontractors under written
obligations of confidentiality at least as stringent as set forth herein); (iii} not to disclose any such Confidential
Information to any third party except as provided herein; and (iv) to notify the furnishing party promptly of any
unauthorized use or disclosure of the furnishing party's Confidential Information and cooperate with and assist the
furnishing party in every reasonable way to stop or minimize such unauthorized use or disclosure.

If the receiving party receives a subpoena or other valid administrative or judicial notice requesting the disclosure of
the furnishing party's Confidential Information, the receiving party will promptly notify the furnishing party. Subject to
its obligations stated in the preceding sentence and any applicable public records laws, the receiving party may
comply with any valid subpoena or other administrative or judicial process to the extent required by law.

Upon termination or expiration of this Contract, the receiving party, at the furnishing party's option, will return or
destroy all Confidential Information of the furnishing party that the receiving party does not possess under a valid
license; provided that Contractor and Deloitte Consulting, LLC may retain one (1) and a reasonable number of
electronic backups of their respective Work Products {including any Work Product or Confidential Information
contained in working papers) produced under the Contract for archival purposes.

Each party agrees that if a court of competent jurisdiction determines that the receiving party has breached, or
attempted or threatened to breach, any of its confidentiality obligations to the furnishing party or the furnishing party's
proprietary rights, money damages will not provide an adequate remedy. Accordingly, the furnishing party will be
entitled to seek appropriate injunctive relief and other measures restraining further attempted or threatened breaches
of such obligations.

26. Informal Dispute Resolution.

A, At'the written request of either party, the parties will attempt to resolve any dispute arising under or
relating to the Contract through the informal means described in this Section 26. The parties agree to
work together in good faith to resolve any matters relating to the Contract internally by escalating issues to
Contractor's Contract Manager, the CGl Contract Manager. Each party will furnish to each other all non-
privileged information with respect to the dispute that the parties believe to be appropriate and germane.

B. Inthe event the issue cannot be resolved within a reasonable time by the Contractor's Contract Manager
and the CGI Contract Manager the issue shall be escalated to Contractor's Vice President of Sales &
Client Services and the CGl Vice President, Consulting Services (collectively the “Dispute
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Representatives”). The Dispute Representatives will negotiate in an effort to resolve the dispute without
the necessity of any formal proceeding. '

C. Formal proceedings for the resolution of the dispute may not be commenced until the earlier of: (i) the
Representatives conclude that resolution through continued negotiation does not appear likely; or (i) thirty
(30) calendar days have passed since the initial request to negotiate the dispute was made; provided,
however, that a party may file earlier to avoid the expiration of any applicable limitations period, to
preserve a superior position with respect to other creditors, to apply for interim or equitable relief, or as
otherwise required by law.

D. Reserved.

27 Non-Solicitation. During the term of the Contract and for twelve (12) months after its expiration or
termination, neither party will, directly (inclusive of recruitment firms direct solicitation on behalf of a party} , solicit for
employment or employ (except as permitted below) by itself any employee or individual engaged as an independent
contractor of the other-party who was significantly involved in the performance of the party’s obligations under the
Contract, unless the hiring party obtains the written consent of the other party. The actual damages attributable to a
breach of the provisions of this Section 27 would be difficult to determine and prove. Accordingly, the parties agree
that if either party breaches this Section , the breaching party will promptly pay the non-breaching party liquidated
damages in an amount equal to twenty-five (25%) percent of the employee's annual salary {including bonuses and
incentive compensation) prior to the breach, such sum being a reasonable measure of the damages reasonably
anticipated by the parties. The foregoing provision will not (i) prohibit a general solicitation of employment in the
ordinary course of business or prevent a party from employing any employee or independent contractor who contacts
such party as a result of such a general solicitation; or (i) be read so as to limit employment opportunities to an
extent that would not be permitted under applicable law.

CERTIFICATIONS
The Contractor makes all certifications required under this Contract , and only as required by law to apply to
Logicworks under the pains and penalties of perjury, and agrees to provide any required documentation upon request
to support compliance, and agrees that the following additional terms, to the extent they are applicable to
Contractor's performance of this Contract and doing business in Massachusetts, are attached or incorporated by
reference herein;

Business Ethics and Fraud, Waste and Abuse Prevention. The Contractor certifies that performance under this
Contract, in addition to meeting the terms of the Contract, will be made using ethical business standards and good
stewardship of taxpayer and other public funding and resources to prevent fraud, waste and abuse.

Collusion. The Contractor certifies that this Contract has been offered in good faith and without collusion, fraud or
unfair trade practices with any other person, that any actions to avoid or frustrate fair and open competition are
prohibited by law, and shall be grounds for termination of this Contract.

Public Records and Access The Contractor shall provide full access to records related to performance and
compliance to the University and officials listed under Executive Order 195 and G.L. c. 11, s.12 seven (7) years
beginning on the first day after the final payment under this Contract or such longer period necessary for the
resolution of any litigation, claim, negotiation, audit or other inquiry involving this Contract. Such access to view
Contractor records related to any breach or allegation of fraud, waste and/or abuse may not be denied and
Contractor can not claim confidentiality or trade secret protections solely for viewing but not retaining documents.
Routine Contract performance compliance reports or documents related to any alleged breach or allegation of non-
compliance, fraud, waste, abuse or collusion may be provided electronically and shall be provided at Contractor's
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own expense. Reasonable costs for copies of non-routine Contract related records shall not exceed the rates for
public records under 950 C.M.R. 32.00.

Debarment. The Contractor certifies that neither it nor any of its subcontractors are currently debarred or suspended
by the federal or state government under any law or regulation including, Executive Order 147; G.L. ¢. 29, s. 20F,
G.L.c.30 §39R,G.L.c.149, §27C, G.L. c.149 §44C, G.L.c.149, § 148B and G.L. c. 152, 5. 25C.

Applicable Laws, The Contractor shall comply with all applicable state laws and regulations including but not limited
to the applicable Massachusetts General Laws; the Official Code of Massachusetts Regulations; Code of
Massachusetts Regulations (unofficial); 801 CMR 21.00 (Procurement of Commodity and Service Procurements,
Including Human and Social Services); 815 CMR 2.00 (Grants and Subsidies); 808 CMR 1.00 (Compliance,
Reporting and Auditing for Human And Social Services); AICPA Standards; confidentiality of Department records
under G.L. c. 66A; and the Massachusetts Constitution Article XVIi if applicable.

Payments Subject To Available Funds. The University cannot authorize or accept performance in excess of an
existing appropriation and allotment, or sufficient non-appropriated available funds. Any oral or written
representations, commitments, or assurances made by the University or any other Commonwealth representative are
not binding. The University has no legal obligation to compensate a Contractor for performance that is not requested
and is intentionally delivered by a Contractor outside the scope of the Contract. The Contractor should verify funding
prior to beginning performance. If funds are not otherwise made available (including funds which may be received
from the federal government) for continued performance for any period of the Contract, the Contract may be
terminated by the University by giving written notice to the Contractor at least ninety (80) calendar days prior to the
effective date of termination stated in the notice to the Contractor that funds are not otherwise available for
performance under the Contract; provided, however, that such termination will not affect either the University's rights
or the Contractor's rights under any termination clause in the Contract. The effect of termination of the Contract will
be to discharge both the Contractor and the University from future performance of the Contract, but not from their
rights and obligations existing at the time of termination. The University shall notify the Contractor as soon as it has
knowledge that funds may not be available for the continuation of the Contract.

Intercept. Contractors may be registered as Customers in the Vendor file if the Contractor owes a Commonwealth
debt. Unresolved and undisputed debts, and overpayments of Coniract payments that are not reimbursed timely
shall be subject to intercept pursuantto G.L. ¢. 7A, s. 3 and 815 CMR 9.00. Contract overpayments will be subject to
immediate intercept or payment offset. The Contractor may not penalize any state Department or assess late fees,
cancel a contract or other services if amounts are intercepted or offset due to recoupment of an overpayment,
outstanding taxes, child support, other overdue debts or Contract overpayments.

Tax Law Compliance. The Contractor certifies under the pains and penalties of perjury tax compliance with Federal
tax laws; State tax laws including but not limited to G.L. ¢. 62C, G.L. ¢. 62C, s. 49A; compliance with all state tax
laws, reporting of employees and contractors, withholding and remitting of tax withholdings and child support and is
in good standing with respect to all state taxes and returns due; reporting of employees and contractors under G.L. ¢.
62E, withholding and remitting child support including G.L. ¢. 119A, s. 12; TIR 05-11; New Independent Contractor
Provisions and applicable TIRs.

Bankruptcy, Judgments, Potential Structural Changes, Pending Legal Matters and Conflicts. The Contractor certifies
it has not been in bankruptcy and/or receivership within the last three calendar years, and the Contractor certifies that
it will immediately notify the University in writing if there is any risk to the solvency of the Contractor or any potential
structural changes to its organization, that may impact the Contractor's ability to timely fulfill the terms of this Contract
or any amendment. The Contractor certifies that at any time during the period of the Contract the Contractor is
required to affirmatively disclose in writing to the University contract manager the details of any judgment, criminal
conviction, investigation or litigation pending against the Contractor or any of its officers, directors, employees,
agents, or subcontractors, including any potential conflicts of interest of which the Contractor has knowledge, or
learns of during the Contract term that may adversely impact (i) this Contract (including any amendment thereto), (ii)
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the HIX/IES Entities, the Commonwealth of Massachusetts, the Federal Government or any employees, agents or
subcontractors thereto, or (iii) Contractor's eligibility to perform its obligations under this Contract under state or
federal laws or regulations; provided that Contractor shall not be required to disclose investigations or litigation for
which Contractor is prohibited by law from disclosing or prohibited from disclosing pursuant to third party commercial
confidentiality obligations.

Federal Anti-Lobbying and Other Federal Requirements. The Contractor ceriifies compliance with federal anti-
lobbying requirements including 31 USC 1352; other federal requirements; Executive Qrder 11246; Air Pollution Act;
Federal Water Pollution Control Act: Federal Employment Laws; and Section 1311 of the Affordable Care Act, Health
Insurance Exchange, and 45 CFR Part 74. '

Protection of Personal Data and Information. The Contractor certifies that all steps will be taken to ensure the
security and confidentiality of all Commonwealth data for which the Contractor becomes a holder, either as part of
performance or inadvertently during performance, with special attention to restricting access, use and disbursement
of personal data and information in accordance with G.L. ¢. 93H and c¢. 66A and Executive Order 504. The
Contractor is required to comply with G.L. ¢. 93! for the proper disposal of all paper and electronic media, backups or
systems containing personal data and information, provided further that the Contractor is required to ensure that any
personal data or information transmitted electronically or through a portable device be properly encrypted using (at a
minimum) [nformation Technology Division (ITD) Protection of Sensitive Information, provided further that any
Contractor having access to credit card or banking information of Commonwealth customers certifies that the
Contractor is PCl compliant in accordance with the Payment Card Industry Council Standards and shall provide
confirmation compliance during the Contract, provide further that the Contractor shall immediately notify the
University in the event of any security breach including the unauthorized access, disbursement, use or disposal of
personal data or information, and in the event of a security breach, the Contractor shall cooperate fully with the
Commonwealth and provide access to any information necessary for the Commonwealth to respond to the security
breach and shall be fully responsible for any damages associated with the Contractor's breach including but not
limited to G.L. ¢. 214, s. 3B.

Corporate and Business Filings and Reports. The Contractor certifies compliance with any certification, filing,
reporting and service of process requirements of the Secretary of the Commonwealth, the Office of the Attorney
General or other Departments as related to its conduct of business in the Commonwealth; and with its incorporating
state (or foreign entity). '

Employer Requirements. The Contractor certifies compliance with applicable state and federal employment laws or
regulations, including but not limited to G.L. ¢. 5, s. 1 (Prevailing Wages for Printing and Distribution of Public
Documents); G.L. ¢. 7, s. 22 (Prevailing Wages for Contracts for Meat Products and Clothing and Apparel}; minimum
wages and prevailing wage programs and payments; unemployment insurance and contributions; workers’
compensation and insurance, child labor laws, AGO fair labor practices; G.L. ¢. 149 (Labor and Industries); G.L. c.
150A (Labor Relations); G.L. ¢. 151 and 455 CMR 2.00 (Minimum Fair Wages); G.L. ¢. 151A (Employment and
Training); G. L. ¢. 151B (Unlawful Discrimination); G.L. ¢. 151E (Business Discrimination); G.L. ¢. 152 (Workers'
Compensation); G.L. c.153 (Liability for Injuries); 20 USC ¢. 8 (Federal Fair Labor Standards}); 29 USC ¢. 28 and the
Federal Family and Medical Leave Act. .

Federal And State Laws And Regulations Prohibiting Discrimination.  The Contractor certifies compliance with
applicable state and federal laws prohibiting discrimination, including but not limited to including but not limited fo the
Federal Equal Employment Oppurtunity (EEO) Laws the Americans with Disabilities Act,; 42 U.S.C Sec. 12,101, et
seq., the Rehabilitation Act, 29 USC ¢, 16 s. 794; 29 USC ¢, 16. s. 701; 29 USC c. 14, 623; the_42 USC c¢. 45;
(Federal Fair Housing Acf); G. L. ¢. 151B (Unlawful Discrimination); G.L. ¢. 151E (Business Discrimination); the
Public Accommodations Law G.L. ¢. 272, s. 92A; G.L. ¢. 272, s. 98 and 98A, Massachusstts Constitution Article
CXIVand G.L. c. 93, s. 103; 47 USC ¢. 5, sc. I, Part I, s. 255 (Telecommunication Act; Chapter 149, Section 105D,
G.L. ¢ 151C, GL c¢. 272, Section 92A, Section 98 and Section 98A, and G.L. c. 111, Section 199A, and
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Massachusetts Disability-Based Non-Discrimination Standards For Executive Branch Entities, and related Standards
and Guidance, authorized under Massachusetts Executive Order or any disability-based protection arising from state
or federal law or precedent. See also MCAD and MCAD links and Resources.

Northern Ireland Certification. Pursuant to G.L. ¢. 7 s. 22C for state agencies, state authorities, the House of
Representatives or the state Senate, by signing this Contract the Contractor certifies that it does not employ ten or
more employees in an office or other facility in Northern Ireland and if the Contractor employs ten or more employees
in an office or other facility located in Northern Ireland the Contractor certifies that it does not discriminate in
employment, compensation, or the terms, conditions and privileges of employment on account of religious or political
belief; and it promotes religious tolerance within the work place, and the eradication of any manifestations of religious
and other illegal discrimination; and the Contractor is not engaged in the manufacture, distribution or sale of firearms,
munitions, including rubber or plastic bullets, tear gas, armored vehicles or military aircraft for use or deployment in
any activity in Northern Ireland.

Pandemic, Disaster or Emergency Performance. In the event of a serious emergency, pandemic or disaster outside
the control of the University, the University may negotiate emergency performance from the Contractor to address
the immediate needs of the Commonwealth even if not contemplated under the original Contract or procurement.
Payments are subject to appropriation and other payment terms.

Subcontractor Performance. The Contractor certifies full responsibility for Contract performance, including'
subcontractors, and that comparable Contract terms will be included in subcontracts, and that the University will not
be required to directly or indirectly manage subcontractors or have any payment obligations to subcontractors.

EXECUTIVE ORDERS

The Contractor certifies compliance with applicable Executive Orders (see also Massachusetts Executive Orders),
including but not limited to the specific orders listed below only as required by law to apply to Logicworks. A breach
during the period of the Contract may be considered a material breach and subject Contractor to damages under the
Contract and appropriate monetary or Contract sanctions applicable to Contractor by law and imposed by state or
government entities.

Executive Order 481, Prohibiting the Use of Undocumented Workers on State Contracts. For all state agencies in
the Executive Branch, including all executive offices, boards, commissions, agencies, Departments, divisions,
councils, bureaus, and offices, now existing and hereafter established, by signing this Contract the Contractor
certifies under the pains and penalties of perjury that they shall not knowingly use undocumented workers in
connection with the performance of this Contract; that, pursuant to federal requirements, shali verify the immigration
status of workers assigned to the Contract without engaging in unlawful discrimination; and shall not knowingly or
recklessly alter, falsify, or accept altered or falsified documents from any such worker.

Executive Order 130, Anti-Boycott. The Contractor warrants, represents and agrees that during the time this
Contract is in effect, neither it nor any affiliated company, as hereafter defined, participates in or cooperates with an
international boycott (See IRC § 999(b)(3)-(4), and |RS Audit Guidelines Boycotts) or engages in conduct declared to
be unlawful by G.L. c. 1561E, s. 2. A breach in the warranty, representation, and agreement contained in this
paragraph, without limiting such other rights as it may have, the Commonwealth shall be entitled to rescind this
Contract. As used herein, an affiliated company shall be any business entity of which at least 51% of the ownership
interests are directly or indirectly owned by the Contractor or by a person or persons or business entity or entities
directly or indirectly owning at least 51% of the ownership interests of the Contractor, or which directly or indirectly
owns at least 51% of the ownership interests of the Contractor.

Executive Order 346. Hiring of State Employees By State Contractors Contractor certifies compliance with both the
conflict of interest law G.L. c. 268A specifically s. 5 (f} and this order; and includes limitations regarding the hiring of
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state employees by private companies contracting with the Commonwealth. A privatization contract shall be deemed
to include a specific prohibition against the hiring at any time during the term of Contract, and for any position in the
Contractor's company, any state management employee who is, was, or will be involved in the preparation of the
RFP, the negotiations leading to the awarding of the Contract, the decision to award the Contract, and/or the
supervision or oversight of performance under the Contract.

Executive Order 444. Disclosure of Family Relationships With Other State Employees. Each person applying for
employment (including Contract work) within the Executive Branch under the Governor must disclose in writing the
names of all immediate family related to immediate family by marriage who serve as employees or elected officials of
the Commonwealth. All disclosures made by applicants hired by the Executive Branch under the Governor shall be
made available for public inspection to the extent permissible by law by the official with whom such disclosure has
been filed.

Executive Order 504. Regarding the Security and Confidentiality of Personal Information. For all Contracts involving
the Contractor's access to personal information, as defined in G.L. ¢. 93H, and personal data, as defined in G.L. c.
66A, owned or controiled by Executive Department agencies, or access to agency systems containing such
information or data (herein collectively “personal information”), Contractor certifies under the pains and penalties of
perjury that the Contractor (1) has read Commonwealth of Massachusetts Executive Order 504 and agrees to protect
any and all personal information; and (2) has reviewed all of the Commonwealth Information Technology Division's
Security Policies at hitp://www.mass.gov/anf/research-and-tech/policies-legal-and-technical-guidance/it-policies-
standards-and-procedures/policies-standards-and-procedures-by-category/ (“Security Policies”} Notwithstanding any
contractual provision to the contrary, in connection with the Contractor's performance under this Contract, for all state
agencies in the Executive Department, including all executive offices, boards, commissions, agencies, departments,
divisions, councils, bureaus, and offices, now existing and hereafter established, the Contractor shall: {1) obtain a
copy, review, and comply with the contracting agency's, EOHHS’ and/or CCA's (as applicable) Information Security
Program (ISP) and any pertinent security guidelines, standards, and poficies; (2) comply with all of the
Commonwealth of Massachusetts Information Technology Division's Security Policies (3) communicate and enforce
the contracting agency's, EOHHS' and/or CCA'’s (as applicable) ISP and such Security Policies against all
employees (whether such employees are direct or contracted) and subcontractors; {4) implement and maintain any
other reasonable appropriate security procedures and practices necessary to protect personal information to which
the Contractor is given access by the contracting agency from the unauthorized access, destruction, use,
modification, disclosure or loss; (5) be responsible for the full or partial breach of any of these terms by its employees
(whether such employees are direct or contracted) or subcontractors during or after the term of this Contract, and any
breach of these terms may be regarded as a material breach of this Contract; (6) in the event of any unauthorized
access, destruction, use, modification, disclosure or loss of the personal information (collectively referred to as the
“unauthorized use”): (a) immediately notify the contracting agency if the Contractor becomes aware of the
unauthorized use; (b) provide full cooperation and access to information necessary for the contracting agency to
determine the scope of the unauthorized use; and (c) provide full cooperation and access fo information necessary
for the contracting agency and the Contractor to fulfill any notification requirements. Breach of these terms may be
regarded as a material breach of this Contract, such that the University may exercise any and all contractual rights
and remedies, including without limitation, indemnification as set forth in Section 9, withholding of payments,
Contract suspension, termination or other rights and remedies permitted in law or equity. in addition, the Contractor
may be subject to applicable statutory or regulatory penalties, including and without limitation, those imposed
pursuant to G.L. ¢. 93H and under G.L. ¢. 214, § 3B for violations under M.G.L c. 66A.

Executive Orders 523, 524 and 526. Executive Order 526 (Order Regarding Non-Discrimination, Diversity, Equal
Opportunity and Affirmative Action which supersedes Executive Order 478). Executive Order 524 (Establishing the
Massachusetts Supplier Diversity Program which supersedes Executive Order 390). Executive Order 523
{Establishing the Massachusetts Small Business Purchasing Program.) All programs, activities, and services
provided, performed, licensed, chartered, funded, regulated, or contracted for by the state shall be conducted without
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unlawful discrimination based on race, color, age, gender, ethnicity, sexual orientation, gender identity or expression,
religion, creed, ancestry, national origin, disability, veteran's status (including Vietnam-era veterans), or background.
The Contractor and any subcontractors may not engage in discriminatory employment practices; and the Contractor
certifies compliance with applicable federal and state laws, rules, and regulations governing fair labor and

“employment practices; and the Contractor commits to purchase supplies and services from certified ‘minority or
women-owned businesses, small businesses, or businesses owned by socially or economically disadvantaged
persons or persons with disabilities. These provisions shall be enforced through the contracting agency, OSD, and/or
the Massachusetts Commission Against Discrimination. Any breach shall be regarded as a material breach of the
Contract that may subject the Contractor to damages under the Contract and/or appropriate sanctions applicable to
Contractor by law and imposed by state or government entities.

ATTACHMENT A — UPDATED HIX/IES SPECIAL TERMS AND CONDITIONS

The Contractor's performance shall include services rendered, obligations due, costs incurred, commodities and
deliverables provided and accepted (by the Massachusetts Executive Office of Health and Human Services
(‘EOHHS") and the Massachusetts Commonwealth Health Connector Authority (‘CCA”) as communicated by the
University) and other commitments authorized under the Contract. A deliverable shall include any tangible product to
be delivered as an element of performance under the Contract. The University, EOHHS and CCA are jointly entitied
to ownership and possession of all deliverables created with Contract funds subject to Section 11 of these Additional
Terms and Conditions.

1. Reserved.
2. Reserved.
3. Reserved.
4, Reserved.
5. Confidentiality/Privacy/Security.

a. The Contractor shall comply with all applicable state and federal laws and regulations and Massachusetts
Executive Orders relating to confidentiality, privacy and security. In the performance of the Contract, the
Contractor may acquire or have access to “personal information” (as defined in M.G.L. ch. 93H), or
“‘protected health information” (as defined in the Health Insurance Portability and Accountability Act
("HIPAA") Privacy and Security Rules, 45 CFR Parts 160 and 164, as amended), or “personal data” and
become a “holder” of such personal data (as defined in M.G.L. ¢. 66A ). Such “personal information,”
“protected health information” and “personal data” shall be deemed to be “Personal Information.” The
Contractor shall also protect the physical security and restrict any access to Personal Information or other
Commonwealth data in the Contractor's possession, or used by the Contractor in the performance of the
Contract, which shall include, but is not limited to the public records, documents, files, software, equipment
or systems of the Commonwealth, the University, EOHHS and CCA irrespective of the medium in which it is
held.

b. Testing and Development Data

I, EOHHS and CCA will each be responsible for de-identifying and/or masking their respective
Contract Data (as defined in Attachment C, Data Management Agreement) to create “de-
identified data” or “masked data’ (each as defined in Attachment C, Data Management
Agresment) consistent with 45 CFR 164.514, other applicable laws and regulations, and
providing it to Contractor (directly or via UMMS) as needed during the course of the HIX/IES
project for testing or development purposes.

ii.  Provided that Contractor (and its subcontractors to the extent their responsibilities involve such
data)

a. treats such EOHHS and/or CCA de-identified data or masked data with the standard of
care required pursuant to the Contract for Contract Data that is not de-identified or
masked, and
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b. complies with all security and confidentiality obligations set forth in the Contract, including
without limitation, those set forth in Attachment A, Updated HIX/IES Special Terms and
Conditions and Attachment C - Contract Data Management Agreement,

then, Contractor and its subcontractors shall not be responsible for liabilities resulting from
such EOHHS or CCA-provided de-identified data and/or masked data if such de-identified
data and/or masked data fails to adequately de-identify or mask individually identifiable data
{through no acts of Contractor or its subcontractors) and such error is the cause of the
liability.
jii.  Contract Data shall not, under any circumstances, be provided to anyone outside of the United
States. However, de-identified data or masked data that is physically located in the U.S. may
be accessed by Contractor from outside the U.S., provided that: (i) such de-identified data
and/or masked data has been de-identified or masked as described by EOHHS or CCA and
prior written approval of EOHHS (with regards to its de-identified data and/or masked data)
and CCA (with regards to its de-identified data and/or masked data) for such access has been
obtained, (i) such access is limited to Contractor employees or authorized subcontractors
solely for testing and development purposes under the Contract, and such Contractor
employees or authorized subcontractors have signed any required security and confidentiality
agreements required under the Contract and have been frained and informed that any de-
identified or masked data must be treated as if it is Contract Data with all.required
confidentiality and security protections, (iii) Contractor's systems shall be configured with the
security controls and protections for Contract Data as required under the Contract, (iv) any
such access does not permit the creation, copying, storage, transmission, use, sharing,
retention or destruction of such de-identified or masked data outside the United States, and (v)
UMMS has been copied on all such written approvals granted by EOHHS and/or CCA under
clause (i) above. '

iv.  In the event the Contractor becomes aware that it has access to identifiable Contract Data
instead of de-identified or masked data for testing and development purposes, Contractor shall
immediately notify UMMS, cease work with the data, and destroy such data or return it to CCA
or EOHHS, as applicable, in a secure manner under applicable state and federal laws and any
instructions as directed by EOHHS and CCA and/or as communicated by UMMS,

8. Reserved.

7. Subcontracting-By Contractor. Any subcontract entered into by the Contractor for the purposes of fulfilling the
obligations under the Contract must be in writing, the subcontractor authorized in advance by the University and shall
be consistent with and subject to the applicable provisions of this Exhibit B and the Contract. Subcontracts will not
relieve or discharge the Contractor from any duty, obligation, responsibility or liability arising under the Contract. The
University is entitled to copies of all subcontracts (other than hosting-related subcontracts), with financials redacted,
for purposes of verifying Contractor's compliance with the Contract and shall not be bound by any provisions
contained in a subcontract to which it is not a party. With regards to hosting-related subcontracts, the University is
entifled to copies of all significant subcontracts {with financials redacted) that materially impact Contractor's
obligations under the Contract, for purposes of verifying Contractor's compliance with the Contract and shall not be
bound by any provisions contained in a subcontract to which it is not a partyln the event services are in dispute or a
violation of applicable law is reasonably suspected Contractor shall be obligated to provide all subcontracts (including
non-significant hosting subcontracts) in unredacted form.

8. Affirmative Action, Non-Discrimination [n Hiring And Employment. The Contractor shall comply with all federal and
state laws, rules and regulations promoting fair employment practices or prohibiting employment discrimination and
unfair labor practices and shall not discriminate in the hiring of any applicant for employment nor shall any qualified
employee be-demoted, discharged or otherwise subject to discrimination in the tenure, position, promotional
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opportunities, wages, benefits or terms and conditions of their employment because of race, color, national origin,
ancestry, age, sex, religion, disability, handicap, sexual orientation or for exercising any rights afforded by law. The
Contractor commits to purchasing supplies and services from certified minority or women-owned businesses, small
businesses or businesses owned by socially or economically disadvantaged persons or persons with disabilities.

9. [Intentionalty Omitted]
10. Waivers. Forbearance or indulgence in any form or manner by a party shall not be construed as a waiver, nor in

any way limit the legal or equitable remedies available to that party. No waiver by sither party of any default or breach
shall constitute a waiver of any subsequent default or breach. ‘

11. Rights to HIX/IES
YWork Made for Hire; Assignment. All work product developed or generated by the Contractor or its subcontractors

or agents pursuant to the Contract, including without limitation any and all deliverables, software (both object code in
executable file format and source code) and related documentation, reports, results, products, programs, routines,
drawings, studies, specifications, photographs, graphics, artwork, computations, data, inventions, discoveries,
improvements, concepts, creative works, designs, techniques and know-how, works of authorship, trade secrets,
patents, trademarks, copyrights, and any other intellectual property (“Work Product”) is “work made for hire”, or shall
be considered as having similar status in the United States or elsewhere, and therefore, the University, EOHHS and
CCA are the author and owners of the Work Product. For the avoidance of doubt, and notwithstanding anything
herein to the contrary, Contractor or its third party licensors retain all ownership rights in and to Contractor Property
and COTS products, whether or not any are contained in Work Product, and no ownership rights in such Contractor
Property and COTS products shall be assigned to University, EOHHS and CCA hereunder even if included in Work
Product; however, assignment of modifications and enhancements to and derivative works of COTS that are
generated under the Contract (exclusive of the original COTS contained therein) are included in the assignment of
rights in Work Product. The Contractor hereby irrevocably and unconditionally sells, transfers and assigns {o the
University, EOHHS and CCA, the entire right, title and interest in and to alf Work Product. Such sale, fransfer and
assignment shall be effective immediately upon creation of each deliverable constituting Work Product. In the event
any Work Product is not considered a “work made for hire”, the Contractor, on behalf of itself and its employees,
agents, subcontractors and affiliates, does hereby assign, transfer and convey to the University, EOHHS and CCA all
right, title, and interest in such Work Product. The Contractor shall not affix (or permit any third party to affix) any
restrictive markings upon any Work Product (except as expressly directed or otherwise authorized in writing by the
University) and, if such markings are affixed, the University or EOHHS or CCA shall have the right at any time to
modify, remove, obliterate, or ignore such markings. During the term of this Contract and at any time following
expiration or termination for any reason of this Contract, upon the request and at the reasonable expense of the
University, EOHHS and CCA or their nominee and for no additional remuneration, the Contractor and its employees,
agents, subcontractors and affiliates shall promptly take such action as the University reasonably may request to
more fully evidence, protect, maintain, secure, register, record, defend, transfer, vest or confirm the University's,
EOHHS' and CCA's ownership, right, title and interest in the Work Product.

Residuals. Notwithstanding anything to the contrary contained in this Contract, Contractor, its subcontractors,
EOHHS, CCA and the University shall not be prevented from using ideas, know-how, concepts, or techniques
possessed by them prior to, or developed or learned by them outside of, the performance under the Contract, and
shall each be free to use any Residual information resulting from their respective performance and/or involvement
under the Contract. Residual Information shall mean the intangible (i) ideas, (i) know-how, (iii) concepts and (iv)
techniques that would be retained in the unaided memory of an ordinary person skilled in the art, not intent on
appropriating proprietary information. An individual’s memory is unaided if the employee has not intentionally
memorized the information for the purpose of retaining and subsequently using or disclosing it. Nothing in this
paragraph, however, shall be deemed to transfer ownership of Contractor Property to EOHHS, CCA or the
University or to transfer ownership of Work Product to Contractor or its subcontractors.
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IPAWE Agreement. The Contractor shall ensure that each of the Contractor's personnel providing services under
this Contract, regardless of whether the individual is an employee, contractor, or agent of the Contractor, shall, prior
to rendering any services under this Contract, sign the “Intellectual Property and Work Effort Agreement for the
Contractor's Employees, Contractors, Consultants, and Agents” (the “IPAWE Agreement”) which is attached to the
RFR as Exhibit XV or the substitute agreement set forth in Schedule 1A of this Attachment A, Amendment No.1,
HIX/IES Special Terms and Conditions have been pre-approved by the University's counsel (the “Substitute
Agreement”) in place of the IPAWE Agreement for such personnel.

Contractor Property. Contractor or its subcontractors or their licensors shall own any works of authorship, materials
or other intellectual property, all of the foregoing, whether or not incorporated into a Work Product, (i) owned by the
Contractor or its subcontractors or licensed to the Contractor or its subcontractors by a third party prior to the date on
which it enters the Contract, (i) that is independently developed by Contractor or its subcontractor without use of any
Work Product or confidential information of the HIX/IES Entities, (iii) general purpose consulting tools that are
independently developed by Contractor or its subcontractor without use of any Work Product or confidential
information of the HIX/IES Entities for use in performing the services, and (iv) any modifications, enhancements or
derivatives of the foregoing, excluding modifications and enhancements to and derivative works of COTS that are
generated under the Contract (collectively, the “Contractor Property"). To the extent Work Product incorporates any
Contractor Property or Contractor Property is necessary to use the Work Product, the Contractor has obtained for
the University, EOHHS and CCA a direct grant of rights and otherwise hereby grants, on behalf of itself and any third
party licensors, to the University, EOHHS and CCA a royalty-free, paid-up, non-exclusive, irrevocable, perpetual,
worldwide right and license, with the right to sublicense, to use, execute, reproduce, display, perform, distribute
copies of, modify and prepare derivative works based upon, such Contractor Property, solely in connection with its
use of the Work Product. This right and license shall include a non-exclusive license under any patent rights that the
Contractor or any of its third party licensors owns, controls or otherwise possesses a right to grant any rights
thereunder or thereto, solely in connection with the Contractor Property and its use with the Work Product.
Contractor shall obtain University's approval prior to incorporating any Contractor Property in the Work Product. Any
Contractor Property that is intended to be incorporated into the Work Product or is required to use the Work Product
as of the Effective Date of this Contract, is set forth in Schedule 2 to this Attachment A, Amendment No.1, HIX/[ES
Special Terms and Conditions. To the extent any such Contractor Property has not been identified in Schedule 2 or
its inclusion is not agreed to in writing prior to its incorporation into Work Product, the Contractor hereby grants to the
University, EOHHS and CCA all license rights to such Contractor Property to allow the University, EOHHS and CCA
to use the Work Product consistent with the ownership rights in the Work Product granted to the University, EOHHS
and CCA in accordance with the Contract. Contractor Property, including general purpose consulting tools created for
use in performing the services, which are not incorporated into the Work Product and are not necessary, but which
are reasonably useful for the HIX/IES Entities’ use of the Work Product following expiration of the Contract shall be
made available under mutually agreeable terms, For the avoidance of doubt, Contractor Property is not intended to
include generally available, third party, administrative COTS tools (e.g. Microsoft Office or Microsoft SharePoint)
used to deliver reports provided the content of such reports may be accessed without such license. Except for the
preceding license rights, Contractor retains (on behalf of itself or any applicable third party) all inteltectual property
rights in and to the Contractor Property.

Federal Exchange Intellectual Property. The parties agree that in the performance of Services under this Contract
and with the prior written consent of the Department of Health and Human Services, Centers for Medicare and
Medicaid Services ("CMS"} and the University, it may be desirable for Contractor to leverage certain intellectual
property developed for and owned by CMS related fo the Federal Exchange (“FX"). In such event, CMS retains all
ownership rights in and to elements of FX provided by Contractor. Contractor will cooperate with the University,
EOHHS and CCA as reasonably required to facilitate the University, EOHHS and CCA's receipt of such license
rights from CMS as are necessary to accomplish the objectives of the Contract, including without limitation,
reusability for other states and that essentially permit the University, EOHHS and CCA to use such Intellectual
property as “Work Product” to the extent it is part of the HIX/IES.
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12. Federal License Rights to HIX/IES
. The United States Department of Health and Human Services reserves a royalty-free, nonexclusive, and
irrevocable license to reproduce, publish, or otherwise use and to authorize others to use for federal government

- purposes, any software or modifications thereof and associated documentation designed, developed or installed with
federal financial participation, provided, however, that this sentence shall not apply to ‘proprietary operating/vendor
software packages’ within the meaning of 45 CFR 95.617(c) , except to the extent permitted by Section 11,
Contractor Property above, Additionally, the United States Department of Health and Human Services reserves a
royalty-free non-exclusive, and irrevocable license to reproduce, publish or otherwise use and to authorize others to
use for Federal Government purposes the copyright in any work developed under a grant, subgrant or contract under
a grant or subgrant, and any rights of copyright to which a grantee, subgrantee or a contractor purchases ownership
with grant support under 45 CFR § 92.34.

13. Required Disclosures

The Contractor shall allow the University and its designees, EOHHS, CCA, and the United States Department of
Health and Human Services access fo the software and all related documentation and records during the system
design, development, and operation phases of the HIX/IES Project. The Contractor must maintain and retain any
records necessary to disclose the scope of work performed by the Contractor, as well as any Subcontractors, and to
substantiate any claims for payment submitted by the Contractor under the Contract. Such records must be, upon
request, made available and provided to the University and its designees, EOHHS, CCA, the United States
Department of Health and Human Services, and other government agencies as provided in applicable law.

14. Warranties '

The Contractor shall represent and warrant to CGI that:

a. The Contractor and its subcontractors will be sufficiently staffed and equipped to fulfill Contractor’s obligations
under the Contract;

b. The Contractor's services will be performed by appropriately qualified and trained personnel with due care and
diligence and of quality as is customary in the industry and expected of firms engaged in comparable work, in
compliance with the Project Schedule and the terms and conditions of the Contract; and in accordance with all
applicable professional standards for the field of expertise.

¢. The Contractor shall comply with (i) all federal, state and local laws, regulations and guidelines applicable to
Contractor, which shall include but is not limited to compliance with all privacy laws, regulations and in
accordance with the Responsibility Matrix,and shall obtain any licenses, permits or registrations necessary for
Contractor to be able to provide the Services under the Contract; and (ii) all applicable business policies and
security requirements of EOHHS, CCA and the University that are referenced or cited in the Responsibility Matrix
Contract, inclusive of the RFR.

d. All Services delivered under the Contract will substantially conform with the requirements and specifications set
forth in the Contract, including without limitation, the applicable security and confidentiality requirements
contained therein. A failure to substantially conform with the Contract requirements and specifications are
referred to herein as “Nonconformities.”

e. [Intentionally Omitted];

f.  Contractor wilt use commercially reasonable efforts and comply with industry standards to reduce the likelihood

that any software delivered by Contractor under the Contract is free of Trojan horses, back doors, and other

malicious code. Notwithstanding the foregoing, if the software is delivered directly to the University as required
under the Contract, or hosted by a third party other than Contractor or a subcontractor of Contractor, the warranty
set forth in this subsection (f) shall apply to the software only in the form and at the time delivered to the

University or such third party hosting entity other than Contractor or a Subcontractor of Contractor, and the

warranty shall terminate after such delivery ;

[Intentionally Omitted]; and

Subject to Section 11, all Services shall be delivered free from any security interest or other lien or encumbrance

and the Contractor possesses all rights, grants, assignments, conveyances, licenses, permissions and

s @

CGI Technologies and Solutions Inc. 15 Confidential and Proprietary
00016409v1 July 2012




Exhibit B — Prime Contract Flow Down Terms

authorizations necessary or incidental to any materials owned by third parties supplied by Contractor for
incorporation in the deliverables delivered under the Contract.

Except as otherwise set forth above, the warranty period for the above warranties, shall commence on the
Commencement Date and shall end on the Contract termination or expiration date (the “Warranty Period"). The
Warranty Period shall survive expiration of this Contract. In addition, the Warranty Period for any warranty that by its
nature imposes a continuing obligation on the part of Contractor will survive termination of the Contract. In addition to
the overall HIX/IES warranties set forth above, each deliverable that is put into production use after acceptance of
such deliverable by the University, but prior to Contractor meeting the completion criteria, is warranted from the date
on which it goes into production use until the expiration of the Warranty Period. Expiration of the Warranty Period will
not relieve Contractor from correcting ali Nonconformities arising and reported during the Warranty Period, and any
Nonconformities resulting from such correction efforts. During all Warranty Periods, the Contractor will remedy any
Nonconformities without additional cost to the University, EOHHS or CCA. Without limiting Contractor's obligation to
support Work Product, to the extent Contractor provides third party software and hardware to, or for the benefit or,
the University, EOHHS and/or CCA, the Contractor must obtain and maintain, for itself and for the benefit of the
University, EOHHS and CCA warranty, support, and maintenance coverage for all third-party software and hardware
sufficient to enable it to perform all services required under the Contract.

Contractor shall have no obligation or liability under this section to the extent a defect results from (a) modifications
made by CGl (except those directed by Contractor or its subcontractor) or by any third party other than a
subcontractor of Contractor, (b) the combination, operation or use of the item with other items Contractor did not
recommend, supply or agree to in writing; (c) the failure of CGl to use any new or corrected versions of the item
made available by Contractor to CGI and implemented by Contractor, at no cost to CGI; or (d) Contractor's
adherence to specifications or instructions provided by CGI; provided that such defect would not have occurred
absent (a), (b}, (c) andfor (d).

Notwithstanding any other warranties set forth in the Contract, Contractor shall use good faith efforts to obtain the
right to, and to the extent Contractor has the legal right to do so, Contractor agrees to assign or pass through to
University or otherwise make available for the benefit of University, any manufacturer's or supplier's warranty
applicable to any third-party software, hardware or equipment provided by Contractor hereunder. Contractor does
not itself give or make any warranty of any kind with respect to third-party software, hardware or equipment other
than the enhancements, modifications and derivative works thereto made by Contractor or its subcontractors
pursuant to the Contract which shall constitute Work Product and shall be covered by the warranties set forth above.

EXCEPT AS SET FORTH IN THE CONTRACT, CONTRACTOR MAKES NO OTHER WARRANTIES, EXPRESS
OR [MPLIED, INCLUDING, BUT NOT LIMITED TO, ANY IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE.

15. Ownership of Pll and PH|

All files containing any Massachusetts HIX/IES information, Medicaid information, MassHealth information,
Personally Identifiable Information (P}, and/or Protected Health Information (PHI) are the sole and exclusive
property of the University, EOHHS and CCA. The Contractor shall not use any such data obtained as a result of the
Contract for any purposes not directly related to this Contract without prior written permission from the University,
EOHHS and CCA.

16. [intentionally Omitted)]

17. Accessibility
Software and Systems Developed under the Contract. For all Work Products that are to be delivered by

Contractor under the Contract, the Contractor shall ensure that the Work Products adhere to the ITD Enterprise
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Information Technology Accessibility Standards and the [TD Web Accessibility Standards (collectively, the
“Enterprise Accessibility Standards”) issued by Massachusetts’ Information Technology Division (“ITD") applicable to
the functionality of the Work Products.

Addressing Accessibility Problerns. For Work Products subject to the accessibility requirements of the Contract,

the Contractor shall be responsible for curing each instance in which its Work Products fail to comply with the Enterprise
Accessibility Standards.

18. Reserved.
19. System and Data Security.,
The Contractor shall comply with M.G.L. C. 66A if the Contractor becomes a “holder” of “personal data”. The
Contractor shall also protect the physical security and restrict any access to personal or other EOHHS or CCA data in
the Contractor's possession, or used by the Contractor in the performance of a Contract, which shall include, but is
not limited to the public records, documents, files, software, equipment or systems of EOHHS or CCA In addition to
the foregoing requirements, the Contractor agrees that as part of its work effort under the Contract entered pursuant
to this RFR, the Contractor may be required to use the following personal data under MGL ch. 66A and/or personal
information under MGL ch. 93H, or to work on or with information technology systems that contain such data in order
to fulfill part of its specified tasks. For purposes of this work effort, electronic personal data and personal information
includes data provided by EOHHS or CCA fo the Contractor which may physically reside at a location owned and/or
.controlled by the University, EOHHS or CCA or the Contractor. In connection with such data, the Contractor will
implement the maximum feasible safeguards reasonably needed to;
e Ensure the security, confidentiality and integrity of electronic personal data and personal information;
e  Prevent unauthorized access to electronic personal data or personal information or any other
Commonwealth Data from any public or private network;
e Prevent unauthorized physical access to any information technology resources involved in the Contractor's
performance of a Contract entered under this RFR;
o Prevent interception and manipulation of data during transmission to and from any servers; and
¢ Notify the University, EOHHS and CCA immediately if any breach of such system or of the security,
confidentiality, or integrity of electronic personal data or personal information occurs.

20. Corrective Action Plan/Failure to Correct Deficiencies

If the University identifies, in its reasonable judgment, any systemic or pattern of deficiencies or non-conformities
Contractor's compliance with the requirements of the Contract or in the Contractor's performance under the Contract,
the University may require the Contractor to develop and submit a corrective action plan to achieve conformity.
University and Contractor shall use diligent and good faith efforts to agree upon a written corrective action plan which
shall contain specific deadlines for correction of such deficiencies or non-conformities, within ten (10) Business days
of written notice of the systemic or pattern of deficiencies or non-conformities. The Contractor shall implement such
corrective action plan only once the corrective action plan has been agreed upon. The University may require the
corrective action plan to (1) provide for a subcontract with a subcontractor deemed mutually satisfactory to perform
specified Contract responsibilities, (2) otherwise alter the manner or method in which the Contractor performs any
Contract responsibilities, and (3) implement any other action that University may reasonably deem appropriate. If
the University and Contractor have not, despite diligent and good faith efforts of both parties agreed upon a written
corrective action plan within such ten (10) business days, the issue will be escalated in accordance with the Informal
Dispute Resolution process set forth in Section 26 of the Contract For Services Purchased in order to promptly reach
agreement on the corrective action plan. If Contractor fails to correct any deficiency or non-conformity or fails to meet
the specific deadlines in the corrective action plan, the University may withhold an amount equal to 5% of the gross’
amount of each invoice submitted thereafter by the Contractor in connection with the applicable deficiency or non-
conformity. When the deficiencies and/or non-conformities are corrected in accordance with the corrective action
plan, the withheld amounts associated with them shall be released for payment.

21. Reserved.
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22. Reserved.

23. Right to Cover
The University reserves the right to, subject to Section 36, Limitation of Liability, purchase substantially similar

substitute services (including warranty services) in good faith and be reimbursed by the Contractor for any excess
costs over and above the original Contract price for such services (in the case of services that have not yet been paid
to Contractor) or any excess cost over and above the original Contract price for such services plus any amounts paid
in advance for the services not provided as a result of the University obtaining such substitute services (in the case
where payment for services have been previously paid to Contractor), as a remedy when the Contractor breaches
the Contract by failure to deliver such services in accordance with the Contract and fails to cure the breach pursuant
to Section 9.B of the Contract; provided, however, that the University shall have the obligation to mitigate the costs of
procuring such substantially similar services to the greatest extent possible.

24, Insurance

The Contractor shall purchase and maintain at its sole cost and expense throughout the term of the Contract

resulting from this RFR adequate insurance coverage necessary for the performance of the services under the

Contract. This subsection specifies the required minimum types and amounts of coverage. The Contractor shall

furnish the University with certificates of the above insurance coverage within ten (10) days of the execution of the

Contract. Contractor shall provide CGI and the University with thirty (30) days prior written notice of cancellation,

material change, or non-renewal of the coverage during the term of the Contract. The Contractor's failure to provide

or continue in full force and effect the insurance that this section requires shall be a material breach of the Contract
and may, at the discretion of the University, result in termination,

The following standard insurance amounts are required at a minimum:

o Workers’ Compensation Insurance providing statutory benefits for persons employed in connection with the
Contract in accordance with applicable law, including the laws of the state of Massachusetts as well as the laws
of the state where the Contractor maintains its principal place of business. [n addition, Employers Liability
Coverage with a limit of at least one million dollars ($1,000,000.00) per accident and per disease.

¢ Automobile liability insurance covering owned, non-owned, and hired vehicles, with combined limits for bodily
injury and property damage of at least $1 million per accident. The policy must be endorsed to include the
University as an additional insured;

» Commercial General Liability Insurance, including blanket contractual liability, for all damages and claims arising
out of or related to injury to persons or damages to property which may arise out of or relate to the performance
of the Contractor's services provided under the Contract. The insurance certificate evidencing the coverage must
be acceptable to the University and name CGl as an additional insured, with coverage limits of at least
$1,000,000 per occurrence, $3,000,000 aggregate. If coverage is a claims-made basis, the Contractor shall
maintain at least three years of reporting endorsement following the expiration of the term of the Contract.
Contractor shall provide the University with a certificate or other verification of coverage prior to the execution of
the Contract. Contractor shall provide the University with thirty (30) days prior written notice of cancellation,
material change, or non-renewal of the coverage during the term of the Contract.

o Professional liability insurance with limits of at least $1 million per claim and $3 million per aggregate.

All insurance maintained by the Contractor pursuant to the Contract shall be written by insurance companies licensed
to do business in the state of Massachusetts. If the Contractor determines that any such insurance needs to be
placed with surplus lines carriers not licensed by the state of Massachusetts, written permission from the University is
required. All insurance companies to be used by the Contractor must have a Best's rating of not less than A- and be
acceptable to the University. If required by a validly issued subpoena or court order, the Contractor shall produce
certified copies of the aforementioned policies.
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All insurance maintained by the Contractor shall provide that the insurance for the benefit of the University shall be
primary and that the University's own insurance shall be noncontributing. The certificates shall contain an
unequivocal provision that the University shall be given 30 days' prior written notice of cancellation, material change,
or nonrenewal of the coverage.

The Contractor shall cause its subcontractors to purchase, carry, and maintain the minimum types of insurance
coverage above.

The Contractor's and, if applicable, the Contractor’s subcontractor's failure to provide or continue in full force and
_ effect the insurance that this section requires shall be a material breach of the Contract and may, at the discretion of
the University, result in termination of the Contract.

25. Reserved.

26. Conflict of Interest

During the term of this Contract, the Contractor shall not have any interest that.conflicts with the performance of
services under the Contract. The Contractor acknowledges that, in governmental contracting, even the appearance
of a conflict of interest is harmful to the interests of Massachusetts and the federal government. Thus, the Contractor
agrees to refrain from any practices, activities, or relationships that could reasonably be considered to be in conflict
with the contractor's fully performing its obligations under the terms of the Contract, without the prior disclosure to
and written approval from the University, EOHHS and CCA.

In the event the Contractor is uncertain whether the appearance of a conflict of interest may reasonably exist, the
contractor shall submit to the University's contract manager a full disclosure statement setting forth the relevant
details for the University, EOHHS and CCA's consideration and direction. Failure to promptly submit a disclosure
statement or to follow the University's direction in regard to the apparent conflict shall be grounds for termination of
the Contract.

27. Publications Regarding or Derived From The Contract

in the performance of the Contract, the Contractor may develop material suitable for publication under copyright as
reports, manuals, pamphlets or other forms. To the extent such material is a deliverable in the performance of this
Contract and is not Contractor Property, such material shall be deemed Work Product made for hire, and the
University, EOHHS and CCA shall exclusively own the copyright in such material.

Other material derived from Contractor's performance of this Contract shall not be published or offered for publication
through any medium of communication, including press release, without the prior written approval of University. If the
Contractor or any subcontractor publishes a work dealing with its performance under this Contract, or the results and
accomplishments attained in such performance, the University shall have a non-exclusive, irrevocable, royalty-free
license to reproduce, publish or otherwise use and authorize others to use the publication.

The Contractor shall not disseminate, reproduce, display or publish any report, information, data or other materials or
documents produced in whole or in part pursuant to this Contract, excluding Contractor Property, without the prior
consent of the University, nor shall any such report, information, data or other materials or documents be the subject
of an application for copyright by or on behalf of the Contractor without the prior written consent of the University.

28. Publicity
The Contractor may not use its relationship with the University, EOHHS, or CCA for advertising or any form of

publicity without the University's approval of text and images used in advertising. The Contractor and Deloitte
Consulting LLP may name the Commonwealth of Massachuselts on a client list and describe in general terms the
nature of work performed, but may not directly or indirectly represent that a product or service purchased by the
University from the Contractor is endorsed by the University, EOHHS, or CCA.
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29. Federal Cettification and Audits

At CGI's expense, the Contractor shall provide reasonable support reasonably necessary in connection with federal
certification of any portion of the HIX/IES as well as federal and state audits. The Contractor’s support may include,
but is not limited to, providing:

¢ Contractor staff;

Documentation; :

Sufficient copies of all output including labeling and cataloging ait output;

Computer time;

Supplies (both business and computer); and

» Assistance in responding fo any findings including providing detailed work-effort analysis.

In the event the federal requirements for such HIX/IES certifications and/or audits materially change from the federal
requirements in effect as of the execution date of this Contract, the parties agree to execute a mutually agreed upon
change order reflecting such change. The Contractor shall notify the University’s project manager of any action, or
inaction, by any party known to the Contractor that threatens the timely and accurate completion of any Contractor
obligation or that it has reason to believe threatens the successful CMS/CCIO certification of the HIX/IES. Such
notification must be made orally by the close of business on the day of discovery and in writing within three Business
Days of discovery.

30. Program Integrity: Medicaid

The Contractor shall notify EOHHS in writing within ten (10} calendar days if it or, where applicable, any of its
subcontractors receive or identify any information that gives them reason to suspect that a MassHeaith Provider or
Member has engaged in fraud as defined under 42 CFR 455.2.  In the event of suspected fraud, no further contact
shall be initiated with the Provider or Member on that specific matter without EOHHS's approval.

The Contractor and, where applicable, its subconfractors shali cooperate fully with the Office of the Attorney
General's Medicaid Fraud Control Unit (‘“MFCU"} and the Office of the State Auditor's Bureau of Special
Investigations (“BSI"), Such cooperation shall, include, but not be limited to, providing at no charge, prompt access
and copies of any documents and other available information determined necessary by such agencies to carry out
their responsibilities regarding Medicaid fraud and abuse, maintaining the confidentiality of any such investigations,
and making knowledgeable staff available at no charge to reasonably support any investigation, court, or
administrative proceeding resulting from Contractor's notice hereunder of suspected fraud and/or abuse or otherwise
arising under this Contract.

31. Protection of Property

The Contractor shall at all times safeguard University, EOHHS and CCA property from injury or loss in connection
with the Contract and continuously maintain adequate protection of the Contractor's work from damage.

The Contractor shall be responsible for all breakage and damage to property (real and personal) that may occur as a
result of fault, negligence, or failure to perform on the part of its agents, subcontractors, or employees in connection
with the performance of the work specified in the Contract. Repair or replacement of any such damage shall be
commenced by the Contractor within two days after notification of such damage, and shall be completed
expeditiously to the satisfaction of the University. :

32. Equipment and Facilities. At the University's discretion, it reserves the right to review and visit the Contractor's
business location(s) during business hours and subject to Contractor's security policies and procedures regarding
access to third party confidential information maintained at its facilities.

33. Reserved.

34, Risk Of Loss. Except for the negligent errors or omissions of the CGI or the HIX/IES Entities, the Contractor
shall beat the risk of loss for any Contractor materials used for the Contract and for all defiverables, Commonwealth,
the University, EOHHS or CCA personal data which is in the possession of the Contractor or used by the Contractor
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in the performance of the Contract until possession, ownership and full legal titte to the deliverables are transferred to
and accepted by the University.

35. Contract Boilerplate Interpretation, Severability, Conflicts With Law, Integration. If any provision of the Contract is
found to be superseded by state or federal faw or regulation, in whole or in part, then hoth parties shall be relieved of
all obligations under that provision only to the extent necessary to comply with the superseding law, provided
however, that the remaining provisions of the Contract, or portions thereof, shall be enforced to the fullest extent
permitted by law. All amendments must be executed by the parties in writing in accordance with the terms of
paragraph 20 of the University's Contract for Services Purchased. The printed language of the Contract which
incorporates by reference these HIX/IES Special Terms and Conditions, shall supersede any conflicting verbal or
written agreements relating to the performance of the Contract, including contract forms, purchase orders or invoices
of the Contractor.

36. [Intentionally Omitted]

SCHEDULE 1-A — PRE - APPROVED SUBSTITUTE AGREEMENT FOR CGI'S USE WITH ITS
CONTRACTORS, CONSULTANTS AND AGENTS

Independent Contractor Services Agreement
Intellectual Property Rights Agreement

The Contractor understands and acknowledges that the ownership and protection of intellectual property and
confidential and proprietary information is of critical importance to CGI Technologies and Solutions Inc. (“CGI") and its
customers. The term “CGI" refers to CGI Technologies and Solutions Inc. and all of its subsidiaries and affiliates, and
the term “customer” includes all persons or entities for whom CGl performs services or with whom CGI works or
cooperates for any purpose. This Agreement sets forth certain terms and conditions under which the Contractor will
perform services for the benefit of CGl or its customers (the "Services") as part of a project or projects agreed to
between CGl and Contractor. This Agreement applies in addition to any other agreement between CGl and Contractor
_governing the performance of Services.

1. Contractor agrees and acknowledges that it may create or participate in the development of inventions,
discoveries, improvements, and original works of authorship, including, without limitation, derivative, joint, and
collective works and compilations (collectively, “Works”). The term "Works” includes all ideas or items
produced or created by Contractor (or any person furnished by Contractor, if applicable) in the course of
performing the Services, whether alone or jointly with others. Notwithstanding the foregoing, hCentive retains
all rights, title and interest in and to its Weblnsure Base and Documentation in all forms and all copies, and
modifications of the WebInsure Base and Documentation developed at hCentive's sole expense, including all
worldwide rights to patents, copyrights, trademarks and trade secrets in or relating to the Weblnsure Base or
Documentation.

2. Contractor will promptly disclose to CGI any Works of which it becomes aware. Contractor agrees that all
Works that it creates or helps develop under this Agreement will be the property of, and owned by, CGl and
will Be considered “works made for hire". CGI will have all rights, title and interest in and to all Works,
including without limitation copyrights, patents, trade secrets, and other proprietary, intellectual, industrial and
moral rights of whatever nature (“Intellectual Property Rights”). In the event any such Works are, for whatever
reason, deemed not to constitute a "work made for hire,” the Contractor does hereby assign to CGl all such
Intellectual Property Rights, for good and valuable consideration, the sufficiency of which is hereby
acknowledged.. CGl's rights in and to each Work will vest on the date each Work is produced or created.
Further, as between CGl and Contractor, CGl's and its customers’ ideas and requirements disclosed to
Contractor in writing or orally are owned by CGl. Contractor agrees to give CGl at no additional charge all
assistance reasonably required to vestin CGI throughout the world all Intellectual Property Rights in the
Works, including without limitation providing written assignments and waivers of such Intellectual Property
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Rights in favor of CGl, its affiliates and customers from Contractor and the personnel furnished by Contractor.
If under applicable law Contractor is deemed to retain any rights in any Works, to the maximum extent allowed
by applicable law, Contractor;

a) irrevocably assigns to CGI all rights , including Intellectual Property Rights, that it retains; or, if such
assignment is invalid or insufficient,

h) irevocably waives its moral and authorship rights in all Works, including without limitation rights of
attribution and integrity; or, if such waiver is invalid or insufficient,

c) consents to CGl's and its customers' use and infringement of the rights Contractor retains in the
Works; or, if such consent is invalid or insufficient,

d) agrees that in perfecting and protecting its rights, Contractor will refrain from interfering with CGl's
and its customers' use of any Works. ,

3. Contractor will not, without the applicable owner's written permission: (a) reproduce any copyrighted,

patented, confidential or proprietary material owned by a third party (collectively, “Third Party Materials”), even
if the material does not carry a copyright or other restrictive notice; (b) provide to CGl or any customer, or
induce CGI fo use or provide, any Third Party Materials; or (c) develop any Works, or provide any advice or
other services to CGl or its customers, containing Third Party Materials Contractor obtains from sources other
than CGl.

4. Contractor acknowledges that a breach, or attempted or threatened breach, by it of any part of this Agreement
could cause CGl to suffer irreparable injury for which there would be no adequate monetary remedy, and that
CGl will be entitled (in addition to its other remedies) to obtain injunctive and other conservatory relief.
Contractor further acknowledges that CGl is an intended third-party beneficiary of this Agreement and shall
have the right to bring any action, claim, or suit for damages or other relief upon any breach by Contractor of.
its obligations under this Agreement; and CGl shall have the right to assign any or all of its rights under this
Agreement without Contractor's-express consent.

LY The provisions of this Intellectual Property Rights Agreement are severable, and the unenforceability of any
one or more provisions will not affect the enforceability of any other provision. If any provision is deemed to be
or becomes unenforceable, CGl may substitute an enforceable provision that preserves the parties’ original
intentions and economic positions to the maximum extent legally possible.

6. The parties agree that Contractor is not an employee of CGI, and nothing in this Agreement shall create or be
deemed to imply any such relationship between Contractor and CGlI or entitle Contractor to any compensation
from CGI. Contractor acknowledges that a breach, or attempted or threatened breach, by it of any part of this
Agreement shall be a breach of its obligations to CGI and shall entitle CGl to pursue all lawful remedies
against Contractor, including immediate dismissal.

Print Name:
Signature:
Date:
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SCHEDULE 2 ~ CONTRACTOR PROPERTY AS OF EFFECTIVE DATE OF CONTRACT

No Contractor Property as of the execution date of the Contract

SCHEDULE 3 - ACCESSIBILITY WAIVER AND RESPONSE

[FINAL WAIVER TO BE PROVIDED BY UMMS]

ATTACHMENT C - DATA MANAGEMENT AGREEMENT

Section I: Data Management
(a) Definitions:

“Contract Data”: “Contract Data”; As used in this Attachment “C", “Contract Data” shall refer to any
information, whether oral, written, or electronic, that constitutes:

1. personally identifiable data, including without limitation:
o ‘“personal information” (as defined in Mass. Gen. Laws ch. 93H),
o ‘protected health information” (as defined under the Health Insurance Portability and
Accountability Act Privacy and Security Rules defined below),
o  ‘“personal data’ (as defined in Mass. Gen. Laws. ch.66A);

2. “other state or federal agency sensitive or confidential data” protected under state or federal data security -
or privacy laws or agreements (which may include personally identifiable data from state or federal agencies
including, but not limited to, the US Internal Revenue Service, Social Security Administration, or
Massachusetts Department of Revenue)(e.qg., adjusted gross income, number of dependents, bankruptcy
information, tax information, banking account numbers and routing information ); and/or

3. any “de-identified data” (i.e., any personal information, protected health information, personal data or
other state or federal agency sensitive or confidential data from which personally identifiable information has
been removed so that there is no reasonable basis to believe that the information can be used to identify an
individual) or "masked data” (i.e., personally identifiable data for which certain data elements have been
obscured or masked so that there is no reasonable basis to believe that the masked information can be
used to identify an individual)

that the Contractor is given access to, or that the Contractor receives, creates, uses or discloses when
performing services in accordance with the Contract for Services Purchased (inclusive of all Attachments,
Amendments and Schedules thereto) made and entered into by the Parties on July 9, 2012 (the “Contract").

"Covered Entity(ies)” : As used in this Attachment "C", “Covered Entity(ies)’ shall mean the owner(s) of
the Contract Data.

"HIPAA™: As used in this Attachment "C" "HIPAA” shall mean the Health Insurance Portability and
Accountability Act of 1996 at 45 CFR Parts 160 and 164 and its regulations as amended.

“HITECH Act”: As used in this Attachment “C* "HITECH Act” shall mean the Health Information
Technology Economic and Clinical Health Act provisions in Title XIII of the American Recovery and
Reinvestment Act (“ARRA") of 2009.
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"Security Incident”: As used in this Attachment "C” “Security Incident” shall have the same meaning as
under the HIPAA Security Rule at 456 CFR Parts 160 and 164.

(b) General Rule(s) for Data:

1.
2,

3.

The Contractor shall not access, store, use, disclose or fransmit Contract Data except as permitted by
Section Il: “Contract Data Permitted Activities” of this Attachment “C".

Contractor acknowiedges and agrees that it is functioning as the University's subcontractor by
performing services which the University is obligated to perform for the Covered Entity(ies)

Contractor agrees to remain compliant with HIPAA regulations as amended and the HITECH Act as
applicable to subcontractors of business associates and further agrees to update this data management
agreement as required.

Contractor shall comply with all applicable state laws and regulations relating to the confidentiality,
privacy and security of the Contract Data as well as any applicable state policies including but not
limited to the Commonwealth of Massachusetts Information Technology Division's Security Policies
available at: http://www.mass.gov/anf/research-and-tech/it-pols-stnds-and-guidance/ent-pols-and-
stnds/security-policies-and-standards/under Policies and Standards, (collectively, “Security Policies”)
Contractor certifies under the pains and penalties of perjury that it has reviewed all such applicable
state Security Policies and agrees to protect any and all personal information contained in Contract
Data.

Contractor shall communicate-and enforce such Security Policies against all of its employees involved
in the HIX/IES project (whether such employees are direct or contracted) and Contractor's
subcontractors, in both instances, who are involved on the HIX/IES project.

Contractor shall implement and maintain any other reasonable appropriate security procedures and
practices necessary to protect Contract Data from the unauthorized access, destruction, use,
maodification, disclosure or loss.

Contractor shall be responsible for the full or partial breach of any of these terms of this Attachment "C"
by its employees (whether such employees are direct or contracted) or Contractor's subcontractors
during or after the term of the Contract, and any breach of these terms may be regarded as a material
breach of the Contract.

Contractor shall, in the event of any unauthorized access, destruction, use, modification, disclosure or
loss of the Contract Data (collectively referred to as the "unauthorized use”): (a) immediately notify the
University, orally and in writing as set out more fully below, if the Contractor becomes aware of the
unauthorized use; (b) provide full cooperation and access to information necessary for the University
and the Covered Entity(ies) to determine the scope of the unauthorized use; (c) provide full cooperation
and access to information necessary for the University, the Covered Entity(ies) and the Contractor to
fulfill any mitigation and notification requirements; and (d) bear the responsibility and all related costs
for any security incident or data breach involving Contract Data as determined by the University
including, associated remedial actions or mitigation steps and consumer notification and related
responses.

(d  Data Ownership: The Contractor shall have no ownership rights in the Contract Data, or in any data
derived or extracted from the Contract Data.

(e) Security: The Contractor shall implement administrative, physical, and technical safeguards that
reasonably and appropriately protect the confidentiality, integrity, and availability of the Contract Data, and
that prevent access to, use of or disclosure of the Contract Data other than as provided for by this
Agreement. Such safeguards shall include but not be limited to:

The Contractor shall protect from inappropriate use and disclosure any password, user ID, or other
mechanism or code permitting access to any database containing Contract Data.
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2. The Contractor shall ensure that only those individuals working on the project involving Contract Data
shall be provided security roles to access the Contract Data and that such roles are current at all
times. Contractor shall ensure routine auditing of access to Contract Data and maintenance of
access logs. '

3. The Contractor shall comply with the security mechanisms and processes established for access to
all databases necessary to perform services under the Contract, including use of firewall and virus
checking software.

4, If the University gives the Contractor access to any University database or any Covered Entity(ies)
database, the Contractor shall provide the University with a list of personnel who have access to such
database and shall provide the University with prior notice of any change in personnel whenever the
change requires a termination or modification of any password, user ID or other access mechanisms.

5. The Contractor shall ensure that all cached Contract Data will be automatically cleared at the end of
each user session and shall not thereafter be available for viewing on the local computer.

6. The Contractor shall ensure that all hardware used to access Contract Data from an off-site location
shall be used only by Contractor’s or its subcontractor's authorized employees and only for
Contractor's business, provided the University approves such off-site access, and further provided
such access meets all security requirements under any applicable law or as may be established
under policies and procedures established by the University and/or the Covered Entity(ies).

7. CGl shall ensure that all hardware used to access and/or store Contract Data shall be encrypted in
format meeting standards of the National Institute of Standards and Technology (NIST) and the key is
held separately and used only by CGl's or its subcontractor's employees and only for CGl's business.
AES-256 or equivalent encryption algorithm is acceptable.

8. The Contractor shall prohibit its employees or Contractor's subcontractors from storing any of the
Contract Data or copies of the Contract Data on any local hardware device.

9. The Contractor shall not store the Contract Data on portable media or devices that may be
transported off Contractor's premises except when copying data onto storage media for secure
transport to University or Covered Entity(ies) personnel or for secure transport to Contractor's backup
facility, and then only in encrypted format meeting standards of the National Institute of Standards
and Technology (NIST) and where the key is held separately. AES-256 or equivalent encryption
algorithm is acceptable. ,

10. The Contractor shall prohibit its employees or Contractor's subcontractors from storing any Contract
Data or copies of the Contract Data on portable media or devices for any other purpose other than
that described in # 9 above, unless approved in writing by the University and the devices are
encrypted in accordance with the NIST standards and the key is held separately. AES-256 or
equivalent encryption algorithm is acceptable.

11.  CGl shall employ valid encryption processes for all Contract Data at rest and in motion in compliance
with the NIST standards using AES-256 or equivalent encryption algorithm. For data at rest,
specified encryption should be Full Disk Encryption (FDE) as opposed to file or volume level
encryption; for data in motion, protocols (e.g. SSL, SFTP, TLS, IPSeg, etc.) using the AES-256 or
equivalent encryption algorithm, should be employed.

(f Inspection: The Contractor shall furnish the University upon request a description of the steps it has taken
to protect the security of the Contract Data and will allow authorized representatives of the University access
to the premises where the Contract Data are stored or accessed, for the purpose of inspecting privacy and
physical security arrangements.

@ Non-Secure Transmissions: The Contractor shall not transmit any personally identifiable Contract Data in
non-secure transmissions over the Internet or any wireless communication device, unless: 1) the Confract
Data are “de-identified” in accordance with 45 C.F.R § 164.514(b)(2); or 2) encrypted in accordance with
applicable law, including the American Recovery and Reinvestment Act of 2009 found at:
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http://mww.qpo.qovifdsys/pka/PLAW-111pubib/content-detail.htmland as required by policies and
procedures established by the University or the Covered Entity(ies).

Non-Permitted Use or Disclosure Report and Mitigation Activities: Immediately upon becoming
aware of any use or disclosure not permitted under this Attachment "C" or any Security Incident,
Contractor shall take all appropriate action necessary fo: 1) retrieve, to the extent possible, any
Contract Data used or disclosed in the non-permitted manner; 2) mitigate, to the extent possible, any
harmful effect known of the non-permitted use or disclosure or Security Incident; and 3) only after
conferring with the Privacy Officer or designee in the University's Commonwealth Medicine division
("Privacy Officer”) and the University’s Office of General Counsel, , take any further action as may be
required by any applicable state or federal law concerning the privacy and security of the Contract
Data. Immediately upon becoming aware of the non-permitted use and/or disclosure or Security
Incident, Contractor shall report to the Privacy Officer, both verbally by phone (508-856-6547) and in
writing by email (Compliance@umassmed.edu), and verbally report to the University's Office of
General Counsel (774-455-7300) the nature of the non-permitted use and/or disclosure, the harmful
effects of which it is aware, and all actions it has taken or plans to take in accord with this paragraph.
Thereafter, upon the University's written request, the Contractor shall take such further action as
required by law and/or deemed appropriate by the University to retrieve the Contract Data and to
mitigate any harmful effects.

Response to Legal Process: The Contractor shall report to the Privacy Officer, both verbally by phone
and in writing by email, as indicated above, any instance where the Contract Data are subpoenaed or
becomes the subject of a court or administrative order or other legal process, whether or not the Contract
Data are in Contractor's physical possession, and shall respond as directed by the University. In no event
shall the Contractor’s reporting obligations under this paragraph be delayed beyond the return date in the
subpoena or legal process, or two (2) business days from obtaining such request for data, whichever is
shorter.

Requests by Individuals: Within two (2) business days of receipt, the Contractor shall verbally report to
the Privacy Officer, as indicated above, any instance where an individual or an individual's legal
representative makes a request, of either Contractor or a subcontractor or agent of Contractor: (1) fora
copy of the Contract Data pertaining to that individual; (2) that the Contract Data pertaining to that individual
be amended; (3) that the Contract Data be disclosed to a third party; (4) a list of disclosures made by
Contractor of the Contract Data pertaining to that individual. The Contractor shall respond as directed by
the University. The Contractor shall confirm verbal notice in writing within five (5) business days.

Copy of Contract Data: The Contractor shall furnish the University with a copy of all or part of the Contract
Data within two (2) business days of the University's Privacy Officer or his/her designee’s written request.
The Contractor shall supply the copy in either written or electronic form, as directed by the University.

Amendment to Contract Data: The Contractor shall amend the Contract Data as directed by the
University within two (2) business days of the University's request.

Disclosures to Third Parties: For all disclosures of personally identifiable Contract Data that the
Contractor makes to third parties, other than to the individual, who is the subject of the data, the individual's
personal representative, the University, or the Covered Entity(ies) the Contractor shall document: (1) the
date of the disclosure; (2) the name of the entity or person who received the personally identifiable Contract
Data; (3) the address of the entity who received the personally identifiable Contract Data; (4) a description of
the personally identifiable Contract Data disclosed; and (5) a description of the purpose of the disclosure
provided, however, that no record of disclosure need be kept if the purpose of the disclosure is for purposes
of the Covered Entity(ies') treatment, payment or health care operations. If Contractor makes multiple -
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disclosures to the same entity for the same purpose, the Contractor shall document the first disclosure as
* above, the frequency of the disclosure, and, if the disclosures are to be discontinued, the date of the last
disclostre.

(n) Employee Policies: The Confractor shall adopt employee policies and procedures to ensure that
its employees comply with the requirements of Sections I and Il of this Agreement. Contractor
agrees that it shall inform and train each of its employees, servants or agents having involvement
with Contract Data of the laws and regulations relating to security, confidentiality and privacy
applicable to Contract Data, including provisions contained in this Exhibit B Prime Contract Flow
Downs.

(0) Record Access: The Contractor shall make its internal practices, books, policies, procedures and records
relating to management and control of the Contract Data available to representatives and/or designees of
the University, or, upon the University's written request, to the Secretary of the federal Department of Health
and Human Services.

P Custodian: The Contractor shall designate Paul Jacoby, Vice President of Sales & Client Services as
custodian of the Contract Data who shall oversee the Contractor's compliance with Sections I and i of this
Agreement, and shall notify the University within two (2) business days if the custedianship is transferred to
another person. '

Section |I: Contract Data Permitted Activities

@ Underlying Functions or Services: The Contractor shall ensure that each member of its workforce
accesses, uses, discloses, transmits, or stores the minimum necessary Contract Data and only to the extent
necessary to perform services under the Contract.

{b) Agents or Subcontractors: The Contractor may disclose Contract Data to an agent or subcontractor of
Contractor only with the prior written approval of the Privacy Officer or designee. If such approval is
granted, Contractor shall ensure that each such agent or subcontractor agrees in writing to the same
restrictions and conditions that apply to Contractor under this Agreement. Contractor shall be responsible
for its agents’ and subcontractors’ compliance with these restrictions and conditions.

(c) Disclosures Required by Law: The Contractor may disclose Contract Data if the disclosure is required by
faw, but must notify the Privacy Officer in writing by email, as indicated above, prior to doing so. Such
notification must include the date of the disclosure, the reason for the disclosure, the entity or person
receiving the disclosure, and a description of the data being disclosed.

(d) Use or Disclosure for Contractor Purposes: The Contractor may not use or disclose Contract Data for
purposes of its own internal management and administrative functions unless it receives prior written
permission from the Privacy Officer. '

Attachment F
Amendment No. 2
Supplemental Terms and Conditions

1. Reserved.
2. Reserved.
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3. Inthe RFR, Part Four — Laws, Rules, and Guidelines, Section I(A) is amended by the addition of the following
paragraph:

4. CFR parts 155, 156 and 157 (PATIENT PROTECTION AND AFFORDABLE CARE ACT;
ESTABLISHMENT OF EXCHANGES AND QUALIFIED HEALTH PLANS; EXCHANGE STANDARDS
FOR EMPLOYEES; Final/interim Rule) (to the extent Final)
https://www.federalreqister.gov/articles/2012/03/27/2012-6125/patient-protection-and-affordable-care-
act-establishment-of-exchanges-and-qualified-health-plans

4. Inthe RFR, Part Four — Laws, Rules, and Guidelines, Section I(B) is amended by striking subsection I{B){1) and
replacing it with the following paragraph: .

"1. 45 CFR parts 155, 156 and 157 (PATIENT PROTECTION AND AFFORDABLE CARE ACT;
ESTABLISHMENT OF EXCHANGES AND QUALIFIED HEALTH PLANS; EXCHANGE STANDARDS
FOR EMPLOYEES; Finalllnterim Rule) (to the extent Interim)
https://www.federalreqister.qoviarticles/2012/03/27/2012-6125/patient-protection-and-affordable-care-
act-establishment-of-exchanges-and-qualified-health-plans

5. Contractor acknowledges that certain data files from the Massachusetts Department of Revenue, Social Security
Administration and other agencies cannot be accessed without the prior written permission of EOHHS and
execution of the appropriate confidentiality or other documents required by such agencies.

8. Without limiting Contractor's other responsibilities and obligations under the Contract, the additional terms set
forth in Schedule A - IRS Data Management Requirements to this Attachment F shall apply to the extent
Contractor or its subcontractors have access to Federal tax information.

: Schedule A
IRS DATA MANAGEMENT REQUIREMENTS

|. PERFORMANCE:

In performance of this Contract, the Contractor agrees to comply with and assume responsibility for compliance by its
employees and subcontractors with the following requirements;

(1) All work using any Federal tax returns or Federal tax return information (hereafter referred to as IRS Data)
will be done under the supervision of the Contractor or the Contractor's employees.

(2) Any IRS Data made available in any format shail be used only for the purpose of carrying out the provisions
of this Contract. Information contained in such material will be treated as confidential and will not be
divulged or made known in any manner to any person except as may be necessary in the performance of
this Contract. Disclosure to anyone other than an officer or employee of the Contractor, an officer or
employee of a subcontractor authorized per Section 7 below, or a duly authorized officer or employee of one
the HIX/IES Entities, will be prohibited.

(3) AllIRS Data will be accounted for upon receipt and properly stored before, during, and after processing. In
addition, all related output will be given the same level of protection as required for the source material.

(4) The Contractor certifies that the RS Data processed during the performance of this Contract will be
completely purged from all data storage components of its computer facility, and no output will be retained
by the Contractor at the time the work is completed. If immediate purging of all data storage components is
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not possible, the Contractor certifies that any IRS Data remaining in any storage component will be
~ safeguarded to prevent unauthorized disclosures. ‘

(5) The Contractor will be responsible for the destruction of the spoilage or any intermediate hard copy printouts
of IRS Data, and will provide the University or its designee with a statement containing the date of
destruction, description of material destroyed, and the method used.

(6) All computer systems receiving, processing, storing, or transmitting IRS Data must meet the requirements
defined in IRS Publication 1075. To meet functional and assurance requirements, the security features of
the environment must provide for the managerial, operational, and technical controls. All security features
must be available and activated to protect against unauthorized use of and access to Federal tax
information.

(7) No work using IRS Data under this Contract will be subcontracted, other than to those subcontractors
named in the Contract, without prior written approval of the IRS. All subcontractors shall agree in writing to
the IRS Data Management Requirements set forth in this Schedule A.

(8) The Contractor will maintain a list of employees authorized access. Such fist will be provided to the
University and, upon request, to the IRS reviewing office. -

(9) The University will have the right to terminate the Contract if the Contractor fails to provide the safeguards
described above. '

(10) The IRS Data Management Requirements set forth in this Schedule A shall be in addition to, and shall not
limit, any other obligations contained in the Contract.

Il. CRIMINAL/CIVIL SANCTIONS:

(1) Each officer or employee of any person to whom IRS Data is or may be disclosed will be notified in wriing
by such person that IRS Data disclosed to such officer or employee can be used only for a purpose and to
the extent authorized herein, and that further disclosure of any such IRS Data for a purpose or to an extent
unauthorized herein constitutes a felony punishable upon conviction by a fine of as much as $5,000 or
imprisonment for as long as 5 years, or both, together with the costs of prosecution. Such person shalil also
notify each such officer and employee that any such unauthorized further disclosure of IRS Data may also
result in an award of civil damages against the officer or employee in an amount not less than $1,000 with
respect to each instance of unauthorized disclosure. These penalties are prescribed by IRC sections 7213
and 7431 and set forth at 26 CFR 301.6103(n)-1.

(2) Each officer or employee of any person to whom IRS Data is or may be disclosed shall be notified in writing
by such person that any IRS Data made available in any format shall be used only for the purpose of
carrying out the provisions of this contract. Information contained in such material shall be treated as
confidential and shall not be divulged or made known in any manner o any person except as may be
necessary in the performance of the contract. Inspection by or disclosure to anyone without an official need
to know constitutes a criminal misdemeanor punishable upon conviction by a fine of as much as $1,000 or
imprisonment for as long as 1 year, or both, together with the costs of prosecution. Such person shall also
notify each such officer and employee that any such unauthorized inspection or disclosure of IRS Data may
also result in an award of civil damages against the officer or employee [United States for Federal
employees] in an amount equal to the sum of the greater of $1,000 for each act of unauthorized inspection
or disclosure with respect to which such defendant is found liable or the sum of the actual damages
sustained by the plaintiff as a result of such unauthorized inspection or disclosure plus in the case of a willful
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inspection or disclosure which is the result of gross negligence, punitive damages, plus the costs of the
action. These penalties are prescribed by IRC section 7213A and 7431.

(3) Additionally, it is incumbent upon the Contractor to inform its officers, employees and authorized
subcontractors, of the penalties for improper disclosure imposed by-the Privacy Act of 1974, 5 U.S.C. 552a.
Specifically, 5 U.S.C. 552a(i)(1), which is made applicable to contractors by § U.S.C. 552a(m)(1), provides
that any officer or employee of a contractor, who by virtue of his/her employment or official position, has
possession of or access to agency records which contain individually identifiable information, the disclosure
of which is prohibited by the Privacy Act or regulations established thereunder, and who knowing that
disclosure of the specific material is prohibited, willfully discloses the material in any manner to any person
or agency not entitled to receive it, shall be guilty of a misdemeanor and fined not more than $5,000.

(4) Confractor, its employees and its authorized subcontractors’ access to IRS Data must be preceded by
certification that each individual understands the applicable security and procedures for safeguarding IRS
information. Contractors, its employees and its authorized subcontractor must maintain their authorization to
access IRS Data through annual recertification. The initial certification and recertification must be
documented and placed in the Contractor's files for review. As part of the certification and at least annually
afterwards, Contractor, its employees and its authorized subcontractors shall remain current in its
understanding of the provisions of IRC Sections 7431, 7213, and 7213A (see Publication 1075 - Tax
Information Security Guidelines for Federal, State and Local Agencies: Exhibit 6 of IRC Sec. 7431 Civil
Damages for Unauthorized Disclosure of Returns and Return Information and Exhibit 5 IRC Sec. IRC Sec.
7213 Unauthorized Disclosure of Information). The training provided before the initial certification and
annually thereafter must also cover the incident response policy and procedure for reporting unauthorized
disclosures and data breaches. (See Section 10.0 of Publication 1075 — Reporting Improper Inspections or
Disclosures ) For both the initial certification and the annual certification, Contractor, its employees and its
authorized subcontractors shall sign, either with ink or electronic signature, a confidentiality statement
certifying their understanding of the security requirements.

[Il. INSPECTION:

To verify compliance with these IRS Data Management Requirements, the IRS and the University shall have the right
to send its officers and employees into the offices and plants of the Contractor (inclusive of its subcontractors) for
inspection of the facilities and operations provided for the performance of any work under this Contract. On the basis
of such inspection, specific measures may be required in cases where the Contractor or subcontractors are found to
be noncompliant with the requirements of this Schedule A.
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1 Purpose

The purpose of this section is to outline the Service Level Agreement (“SLA") between CGI and Logicworks in
order to define the framework for measuring service delivery by Logicworks in hosting and operating the
HIX/IES System at the Logicworks Data Center.

The SLA defines the context and definition of key minimum measures and thresholds mutually agreed upon as

an objective means to track the Hosting Services and the Service Penalties associated with failure to meet such
measures and thresholds.

2 Definitions

1. “HIX/IES System” or “System” means the HIX/IES application and modules as provided or developed by
CGl and the Managed Infrastructure hosted by Logicworks.

2. "“At Risk Amount” — A mutually agreed to percentage of the monthly fee paid by CGI to Logicworks
against which one or more Service Penalties is applied if Logicworks fails to achieve the specified
Minimum Service Level for a specific Service Metric within the respective Measurement Interval.

3. ‘“lssue’ means a material deviation of the Managed Infrastructure to function per its documented
specifications. An Issue can be associated with the underlying Managed Infrastructure if it is impacting
the HIX/IES application and modules. In addition, an Issue can be associated with the performance
behavior of the HIX/IES application and modules if performance is impacted in a manner that warrants
initial classification as an Urgent or High Issue (pending investigation of the Issue) because it is materially
impacting the use of the HIX/IES System in a manner consistent with the Issue Severity Definitions.
Issues will be initially classified by the party identifying the Issue in accordance with the Issue Severity
definitions defined herein. Once confirmed by Logicworks, resolution of the Issue will proceed in
accordance with such classification until Logicworks informs CGIl that the Issue has been resolved in a
notification sent through LogicOps or through the IMC. Any in Severity level shall require the mutual
agreement of the parties, which agreement shall be reached in a timely, good faith manner in accordance-
with the Issue Severity Definitions elsewhere in this SLA.

4. ‘“Issue Priority” is the priority of any Issue, mutually agreed to by CGI and Logicworks as described in
“Issue” paragraph 2 above. This priority indicates, within an Issue Severity level, the relative order in
which Issues will be handled by Logicworks unless otherwise instructed by CGl. Priority can be defined
as “Urgent’, “High”, “Medium”, and “Low".

5. ‘“Issue Severity” is the severity assigned to all [ssues, as ultimately managed by Logicworks with input
from CGI and agreed upon [ssue classification as described in “Issue”, paragraph 2 above. After initial
assignment by the reporting party, this assignment will be reviewed as a coordinated effort between the
parties based on the definitions of the severities, possible workarounds, and the impact on the
functionality. The Issue Severity definitions are described in Exhibit A below.

Exhibit A: HIX/IES Standard Issue Severity Definitions

Severity Definition

A failure of the Managed Infrastructure has caused, or a foreseeable and likely
failure of the Managed Infrastructure has potential to cause, the entire System to
go down or to become unavailable and no workaround is immediately available.
1 - Urgent Use of the System cannot continue.

Examples include the following to the extent they are caused by a failure of the
Managed Infrastructure:

e The HIX/IES System is down and completely inoperable
s A large number of concurrent users are unable to access Webservers, ie,
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HIX/IES users or external end users are experiencing page not found,
access forbidden or no response from a URL monitored by Logicworks
e Network outage where the Configuration is not accessible from the Internet
e Primary and secondary application servers are unavailable thus rendering a
Managed Server unusable.
e Internet access to Logicworks’ Datacenter has been interrupted preventing
all inbound and outbound traffic
¢ A large number of concurrent end users are not able to login
e Anonymous browsing pages such as landing page, shopping are not
- available.
s Response to critical security alerts.
Typically Urgent Issues indicate that the System is down hard with no workaround
and no ability to work in the application. Urgent issues require coordinating an
Issue Management Call (IMC) with the CGI Service Delivery Manager (SDM) all
parties require a post incident review and root cause analysis. During an Urgent
Issue, each party shall provide the other with frequent updates as dictated by the
IMC.

2 - High

A failure of the Managed Infrastructure is directly preventing a large number of
end users from using the System. High-priority Issues caused by problems with

. the Managed Infrastructure include but are not limited to those that render a site
monitored by Logicworks unable to function, make key functions of the System
inoperable, significantly slow processing of data, severely impact a high number
of end users, lead to federal penalties, misdirect payments, or severely corrupt data
and- any workaround is unacceptable on a long term basis. Essential functions of
the System are affected by the Managed Infrastructure failure such that there is a
significant impact to the HIX/IES System.

Example s include the following to the extent they are caused by a failure of the
Managed Infrastructure:

* Major aspects of the HIX/IES System are either down and inoperable while
some can continue

¢ Load balancing not functioning properly thus causing the System to be
unavailable or inaccessible
¢ A large number of errors are reported when end users are executing
transactions.
High denotes System not completely down due to a Managed Infrastructure failure
and/or a temporary workaround can be put in place to “bandage” the issue.

3 - Medium

These problems include those errors caused by a failure of the Managed
Infrastructure that slow the processing of data by a small degree, render minor and
non-critical functions of the System inoperable or unstable, and other problems
that prevent end users or CGI administrators from performing some of their tasks.

A problem caused by a failure of the Managed Infrastructure that impairs some
functionality, but a practical workaround exists such that there is not a material
impact to the HIX/IES System.

Example: One or more Managed Server processes are impacted, either in
timeliness or availability, but the HIX/IES System is operational

4-Low

These problems include all remaining Service requests made by CGI to
Logicworks with respect to the Managed Infrastructure, and other problems with
the Managed Infrastructure that prevent a large number of end users from
performing some tasks, but in situations where a workaround is available. ( Lg, A
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10.

11.

12.

13.

14.

15.

186.

17.

18.

problem with the Managed Infrastructure that does not affect any production
functions of the System and may be cosmetic in nature.

Example: There are some issues with the normal processing caused by a Managed
Infrastructure Failure, but the HIX/IES System is operational

“Live Date” means the date the HIX/IES System goes into production and is in use by HIX/IES Entiti'es. .

“Managed Server” means a Server that is part of the Managed Infrastructure and that is deployed in a
redundant group (e.d., an N+1 configuration) that it has no single point of failure.

“Managed Server Availability” means the Total Uptime of a Managed Server used by CGl and the
HIX/IES Entities in the HIX/IES System'’s production environment, as reported as up and available by
Logicworks’ monitoring systems and tools.

“Managed Infrastructure” means the Datacenter Facilities and all hardware, software and networking
components within‘the Point of Demarcation on which the System operates.

"Managed Infrastructure Availability” means the Infrastructure for which Logicworks is responsible for
providing to CGI under this Contract, is reported as up and available by the industry standard or
Logicworks-developed system monitoring tools employed by Logicworks.

“Measurement Interval” is the period of time over which a given Service Metric is measured for purposes
of determining performance. Measurement Interval is a calendar month unless otherwise specified.

“Minimum Service Level” is the level for a given Service Metric below which is considered a failure in.
Logicworks’ performance during the Measurement Interval, which will result in Service Credits awarded to
CGl by Logicworks.

“Other Outages” are (i) outages that are caused by circumstances outside of Logicworks’ responsibility
or control; (for example, outages caused by application code content or compatibility, passwords or other
access rights, legacy systems, CGl's delays, delays, Force Majeure events, etc.); (i) outages caused by
federal or state infrastructure and/or interface problems; (iii} outages necessary to implement emergency
security patches; (iv) any reasonable action Logicworks is required to take due to violations of the
Acceptable Use Policy; (v) any reasonable action Logicworks is required to take in reacting to a denial of
service or other unauthorized attack; or (vi) Emergency Maintenance.

“Planned Outages” are outages that are not “Other Outages” that are documented, approved in writing,
planned and scheduled in advance including maintenance performed by Logicworks on the Datacenter
Facilities (e.g., core system maintenance or company-wide maintenance); such approval will not be
unreasonably delayed or withheld,.

“Point of Demarcation” is the point(s) at the Logicworks Datacenter Facility within which the Managed
Infrastructure provided by Logicworks is entirely dedicated to CGl and is solely under Logicworks’
purview and management. For the Managed Infrastructure, this is the Logicworks-managed network
device(s) that are the first point in the data path that is dedicated solely to CGl after network traffic has
transitioned from dedicated third-party telecommunications equipment to the Managed Infrastructure
components, CGl's dedicated network begins at that network device(s), but CGl is not responsible for
maintaining or supporting the actual network device(s) itself. Logicworks is responsible for all support of
the network device(s) attached to Logicworks provisioned telecommunications circuit(s).

“Provisioned Date” means the date that Logicworks provides CGI with access to the Configuration (as
defined in the MSA) or when Logicworks informs CGI by email that the Configuration is accessible over
the Internet and that its password(s) are available.

"Scheduled Maintenance” means the actual maintenance to be provided by Loglcworks during any
Scheduled Maintenance Period, which is mutually prioritized and agreed upon in good faith by
Logicworks and CGl, including maintenance related to Managed Servers and Managed Infrastructure.

“Scheduled Maintenance Period” is any time when Scheduled Maintenance is to be performed on the
Configuration.. The standard Scheduled Maintenance Period is, unless otherwise agreed, one Saturday a
month from 11:00 pm ET to Sunday at 5:00 am New York, NY time, although generally not lasting the
entire period and two additional 2-hour periods to occur between 11:00 p.m. on one or two Saturdays and
5 a.m. on one or two Sundays. The parties shall use good faith efforts to mutually agree upon such dates
in a timely and reasonable manner. For the avoidance of doubt, the parties agree that the two additional
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19.

20.

21.
_established (as further defined in this SLA).

22.

23.

24,

25,
Server, as applicable is available is calculated as follows:

2-hour periods ma ocour csecuily thus creating one 4-hour pero. The artis further agree that
should additional Scheduled Maintenance Periods be required in a given month that approval for such
periods will not be unreasonably withheld.

“Service Credits” are credits by Logicworks to CGl as a resuilt of a failure by Logicworks to achieve the
specified Minimum Service Level for a specific Service Metric. The Service Credit is equal to the At Risk
Amount multiplied by the Service Penalty for the respective Service Metric. This amount is accrued and
reconciled for each calendar month, and applied to the next applicable monthly invoice by Logicworks.

“Service Level" is a target for a specific Service Metric against which Logicworks’ performance is to be
measured and reported. "Service Levels” are the collective set of Service Levels across the respective
Service Metrics, specifically including the Minimum Service Level.

"Service Metrics” are the specific units of measure mapping to the objectives for which Service Levels are

“Service Penalty” is the amount for each Service Metric that is factored against the At Risk Amount for
purposes of calculating any Service Credits relative to the applicable Service Level(s) during a given
Measurement Interval.

“Total Planned Uptime” refers to the total minutes in the month of Managed Infrastructure Availability or
Managed Server Availability, as applicable. Managed Infrastructure Availability and Managed Server
Availability are measured 24/7/365 based on the nhumber of minutes in the calendar month being
measured, Total Planned Uptime excludes (i) Scheduled Maintenance; (ii) Other Outages; and (iii) any
Planned Outages specifically agreed by the parties in writing as excluded from Total Planned Uptime.

“Total Uptime” refers to the total minutes in the month of actual Managed Infrastructure Availability and
Managed Server Availability as applicable. Total Uptime equals Total Planned Uptime minus
unscheduled outages (or “Downtime”), which are determined by incidents reported by either party
resulting in an Issue, excluding Issues for which Logicworks does not have responsibility under the
Contract.

“Uptime Percentage” refers to the percentage of minutes that the Managed Infrastructure or Managed

The calculation is; Uptime Percentage = (Total Uptime / Total Planned Uptime).

3

4.

Detailed Explanation as to When and How the SLA Applies .

Scope of Applicability

While not specific to a Service Metric, Logicworks availability in support of delivering the Hosting Services
and the SLA is as follows:

Logicworks and CGl staff on-call 24/7/365 for the HIX/IES System production application Urgent and High
Issues

CGl staff on-call from 8:00 a.m. to 8:00 p.m. on business days for the HIX/IES System non-production
application Urgent and High Issues. CGlI's service delivery manager will be on call 24/7/365..

The Service Metrics. and Levels are applicable to Managed Servers and the Managed Infrastructure, as
appropriate for each Service Metric. Creation of data/Content o be sent to Logicworks or processing
data returned by Logicworks are the responsibility of CGI.

The Service Metrics and associated Service Levels apply to the Configuration and use thereof, unless
specifically noted otherwise. In the event that a single Issue affects more than one Service Level, only
the Service Metric with the highest Service Penalty will apply with respect to any Service Credits issued
by Logicworks to CGl. However, other unrelated incidents resulting in Issues will be considered as
separate events and aggregated with respect to measuring performance against each Service Metric and
associated Service Levels.

CGl and Logicworks will coordinate Scheduled Maintenance Periods at least two (2) calendar weeks in
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10.
11.

12.

advance. Exceptlons may be needed if a S|tuat|on arises that puts achlevement of the target Service
Metrics and associated Service Levels at risk, hence jeopardizing expected operations of the System.
Such maintenance shall be timed to coincide with times of minimal traffic or use of the HIX/IES System.
Logicworks reserves the right to immediately request and institute a Scheduled Maintenance Period at
any time of the day if Logicworks reasonably determines that a failure to act immediately would lead to
significant harm to either Logicworks or CGl. Every reasonable effort will be made to obtain CGI’s prior
approval of such action in writing. Scheduled Maintenance Periods under these circumstances cannot
be associated with an Issue or a situation that Logicworks could have reasonably been expected to
mitigate within Logicworks’ boundaries of responsibility under this SOW.

Any events or situations affecting the System for which Logicworks is not responsible will not be counted
toward Logicworks' ability to achieve the Minimum Service Level(s) associated with the respective
Service Metric(s). This includes (i) acts, errors, or omissions of CGI or any of its suppliers or contractors;
(i) any failures caused by Collocated Devices, (iii) the inability of Contractor to take corrective action
without violating government instructions or procedures; (iv) failure of any hardware or software no longer
being supported by the manufacturer and for which reasonable time has not been provided during a
Scheduled Maintenance Period or Planned Outage to upgrade such hardware or software; or (v)
insufficient hardware, software, or telecommunications resources required to meet CGl's needs, and for
which CGI did not agree to either upgrade or provide additional resources despite Contractor's
appropriately justified and substantiated recommendation.

If Logicworks is waiting on CGl for additional necessary information requested by Logicworks during
resolution of an Issue, measurement of Logicworks’ non-conformance with the respective Service Metric
and associated Service Levels being impacted is suspended until CGl's response with the requisite
information is received. Once Logicworks makes available a fix or correction to remediate an Issue
impacting one or more Service Metrics, measurement of Logicworks’ hon-conformance with the
respective Service Metric and associated Service Levels being impacted ends. As an example,
Logicworks is not responsible for additional time associated with subsequent CGl required approvals or
procedures related to the application of the fix or correction. If, upon application of the fix or correction,
the Issue is not remediated, Logicworks will again be subject to measurement of non-conformance
against the Service Metric, upon notification by CGl to Logicworks or acknowledgement by Logicworks to
CGl of the new or continued situation. Unless otherwise agreed to by both parties, if notice is by the end
of the following Business Day after Logicworks delivers an applied fix or correction to CGl for CGl to test,
continuation of resolution time will be against the original Issue and resolution time will begin to accrue
again upon CGl’s notification, otherwise a new Issue is logged. However, none of these situations
relieve Logicworks from responsibility to support resolution or remediation of a situation if any part of the
cause or ability to resolve fall within Logicworks’ responsibilities as set forth herein.

Service Metrics and associated Service Level calculations as well as Service Credits will be suspended
during an active Force Majeure. In the event of a Disaster Recovery scenario, as mutually agreed by
Logicworks and CGl in writing, only the Disaster Recovery metrics shall apply.

Logicworks requires devices to be purchased and configured in redundant pairs or N+1 redundant groups
in order to qualify for SLA for the Production environment.

For the purposes of replacing a failed device, the time required to restore data from backups, reformat
disks or RAID arrays, reload or configure operating systems, is not included.

Logicworks monitoring, measurement, and responsibility will be within the Point of Demarcation.

Downtime and Incident Response times will be measured from the first to occur of the following: (A)
Client reports the Downtime or Issue by submitting a ticket through LogicOps; (B) Client reports the
Downtime or Issue by calling Logicworks’ network operations center; and (C) Logicworks monitoring tools
detect the Issue or Downtime and generate an alert.

if there is a Managed Server or Managed Infrastructure component failure that does not impact the
production HIX/IES System availability, i.e. failover and/or high availability masks the problem from the
end clients, then the Environment Metrics are not impacted.

4

SLA Management

Page 5 of 9
00016332v5




1. Logicworks shall implement and utilize its current measurement and monitoring methods, tools, and
procedures to track and report Logicworks' performance in delivering the Hosting Services relative to the
applicable Service Levels to the extent necessary to produce a monthly report.

2. The monthly report will be delivered for the Services on a monthly basis as per the agreed upon invoicing
schedule. The report measures and documents the performance of Logicworks' Services relative to the
Service Levels and CGl's usage of Services. The report details the Service Metrics relative to the Service
Levels, the actual measured level of performance for each Service Metric, and any resulting monthly
Service Credits. If CGI believes, based on data obtained via its own monitoring, that Logicworks did not
achieve the Minimum Service Level for any of the Application Metrics, CGI will use commercially
reasonable efforts to notify Logicworks within 15 business days from receipt of the monthly report
provided by Logicworks indicating the respective Minimum: Service Level was achieved to question in
writing Logicworks' associated and reported performance.

Should CGI question Logicworks performance as noted above, Logicworks and CGI agree to jointly,
objectively, and in good faith, to review each party’s monitoring data as applicable to Logicworks’
responsibilities within the Point of Demarcation herein within thirty (30) days following receipt of CGI’s
assertion. If Logicworks and CGI do not reach agreement, CGI may invoke the process outlined in
Section 26 (Informal Dispute Resolution) of the Prime Contract Flow Downs and would inform Logicworks
in writing of its intent to do so within ten (10) business days following the thirty (30) day period.

3. Inall cases, Logiéworks will be responsible for measuring Service Levels with industry standard tools and
providing CGI appropriate Service Credits based on calculations as set forth in this SLA.

4. The initial measurement Interval for purposes of calculating Service Credits begins with the date indicated
in the applicable row of the “Start Date of SLA Metric Measurement” column set forth in Section 5 Service
Metrics and Service Levels chart below. Notwithstanding the absence of Service Credits during these
periods, Logicworks will continue to remain subject to all its other obligations as set forth in this SLA.

5  Service Metrics and Service Levels

If Logicworks performance falls below the identified Minimum Service Level, CGl would be entitled to the associated
percentage of the At Risk Amount (based on the Service Penalty) as a Service Credit to be accrued and reconciled
monthly. The Service Credit is capped and shall not exceed an At Risk Amount of 20% of the monthly fees paid to
Logicworks for any and all failures during the Measurement Period in which Logicworks’ respective performance was
below the Minimum Service Level. In no month will the aggregate Service Credit for all failures be greater than this
amount. To the extent that an Issue requires a software correction to the HIX/IES System to remedy, Logicworks is
relieved of the corresponding Service Penalty under this Section 5.

Exhibit C: Service Metrics

Start Date of
SLA Metric
Service Level Environment | Measurement
and Service
Credit

Service Service
Metric Category Penalty

Environment Metrics

Managed Server Uptime Percentage 50% 99.95% Production Only Live Date
Availability to the :
extent caused by
Managed
Infrastructure
issues or failures

Managed Uptime Percentage 50% 99.98% Production Live Date

frast
X‘V;?;S{,ﬁyre 98% UAT and Training Provisioned Date

Monday — Friday 8am — 8pm
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Eastern Time Zone

‘Application Metrics

HIX/NES
Application
Performance

Transaction
Performance

30%

This Service Metric applies to
LogicWorks if transaction
performance is impacted and
CGl is assessed with a Service
Penalty for this Service Metric to
the extent that the root cause is
a hardware fault or failure
(excluding Collocated Devices).

CGl transactions will be
impacted if, as reported by the
CGI monitoring tools, the
following response times are not
achleved:

Simple 1.45
Transactions seconds or
less
Complex’ 2.5
Transactions seconds or
less

Approach to determining
Response Time: For online web
based access, the response
time will be measured as the
interval from the time the end
point web server receives each
individual user request to the
time a response is sent back
from the web server, as
averaged for each hour. For
example, if the user presses the
‘Submit’ button, the calculation
shall commence from the time
the end point web server
receives the request to the point
when the web server returns the
request. External network time
shall not be included in this
calculation.

Production Only

Live Date

Issue Notification Metrics

1:2,3)

Urgent & High

Notification

20 %

Begin review and diagnosis
within 1 hour of receipt of Issue.

Urgent: Resolution efforts begin
upon notification and continues
24x7 until resolved. Urgent
Issue resolution time will be
based on complexity as follows:

High 8 Business
hours

Medium 4 Business
Hrs
Simple 4 Business
Hrs

High: Resolution efforts begin
after Urgent issues are resolved
in consideration of Issue
Priority. High Issue resolution
time will be based on complexity
as follows:

Production (All
Issues)

UAT & Training
(Infrastructure
Issues Only)

Live Date

Provisioned Date
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High 12 Business
hours

Medium 4 Business
Hrs

Simple 4 Business
Hrs

Should a temporary work
around be available, it should
be provided as soon as
possible.

Medium & Low

Notification

20%

Begin review and diagnosis
within 4 hours of receipt of
Issue.

Medium: Resolution efforts
begin after Urgent and High
Issues are resolved and in
consideration of Issue Priority.
Medium Issue resolution time
will be based on complexity as
follows:

High 18 hours

Medium 12 hours

Simple 6 hours

Low: Resolution efforts begin
after Urgent, High, Medium
Issues are resolved and in
consideration of Issue Priority.
Low lssue resolution time will be
based on complexity as follows;

High 3 Business
Days

2 Business
Days

Medium

Simple 1 Business

Days

Production (All
Issues)

UAT, Training
(Infrastructure
Issues Only)

Live Date

Provisioned Date

Provisioning Metrics

Physical Servers

Infrastructure
Request queue

Quantity: 1-5
Quantity: 6-10
Quantity: 10+

5%

Resource available within:

10 Business Days of receipt of
executed Service Order

20 Business Days of receipt of
executed Service Order
According to agreed project
plan

All

Executed Service
Order

Virtual Machines

Infrastructure
Request queue
Quantity: 1-5
Quantity: 6-10
Quantity: 10+

5%

Resource available within:

2 Business Days of receipt of
executed Service Order

4 Business Days of receipt of
executed Service Order
According to agreed project
plan

All

Executed Service
Order

Managed Services
for Virtual

Infrastructure
Request

5%

Managed Services double
provisioning times for VMs

All

Executed Service
Order
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Machines

(monitoring,
alerting, backups)
SAN Storage Infrastructure 5% Resource available within 1 All Executed Service
Request Business Day of receipt of Order
involving existing executed Service Order
LUNS (e.g., adding
storage mount points
within an existing
LUN configuration)
SAN Storage Infrastructure ‘ 5% Resource available within 5 All Executed Service
Request that Business Days of receipt of Order
modifies storage executed Service Order

configurations (e.g.
new LUNs, or LUNs
changes that require
a maintenance
window)

Limitations on provisioning credits:

--a)-- Provisioning requests designated as affecting production will be expedlted :
-b) . Virtual Machines must.-be deployed from approved templates. VMs that are deployed from approved templates may not requure the
e full provisioning time above.
-'6): - : Provisioning times are measured end-to-end beginning from when the executed Service Order is received by Loglcworks and ending
= - :upon acceptance by CGL. Time waiting for CGI's review, approval and acceptance is notincluded In this measurement.
--d) .~ Maintenance or change management times are not.calculated (e.g., change management times related to request preparation ‘
(change management meetings) and execution (scheduling.and approving maintenance wmdows))

e) :-Provisioning of resources such as'VMs may, for practical purposes, require additional physical servers (hosts).or more extens:ve :
upgrades such as storage or networking components These dependencies must be excluded in.calculating Provisioning Metrlc :
calculation. 3

f). = Any Infrastructure Requests:that require third: party components may involve procurement time from those. thlrd parﬂes that will be
excluded from the Provision Metnc calculation.: :

Disaster Recovery Targets : ) - :

Recovery Time Restoration 10 % Within 6 hours of a declaration Production Only Live Date
Objective (RTO) of disaster

(Infrastructure)

Recovery Time Restoration 10 % Within 12 hours of a declaration | Production Only Live Date
Objective (RTO) of disaster

(Data)

Recovery Point Restoration 5% No greater than 30 minutes Ioss Production Only Live Date
Objective (RPO) of data

General Metrics

(1) Target Customer (CGI) Status Update Time is as follows or as mutuaily agreed upon between the parties during an Issue
Management Call. Urgent progress updates shall be every 30 minutes or as mutually agreed and High Issues progress
updates shall be, every 2 hours, low and medium Issues progress updates shall be weekly. A reasonable workaround
would trigger re-evaluation of the respective Severity. Should an Issue arise that cannot reasonably be addressed within
the Target timeframe, both parties agree to collaborate on a mutually agreed upon action plan that will then govern its
resolution.

(2) The times set forth for issue response time metrics shall commence upon the earlier of the time at which CGl gives
notice to Logicworks via the contact point, or Logicworks identifies the lssue.

(3) Low Severity Issues will be undertaken with priority as soon as possible upon receipt of such requests if associated with
resolution of Urgent or High issues.
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Exhibit D — Responsibility Matrix

BASIC SERVICES AND RESPONSIBILITIES .

a_>z>mm_u, SERVICES AND MANAGED SERVERS. The responsibilities set forth in this Section | of the Responsibility Matrix apply to all
Hosting Services, including the Configuration, all Collocated Equipment, and all cloud services as specified and configured for the
HIX/IES System. ; L

1. Use applicable best industry practices provide facilities power, facilities backup
power, HVAC, 24x7 physical security (e.g., guarded services, perimeter controls, | v
video surveillance, etc), biometrics, Data Center space, VESDA, fire suppression,
and environmental controls
2. Provide Internet access via multiple upstream providers with Border Gateway v
Protocol (BGP) and redundant internet connectivity
3. Maintain Colocated Devices as per Section 16 of the MSA v v
4. Maintain insurance for collocated equipment, if any v
5. Data Center visitation/tours (floor only) v A
6. Provide power, space, and remote hands to physically connect and power cycle v
colocated devices.
7. Configure, troubleshoot, maintain software for colocated devices; direct remote : %
hands requests
8. Escort hardware vendor support in datacenter facilities under Professional /
Services

00016331v1Page 1 of 25 -



Exhibit D — Responsibility Matrix

1. Execute upgrades and maintenance to Em _<_m,:,m@mo_ _J,?mmﬁ,EQEm , v

2. Provide 24x7x365 availability of Managed Infrastructure, excluding maintenance
windows :

3. Monitor Managed Infrastructure health, including compute node and storage layer v
health

4. Notify CGI of maintenance that may result in unavailability of the Infrastructure or

Cloud Servers on a specific compute node v

5. Notify HIX/IES Entities of maintenance that may result in unavailability of the
Infrastructure or Cloud Servers on a specific compute node v/

6. Collaboratively test the portions of the Configuration with high availability hardware

redundancy fail over capabilities (automatic failover from one device to another) . v

execute properly in the event of isolated compute node failures
7. Collaboratively test application failover upon high availability hardware failovers v
8. Provide online support through LogicWorks' Portal including documentation and

forums that already exist or as may be made generally available by LogicWorks for v

such Cloud Services
9. Provide naming conventions for server names that complies with all applicable
security standards, keeping in mind that physical labels on servers match logical v
server names
10. Replace defective hardware within four 4 hours of diagnosis by LogicWorks v
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1. Provide network connectivity between the HIX/IES Entities’ Chelsea and
Springfield Massachusetts data centers and the Data Center and configure v
network connectivity in HIX/IES facilities

2. Configure and provide support for HIX/IES Entities’ vendor supplied CPE
(customer premise equipment), including coordinating any on-site access for v
vendor support personnel or Logicworks provided remote hands services through
authorized CGI contacts for colocation support

3. Set up networking architecture at the Data Center and Disaster Recovery sites to
connect into demarcation point provided by CGI (CPE, other port delivered to
Logicworks’ demarcation rack) to provide dedicated and secure network access to v
the HIX/IES' Chelsea and Springfield Massachusetts data centers delivered by
HIX/IES Entities via the Commonwealth of Massachusetts’ provided MPLS
private connections.

4. Provide appropriate number of network switch ports to accommodate public,

private, and service delivery networks. Provide a justifiable number of IP

addresses from a pool of [P addresses. Advise on available resources as already v
purchased on Service Order(s) for additional deployments and configuration
changes

5. Supply ongoing operational support for the network infrastructure for the v

networking services provided by Logicworks .

6. Set up and configuration, on-going monitoring and administration, troubleshooting v
and problem resolution for load balancing services

7. Configuration of rules based load balancing, filtering, traffic scripting, and other
configurations which require specific knowledge of the application (ie. protocol v
switching, URL rewrites, etc.)
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Exhibit D — Responsibility Matrix

Specify Configuration sufficient to meet the HIX/IES Entity’s contracted needs,

including performance and making any changes in the Configuration used in

performing the Hosting Services that Contractor determines to be necessary or
appropriate, including without limitation, changes in security, facilities, computer
hardware, systems and/or applications software, programming languages data % A
communications, and location of systems and service equipment. All changes to
Configuration require the HIX/IES Entities’ prior written approval, except that in (i)
an emergency where obtaining such approval is not reasonably possible, or (b)
where such Configuration change is required for Contractor to meet the SLA,
Contractor may make such change and immediately notify the HIX/IES Entities.

2. Deploy the Configuration, as specified in Service Orders, Build Orders, and
change requests, and make any changes in the Configuration used in performing
the Hosting Services that CGI determines to be necessary or appropriate,

including changes in security, facilities, computer hardware, operating systems, v
and location of systems and service equipment as included in the services or
under mutually agreed to Professional Services

3. Build the Configuration v

4. Provide the CGI with the use of the Configuration v

5. Execute upgrades or modifications to the Configuration as requested by CGIl and %
set forth in a mutually agreed Service Orders

6. Comply with Logicworks Technical Policies regarding the deprecation of hardware %
and/or software

7. For every component of the Managed Application being hosted under the Service
Order(s), maintain and deploy on redundant hardware of equal specifications for v A
all constituent servers and devices

8. For every component of the Managed Infrastructure being hosted under the
Service Order(s), except the SAN, maintain redundant hardware of equal v v
specifications for all constituent servers and devices .

9. Install, configure, monitor and maintain operating systems v
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Exhibit D — Responsibility Matrix

1. Monitor the availability of servers and devices 24x7x365 v

2. Collaboratively work with CGl to set up health checks for application health and v
availability to be monitored and test monitors prior to going live

3. Collaboratively work with Logicworks to set up health checks for application health
and availability to be monitored and test monitors prior to going live, including v
creating URLs, web pages, scripts, and synthetic transactions as appropriate to
tests through all levels of the application

4. Monitor for application health and availability using Logicworks monitorng tools v
pursuant to written instructions agreed {o by Logicworks and CGI

5. Monitor for infrastructure health and availability pursuant to written instructions /
agreed to by Logicworks,and CGl

6. Before going live, collaborate with Logicworks on appropriate monitoring, alerting,
notification and response procedure documentation. On an ongoing basis update v A
Logicworks as necessary

7. Before going live, provide a detailed written description to CGI of all monitoring,

alerting, notification and response procedures on record. On an ongoing basis v
review upon request with CGI
8. Collaboratively develop, implement, and test, emergency failover procedures for
; LY v v A
detected failures before going live.
9. Execute emergency failover procedures in response to application or % v

infrastructure failure
10. Provide up-to-date contact information via LogicOps for contact authorization,
monitoring, alerting and response procedures, including an up-to-date contact v
distribution list with specific response and escalation instructions for complex
contact protocols with humerous parties
Notify Logicworks in writing of any maintenance that may knowingly result in / A
application unavailability or system alerts

11
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Exhibit D — Responsibility Matrix

1. Apply operating system critical security updates (e.g., patches addressing
vulnerabilities that allow remote root or Administrator exploits) for infrastructure
through announced emergency maintenance and notify CGI authorized contacts

2. Apply critical security updates (e.g., patches addressing vulnerabilities that allow
remote root or Administrator exploits) for application components through announced
emergency maintenance and notify Logicworks and HIX/IES Entities

3. Obtain CGI written approval for and apply quarterly critical security patches through v
planned maintenance in accordance with the SLA.

4. Obtain HIX/IES Entities written approval for and apply quarterly critical security v
patches through planned maintenance in accordance with the SLA.

5. Manage firewalls and implement access changes as requested by authorized CGl
contact in writing, including, management, monitoring and Managed Infrastructure- v VA
related event notification .

6. Request firewall changes and access changes as necessary with HIX/IES Entities’
Input and Approval

7. Comply with all applicable Managed Application confidentiality and security
requirements of the Contract

8. Comply with all applicable Managed Infrastructure confidentiality and security
requirements of the Contract

9. Maintain and follow security procedures as specified in Logicworks’ SSAE No. 16
audit

10. Follow the LogicWorks Security Policy dated July 31, 2012

11. Provide security monitoring, intrusion detection and vulnerability scanning through
Services included on a Service Order

12. Maintain a detailed written data security program, which shall include reasonable and
appropriate technical, organizational and security measures against the destruction,
loss, unauthorized access or alteration of data and which shall (i), ,include a HIPAA
risk assessment based on NIST special publication 800-53 (no later than May 2013), v A
PCI-DSS, and facilitate CGI with appropriate resources to achieve HIPAA risk
assessment and 1SO 27000, as applicableand (ji) shall be updated as necessary to
meet any future HIX/IES Entity requirements or obligations imposed on HIX/IES
Entities by law.

13. Permit CGI authorized contacts and CGl authorized guests to inspect/audit
compliance with the above referenced data security program, except as otherwise v
required by law, at reasonable times and upon reasonable notice and in such a
manner so as not to interfere with normal business activities.

14. Obtain CGI’s prior written consent to any changes to the Hosting Services that will 4

NN S S
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-

knowingly materially weaken any technical, organizational or security measures in

place to safeguard Data, or result in Logicworks’ failure to meet any of the applicable

minimum standards set forth in the Contract, including theService Order(s).

15. Obtain HIX/IES Entities’ prior written consent to any changes to the Hosting Services
that will materially weaken any technical, organizational or security measures in place v

to safeguard Data, or result in the failure to meet any of the minimum standards set

forth in the Contract, including the Service Order(s).
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Exhibit D — Responsibility Matrix

1. Provide and continually update an escalation list of CGI personnel for use in the v
event of breach or imminent and foreseeable potential breach of security

2. Upon discovery or notification of a breach or imminent and foreseeable potential
breach of security relating o Data stored in the hosted environment, immediately (i) v
notify the designated contacts on the escalation list provided by CGl at the time of
execution of this Service Order, of such breach or imminent potential breach

3. Upon discovery or nofification of a breach or imminent and foreseeable potential
breach of physical or network security relating to Data stored in the Configuration,
including but not limited to, break-in to the Data Center, un-authorized access or v
vandalism to the Hosting Equipment,immediatelyprompty perform a root cause
analysis regarding infrastructure and Logicworks provided services and promptly
prepare a corrective action plan.

4. Upon discovery or notification of a breach or imminent potential foreseeable breach
of security relating to Data stored in the hosted environment, including but not % v
limited to un-authorized logical access, access to decrypted PHI, application level
software vulnerabilities, etc., promptly collaboratively perform a root cause
analysis,

5. Upon discovery or notification of a breach or imminent potential foreseeable breach
of security relating to Data stored in the hosted environment, including but not v
limited to un-authorized logical access, access to decrypted PHI, application level
software vulnerabilities, etc., promptly prepare a corrective action plan,

6. Upon discovery or notification of a breach or imminent potential foreseeable breach
of security relating to Data stored in the hosted environment coordinate v i A
participation of HIX/IES Entities’ participation in root cause analysis if so desired by
HIX/IES Entities

7. Upon discovery or notification of a breach or imminent foreseeable potential
physical, network, or application level breach of security relating to Data stored in
the hosted environment, Logicworks shall provide ongoing progress updates in
accordance with the incident management procedures while the root cause v
analysis is conducted. Logicworks will provide preliminary written reports of its
findings and proposed actions to CGl for their review and approval within 8 hours of
the root cause determination and which may be amended as additional information
becomes available,

8. Communicate Logicworks progress updates to applicable third parties including v
HIX/IES Entities

9. Logicworks shall remediate breaches or imminent potential breaches of physical,
network, or Logicworks’ provided service security and take commercially v
reasonable actions to prevent its recurrence according to proposed actions

00016331v1Page 8 of 25 -




Exhibit D — Responsibility Matrix

10. CGl shall remediate breaches or imminent potential breaches due to unauthorized
logical access, access to decrypted PHI, application level software vulnerabilities, v
etc. and take commercially reasonable actions to prevent its recurrence according
to proposed actions

11. :
12. Implement pre-defined, written procedures for (i) reporting Security Incidents
originating from, affecting, or potentially affecting the University using established
" Secretariat security incident handling procedures and ensure appropriate
notification to the Commonwealth Chief Information Officer (CIO) and
Commonwealth Chief Security Officer (CSO) through their Secretariat Chief
Information Officers (SCIOs); (ii) providing notifications required by laws such as
M.G.L., Ch 93H; and (iii) contacting the Governor's Chief Legal Counsel and ITD v
about security incidents that may constitute criminal conduct, except for cases
where emergency or regulatory circumstances (e.g. immediate threat to health,
public safety or critical financial services) require the immediate assistance and
involvement of [aw enforcement or when failure to contact law enforcement would
delay or otherwise interfere with their appropriate involvement; and (iv) notifyiing
the Information Technology Division and the Division of Public Records as soon as
practical and without unreasonable delay of Security Incidents.
Follow pre-defined, written procedures for reporting Security Incidents distributed /
to Logicworks by CGlI, and in which contacts are already listed as authorized CGI
contacts

13
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1. Provide continuous active monitoring via the following third party products or
similar:
e Intrusion Detection System (Alert Logic) v
e Log Manager (Alert Logic)
» Stingray Application Firewall (Riverbed)

2. Provide continuous active authentication via the following third party products or
similar: : . v

» Two-Factor Authentication (VASCO)
3. Provide CGI with self-service vulnerability testing capability on a monthly basis via
the following third party and product: . v
e Vulnerability Scanning (Alert Logic)
4. Coordinate and perform self-service vulnerability testing ) v
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1. Provide service delivery services to CGI with respect to incident management,
problem management, change management, configuration management and v
security management relative to the Hosting services

2. Provide service delivery services to HIX/IES Entities with respect to problem
management, change management, configuration management and security v
management relative to the Hosting services

3. Provide emergency (i.e., application down) support 24x7x365 in accordance with %
the escalation procedures set forth in the SLA for infrastructure and Logicworks
service related issues

4. Provide emergency (i.e., application down) support 24x7x365 in accordance with
the escalation procedures set forth in the SLA for hosted application issues which v
are not infrastructure related or which require CGl action in the event of a high-
availability failover at the hardware or infrastructure level

5. With respect to the infrastructure and Logicworks provided services, provide
systems, network, and security administration, which includes the following:
(1)operating system installation, maintenance and upgrading; (2) responding to
trouble tickets and alerts; (3) performing routine network administration and
maintenance; (4) systems database administration to ensure high-availability; (5)
replacing failed Hosting equipment; (6) operating system security patching; and
(7) maintaining a LogicOps client portal

6. Develop, maintain and support all HIX/IES Entities system applications and
Content, including tuning services upon which the HIX/IES system being hosted v
is dependent (e.g. Apache)

7. Request off-peak, non-emergency maintenance 48 hours in advance v

8. Coordinate off-peak, non-emergency maintenance 48 hours in advance with / A
HIX/IES Entities

9. Maintain the compatibility of all HIX/IES system applications and Content with v [&A
O/S version, security patch levels, and version upgrades

10. Provide dedicated service delivery manager acceptable to CGl, to provide
services including without limitation: (i) single point of contact, (ii) communication,
(iii) status reports, capacity reports and other mutually agreed upon reports, (iv)
coordination of all Hosting Services, (v) escalation management and (vi)
comprehensive asset and configuration management inventory on a periodic v
basis, including any repurposing of equipment, significant configuration updates,
and patch management for Logicworks provided services. CGI may request
removal of the SDM for failure to perform or other lawful reasons upon written notice to
Contractor and providing an opportunity to discuss and remediate concerns. If the Parties
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Huh R

are unable to resolve the issue, Logicworks will pr

11. Maintaining inventory of all logical IT assets not provided by Logicworks and
identifying ownership of those assets, including location, classification, owners, v
access lists, vunerabilities :

12

Provide dedicated service delivery manager acceptable to HIX/IES Entities, to
provide services including without limitation: (i) single point of contact, (ii)
communication, (iii) status reports, capacity reports and other mutually agreed
upon reports, (iv) coordination of all Hosting Services, (v) escalation v
management and (vi) comprehensive asset and configuration management
inventory on a periodic basis, including-any repurposing of equipment, significant
configuration updates, and patch management for the HIX/IES Entities system
applications and Content.

13. Develop an auditable change control process using Logicworks’ existing tools
and ticketing portal for tracking all changes to the environment and maintain v v
detailed documentation of the Configuration, history of changes implemented and
provide such materials {oCGl on a periodic basis.
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vmoso_,m live technical support 365 x 24 x 7 to CGl for _,\_m,Jmmmo_ Infrastructure via v
web, email and telephone .
2. Provide live technical support 365 x 24 x 7 for HIX/IES System and Collocated

Devices, per Section 16 in the MSA via web, email and telephone. CGI US v
helpdesk will be the entry point of contact for both HIX/IES system and
infrastructure.
3. Prioritize issues in accordance with the SLA v v VA

4. Provide ticketing and monitoring system for CGl via an internet browser that:

e provides open and closed ticket reporting services

e provides knowledge base for commonly encountered issues with monitored
environment , v

» tracks help desk statistics by engineer for ticket open time vs. time closed, and
resolution

» offers management dashboard access and reporting to track availability and
key performance indicators

» provides scheduled progress reports
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1. Provide a robust off-site backup service that provides for backup of Content,
Configuration settings, transaction data, and file system backups, for all servers v
through the use of a secure firewall-protected backup facility. Best security
practices (encryption of backups, management of encryption key exclusive to
backup processes, etc.) must be utilized for storing all backup data.

2. Automate all backup processes to the extent feasible, and maintain backup logs, v
space permitting, o document that backups occurred as planned and as directed
by CGI

3. Specify required backups for each of the environments (development, integration, : v
testing, QA, production and disaster recovery)

4. -Take separate backups for each of the environments (development, integration, v
testing, QA, production and disaster recovery) as specified by CGlI

5. Copy and/or move Data off-site on a nightly basis v

6. Initialize restoration request within 1 hour of receipt v

7. Manually re-attempt backups within 24 hours of receiving backup failure alert v

8. . Maintain sufficient committed backup storage space for a minimum of 2 restore A
points per server

9. Determine backup storage requirements on a per server basis based on days

retention required

10. Notify Logicworks of all changes to a server that may affect backups, e.g., a
change in partitions, etc.

11. Configure custom backups for data contained in files held open by the operating
system, including database files

NSNS
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1. Collaborate to prepare and provide a Disaster Recovery Plan i v v A

2. Maintain industry accepted and documented practices and procedures designed to v %

safeguard the Data and the data processing capability within the Data Center
“throughout the Hosting Term and during any transition.

3. Provide a Hot Site available to restore the HIX/IES System, Data and data
processing capabilities as specified in a Service Order should a Disaster occur at
the Data Center. For clarity, Disaster Recovery applies to the HIX/IES System
including Commonwealth or HIX/IES Entity provided Collocated Devices which are
provided for the Hot Site; but excludes any legacy or mainframe components v v
currently owned by the HIX/IES Entities. Any Commonwealth or HEX/IES Entity
Collocated Devices in the HIX/IES System will also need to be provided by the
HIX/IES Entities for deployment in the Hot Site. Anything hosted outside of
Logicworks Data Center is_not the responsibility of Logicworks

4. Inthe event of a declared Disaster, restore Data and systems according to the
Disaster Recovery Plan, including restoring the infrastructure and Data in v
accordance with the recovery point objective and recovery time objectives set forth
in the SLA. v

5. In the event of a declared Disaster, restore Data and systems according to the
Disaster Recovery Plan, including restoring the HIX/IES System functionality as v
defined in the Disaster Recovery plan in accordance with the recovery point v
objective and recovery time objectives set forth in the SLA.

6. Collaborate to update the Disaster Recovery Plan when technical v v
(hardware/software) components of the Configuration change.

7. Test the Disaster Recovery Plan at least once per calendar year, as mutually
scheduled, to test the efficacy of Contractor’s disaster recovery technology, v/ v
procedures, and personnel training and provide HIX/IES Entities with a report of the
test results for review and suggestions for improvements.

* DR is for the HIX/IES System including Commonwealth or HIX/IES Entity provided Collocated Devices but excludes any legacy or mainframe components
currently owned by the HIX/IES Entities. Anything hosted outside of LogicWorks is not the responsibility of Logicworks..
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1. Provide Oracle and SQL Server system-level database services
(clustering/replication of databases, database server configurations, failover and v
system health)

2. Provide Oracle and SQL Server application level database services and data
encryption and notify Logicworks in writing of any vendor specifc steps to be taken
in the event of sever restarts, hardware replacement, or other operations that v
would be impacted by the existence of an encryption solution outside of
Logicworks’ control

3. Install each Managed Service on a minimum of two servers v

4. Assist CGl in configuring Managed Services, including data replication between v
servers ‘

5. Specify, in writing, all custom failover procedures that Logicworks will follow if a v 1&A
component of high availability hardware fails

6. Upon written request, assist CGl in configuring automated failover procedures for /
Managed Services which are capable of automatic failover

7. Upon written request, assist CGI in developing manual failover procedures where v
Managed Services do not have the capacity for an automatic failover

8. Test written failover procedures for all high availability hardware and all Virtual v
Servers, except for shared devices, prior to Live Date

9. Notify Logicworks of any changes made to the Configuration (e.g., the addition of v

a new partition on a storage server or a new database on a database server)

Test written failover procedures after any changes are made to the Configuration a

in accordance with the change management process.

11. Notify Logicworks in writing of any changes in the architecture of Configuration
that may impact high-availability or monitoring and response (e.g., changing the v
servers on which an applications runs or integrating an additional Server into the ‘
active hosting architecture) within 24 hours of making that change

10
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\

1. Provide an initial Virtual Server OS template that is eligible for management

2. Modify Virtual Server template for integration into HIX/IES Entities” Managed v
Services where applicable (e.g. managed database services)*

3. Modify Virtual Server launched from an eligible template to work with HIX/IES
System

4. Create template of Virtual Server that has been customized by CGI upon
receiving notification from CGI by email or through LogicOps

5. Apply critical security updates (e.g., patches addressing vulnerabilities that allow
remote root or Administrator exploits) to CGI's most current version of a Virtual v
Server Template through announced maintenance upon request

6. Apply quarterly critical security patches to HIX/IES Entities’ most current version
of a Virtual Server Template through n_m::ma maintenance in accordance with v
the SLA

7. Notify Logicworks of the need to Qmmﬁm a new or modified Virtual Server template
that incorporates any changes made by Client

8. Arrange and conduct testing of each new or modified Virtual Server template with
Logicworks to verify correct functioning upon deployment

9. Deploy production Virtual Servers from tested Virtual Server templates as v
planned maintenance in accordance with the SLA

10. Store Virtual Server Templates for deployment v

11. Specify number of versions of each Virtual Server template to be stored (Unless
otherwise notified in writing, Logicworks will only store two prior versions)

12. Notify Logicworks through LogicOps of any change in Client's login password(s) %
and orally provide the new password to Logicworks

13. Notify Logicworks by email or through LogicOps of the existence of any external %
dependencies on APl keys

*LogicWorks uses standard server templates that include the operating system and tools for monitoring and backup. CGI will take these templates and install

HIX/IES System software, at which point LogicWorks can create an updated template of fully installed VMS
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1. Specify logging and auditing capabilities and thressholds necessary to support the
requirements associated with privacy, security, operational performance, business
continuity, legal and statutory mandates and Disaster Recovery per Service Order v
and the Contract, consistent with the HIX/IES system design requirements prepared-
by CGI and approved by the HIX/IES Entities.

2. Configure logging and auditing for infrastructure and managed services to extent

possible with infrastructure specified on Service Orders to meet CGI provided v
requirements
3. Provide standard operating and performance metric reports for the infrastructure and /

for application elements that have been configured for Logicworks’ monitoring
4. Provide standard operating and performance metric reports for the application for

which the form and content will be mutually agreed between CGI and the HIX/IES v /A
Entities
5. -Generate standard reports of network and system level activities in support of v %

performance management and discovery in response fo litigation
6. Implement logging processes, including configure levels of system logging
(production, testing, debug) as directed by CGI and aggregate logging outputs for v
monitoring and search for infrastructure and managed service components
7. Implement logging processes, including configure levels of system logging
(production, testing, debug) and aggregate logging outputs for monitering and search v
for application level components
8. Mutually agree to form and content of reports for routine security audits and v v
compliance aclivities
9. Develop system resource usage profiles and detect for deviations from standard v
profiles to monitor appropriate use of the infrastructure and managed services
10. Develop system resource usage profiles and detect for deviations from standard v
profiles to monitor appropriate use of the HIX/IES System

00016331viPage 18 of 25



Exhibit D — Responsibility Matrix

11. Ensure that the following third party audits are performed and maintained during the
Hosting Term, provide a copy of the audit reports within five (5) days of receipt
thereof and to the extent to which such audits show deficiencies, take commercially
reasonable action to remedy such deficiencies within thirty (30) days of Contractor's
receipt of the audit report: .

o Logicworks - Annual security audit based on the SSAE No. 16 with a public
accountant registered with the Public Company Oversight board that covers the v/
period of time from April 1 to March 31 each year or an alternate year-long period
provided that there is no gap in reporting, with a favorable assessment of
Contractor’s internal controls and maintenance of the same during the Hosting
Term

» HIPAA audit conducted during the Hosting Term as required by law or regulation
and as part of the pre-live date criteria

» Logicworks NIST 800-53 Certifications not later than May 2013 and maintained
for the Committed Term

12. Retention of Logs. Logicworks will retain the system and security logs generated by
the security software for six (6) months or such longer time period required by law
(retention period to be relayed to Logicworks by CGI). The parties may mutually v
agree to archive system log information for beyond such time period (i.e., beyond the
6 months or longer period required by law) at commercially reasonable cost
negotiated by the parties

13. Participate in the annual audit required under the CMS Authority to Operate (ATO) v
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1. Maintain all technical information necessary to permit a transition from the Data
Center and Hot Site to a Commonwealth internal hosting environment or another
cloud-based hosting vendor. Such information will include:

» Anindex of all Logicworks provided hardware utilized, including model numbers

e Anindex of all COTS software provided by Logicworks including version numbers v
All configuration settings, parameters and other technical particulars for which
Logicworks is responsible which would be needed to operate a comparable
computing environment.

e Run Books

2. Maintain all technical information necessary to permit a transition from the Data
Center and Hot Site to a Commonwealth internal hosting environment or another
cloud-based hosting vendor. Such information will include:

e Anindex of all additional hardware utilized, (ex. collocated hardware) including
model numbers
¢ Anindex of all COTS software utilized including version numbers

An index of all open source or custom-developed software

e All configuration settings, parameters and other technical particulars needed to
operate a comparable computing environment.
* Run Books

2. Conduct a review session annually, presenting the contents of the above technical
information to the HIX/IES Entities to ensure that it is accurate and complete for the v A
intended purpose.

3. Participate in a review session annually, presenting Logicworks provided contents of

the above technical information to the HIX/IES Entities to ensure that it is accurate v A
and complete for the intended purpose.
3. Store Data in a manner that will allow porting to another cloud vendor or internal % /

transition. Proprietary solutions that interfere with data portability are not permitted
4. Atreasonable times and upon reasonable notice and in such a manner so as not to
interfere unreasonably with normal business activities, maintain and make available
for inspection by CGl and/or CGI's auditors operating policies and procedures
governing all managed infrastructure and Logicworks’ managed services operations.
Logicworks standard policies and procedures are developed in accordance with
industry best practices for security, hosting and data center operations,but additional
documentation specific to CGI may be created and maintained. Operating policies
and procedures include but are not limited to, the following topics:
» system backup,
o system patch,
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periodic maintenance,

system administration and user access,
disaster recovery

business continuity.
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11 -UNMANAGED VIRTUAL SERVERS: The ..mmno:m_c__n_mm in this Section Il of the Responsibility _,\_m:_x apply exclusively to Cloud Setvices for all
Virtual Servers that are not specified as manag ed in-a Service Order.

1. Follow generally accepted practices for network security and server administration
including without limitation, as required by the applicable section of the Prime v
Contract Flow Downs

2. Apply critical security updates for HIX/IES System and operating systems on virtual v
machines ,

1. Ensure that :mommmma\ services start automatically upon a server reboot | : v
2. Configure and manage backups and restoration of Virtual Machines through
snapshots and/or create and maintain a current backup copy of all configurations and v
content outside of the Cloud Services .
3. Configure and manage snapshots and utilize them for redeployment and restoration /

as necessary
4. Upon request, provide the requisite licensing information for all HIX/IES Entity-owned
Applications, including all Applications for which the HIX/IES Entitles independently v/
obtained use or ownership rights v
5. Develop, maintain and support all Managed Applications v
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EQUIPMENT

[Pat to provide update once SLA is resolved]
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THIRD PARTY SOFTWARE LICENSES
TO BE PROVIDED BY CGITO LOGICWORKS

The following list comprises the third party software licenses to be provided by CGI as of the Effective Date of the MSA to be hosted by LogicWorks:

1. Weblnsure Base licensed from hCentive, Inc.;

2. Software Work Product developed or generated by the Contractor or its subcontractors or agents pursuant to the Contract, including but not
limited to, Weblnsure MA;

3. Products listed below:

Product Name

Webl ogic Suite ,

Webl ogic Server Management Pack m:ﬁm_.v_._mm mo_&o:
Unified Business Process Management Suite

SOA Suite for Oracle Middleware ,

SOA Management Pack m:ﬁmazmm mo_;_o:

Service Registry

Enterprise Repository

Oracle Database Enterprise Edition

Real Application Clusters

Advanced Security

Oracle Database Vault

Diagnostic Pack

Tuning Pack

Database LifeCycle Management Pack

Data Masking Pack

|Oracle Policy Administrator
Weblnsure State

IBM Master Data Service Individual Hub (Initiate)
Identity and Access Management Suite Plus
Management Pack Plus for Identity- Management
Comm100 Web Portal and Visitor Monitor <<mc Client
Web Application Accelerator

EMC Document Platform

ENIC Platform Extension

Retention Policy Service
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Webtop

Interactive Um__<mQ me_om

Captiva Enterprise Server

Captiva Scan Plus Module

Spring Batch2.1.8 ...
Captiva Attended Client

Captiva elnput Glient

Java PDF417, QR Code Om:mqmﬁoq
Captiva Advance Recognition

IBM Rational Quality Manager

IBM Rational Requirements Oanommﬂ
[JIRA Enterprise

Bonfire for JIRA

FishEye
Rhapsody
Experian

IBM Data Power
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ACCEPTABLE USE POLICY

1. General. This Acceptable Use Policy sets forth guidelines for the acceptable use of Logicwarks'
network. All Subscribers to Logicworks' services are required to comply with this policy.

2. Illegal Use. The Logicworks network may only be used for lawful purposes. Transmission,
distribution or storage of any material in violation of any applicable law or regulation is prohibited, This
includes, without limitation, material protected by copyright, trademark, trade secret or other
intellectual property right used withoot proper authorization, and material that is libelous, defamatory,
constitutes an illegal threat, violates export control laws or regulations or encourages conduct that
would constitute a criminal offense or give rise to civil liability.

3. System and Network Security. Violations of system or netwark security are
prohibited. Examples of system or network security violations include, withaut limitation:Ja.
Unauthorized access to or use of data, systems or networks, including any attempt to probe, scan or test
the vulnerability of a system or network or to breach security or authentication measures without
express authorization of the owner of the system or network(b. Unauthorized manitaring of data or
traffic on any netwark or system without express authorization of the owner of the system or
networkOe. Interference with service provided to any user, host or netwark including, without limitation,
mailbombing, flooding, computer worms or viruses, defiberate attempts to overload a system and
broadcast attacks andd. Forging of any top-ip packet header or any part of the header information.

4. Abuse. The following acts are considered to be abusive of the Logicworks netwark and are
prohibited:0a. Any conduct which violates the accepted norms and expectations of the Internet
community at large including, without limitation, posting or distributing information or materials which
are abusive or threatening. Logicworks reserves the right determine, in its sole discretion, whether any
particular conduct violates such norms and expectationsUb. Resale of any Logicworks services or
products unless expressly authorized in writing by Logicworksle. Falsifying Subscribar infarmation in
applications, contracts and other materials provided to Logicwarks including fraudulent use of credit
card numbers or "bill to" numbersld. Falsifying identity or contact information to ciccumvent this
Acceptable Use Palicy or otherwiselle. Forging of message headers or a sender's identity, ar taking any
similar action with the intent of bypassing restrictions or limits on access to a specific service or sitellf,
Creating, forwarding, posting or distributing chain messages of any type (alsa known as "pyramid” or
“ponzi” schemes) andllg. Attempting to circumvent or alter the processes or procedures to measure
time, bandwidth utilization or other methods to document use of Logicworks services.

5. E-mail. Logicworks prohibits Subscribers from engaging the following e-mail related
activities:la. Sending unsolicited bulk e-mail ("UBE", or "SPAM"). This includes but is not limited to the
distribution of UBE for commercial, informational, advertising, political, or religious purposeslb. Setting
up "mailback" or “drop box" addresses in order to receive responses from UBE, either divectly by the
Subscriber or by a third party on behalf of the Subscriber andle. Engaging in any of the foregoing
activities by using the service of anather provider, but channeling such activities through a Logicworks
account, remailer, or otherwise through a Logicworks service or using a Logicworks account as a




Exhibit E: Acceptable Use Policy

maildrop for responses or otherwise using the services of another provider for the purpose of
facilitating the foregoing activities if such use of another party's service could reasonably be expected to
adversely affect a Logicworks service.Jd. Running a mail server with open relay, i.e. which allows the
unchallenged forwarding of e-mail. Logicworks reserves the right to implement technical mechanisms
which block UBE before it is forwarded or otherwise sent to its intended recipients.

6. Compromised Servers or Network Equipment. Lagicworks prohibits the
continued operation of servers that have been compromised by third parties or automated agents.

7. World Wide Web. Logicworks prohibits Subseribers from engaging in any of the following
web-related activities:[a. Exploiting or attempting to exploit any scripts presented on a weh pagellb.
Utilizing programs, scripts or commands to abuse a web site, e.g. by using bandwidth excessively ande.
Hosting a weh page which acts maliciously against users that visit that page.

8. Indirect Violations. INDIRECT OR ATTEMPTED VIOLATIONS OF THE POLICY, AND ACTUAL OR
ATTEMPTED VIDLATIONS BY ATHIRD PARTY ON BEHALF OF A SUBSCRIBER OR A SUBSCRIBER'S END USER
SHALL BE CONSIDERED VIOLATIONS OF THE POLICY BY SUCH SUBSCRIBER OR END LSER. |

9. Reporting. Subscribars to Lagicworks' services are required to immediately report to
Logicworks (i) any event or issue which could compromise the stability, service or security of the
Lagicworks network and (i) any known violation of this Acceptable Use Policy.

10. Intentionally Omitﬁt@d.
11. Intentionally Omitted.

12. Complaints/Questions. Lomplaints or questions regarding this Acceptable Use Policy
should be sent to abuse@Logicworks.net.
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LOGICWORKS TECHNICAL POLICIES

The technical policies set forth below (Logicworks™ Technical
Policies) are incorporated by reference in Logicworks™ Master
Service Agreement (the MSA). Capitalized terms which are used
but not defined in Logicworks™ Technical Policies shall have the
meanings given them in the MSA or the Hosting Agreement.

Operating Systems

Windows support is limited to Windows 2003 and later.

e Linux support is restricted to Red Hat Enterprise Linux 4.0 and later,

s New hardware may require most recent versians of vendor operating systems due to
hardware/driver support.

= While clients may choose to schedule the deployment of Dperating System Vendor patches, those
patches must be applied in a commercially reasonable time frame.

Storage

= System disks are either software mirrored RAID | or SS0 (solid-state drive).

= [Jue to extended array rebuild times and the potential for failure of a second disk during rebuilds,
Logicworks supports RAID | and RAID 1D only for storage subsystems. .

e SATA disks are not supported for /0 intensive production servers. Only SCSI or SAS are supported
for /0 intensive applications.

Each server, storage array, or partition (if applicable) shall have adequate space for Clients data files,
|og files. and backups, and must maintain adequate disk space for projected ninety (30) day
growth so as to not exceed a threshold of 83% total disk usage.

= Arrays must contain a hot spare per LUN.

= [ustom partitioning schemes are subject to Logicwarks™ Senior Engineering approval.

Security & Administration

= [lient must communicate any changes of a given server's role to Logioworks (e.g., installing a
database management system on a Web server).

Passwords must conform to generally-accepted best security practices, i.e., must include non-
alphanumeric characters, cannot be easily-guessable, and must be greater than 8 characters,

e [lient is prohibited from modifying server configuration in any way that prevents the server rebooting
cleanly and/ar requiring manual intervention on startup or the application from restarting an
reboot without manual intervention,

= | ggicworks has sole authority of seever naming for administrative purposes.

2 |f root or Administrator passwords, for Linux and Windows respectively, are changed, the new
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passwords must be communicated to Logicworks immediately.

® No passwords should be sent via emall If passwords are sent via email, they will need to be changed
immediately.

e [lient is prohibited from accessing Websites that are likely to contain mahmuus code from their
servers, and are generally discouraged from accessing the Internet from their servars,

= [lients who use centralized configuration deployment (e.g., Puppet, cfengine) must consult with
Logicworks Senior Engineering before doing so.

= [lients may not disable or alter system settings that may affect monitaring, failover, or administration
(e.g., ucarp, syslog, cron, sendmail, snmpd for Linux; syslog agent, snmp service, wmi service,
windows firewall, remote registry for Windows).

Network

e Any changes to network configuration are subject to Seniar Engingering approval,

o [lient SNMP access to devices is limited to read-only access to devices on whmh client has shared
administrative access.

= Administrative access to servers must be available on standard ports and allowed from Logicworks
administrative networks. '

e Al administrative access (SSH, Remote Desktop, FTP, etc.) must be restricted by IP address, or
accessed via VPN,

While Logicworks will communicate to its Internet transit providers any observed upstream peering
cangestion or flapping issues, Logieworks will not be held liable for the performance of
providers of which it is not a direct customer.

Alf features available in an [0S image feature set (or similar) may not be supported if an alternate
feature providing the same functionality is available. Changes to curvently unsupported features
are subject to Logicworks Senior Engineering approval,

Backup and Recovery

= [lient must specify per-server allocation of committed backup space.

= [lient must maintain adequate space per server to accommodate at least two (2) restore points.

Database backups must be written to the local file system first, prior to being copied off-server,
reqardless of whether database backups are being performed by a custom agent.

Logicworks cannot exclude individual files or directaries from backups, only partitions.

Lagicworks will adjust the number of restore points to conform to the available space allocated to
each server,

High-Availability
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= All failover scenarins are subject to testing, coordinated by Client and Logicworks within Logicworks
normal business hours. Testing must be performed post-turnover and prior to going live (ie.,
making the Application available to end users).

o Web servers and application servers which are dependent on high-availability services need to be
configured by Client in accordance with Logicworks recommended practices.

@ [lient is responsible for providing the appropriate parameters (e.q.. threshalds, failover conditions,
timeouts, ete. set high enough to not cause false failovers) for high availability configurations,

e [lients may not disable or alter system settings that may affect monitoring, failover, or administration
(e.g., ucarp, syslog, cron, sendmail, snmpd for Linux; syslog agent, snmp service, wmi, database
mirroring, clustering, log shipping, recurring jobs configured by Logicwaorks for Windows). Client
may not alter anything that may affect high availability services without consulting with
Logicworks Senior Enginesring in advance.

Managed Application Services

= Servers for managed application services are single-purpose.

= [lient is only provided limited access to managed application servers,

= [lients should only connect to, or have applications connect to, the Vietual IP (VIP) for a managed
application, not the server's native P address.

Managed Database

= [lient is required to maintain a replica (a standby or secondary) server, whose computing power must
be equal to the computing power of the primary server or Group that is not dependent on the
block device or storage subsystem of the primary database server,

Replica database servers must be used only for reads when not being used as the live database in a
fail-over scenario,

e |f replica database servers are used for reporting, enough resources must remain available for the
use of the replica server during a fail-over scenario to not be impacted. Client acknowledges
that additional users of replica server may impact performace during failover use.,

s [lient shall be required to provide and maintain, in writing, documentation concerning requested
failover procedures. :

Client may be required to maintain separate block devices for log files, data and backups, subject to
the direction of Logicwarks Senior Engineering.

w [atabase backups must be written to the ocal file system first, prior to being copied off-server,
regardless of whether database backups are being performed by a custom agent.

= [lient must maintain sufficient storage space for 2 local copies of database backups.

» [lient must notify Logicworks if and when it is performing manual database failovers,

® [lient must notify Logicworks of the creation of additional databases as those additions may affect
high-availability, backups, or replication (SOL Server only).
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Hourly Billable Services

e Services that are billable by the hour must be scheduled in advance.

Logicworks is entitled to bill for services to repair servers or applications necessitated by Client's
actions (not including restores).

= | ngicworks is entitled to hill for application configuration beyond standard configurations.

= | agicworks will refer clients to third-parties for services that it does not perform,

e | ngicworks will not perform hourly services on a monthly recurring basis.

Hourly billable services are provided as-is and as specified at time of scheduling. Further configuration

not included in original scope may be subject to additional fees.




Exhibit G - Microsoft® Addendum

This document concerns Client’s (“you” or “your”) use of Microsoft software, which
includes computer software provided to you by Logicworks Systems Corporation (“Logicworks”)
as described below, and may include associated media, printed materials, and “online” or
electronic documentation (individually and collectively “Software Products”). Logicworks does
not own the Software Products and the use thereof is subject to certain rights and limitations of
which Logicworks needs to inform you. Your right to use the Software Products is subject to
your agreement with Logicworks, and to your understanding of, compliance with and consent to
the following terms and conditions, which Logicworks does not have authority to vary, alter or
amend. '

1. DEFINITIONS.

(a) “Client Software” means software that allows a Device to access or utilize
the services or functionality provided by the Server Software.

(b) “Device” means each of a computer, workstation, terminal, handheld PC,
pager, telephone, personal digital assistant, “smart phone,' or other electronic device.

() “Server Software” means software that provides services or functionality
on a computer acting as a aerver.

2. OWNERSHIP OF SOFTWARE PRODUCTS. The Software Products are licensed to
Logicworks from an affiliate of Microsoft Corporation (“Microsoft”). All title and intellectual
property rights in and to the Software Products (and the constituent elements thereof, including
but not limited to any images, photographs, animations, video, audio, music, text and “applets”
incorporated into the Software Products) are owned by Microsoft or its suppliers. The Software
Products are protected by copyright laws and international copyright treaties, as well as other
intellectual property laws and treaties. Your possession, access, or use of the Software Products
does not transfer any ownership of the Software Products or any intellectual property rights to
you

3. USE OF CLIENT SOFTWARE. You may use the Client Software installed on your
Devices by Logicworks only in accordance with the instructions, and only in connection with the
services, provided to you by Logicworks. The terms of this document permanently and
irrevocably supersede the terms of any Microsoft End User License Agreement which may be
presented in electronic form during your use of the Client Software.

4, USE OF REDISTRIBUTION SOFTWARE. In connection with the services provided
to you by Logicworks, you may have access to certain “sample,” “redistributable” and/or
software development (“SDK”) software code and tools {(individually and collectively
“Redistribution Software”). YOU MAY NOT USE, MODIFY, COPY, AND/OR DISTRIBUTE ANY
REDISTRIBUTION SOFTWARE UNLESS YOU EXPRESSLY AGREE TO AND COMPLY WITH CERTAIN
ADDITIONAL TERMS CONTAINED IN THE SERVICES PROVIDER USE RIGHTS_(”SPUR")
APPLICABLE TO LOGICWORKS, WHICH TERMS MUST BE PROVIDED TO YOU BY LOGICWORKS.
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Microsoft does not permit you to use any Redistribution Software unless you expressly agree to
and comply with such additional terms, as provided to you by Logicworks.

5. COPIES. You may not make any copies of the Software Products; provided,
however, that you may make one (1) copy of Client Software on your Device as expressly
authorized by Logicworks. '

6. LIMITATIONS ON REVERSE ENGINEERING, DECOMPILATION AND DISASSEMBLY.
You may not reverse engineer, decompile, or disassemble the Software Products, except and
only to the extent that applicable law, notwithstanding this limitation expressly permits such
activity.

7. NO RENTAL. You may not rent, lease, lend, pledge, or directly or indirectly
transfer or distribute the Software Products to any third party, and you may not permit any third
party to have access to and/or use the functionality of the Software Products.

8. TERMINATION. Without prejudice to any other rights, Logicworks may terminate
your rights to use the Software Products if you fail to comply with these terms and conditions.
In the event of termination or cancellation, you must stop using and/or accessing the Software
Products, and destroy all copies of the Software Products and all of its component parts.

9. NO WARRANTIES, LIABILITIES OR REMEDIES BY MICROSOFT. ANY WARRANTIES,
LIABILITY FOR DAMAGES AND REMEDIES, IF ANY, ARE PROVIDED SOLELY BY LOGICWORKS
AND NOT BY MICROSOFT OR ITS AFFILIATES OR SUBSIDIARIES.

10. PRODUCT SUPPORT. Any product support for the Software Products is provided
to you by Logicworks and is not provided by Microsoft or its affiliates or subsidiaries.

11. NOT FAULT TOLERANT. THE SOFTWARE PRODUCTS MAY CONTAIN TECHNOLOGY
THAT IS NOT FAULT TOLERANT AND IS NOT DESIGNED, MANUFACTURED, OR INTENDED FOR
USE IN ENVIRONMENTS OR APPLICATIONS IN WHICH THE FAILURE OF THE SOFTWARE
PRODUCTS COULD LEAD TO DEATH, PERSONAL INJURY, OR SEVERE PHYSICAL, PROPERTY OR
ENVIRONMENTAL DAMAGE. '

12. EXPORT RESTRICTIONS. The Software Products are of U.S. origin for purposes of
U.S. export control laws. You agree to comply with all applicable international and national laws
that apply to the Software Products, including the U.S. Export Administration Regulations, as
well as end-user, end-use and destination restrictions issued by U.S. and other governments. For
additional information, see http://www.microsoft.com/exporting/.

13, LIABILITY FOR BREACH. In addition to any liability you may have to Logicworks,
you agree that you will also be legally responsible directly to Microsoft for any breach of these
terms and conditions.

00016310v1 Page 2 of 2




Date:

logicworks %33

CGI Technologies and Solutions, Inc.

Friday, December 21, 2012 Account Exec:

Quote #: 1041264 Expires:

MONTHLY RECURRING Service Order

2

8¢

%

Steve Zeller
Monday December 31, 2012

awy ~ Description , . UnitPrice Monthly.Recurring- -

MASSACHUSETTS HIX Hosting Environment
Delivery ASAP - Dev / UAT Environment

20  * Managed Virtual Machines (Red Hat Enterprise Linux) S 95.00 $ 1,900.00
Managed virtual servers include VMware ESX and Red Hat Enterprise Linux. Servers are imaged with
monitoring, backup, and management tools included. Red Hat Virtual Servers run on dedicated
VMware ESX physical hosts including full redundancy and fail-over capabilities: VMotion, VSphere, and
Storage VMotion.

19 . Managed Virtual Machines (Red Hat Enterprise Linux) S 95.00 $ 1,805.00
Managed virtual servers include VMware ESX and Red Hat Enterprise Linux. Servers are imaged with
monitoring, backup, and management tools included. Red Hat Virtual Servers run on dedicated
VMware ESX physical hosts including full redundancy and fail-over capabilities: VMotion, VSphere, and
Storage VMotion.

2 * Mlanaged Virtual Machines (Windows 2008 Enterprise) S 120.00 S 240.00
Managed virtual servers include VMware ESX and Windows 2008 Enterprise. Servers are imaged with
monitoring, backup, and management tools included. Red Hat Virtual Servers run on dedicated
VMware ESX physical hosts including full redundancy and fail-over capabilities: VMotion, VSphere, and
Storage VMotion.

6 * ESX Host Servers _ S 1,207.00 $ 7,242.00
CPU: 2 x 5660 Hex-Core
RAM: 96GB
Disk: 2 x 146GB SAS
Private Cloud hosts power all virtual machines, guaranteeing a high-performance and highly reliable
VMware environment. Hosts run Intel Westmere processors, include redundant boot/OS drives, and
connect to enterprise storage for their VMFS VMware File System Data, and include redundant
connections to switches. In the event of a host failure, all tasks are automatically routed to an
alternate host.

1 VNX 5500 Unified Storage System $ 32,400.00 S 32,400.00
Disk: 34 x 600GB 15K SAS (RAID 10) - Oracle RAC Storage )
Disk: 34 x 900GB 10K SAS {RAID 6) - VMFS Storage
Disk: 26 x 3TB 7.2K SAS (RAID 6) - Archival Storage
Disk: 11 x 100GB SSD - FastCache
The EMC VNX 5500 Unified Storage System provides SAN storage for Oracle RAC Database as well as
NAS storage for VMware File Systems. The VNX device is scalable to 250 disks and includes redundant
power supply, RAID controllers, and high-availability disk sets, and a FastCache SSD-based caching
volume,

2 * Managed Security $ 851.00 $ 1,702.00
Cisco ASA 5515X Firewalls
Redundant Cisco ASA 5520 Firewalls for the production site, and an additional ASA 5520 for the
Disaster Recovery site are managed by Logicworks to provide firewall security and de-militarized zone
separation. Confidential data will be segregated onto an isolated VLAN from any devices that face the
Internet.




q * Extreme Networks Switches S 1,775.00 7,100.00
Dedicated 48-port Extreme 460 Stackable switch network ensures 10Gb Gigabit routing to Logicworks’
core and to the EMC VNX Storage device and Gb connections to each device.
1 Intrusion Detection System S 1,750.00 1,750.00
Alert Logic ThreatManager 1460 with Active Watch
Alert Logic Threat Manager with Active Watch monitors all attempts to connect to servers and devices
within the hosted environment. Suspicious and malicious attempts to access the system are flagged,
given a threshold of severity, and escalated to Logicworks’ security operations team.
1 Log Manager (250 Nodes) : S 4,236.00 4,236.00
Alert Logic Log Management collects, inspects, and archives all log data across devices including
switches, firewalls, hosts, and virtual machines. Custom reporting is availabie for HIPAA and PCI
standards including administrator rights, data integrity, and access logs. 250 nodes, 12 month
retention.
20  Two-Factor Authentication S 44.00 880.00
Vasco Two-Factor Authentication System provides each server administrator with a smart phone -
accessible unique identifier. This second means of authentication ensures that a stolen username /
passwords cannot be used to gain access to the hosted infrastructure.  {per administrator)
2 * Load-Balancers - Traffic Manager (Full) $ 2,276.00 4,552.00
Redundant RiverBed Stingray load-balancers offer both 1P- and Application- based load-balancing and
traffic management. Redundant devices in production and a single device in DR include 500Mb
throughput licensing (upgradable to 1Gb). Includes traffic management and SSL Off-Loading
50 * Bandwidth S 24.00 1,200.00
95% Outbound bandwidth per month in Mbps
(Overage available on a /Mbps basis at $30/Mbps)
10,000 Backups & Recovery $ ' 0.60 6,000.00
Data is replicated nightly across Logicworks’ datacenters and across state lines to high-availability disk.
On-demand restores are included in the service. (in GB)
0 Professional Services Hourly Rate $ 250.00 -
1 * Managed Services included -
24 x 7 x 365 Engineering support, managed security, dedicated account manager, backups, custom
1 Oracle Database Services included -
Clustering & replication support for Oracle Databases, 100% SLA for Oracle DB, senior engineering for
Sub-Total $ 71,007.00
* indicates priority items
Delivery ASAP Perf Environment
32  Managed Virtual Machines (Red Hat Enterprise Linux) : S 95.00 3,040.00
8 ESX Host Servers S 1,207.00 9,656.00
CPU: 2 x 5660 Hex-Core

RAM: 96GB
Disk: 2 x 146GB SAS




App / Database Servers
CPU: 2 x 5660 Hex-Core
RAM: 48GB

Disk: 2 x 146GB SAS
Fibre-Channel HBA

Sub-Total

1,574.00

18,992.00

6,296.00

Delivery February 18, 2013 Training Environment

Managed Virtual Machines (Red Hat Enterprise Linux)

ESX Host Servers

CPU: 2 x 5660 Hex-Core
RAM: 96GB

Disk: 2 x 146GB SAS

Sub-Total

105.00

1,330.00

3,500.00

840.00

2,660.00

Delivery June 15th 2013 - Production & Disaster Recovery Environments

62

3,800

Managed Virtual Machines (Red Hat Enterprise Linux)
Managed Virtual Machines (Windows 2008 Enterprise)

ESX Host Servers

CPU: 2 x 5660 Hex-Core
RAM: 96GB

Disk: 2 x 146GB SAS

App / Database Servers
CPU: 2 x 5660 Hex-Core
RAM: 48GB

Disk: 2 x 146GB SAS
Fibre-Channel HBA

Database Servers (DR)

CPU: 2 x 5660 Hex-Core (24-bay)
RAM: 48GB

Disk: 2 x 146GB SAS (System)
Disk:12 x 300GB SAS (Data)
Disk:4 x 1TB SATA (Backups)

NAS Storage (For DR Virtual Servers)
Scalable EMC Isilon Storage

$

105.00

135.00

1,330.00

1,702.00

2,715.00

1.00

The DR environment will store VMware File System on Logicworks’ enterprise NAS storage system,

HP Switches (DR)

506.00

Hewlett Packard Gb Ethernet switches provide connectivity for the disaster recovery environment.

Managed Security (DR}
Intrusion Detection System (DR)
Load-Balancer (DR)

Sub-Total

936.00

1,925.00

2,505.00

39,566.00

6,510.00

10,640.00

6,808.00

5,430.00

3,800.00

1,012.00

936.00

1,925.00

2,505.00

Total Monthly Recurring - Term through September 30th, 2014

133,065.00




The Master Service Agreement between Client and Logicworks (the “MSA”), and Logicworks’ Acceptable
Use Policy, Tech Policies and Responsibility Matrix, as they each may be amended from time to time
pursuant to the MSA, are incorporated by reference in this Service Order. Capitalized terms not defined in
this Service Order have the meaning given them in the MSA, Acceptable Use Policy, Responsibility Matrix
or Tech Policies.

The person signing below represents that he or she is authorized to sign this Service Order on behalf of
Client and that Client accepts this Service Order subject to the terms in the MSA, Acceptable Use Policy,
Responsibility Matrix and Tech Policies.

CGl Technologies and Solutions, inc.

Approval Signature:

Name/Title:

Date:




Date:

logicworks i{\fZ}}
e

CGI Technologies and Solutions, Inc.

Wednesday, December 19, 2012 Account Exec:

Quote #: 1041262 Expires:

MONTHLY RECURRING Service Ord

o

Steve Zeller
Monday December 31, 2012

oty ~ Description - Unit Price _Monthly Recurring -
MASSACHUSETTS HIX Hosting Environment
Delivery ASAP - Dev / UAT Environment
20  * Managed Virtual Machines (Red Hat Enterprise Linux) S 95.00 $ 1,900.00
Managed virtual servers include VMware ESX and Red Hat Enterprise Linux. Servers are imaged with
monitoring, backup, and management tools included. Red Hat Virtual Servers run on dedicated
VMware ESX physical hosts including full redundancy and fail-over capabilities: VMotion, VSphere, and
Storage VMotion.
19  Managed Virtual Machines (Red Hat Enterprise Linux) $ 95.00 $ 1,805.00
Managed virtual servers include VMware ESX and Red Hat Enterprise Linux. Servers are imaged with
monitoring, backup, and management tools included. Red Hat Virtual Servers run on dedicated
VMware ESX physical hosts including full redundancy and fail-over capabilities: VMotion, VSphere, and
Storage VMotion.
2 * Managed Virtual Machines (Windows 2008 Enterprise) $ 120.00 $ 240.00
Managed virtual servers include VMware ESX and Windows 2008 Enterprise. Servers are imaged with '
monitoring, backup, and management tools included. Red Hat Virtual Servers run on dedicated
VMware ESX physical hosts including full redundancy and fail-over capabilities: VMotion, VSphere, and
Storage VMotion.
6 * ESX Host Servers S 1,207.00 $ 7,242.00
CPU: 2 x 5660 Hex-Core
RAM: 96GB
Disk: 2 x 146GB SAS
Private Cloud hosts power all virtual machines, guaranteeing a high-performance and highly reliable
VMware environment. Hosts run Intel Westmere processors, include redundant boot/OS drives, and
connect to enterprise storage for their VMFS VMware File System Data, and include redundant
connections to switches. In the event of a host failure, all tasks are automatically routed to an
alternate host.
1 VNX 5500 Unified Storage System S 32,400.00 $ 32,400.00
Disk: 34 x 600GB 10K SAS (RAID 10) - Oracle RAC Storage
Disk: 34 x 900GB 10K SAS (RAID 6) - VMFS Storage
Disk: 26 x 3TB 7.2K SAS (RAID 6) - Archival Storage
Disk: 11 x 100GB SSD - FastCache ,
The EMC VNX 5500 Unified Storage System provides SAN storage for Oracle RAC Database as well as
NAS storage for VMware File Systems. The VNX device is scalable to 250 disks and includes redundant
power supply, RAID controllers, and high-availability disk sets, and a FastCache SSD-based caching
volume.
2 * Managed Security S 851.00 S 1,702.00

Cisco ASA 5520 Firewalls

Redundant Cisco ASA 5520 Firewalls for the production site, and an additional ASA 5520 for the
Disaster Recovery site are managed by Logicworks to provide firewall security and de-militarized zone
separation. Confidential data will be segregated onto an isolated VLAN from any devices that face the
Internet,




4 * Extreme Networks Switches S 1,775.00 7,100.00
Dedicated 48-port Extreme 460 Stackable switch network ensures 10Gb Gigabit routing to Logicworks’
core and to the EMC VNX Storage device and Gb connections to each device.
1 Intrusion Detection System S 1,750.00 1,750.00
Alert Logic ThreatManager 1460 with Active Watch
Alert Logic Threat Manager with Active Watch monitors all attempts to connect to servers and devices
within the hosted environment. Suspicious and malicious attempts to access the system are flagged,
given a threshold of severity, and escalated to Logicworks’ security operations team.
1 Log Manager (250 Nodes) : S 4,236.00 4,236.00
Alert Logic Log Management collects, inspects, and archives all log data across devices including
switches, firewalls, hosts, and virtual machines. Custom reporting is available for HIPAA and PCI
standards including administrator rights, data integrity, and access logs. 250 nodes, 12 month
retention.
20  Two-Factor Authentication $ 44.00 880.00
Vasco Two-Factor Authentication System provides each server administrator with a smart phone -~
accessible unique identifier. This second means of authentication ensures that a stolen username /
passwords cannot be used to gain access to the hosted infrastructure.  {per administrator}
2 * Load-Balancers - Traffic Manager (Full) . $ 2,276.00 4,552.00
Redundant RiverBed Stingray load-balancers offer both IP- and Application- based load-balancing and
traffic management. Redundant devices in production and a single device in DR include 500Mb
throughput licensing (upgradable to 1Gb). Includes traffic management and SSL Off-Loading
50 * Bandwidth ’ $ 24.00 1,200.00
95% Outbound bandwidth per month in Mbps
(Overage available on a /Mbps basis at $30/Mbps)
10,000 Backups & Recovery S 0.60 6,000.00
Data is replicated nightly across Logicworks’ datacenters and across state lines to high-availability disk.
On-demand restores are included in the service. (in GB)
0 Professional Services Hourly Rate S 250.00 -
1 * Managed Services included -
24 x 7 x 365 Engineering support, managed security, dedicated account manager, backups, custom
1 Oracle Database Services ' included -
Clustering & replication support for Oracle Databases, 100% SLA for Oracle DB, senior engineering for
Sub-Total S 71,007.00
* indicates priority items
Delivery ASAP Perf Environment
32  Managed Virtual Machines (Red Hat Enterprise Linux) $ 95.00 3,040.00
8 ESX Host Servers ' $ 1,207.00 9,656.00
CPU: 2 x 5660 Hex-Core
RAM: 96GB

Disk: 2 x 146GB SAS




App / Database Servers
CPU: 2 x 5660 Hex-Core
RAM: 48GB

Disk: 2 x 146GB SAS
Fibre-Channel HBA

Sub-Total

1,574.00

18,992.00

6,296.00

Delivery February 1, 2013 Training Environment

Managed Virtual Machines (Red Hat Enterprise Linux)

ESX Host Servers

CPU: 2 x 5660 Hex-Core
RAM: 96GB

Disk: 2 x 146GB SAS

Sub-Total

105.00

1,330.00

3,500.00

840.00

2,660.00

Delivery June 15th 2013 - Production & Disaster Recovery Environments

62

3,800

Managed Virtual Machines (Red Hat Enterprise Linux)
Managed Virtual Machines (Windows 2008 Enterprise)

ESX Host Servers

CPU: 2 x 5660 Hex-Core
RAM: 56GB

Disk: 2 x 146GB SAS

App / Database Servers
CPU: 2 x 5660 Hex-Core
RAM: 48GB

Disk: 2 x 146GB SAS
Fibre-Channel HBA

Database Servers (DR)

CPU: 2 x 5660 Hex-Core (24-bay)
RAM: 48GB

Disk: 2 x 146GB SAS (System)
Disk:12 x 300GB SAS (Data)
Disk:4 x 1TB SATA (Backups)

NAS Storage (For DR Virtual Servers)
Scalable EMC Isilon Storage

The DR environment will store VMware File System on Logicworks’ enterprise NAS storage system,

HP Switches (DR)

105.00

135.00

1,330.00

1,702.00

2,715.00

1.00

506.00

Hewlett Packard Gb Ethernet switches provide connectivity for the disaster recovery environment.

Managed Security (DR)
Intrusion Detection System (DR)
Load-Balancer (DR)

Sub-Total

936.00

1,925.00

2,505.00

39,566.00

6,510.00

10,640.00

6,808.00

5,430.00

3,800.00

1,012.00

936.00

1,925.00

2,505.00

Total Monthly Recurring - Term through September 30th, 2014

133,065.00




The Master Service Agreement between Client and Logicworks (the “MSA”), and Logicworks’ Acceptable
Use Policy, Tech Policies and Responsibility Matrix, as they each may be amended from time to time
pursuant to the MSA, are incorporated by reference in this Service Order. Capitalized terms not defined in

this Service Order have the meaning given them in the MSA, Acceptable Use Policy, Responsibility Matrix
or Tech Policies.

The person signing below represents that he or she is authorized to sign this Service Order on behalf of
Client and that Client accepts this Service Order subject to the terms in the MSA, Acceptable Use Policy,
Responsibility Matrix and Tech Policies.

CGI Technologies and Solutions, Inc.

Approval Signature:

Name/Title:

Date:




' e
Fagxcworks{igfﬁ

CGI Technologies and Solutions, Inc.

Date: Tuesday, December 18, 2012 Account Exec: Steve Zeller
Quote #: 1041261 Expires: Monday December 31, 2012

1 Dev Environment Setup / Installation Cost S 56,382.00 $ 56,382.00
1 Perf Environment Setup / Installation Cost S 14,336.00 $ 14,336.00
1 Training Environment Setup / Installation Cost S 3,547.00 $ 3,547.00
1 PI;Od/ DR Environment Setup / Installation Cost S 26,575.00 $ 26,575.00

Total One-Time Cost S 100,840.00

CGl Technologies and Solutions, Inc.

Approval Signature:

Name/Title:

Date:
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ACCESSING the HIX RFR Documents on COMMBUYS.com

THE RFR for HIX is located on COMMBUYS. Please go to www.commbuys.com to begin your search.

1. Click on:

Contract & Bid Search
Search for Bids and active Contracts/Blankets. .

2. Click the Bids button:

Searchfor: | £ Bids () Contracts/Blankets

3. Inthe Bid# Block, type in $127635:

Bid # 8127635

4, Click Find It:

[ SR UEET,}

In the Results block below the Find It button, the RFR should appear:

. Bid# Contract/Blanket & - Buyer : Description
3427608 vCurrent eProcuremant Sefickation RFR for $4aszachuselis Health lnsurance Exchange and Integrated EfgbiEy System Ma HIVIES: System

5. Click on the highlighted link S127635 to access the RFR and all of its associated documents:

5127835~ Current




Attachment 2

Section 11 Clarification

Pursuant to Section 11. Indemnification of the Commonwealth Terms and Conditions, the term “other
damages” shall include, but shall not be limited to, the reasonable costs the Commonwealth incurs to repair,
return, replace or seek cover (purchase of comparable substitute commodities and services) under a contract.
“Other damages” shall not include damages to the Commonwealth as a result of third party claims, provided,
however, that the foregoing in no way limits the Commonwealth’s right of recovery for personal injury or
property damages or patent and copyright infringement under Section 11 nor the Commonwealth’s ability to
join the contractor as a third party defendant. Further, the term “other damages” shall not include, and in no
event shall the contractor be liable for, damages for the Commonwealth’s use of contractor provided
products or services, loss of Commonwealth records, or data (or other intangible property), loss of use of
equipment, lost revenue, lost savings or lost profits of the Commonwealth. In no event shall “other damages”
exceed the greater of $100,000, or two times the value of the product or service (as defined in the contract
scope of work) that is the subject of the claim. Section 11 sets forth the contractor’s entire liability under a
contract. Nothing in this section shall limit the Commonwealth’s ability to negotiate higher limitations of
liability in a particular contract, provided that any such limitation must specifically reference Section 11 of
the Commonwealth Terms and Conditions.

Page 6. of 2.
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Attachment 3

Commonwealth Terms and Conditions
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This Commonwealth Terms and Conditions form is
jointly issued by the Executive Office for
Administration and Finance (ANF), the Office of the
Comptroller (CTR) and the Operational Services
Division (OSD) for use by all Commonweaith of Massachusetts (“State”)
Departments and Contractors, Any changes or electronic alterations by either
the Department or the Contractor to the official version of this form, as
Jjointly published by ANF, CTR and OSD, shall be void, Upon execution of
these Commonwealth Terms and Conditions by the Contractor and filing as
prescribed by the Office of the Comptroller, these Commonwealth Terms and
Conditions will be incorporated by reference into any Contract for
Commodities and Services executed by the Contractor and any State
Department, in the absence of a superseding law or regulation requiring a
different Contract form. Performance shall include services rendered,
obligations due, costs incurred, commodities and deliverables provided and
accepted by the Department, programs provided or other commitments
authorized under a Contract, A deliverable shall include any tangible product
to be delivered as an element of performance under a Contract, The
Commonwealth is entitled to ownership and possession of all deliverables
purchased or developed with State funds. Contract shall mean the Standard
Contract Form issued jointly by ANF, CTR and OSD.

1. Contract Effective Start Date,  Notwithstanding verbal or other
representations by the parties, or an earlier start date indicated in a Contract,
the effective start date of performance under a Contract shall be the date a
Contract has been executed by an authorized signatory of the Contractor, the
Department, a later date specified in the Contract or the date of any approvals
required by law or regulation, whichever is later,

2, Payments And Compensation. The Contractor shall only be compensated
for performance delivered and accepted by the Department in accordance with
the specific terms and conditions of a Contract. All Contract payments are
subject to appropriation pursuant to M.G.L. C. 29, §26, or the availability of

sufficient non-appropriated funds for the purposes of a Contract, and shall be -

subject to intercept pursuant to M.GL. C. 7A, §3 and 815 CMR 9.00.
Overpayments shall be reimbursed by the Contractor or may be offset by the
Department from future payments in accordance with state finance law.
Acceptance by the Contractor of any payment or partial payment, without any
written objection by the Contractor, shall in each instance operate as a release
and discharge of the State from all claims, liabilities or other obligations
relating to the performance of a Contract.

3. Contractor Payment Mechanism. All Contractors will be paid using the
Payment Voucher System unless a different payment mechanism is required.
The Contractor shall timely submit invoices (Payment Vouchers - Form PV)
and supporting documentation as prescribed in a Contract. The Department
shall review and return rejected invoices within fifteen (15) days of receipt with
a written explanation for rejection. Payments shall be made in accordance with
the bill paying policy issued by the Office of the Comptroller and 815 CMR
4,00, provided that payment periods listed in a Contract of less than forty-five
(45) days from the date of receipt of an invoice shall be effective only to enable
a Department to take advantage of early payment incentives and shall not
subject any payment made within the forty-five (45) day period to a penalty.
The Contractor Payroll System, shall be used only for "Individual Contractors”
who have been determined to be "Contract Employees” as a result of the
Department's completion of an Internal Revenue Service SS-8 form in
accordance with the Omnibus Budget Reconciliation Act (OBRA) 1990, and
shall automatically process all state and federal mandated payroll, tax and
retirement deductions.

4, Contract Termination Or Suspension. A Contract shall terminate on the
date specified in a Contract, unless this date is properly amended in accordance
with all applicable laws and regulations prior to this date, or unless terminated
or suspended under this Section upon prior written notice to the Contractor.
The Department may terminate a Contract without cause and without penalty,
or may terminate or suspend a Contract if the Contractor breaches any material
term or condition or fails to perform or fulfill any material obligation required
by a Contract, or in the event of an elimination of an appropriation or
availability of sufficient funds for the purposes of a Contract, or in the event of
an unforeseen public emergency mandating immediate Department action,
Upon immediate notification to the other party, neither the Department nor the
Contractor shall be deemed to be in breach for failure or delay in performance
due to Acts of God or other causes factually beyond their control and without
their fault or negligence. Subcontractor failure to perform or price increases

COMMONWEALTH TERMS AND CONDITIONS

due to market fluctuations or product availability will not be deemed factually
beyond the Contractor's control.

5. Written Notice, Any notice shall be deemed delivered and received when
submitted in writing in person or when delivered by any other appropriate
method evidencing actual receipt by the Department or the Contractor, Any
written notice of termination or suspension delivered to the Contractor shall
state the effective date and period of the notice, the reasons for the termination
or suspension, if applicable, any alleged breach or failure to perform, a
reasonable period to cure any alleged breach or failure to perform, if
applicable, and any instructions or restrictions concerning allowable activities,
costs or expenditures by the Contractor during the notice period.

6. Confidentiality. The Contractor shall comply with M.G.L. C. 66A if the
Contractor becomes a "holder" of "personal data". The Contractor shall also
protect the physical security and restrict any access to personal or other
Department data in the Contractor's possession, or used by the Contractor in the
performance of a Contract, which shall include, but is not limited to the
Department's public records, documents, files, software, equipment or systems.
7. Record-keeping And Retention, Inspection Of Records. The Contractor
shall maintain records, books, files and other data as specified in a Contract and
in such detail as shall properly substantiate claims for payment under a
Contract, for a minimum retention period of seven (7) years beginning on the
first day after the final payment under a Contract, or such longer period as is
necessary for the resolution of any litigation, claim, negotiation, audit or other
inquiry involving a Contract. The Department shall have access, as well as any
parties identified under Executive Order 195, during the Contractor’s regular
business hours and upon reasonable prior notice, to such records, including on-
site reviews and reproduction of such records at a reasonable expense.

8. Assignment. The Contractor may not assign or delegate, in whole or in
part, or otherwise transfer any liability, responsibility, obligation, duty or
interest under a Contract, with the exception that the Contractor shall be
authorized to assign present and prospective claims for money due to the
Contractor pursuant to a Contract in accordance with M.G.L, C. 106, §9-318,
The Contractor must provide sufficient notice of assignment and supporting
documentation to enable the Department to verify and implement the
assignment. Payments to third party assignees will be processed as if such
payments were being made directly to the Contractor and these payments will
be subject to intercept, offset, counter claims or any other Department rights
which are available to the Department or the State against the Contractor.

9. Subcontracting By Contractor. Any subcontract entered into by the
Contractor for the purposes of fulfilling the obligations under a Contract must
be in writing, authorized in advance by the Department and shall be consistent
with and subject to the provisions of these Commonwealth Terms and
Conditions and a Contract. Subcontracts will not relieve or discharge the
Contractor from any duty, obligation, responsibility or liability arising under a
Contract. The Department is entitled to copies of all subcontracts and shall not
be bound by any provisions contained in a subcontract to which it is not a
party.

10. Affirmative Action, Non-Discrimination In Hiring And Employment,
The Contractor shall comply with all federal and state laws, rules and
regulations promoting fair employment practices or prohibiting employment
discrimination and unfair labor practices and shall not discriminate in the hiring
of any applicant for employment nor shall any qualified employee be demoted,
discharged or otherwise subject to discrimination in the tenure, position,
promotional opportunities, wages, benefits or terms and conditions of their
employment because of race, color, national origin, ancestry, age, sex, religion,
disability, handicap, sexual orientation or for exercising any rights afforded by
law. The Contractor commits to purchasing supplies and services from
certified minority or women-owned businesses, small businesses or businesses
owned by socially or economically disadvantaged persons or persons with
disabilities.

11, Indemnification. Unless otherwise exempted by law, the Contractor shall
indemnify and hold harmless the State, including the Department, its agents,
officers and employees against any and all claims, liabilities and costs for any
personal injury or property damages, patent or copyright infringement or other
damages that the State may sustain which arise out of or in connection with the
Contractor's performance of a Contract, including but not limited to the
negligence, reckless or intentional conduct of the Contractor, its agents,
officers, employees or subcontractors, The Contractor shall at no time be
considered an agent or representative of the Department or the State. After
prompt notification of a claim by the State, the Contractor shall have an
opportunity to participate in the defense of such claim and any negotiated
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settlement agreement or judgment. The State shall not be liable for any costs
incurred by the Contractor arising under this paragraph. Any indemnification of
the Contractor shall be subject to appropriation and applicable law.

12, Waivers, Forbearance or indulgence in any form or manner by a party shall
not be construed as a waiver, nor in any way limit the legal or equitable
remedies available to that party. No waiver by either party of any default or
breach shall constitute a waiver of any subsequent default or breach.

13, Risk Of Loss. The Contractor shall bear the risk of loss for any Contractor

materials used for a Contract and for all deliverables, Department personal or .

other data which is in the possession of the Contractor or used by the
Contractor in the performance of a Contract until possession, ownership and
full legal title to the deliverables are transferred to and accepted by the
Department,

14, Forum, Choice of Law And Mediation. Any actions arising out of a
Contract shall be governed by the laws of Massachusetts, and shall be brought
and maintained in a State or federal court in Massachusetts which shall have
exclusive jurisdiction thereof. The Department, with the approval of the
Attorney General's Office, and the Contractor may agree to voluntary
mediation through the Massachusetts Office of Dispute Resolution (MODR) of
any Contract dispute and will share the costs of such mediation, No legal or
equitable rights of the parties shall be limited by this Section.

15. Contract Boilerplate Interpretation, Severability, Conflicts With Law,
Integration. Any amendment or attachment to any Contract which contains
conflicting language or has the affect of a deleting, replacing or modifying any

official printed language. If any provision of a Contract is found to be
superseded by state or federal law or regulation, in whole or in part, then both
parties shall be relieved of all obligations under that provision only to the
extent necessary to comply with the superseding law, provided however, that
the remaining provisions of the Contract, or portions thereof, shall be enforced
to the fullest extent permitted by law, All amendments must be executed by
the parties in accordance with Section 1. of these Commonwealth Terms and
Conditions and filed with the original record copy of a Contract as prescribed
by CTR. The printed language of the Standard Contract Form, as officially
published by ANF, CTR and OSD, which incorporates by reference these
Commonwealth Terms and Conditions, shall supersede any conflicting verbal
or written agreements relating to the performance of a Coniract, or attached
thereto, including contract forms, purchase orders or invoices of the Contractor.
The order of priority of documents to interpret a Contract shall be as follows:
the printed language of the Commonwealth Terms and Conditions, the
Standard Contract Form, the Department's Request for Response (RFR)
solicitation document and the Contractor’s Response to the RFR solicitation,
excluding any language stricken by a Department as unacceptable and
including any negotiated terms and conditions allowable pursuant to law or
regulation,

IN WITNESS WHEREOF, The Contractor certify under the pains and
penalties of perjury that it shall comply with these Commonwealth Terms
and Condmons for any appllcable/ Contract executed with the

printed language of these Commonwealth Terms and Conditions, as officially calfh ds certjfied by their authorlzed signatory below:
published by ANF, CTR and OSD, shall be interpreted as superseded by th /h
CONTRACTOR AUTHORIZED SIGNATORY: 51/

Print Name: {‘DC((// (\2—5 d (“0954

~J
VICQ fr C}fc l({'.gq(o_s Ve C(uv\"{’ Sevices

(s1 dture) /

Title:
Date: ’ I % { Q o , q
(Check One): é Organization Individual

Full Legal Organization or Individual Name:

Laqrcwm‘ﬁs S\v]&(ﬂw’lﬁ : ==

Doing Business As: Name (If Different):

Tax Identification Number:

Address: i 5 § A4 Ve O

~h
e as Cloor

212- 625 -

Telephone:

28 TP ¢ 2 5 -5 400

INSTRUCTIONS FOR FILING THE COMMONWEALTH TERMS AND CONDITIONS

A “Request for Verification of Taxation Reporting Information” form (Massachusetts Substitute W-9 Format), that contains the Contractor's
cotrect TIN, name and legal address information, must be on file with the Office of the Comptroller, If the Contractor has not previously
filed this form with the Comptroller, or if the information contained on a previously filed form has changed, please fill out a W-9 form and
return it attached to the executed COMMONWEALTH TERMS AND CONDITIONS.

If the Contractor is responding to a Request for Response (RFR), the COMMONWEALTH TERMS AND CONDITIONS must be submitted
with the Response to RFR or as specified in the RFR. Otherwise, Departments or Contractors must timely submit the completed and
properly executed COMMONWEALTH TERMS AND CONDITIONS (and the W-9 form if applicable) to the: Payee and Payments Unit,
Office of the Comptroller, 9th Floor, One Ashburton Place, Boston, MA 02108 in order to record the filing of this form on the MMARS
Vendor File, Contractors are required to execute and file this form only once
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Attachment 4

The Commonwealth’s Standard Form Contract
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COMMONWEALTH OF MASSACHUSETTS ~ STANDARD CONTRACT FORM

This form is jointly issued and published by the Execulive Offica for Adriimistration snt Finance (ANE), the Office of tha Comptroller {CTR) and the Qperational Services Division {0SD)
as the default contract for all Commonwealth Departments when another form Is ot presesibed by regulation or policy. -Any changes to thie official printed langugge of this form shall be
vold, Additional.non-conflicting terms may be added by Altachment. Contractors may not require any additional agreemenits, engagement lafters, contract forms or other additional
‘terms as part of this Coniiract without prior Deparimient approval, Click on hyperlinks for definitions, instructions and legal requirements that are incorporated by reference into this

Conitract. -An electrorilc copy of this form’is available at www,mass.govlose under Guidance For Vendors - Forms or wiw,massqoviosd under 0SD Foms;
el ooy T NS TU YRTIUOR - TOTS OTWAMY/MESS.Joviasd Unaer Usb) Forms,

CONTRAGTOR LEGAL NAME: LOGICWORKS SYSTEMS CORPORATION COMMONWEALTH DEPARTMENT NAME: Information Technology Division
{and dfbla); MMARS Departmént Code: ITD
Legal Address: (W-9, W-4,T&C): 155 Avenue 6f the Americas, New York, NY Business Mailing Address: -One Ashburion Place, Room 804, Boston, MA 02108
10013
Copiract Manager: Paul Jacohy . Billing Address (if different);
E-Mail: Pjacoby@logicworks.net Coniract Manager: Charles Degourdy
Bhone: 212:625-5300 IFax: 617-625-5400 E-Mail: Charlés.Desourdy@state.ma.us
Confractor Vendor Code: VC0000722780 Phone: 617-660-8329 | Fax:
Vendor Code Address ID (a.q."ADOD1"):. AGOO1 . MMARS Doc iD{s):
(Note: The Address Id Must be set up for EFT payments.) RFR/Procurement or Otier 1D Numiber: NA
: % NEW CONTRACT ___ CONTRAGT AMENDMENT
PROCUREMENT OR EXCEPTION TYPE: (Check one option only} Enter Gurrent Contract End Date Priorto Amendment: ____,20___,
. Statewide Contract {OSD oran OSD-designated Depariment) : Enter Amendment Amount: § - {or"no chiange’)
. Lollective Purchase (Attach OSD approval, scope, budget) AMENDMENT TYPE: (Check one option only. Attach details of Amendment changes.)
— Departmen{ Procureinent (inchudes Stale or Fedaral grants 815 GMR 2.00) Aniendinént {o Scope or Budget (Attach updated scope and budget)
(Attach RFR and Response or other pragurement supportinig documentation) T - P . )
_ Emergency Contract {Atiach justification or emergeicy, sccp, budgel —Interim Contract {Attach ;ushﬂcahpn for Interim Contract and updated scopefbudget)
., Cantract Employes (Attach Employment Status Form, scops; budge!) — Contract Employag (Atiech any updates o scope or budget) n
-x_LegistativelLeqal or Other: {Attach authorizing languagefjustification, scope and | __ LeislativelLegal of Other; (Attach autharizing languagefjustification and updated
budget) scope and budget)

“The following COMMONWEALTH TERMS AND CONDITIONS (T&C) has Beenexecuted, filed with GTR and iS incorporated by reference into-this Contract,
.&_ Commonwealth Terms and Conditions: __ Commonwealth Terms and Conditions For Human and Saelal Services

COMPENSATION: (Chigck ONE option): The Depariment certifies that payments for authorized performance accepted in accordance with the terms of this Cantract will be supporled
in the stale accounting system by sufficient appropriations or other non-appropriated funds, subjact to intarcapt for Commonweslth owed debts under 815 MR 9.00..
-X.. Rate Gontract (No Maximum Obligation. Attach details of all rates, unils, caloulations, conditions or tefms and any changes if rates or erms are being amended,}

— Maximym Obligation Contract Enter Total Maximum Obligation for total durafion of this Contraict {or nsw TotalIf Contract is being amended): $

PROMPT PAYMENT DISCOUNTS (PED): Commonwealth payments are issued through EFT 45 days from invoice recelpl. Gontractors fequesting accelerated paymenis must
identify a PPD as follows: Payment issued within 10 days __% PPD; Paymen(issted within 15 days _ % FPD; Payment issued within 20 days __. % PPD; Payment Issued Within
30 days __% PPD, i PPD.percentages are left-blank; identify reason: __agree 1o standard 45 day cycle _x_ stalutoryflegal or Ready Payments (G.L. 6. 29; § 23A% _ only inital
payment (subsequent payments scheduled to support standard EFT 45 day payment cycle. See Prompt Pay Discounts Poliey.)
-BRIEF DESCRIPTION OF:CONTRACT PERFORMANCE or REASON. FOR- AMENDMENT: (Enfer the Coniract litle, putpose, fiscal year{s) and a detalled description of the scope
of performance or what is being amended for a Contrac! Amendment. Attach all supporling documentation anid justifications,} Pursuant to the: attached Logicworks Assignment,
Delegation, Consent and amendment, W attached coniract between CGland Logloworks is being assigned to ITD.

ANTICIPATED START DATE: (Complete ONE opion only) The Department and Contractor certify for this Contract; or Contract Amendment, that Contract obligations:

_X 1. 'may be Ihciired as of the Efieclive Date (latest signature date below) and no obligations have been incurred prior to the Effective Date.
2. may.be incurred as'of ,20__ia date LATER than the Elfective Date below and no obligations have been incurred prior fo the Effective Date.
3. were Incurred as of ,20___, adate PRIOR to the Effective Date below, and the parties agres that payrients for any obligations incurred priorto the Effactive Date are
. authorized o be made efiher as setlement payments or as authorized reimbursement payments; and that the details and circumstances of all dbligations under this Coniract are
aftached and incomporated Inla this Confracl: Acceptarice of payments forever releases the Commopwealth from furlher claims related to thess obligations,

CONTRACT END DATE: Contract parformanice shall ferminate as of _ Juni:30 2015___ with fio new obligations Seing inicuived after this date unless the Coniract is properly
amended, provided that the termis of this Contract and performance expectations and- obligations shall survive ifs termination for the purpose of resolving any claim.or dispute, for
-completing any negoliated terms and warranties, fo allow any close outor transilion perfarmance, reporting, involcing or final payments, or dufing any lapse befween amendments;

CERTIFICATIONS: Notwithstanding verbal or olher representations by the parties, the “Effective Date” of this Contract or Amendment shall be the lates! date that this Contractor

Amendment has been executed by an authorized signatory of the Contractor, the Department, or a later Contract or Amendment Start Date specified above, subject to any required

approvals. The Contractor makes all cerfifications required under the atlached Corlraclar Cadtifications (incomorated by reference If nof aflached herelo) under (he pains and

penalties of perjury, agrees to provide any required documentation upon request to support compliance, and agrees. that all terms governing performance of this Contract and doing

business In Massachusetts are atfached or incorporated by reference herein according to-the following hierarchy of document precedericé; the applicable Comivionwealth Terms and

Conditions, this Slandard Contract Formy ingluding. the Instriretions and Contractor Ceriifications, the Request for Response (RFR) or other solicitation, the Contraclor's Response, .
and additional negotiated terms, provided that additional negotiated terms will lake precedence over the relevant terms In'the RER and the Contractor's Response only if made using

the process outlined n 801 GIR 21.07, incorporated hereln; provided that any amended RFR or Responpe terms fesult In bestvalue, lowér costs; ora more cost effective Contract

AUTHORIZING SIGNATURE FORTH CONTRACTOR: COMMONWEALTH:

X: ﬁ(/ &W . Date: Co; /Zp/Jy X ’ . Date: é/Zd/ZdI/V

(Signature and Date Mist Byhndwriﬁen AtTize of Signatire) {Signature and Date Must Be Handwritten At Time of Signature)
‘ 3
itle:

Print Name: _ {74 L/ Jaco ' Print Nighe: _ William Qates .
Print Title: _\v/‘ 2? e Silps v Cliav vigs PrintT Commonwealth CIO

{Updated 3/21/2014) Page 1 of §




COMMONWEALTH OF MASSACHUSETTS ~ STANDARD CONTRACT FORM

INSTRUCTIONS AND CONTRACTOR CERTIFICATIONS

The following instructions and “terms are incofpofatéd by reference and ‘apply to {his
Standard Contract Form, Text that appears underiined Indicates a *hyperfink to an Interset
or'bookmarked site and: are unofficial versions of these dosuments’ and Departments and
Gontractors should consult with their-legal counsel {o ensure compliance with al legal
requirements. Using. the Web Toolbiar will make. navigation' between the form and the
hipeilinks easier. Please note that not alt applicable laws have been cited.
CONTRACTOR- LEGAL NAME {AND DIBJA): Enter the Full Legal Name of the
Contractor's: business as it appears on'the Contractor's W-8 or W-4_Form (Contrac!
Employees only) and the ‘applicable Commonwealth Ferms and Conditions If Contiaclor
also has a "doing business as” (d/bla) name, BOTH the legal hame-and the “0ib/a” fame
must appear In this section,

Contractor Legal Address: Enter the Legal Address of the Conlractor as it appears on
the Contractors W9 or W-4 Fom (Conlract Employees “only} and the applicable
Commonwealth Terms and Condilions, which must match Ihe legal address on the 10891
table in MMARS (or the Legal Address in HRIGMS for Contract Employee),

Contractor Contract Manager: Enter the authorized Contract Manager who wil be
responsible for managing the Contract. The Contract Manager should be. an Authorizéd

Slanatory of, at a minimum,-a person: designated by the  Cantractor to represent the -

Contractor, recelve legal notices and negotiate. ongoing Contract issues. The Contract
Manager is considered “Key Personnel” and may not be changed withouit-the prior writlen
approval of the Depariment, if the Conlract is posied on COMMBUYS, the name:of the
Contract Manager must be inclided in the Contract on COMMBUYS,

Confractor E-Mail, Address/PhonelFax: Enler (he eleclronic mail-{e-mallj address,
phone and fax number of the Contractor Contract Manager. This information. must be kept
cutrent by the Gonlractor fo-ensure.that the Department can contact the” Contractor and
provide ‘any required legal notices. Nofice received by the Contract Manager {with
sonfirenation of actual receipt) through the lisled address, fax number(s) or electronic mail
addrass will meet any wiitten legal notice requirements.

Contractor Vendor. Code: The' Depariment must enter the MMARS Vendor Gode
assigned by the Comnionwealthi. If-a Vendor Code has not yet been assigned; leave this
space blank and the Depariment will complete this seclion when & Vendor Code has been
assigned. The Department’is responsible \uridér the Yendor File and W-Js Poalicy for
verifying wilh ‘authorized signatories of the Contractor, as_part of contract exécution, that
the legal name, address and ‘Federal Tax: Identification Nimber (TIN) iii the’ Contract
docurments match tie $tate accounting system.

Vendor Code Address:ID: {e.g., “AD00TY) The Department must enter the MMARS
Vendor Code: Address Id-identifying. the: payment. iemitiance address for Contract
payments, which MUST be-set up for EFT paymerits PRICR to the first payment under the
Contract in accordance with the Bill Paying and Vendor Fils and W-8 policies.
COMMONWEALTH DEPARTMENT NAME: Enfer the ff Department name with the
authority to obligate funds encumbered for the Contract;

Commonwealth MMARS Alpha Department Cetle: Enter the fhree (3) lalter IMARS
Code assigned to s Commonwealth Department in the state'accounting system.
Department ‘Business Mailing Address:. Enter.-the -address where all formal
correspondence fo the Deparfment must be sent, Unldss. otherwise specified In- the
GContract; legal. notice sent or received by: the Department’s Contract Manager (with
confirmation of attual recelpt) through the fisted address, fax number(s) or électronic mall
address for the Contract Manager will meet any requirements for fegal notice.

Department Bllling Address: Enter the Billing. Address or email address if invoices must

be sent to a differént focation. Biling or confirmation. of defivery of performance issues.

should be resolved through the fisled Contract Managers.

Department, Contract Manager: Identify the authorized Contract Maniager who will be
responsible. for managing the Contract, who should be- an authorized signatory or an
employee designated by {he Depariment fo represent the Depariment fo-receive legal
nolices and negoliate ongoing Contragt issues,

Department EMail Address/Phone/Fax: Enter the -electronic mail {e-mall): addréss,
phone and fax number of the Depariment Contract Manager, Unless otherwise specified in
the Contraci; legal notice sent or recsived by the Contract Manager {witfh confirmation: of
actual receipt) through the listed address, fax number(s) or electronic mail addrass will
meet any requifements for written notice under the Conlract,

MMARS- Document- ID(s): Enler the MMARS 20 characler encumbrance transaction
number associated with this: Contract which must remain’ the same for the. life of the
Contract. I mulliple numbers exist for this Contract, identiy all Doc Ids.

RFRIProcurement or- Other 10 Number or Namie:  Enler the Request for Response
{RFR). or- other Procurement: Reference ‘number, Contract D Number or other
referencefiracking rumber-for this: Contract or Amendment and will be entered Into the
Board Award Fiald in the MMARS encumbrance fransaction for this Contract.

’

Complete this section: ONLY if this Confract is brand :naw. {Complete  the

CONTRACT AMENDMENT section-for any matérial changes to an existing or an

expired Contract, and for exercising options to reriew or'annual contracts under a
multi-year procurement or grant program.)

PROCUREMENT OR EXCEPTION TYPE; Check the appropriale type of procuremsnt or
exception for this Contract, Only one option can be selected. Seé Slate Finance Law and
General Requirements, Acquisition Policy -and Flked Assels, the. Commodilies and
Services Policy and the Procurement Information Center (Depariment Contract Guidance)
for details, ’
Statewide Contract (0SD or an OSD-designated Department), Check this option for-a
Statevide Gonlract under OSD, or by an OSD-designated Department.

Collective: Purchase approved by OSD.. Check this option for Contracts approved by
08D for collective purchases through federal, stale, local government or dther enfilies.
Department Contract Procurement, Chaeck this option for a Depariment procurement
including’ state grants and federal sub-grants under 815 CMR 2.00 and State' Grants and
Federal Subgrants Policy, Deparimental Master Agreements (MA). I multi-Department
user Contract, identify multi-Department use is aliowable n Brief Description:

Emergency Contract, Check this oplion. when the Dépariment has determined that an
unforeseen crisie or incident:has arisen which requires or mandales:immediale purchases
to avoid substantial harm to the-functioning of government or the pravislon of necessary or
mandaled services or whenever the health, welfara or safety of clients or other persons or
serious damage to property Is threatened.

Contract Employee. Check this oplion wher the Depariment requires the performance of
an [ndividual Contractor, and when the planhed Contract petformance with ari Individuat
has been classified using the Employment Stalus Form {prior to the Contractor's selection)
aswork of a Contract Employee and not that of an Indepandent Contractor,
LegistativelLegal or Other. Cfieck ‘this oplion when legisiation, an ‘existing lsgal
obligation; prohibltion or-dther circumstance exempls or prohibits a Gontact from being
competitively. procured, or. identify any other procurement exception not already fisted.
Leglslative “earmarks" exemp! the Contract solely from. prociremenit requiramants, and all
olher Contract and state finance laws and policies apply. Supporting documentation must
be atlached fo explain and justify the exemption.

CONTRACT AMENDMENT (Right Side of Form)

NEW CONTRACTS {left sidé of Form);

Complete this seclion far-any Contract being renewed, amended or fo continue a lapsed
Contract. Alt Contracts with available options to reriew must be amended referencing the
original - procurement” and Contract doc 1ds; since all continuing confiacts ‘must be
maintained in the'same Conlract file (even if the underlying appropriation changes each
fiscal year.) "See Amendments, Suspensions, and Termination Policy.).

Enter Currenit Conlract End Date: Enler the termination dale of the Current Contract
being amended, even If this date has already passed, {Note: ‘Current Start Date isnot
requasted since this date does riot change and Is already recorded ih MMARS,)

Enter Amendment Amount: Enler the amount of the Amefidment increase or decrease 1o
a Maximum Obligation Contract. Enter “no change” for Rate Coniracls or if no change. ,
AMENDMENT TYPE: Idenfiy the type of Amendment -being done. Dogumentation
supporting the updates lo performance and hudge! must be attached. = Amendment to
Scope or Budgst. Check-this option when renewing a Contract or execuling any
Anmendment (‘material change” in Contract ferms) even if the Contract has lapsed. The
parties‘may negoliate a change {n any element of Contract performance or tost (dentified

iri the RFR or'the Conractor's respanse which: restlls In lower-costs, -or a"more cost-

effective or better value performance than was presented in the ofiginal selected response,
provided the-negotiation resulls in a better value within the scope of theRFR than.what
was proposed by the Contracior in the original selecled response, Any "malerial® change
in: the" Contract. terms _must be memorialized in a formal Amendment even if a
corresponding MMARS transaction I5 not needed to support the change, Additional
negotiated tarms will lake precedence over the relevant terms in the RFR and the
Contractor's Response: only if made using the. process outlined In 801 CMR 21.07,
incorporated herelin, provided that any amended RFR or Respanse tetrms result in best
value, lower costs, or a more cost efiective Contract, :

Interiin Contraets. Chiedk this option for an Interfm Contract lo prevent a lapse of Conlract
performance whenever an existing Contract is being’ re-prociired but the newprocurement
has notbeen completed, o bridge the gap durng implementation between an explring and
@ new procurement, or fo confract with an interim Contractor when & current Contractor is-
unable to complete full performanice under a Contract,

Contract Employee. Check this option when the Depantment requires a renéveal or other
amendment to the performance. of a Contract Employes,

LegislativelLegal or Other. Check this dption when legislation, an existing legal
obligation, prohibition or other.circumstance exempls or prohibils a Contract from being-
compelitively procured, or-Identify any other procurement exception not already listed.
Legisfative *sarmarks® exempt the Contract solely from procurement requirements, and all
other Contract and state finance laws and policles apply. Attach stpporting documentation-
to explain-and justlfy the exemption and whether Coniractor selection has been publicly
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COMMONWEALTH TERMS AND CONDITIONS

CONTRACT END DATE

Idenlify which Commonwealth Terms and Gonditions the Conlractor has executed and is
incorporated by teference inlo this Contract, This Farm is ‘signed only once and-recprded
on thé Vendor Gustomer File (VGUST), See Vendor Fila and W-9s Pollcy.

COMPENSATION

Identify if the Contract Is-a Rate Contract {with no*stated Maximum Obligation) or a
Maximum'Obligation Contract: (with a stated Maximum Obligation} and identify the
Maximum ‘Obligation.. If he Gontract is:-being - amerided, enter the new Maximum
Obligation based upon the Increase or decreasing- Amendment. The Total Maximum
Obligation_must_reflect the total funding for' the dafes of “senvice' under the: contract,
jncluding the Amendmént amount-if the Contract is* being amended. The Maximum
Obligation must match the MMARS -encumbrance.” Funding and ‘allotments must ba
verified as available and éncumbered prior 1o incurring -obligations. 'If a Contract includes
both a*Maximum Obligation component-and Rale Contract component, check off both,
specific Maximum Obligation amounts or amended amounts and Attachments must clearly
outiine the Contract breakddwn to malch the ericumbrance.

- The Depariment mist enter the date that Contract performance will terminate. If the.

Contract is. being ‘amended and the Contract End Dafe is not ¢changing, this date
miust be re-entered again hera. A Contract must be slgned for at feast the initial duration
but not longer than-the period :of procurement listed in the RFR, or other solicitation
document (if appltcable) No new performance 'is allowable beyond the end date withoul:
an amendment, but the Depariment may allow a Conlractor to complete minimal close out
performance obligations if substantial performance has been made. prior {o the termination
date-of the Conlract and prior to the end of the fiscal year in which payments are
approprigied; provided: that any close out perforinanice Is subject to appropriation :and
fundlng fimits under stale finarice faw, and CTR may adjust encumbrances and payments
in the state-actounting system fo enable final close out payments. Performarica dates ars

subjectto G.L.¢4,89.

CERTIFICATIONS AND EXECUTION

PAYMENTS AND PROMPT PAY DISCOUNTS

Payments are processed within a:45 day payment.cycle through EFT in accordance with
the Commonwealth Bill Paying .Policy for nvestment: and -cash flow purposes.
Departments may NOT negotiate accelerated payments and Payees are NOT entilled-to
accelerated payments UNLESS -a_prompt payment diséount {PPD} Is provided fo sipport
the Commadnweallh's loss of investment eamings for this earfier payment, or unless a
paymenis is legally mandated to- be-made in less than 45 days {e.g., -constuction
contracts, Ready Payments. under GiL. ¢. 29, 5. 23A). See Prompt Pay Discounts Policy.
PPD are identified as a percantage discount which will be automatically deducted when an
acceleraled payment is made, Reduced contracts fates may not be negoliated to replace a
PED, -If PPD fields are lef blank please identify that the Contractor agrees o the standard
45 day cycle; a statutorylfegal exemption stich ds'Ready Payments (G.L. ¢. 29, § 234); or
only ah initial accelerated payment for reimbursements-or start up costs-for a grant, with
Subsequent payments scheduled to support standard EFT 45 day payment cycle. Financial
hardship is not a sufficlent justiication to accelerafe cash flow for all payments undsr a
Contract. Initial grant or confract payments may be acceleratad for the first involce G initial
grant. instaliment, but subsequent periodic instaliments or invoice paymenits should be
schieduled to'support the Payee cash flow rieeds and the standard 45 day EFT payment
cycle in accordance with the Bill Paying Policy. Any acceleraled payment (hat does. not
provide for.a PPD must have a legal jushrcanon In Contract fite, for audit purposes
explaining why.accelerated payments were allowable without a PPD,

See Deparnment Head Sighalure Authodzalion Policy. and the Conlractor Adthorized
Signatory Listing for policies.on Contraclor and Depariment signatures,
Authorizing Signaturé for ContractoriDate; The Authiorized Conlraclor Signalory must
(in thelrown handwriting and In ink) sign AND enter the date the Contract is signed: See
secllon ‘above under “Anticipated Contract Start Date”.  Acceptance of payment by the
Contractor shall walve any right of the Contraclor to ciaun the ConlracAmendment is not
valid and the Contractor may not vold the Contract. Rubber stamps, typed or other
images are not acceptable. Proof of Confractor signalure-atitharization on a Contractor
Authorized Signatory Listing may be required by the Department if not already on file.
Contractor Name. fTitle: The Contractor Authorized Signatory's'name and title ‘must
appear legibly as it appears on the Contractor Authiorized Sidnatory Listing.
Authorizing Signature For Commonwealth/Date: The Authorized Départiment Signatary
must (in their own'handwriting and in ink} sign AND enter the date the Contract Is signed.
See section above under “Anticipatad Start Date’. Rubber stamps, typed. or other
Images are not accepted. The Authorized Signalory must. be ‘- émployee within the
Depariment legally responsible for-the Contract. ‘See Department Head Slgnature
Authorizalion. The Depariment mitst have the legistative funding. appropriated for all the
costs of this Contract or funding, allocaled under an approved Inlerdeparimental Servics
Agreement (ISA)._ A -Depariment may not contract for performance o be delivered to.or by -

-aniother stale depariment without specific legislative authorization (unfess this Contractis a

Statewide Cantract). For Conlracts requiring Secretariat signoff, evidence of Secreiariat

signoff must be included In the Conlract fife.

Department Namé fTifle: Enter the Authorized Signatory's name:and lifle legibly.

BRIEF DESCRIPTION.OF CONTRACT PERFORMANCE

CONTRACTOR CERTIFICATIONS AND LEGAL REFERENCES

Enter a brief description of the Contract performance; projéct name andior other dentifying
information’ for-the Contract to specifically identify the Contract performance, match the
Contract with attachments; deteimine the appropriate expendilire code {ais listed in the

Expenditure Classification Handhook) or to identify or clarify Important information refated
to the Contract such’as the Fiscal Year(s) of pérformance (ex, "FY2012" of *FY2012-14"),
identify setilements:'or other. exceptions and allach more :delailed justification and
supporting documents. Enter *Mult-Dapartment Use™ if ofher. Départments can access
procurement. For Amendments, identify-the purpose and what items aré being amended
Merely stafing *see attached™ or referencing attachments without'a narrahve description of
performance {s insufficlent.

ANTICIPATED START DATE

The Department and Contraclor must cerlify WHEN obligations under this
ContracvAmendment may be Incirred, Option 1 is the default:option when performarice
may biegln as of the Effective ate (fatest signature date and any required-approvals), ¥
the parties want a.new Contract or renewal {0 begin as of the upcoming fiscal year then list
the fiscal year(s) (ex. “FY2012° o “FY2012-14") in the Brlef Description section.
Performance starls and encumbrances reflect the defaull Effective Date (If no FY is-isted)
or-the later FY slart date {if a'FY'is listed). Use Option 2 only when the Contract wili be
‘slgned wellin-advance of the start date and identify a specific future staridate: Do riotuse
Option 2 for a fiscal year start unless it'ls cerlain that ttie Contract will be signed prior (o
fiscal year, Oplion 3'is used in: fieu of the Seftlement -and Release. Forny when, the
ConlractAmendment is signed late, and .obligations have already been incurred. by the
Conleacler prior to the Effective Dale for which the: Depariment has either requested;
accepled -or- deemed legally sligible for reimbursermént; ‘and the Contract incides
supporting documents justifying the performance of proof of eligibllity, and approximate
costs. Any obligations incurred-oulside the scope of the Effective Dats underany Option
listed, even if the Incorrect Oplion is selected, shall be aulomatically-deemed a setlement
included under the ems of the Contract and upon payment to the Contractor will release
the Gommonwealth from further obligations for the identified perdommance. Alf settlement
payments require justification and must be under sane encumbrance-and object codes as
the Contract payments. . Pedormance dates afe subjectto G, 6.4, 8 9.

Notwithstanding verbal or other representations by the parties, the “Effective Date” of thig
Confract or Amendment shall be the latest date that his Contract or Amendment has beén
execuled by an authorized signatory of the Contractor, the Department, or a fater Contract
or Amendment Start Date specified, subject to any requlréd approvals. The Conteactor
makes all cerfifications required under thls Contract under the pains and penalties of
perury, and agrees-lo provide “any - required documentation upon request to support
compliance, and agrees that all terms governing performance of this Contract and doing
business in Massachusetts are attached or incorporated by reference hareln;
Commonwealth and Contractor Ownership Rights, The Contractor cerfifies and agrees
that the  Commonwedith Is- entitied to” ownership and possession of all. *deliverables®
purchased of devéloped with Contract funds. A Depariment” may not relinquish
Commonwealth rights. to. deliverables nor may Contractors sell products developed with
Commonwealth - resources without just ‘compensation. The Conlfact should detail al
Commonwealth deliverables and ownership rights and any Conlractar proprietary rights,
Qualifications, The Contractor certifies itis qualified and shall atall fimes remain qualified
to-perform this Contract; Uat pefformance shall-be timely and meet or exceed industry
standards for the performance required, including obtalning requisite licenses,
registrations, permits, resources for performance; and sufficient professional, liability: and
other appropriata insurance to cover the performance, If the Contraclor is a husiness, the
Contractor certifies that it is-listed under the Secreldry of Slale's wehsité as licensed to do
business i Massachusetis, as required by law.

Business Ethics and Fraud, Waste.and Abuse Prevention, The Contractor ceitifies that
performance under this Contract, In addition to meeting the terms of the Contract; will be
made using ethical business standards and good sfewardship of taxpayer and ofher public
funding and resources fo prevent fraud, waste and buse,

Collusion. . The Coritractor certifles that this Contract has been offered In good faith and
without collusion, fraud or unlzir trade praclices with any other-person, that any aclions to
avoid or frustrate fair and open competition.are profitbited by law, and shiall be grounds for
rejection or disqualification of a Response or termination of this Contract,

Public Records.and Access The Contractor shalt provide fult access to records related to
performance and compliance: lo the Department and officials listed undér Execulive Order
195 and G.L. ¢ 11,812 seven (7) years beglnning on the first day after the final payment
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under this: Contract. or such longer period necessary for the resolution of any litigation,
claim, negotiation, audit or other inquiry involving this Céintract. Access-to.view Contractor
-Tecords refated to any breach or allegation of fraud, waste andfor abuse may not be denled

and. Gonlractor can not claim confidentiality or trade secret protections solely for-viewing.

but not retaining documents, Routine. Contract. performance compliance: reports or
documents related to any alleged breach or allegation of non-compliance, fraud, waste,
-abuse or collusion may.be provided-elecironically and shail be provided at Contractor's
own expense: Reasonable costs for coples of non-ronitine. Contract related records shall
not excaed the rates forpublic records undar 850 C.ALR. 32.00,

Doharnient.. The Contractor certifies that neither it nor any of its subcontractors dre
curmenlly débarred or suspended by the federal of stals government under any. law or

regulaion including, Exacutive Order 147; G.L. 6. 29, .29F G.L. 630, § 39R, G.L.'¢.149, §

270,GL. 149, §44C, ClL.c149 §148Band B.L. ¢152,5.95C,

Applicable Laws. The Conlractor shall comply- with all applicable state laws and
requiations”including but not limited 16 the: applicable Massachusefis General Laws; the
Official - Cdde. of Massachusetis Requlafions; Code of Massachuselts _Regulations
(unofficial); 801 CMR 21,00 (Procurement of Commodity. and Service Procurements,
Including Human and Soclal Services); 815 CMR 200 (Grants-and Subsidies); 808 CMR
1.00: {Compliance, Reporling and Auditing for Human. And Social Services); AICPA

sevices are required fo- identify any -polential conflict with representation. of any
Department clierit i afcordance wilh Massachusetts Board of Bar Overseers {BBO) ules.

Federal Anti-Lobbying and Other Federa) Requirements. If receiving federal funds, the
Conlractor certifies-compllance willy federal anii-lobbying requirements Including 31 USC
1352; other federal requirements; Executivg Order 11248; Alf Polfuticn Act: Faderal Waler
Poflution Cantrol Act and Federal Employment Laws,

Protaction of Personal Data and Information. The Contragior cerlifies that all steps wil
be taken to ensure the security and confidentiality of all Commonwealth data for which the
Contraclor becomes a fiolder, eilher as part of performance or inadverlently during
performance, wilh speclal atention 1o restricting access, useé and disbursement of personal
data and-information under-G.L. ¢ 93H and ¢. 884 and Execuilve Order-504. The
Conlractdr Is requiréd to.comply with G.L. ¢ 931 forthe proper disposal of all paper and
electronle media, backups of systems Containing personal data and information, provided
further that-the Contractor is-required to_ensure that any personal data or information
transmitted electronically or. throligh a poriable device be.properly encrypted using (ata
minimum) nformation Technoloay Division (ITDY Protection_of Sensitive Information,
provided further thal any Gontractor having accass lo credit card or banking information of
Commonwealth cuslomers cerifies thal the Contracisris PCI compliant i accordance with
the Paymient Card Industry Councit Standards and shall provide confirmation compliance

Standards;  confidentiality of Depariment records: under G, ¢ 664, and the
Massachusetls Constitation Aticle XVIll f applicable,

Invoices. The Contractor must submit-involces in accordance: wilh-the ferms  of the
Contract and the Commonwealth Bifl Paying Policy, Conleaclors must be able lo-reconcile
and properly -atiribute: concurrent: payments. from maltiple Depariments, Final involces in
any fiscal year must be submitled no later than. August 15" for parformance made and
fecelved (goods delivered; services completedy prior to' June 30 in order to. make
payment for that pedformance prior to-the close of the fiscal year to prevent reversion of
appropriated funds. Failure o submit fimely invoices by August 15h or other date listed in
the Contract shiall authorize the Depariment o issue an estimated payment based upon
the Department's-determination of performance delivered and dccapled. The Confractor's
acceptance of his estimated payment releases the Commonwealth from fisrther claims for
these Involces. If budgetary funds:revert due {6 the Contraclar's failurs to.submit timely
final involces, or for disputing an estimated paymeitt, the Department may deduct a penalty
up 10710% from any final payment in thie next fiscal year for failure to sabmit timely invoices.

Payments  Subject. To Appropriation. Pursuant to GL. ¢. 29 § 26,.§:27 and § 29,
Departments -are required 1o eXpénd funds only for the purposes. set forth by the
Legisiature and within the funding fimits established through appropriation, alfotment and
Subsidiary, Including mandated allotment reductions- triggered by G.L. o. 20,8 9C. A
Depariment cannol authorize or adeeptpéiomance in excess of an existing appropriafion
and alloiment, or sufficient ‘non-appropriated avallable funds. Any oral or written
represenlations, commitments; or assurances: made by the. Depattment. or any other
Commonwealth represeritative’ are not. binding, The Commonwealth has no legal
obligation o compensate a Conlraclor for perfomance -that. is “not requested and Is
intentionally delivered by a Contractor outside the scope-of a Contract Contractors should
verify funding prior to beginning performance,

Intercept. Contraclors may be registered as Customers.ifi the Vendor file if the Contractor
owes a Commornweallh debl. Unresolved and undisputed. debts, and-overpayments of
Contract-paymerits that-are nol relmbursed tmely shall be subject to intercapt pursiant fo
Gl.c.7A. 5 3and 815 CMR 9.00. Conlract overpayinents will e subject (6 immediale
intercept or. payment offsel. The Gontractor may not penalize any stale Department or
assess late fees; cancel a Gontract or other servicks if amounts are intercepled of offset
due to recoupment of-an overpaymen, oulstanding taxes, child support, other overdug
debils of Contract overpayments,

Tax-Law Compliance. The Contractor cerlifies under the pains and penallies of perjury
~{ax.complianice with Federal tax laws; slate iax laws including but not fimitéd to G.L. c. 62C

Gl c. 62C.s 49A; compliance wilh all stale fax taws, reporing of employees. and
contractors, Withholding and remiltiing of tax withholdings and child support and is in good
standing with respect o all state taxes and retums: due; reporiing - of employees and
contractors. under G:L. c.:62E; withholding and remitting ghild -sunpod including G.L. ¢,
1194, .12, TIR 05-11: New Independant Contrastar Provisions and applicable TiRs.

Bankruptey, Judgments, Poténtial Structural Changes, Pending Legaf Matters and
Conflicts. ‘The Contractor certifies it has not been in bankruptey and/or receivership within
ihe last three calendar years, dnd the Contractor certifies that it will immediately notify the
Dapartment in writing at least 45 days prior-lo fiing for bankruplcy and/ar receivarship,
any potential structural change In its organization, o if there isany risk to the solvency of
the Contracior that may impact the Contractor's ability to timely fulfill the ferms of this
Contract or Amendment. The Coniractor cerfiies tht atany lime during the period of the
Contract the Confractor is required 1o affirmatively disciose in wiiling to the Department
Canfract Manager the detalls of any judgment; ciminal conviction, Investigation or litigation
pending. against {he. Contraclor- or any of its officers, directors, employees, agents; or
subgoriraclors, Including any potential conflicts of interest of which the Conlractor has
knowledge, or leams of during the Contract term. Law fims or Attomeys providing legal

during the- Contract; -provide- further that the Conlractor shall immediately notfy the
Depariment I the ‘event of any security breach including the unauthorized access,
disbursement, -use or disposal of personal data: or information, and in the event of a
securlly breach, the Contractor shall.cdoperate fully with the Commonwealth and provide
access to'any Information necessary for the Commonwealth to respond fo'the:securlty
breach and shall be fully responsible for ariy damages’ assotialed with the Contractors
breach including but not limited fo G.L. ¢. 214, 8. 38,

Corporate and Business Filings and Reports.. The Conlractor cerlifies compliance wiit
any cetification, filing, reporting and service of process requirements of the Secrelary of
the Commanwealth, the Office of the Attorey Genaral of other Depariments as related to
its conduct of business in the Commonwealth; and with its Incorporating state {or foreign
entity).

Employer Reguireinents, Contraclors that are- employers: certify compliance with
applicable stale and federal smployment laws or regutations, including but not limiled to
Gl ¢ b s. 1 (Prevailing Wages for Printing and Distribution of Public Documents); G.L.c.
1,.5.:22 {Prevailing Wages for Contracts for Meat Products and Clothing.and Apparel);

minimum wages and prevailing wage programs and paymenis: unemp loymient insurance

“and contributions; workers' compensation and Insurance; child labor laws, AGQ fair labor

pragfices; G.L. ¢..149 (Latior and Indusiries); G.L. ¢ 1504 (Labor Relations); G.L.¢ 151
and 465 CMR 2.00 (Minimum Fair Wages); G.L. ¢. 151A (Employment and Training): G, L,
¢. 1818 {Unlawful Discrimination); G.L. ¢, 151E (Business Discriminationy; Gl g 157
(Workers' Compensation); G, c.153 {Liabilty: for Injuries); 28 USC ¢ § (Federal Fair
Labor Standards); 29 USC'c. 28 and the Eaderal Family and Medlcal Leave Adt:
Federal-And State Laws And Reguiations Prohibiling Discrimination including but not
limited. to the Federal Equal Employment Oppurtunity (EEQ) Laws the Americans wiih
Disabilities Act,; 42 U.8.C Sec. 12,101, st seq., the Rehabilitation Act, 28 USC &, 16 5. 794
29 USC c. 16. 5. 701; 23 USC ¢ 14, 823: the 42 USC c. 45; {Fedsral Fair Housing Act); G, -
L. c. 151B {Unlawful Discrimination); G.L. c. 151E (Business Discrimination); the Public

‘Accommodations Law G.L. ¢ 272, 5. 92A; G.Li ¢, 272 s. 98 and 98A, Massachussils

Constitution Adicle CXIV and G.L. ¢ 93, s 103; 47 USC ¢ 5, sc, Il Pard Il s 255
{Telecommurication-Act; Chapter 149, Section 1050, G.L. ¢. 151C, GlL. ¢, 272, Section
924, Seglion 98 and Section 98A, and G.L, ¢ 111, Section 1994, -and Massachusetls
Disability-Based Non-Discrimination Standards For Exesutive Branch Enlifies, and related
Standards and Guidance, authorized under Massachusetis Executive: Order or any
disability-based protection arising from state or federat law or precedent. See also MCAD
and MCAD links and Resouress,

Small Business Purchasing Program.(S8PP). A Contraclot rriay bé sligible to
participate in the SBPP, crealed pursuant fo Executive Order 523, if qualified through the
SBPP COMMBUYS stibscription process at; wwaw.commbuys.com and wilh acceptance of
the terms of the SBPP participation agreement. ‘
Limitation of Liability for Information Technology Contracts {and-other Contracts ‘as
Authorize). The Information Technology Mandatory Specifications and the IT Acqulsition.
Accessibility Confract Lanquage ‘ars Incomorated by reference into Information Technology
Contracts. The following language will apply to Information Technology. contracis in the
U1, U02, U03, U04, U0s, U0s, U0y, 108, U0Y, U0, U75, U9B object codes in the
Expendilure Classification Handbook or other Confracts. as approved by CTR or OSD,
Purstiant to Section 11, indemnification of the Commonweallh Terms and Conditions, the
term “other damages™ shall include, but shall not be limited o, the reasonable costs the
Commonwealth-Incurs fo repalr, returit, replace or seek cover-(purchase of comparable
subsfitule commodities and services) onder a Contract. "Otfier damages™ shall fiotinclude
damages tdthe Commonwealth as a result of third party clairis, provided, however, that
the foregoing in no way litmits the Commonweaifi¥'s right of recovery for personal Injury o
property. damages' or patent and” copyright infringement . uiider Seclion 11 nor the
Commonweallh's ability. to join-the contractor as a third party deféndant. Further, the term
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"other damages” shall not include, and in.no event shall the contractor be liable for,
damages for the Commonweallh's use of contractor provided products or services, loss of
Commonweallh- records, of data {or other infangible property), loss of use of -equipment;
lost revenue, fost savings or lost profils of the Commonweallh. In"no event shall “other
damages™ exceed the greater of $100,000, or two times the value of the product or service
(as defined-in the Contract scope of work) that is the subject of the claim, Section 11.sels
Torth the conlractor's entire liability tinder a Contract, Nothing in this section shall imit the
Commonwealth's ability to negotiale: higher fimildtions: of liabifity.in a particular Contract,
provided ‘Jhat any such limitation must specifically relérence Secton 41 of the
Commionwealth Terms and Conditions. In the-event the limitationy of Hability. conflicts with
accounting standards which mandate hat there can be no cap of damages, the limitation
shall:be.considered waived for.that audit engagement. These lorms may be applied:to
olher Contracls only wili prior wiitten confirmation from the Operational Services Division
or the Office of the Comptraller. Tha terms in ihls Clarification may not be modified.

Northem fretand Certification. -Pursuant o G.L, ¢, 7 5..220 for state agencies, state
authonties, the House of Representatives of the state Senate; by slgning this Conltract the
Contractor: certifies thal it does not employ ten or'more ‘employées in an office or olher
facifity int Northern Ireland and if the Contractor employs ten or more amployees in an office

or-other facility located in' Northem' Ireland: the: Contracior -cerlifies’ that. it- doss not.

discriminate in empidyment, compansation; or the terms, conditions' and privileges of
employment on account of refiglous or political belief: and it promoles. religious tolerance
withint the-work place, aind the eradication 'of any manifestations of teligious. and other
iitegat discrimination; and the Contraclor is not engaged In the manufacture, distribution or
sale of firearrhs, munilions, including rubber or plastic bullsts, tear gas, armored vehicles or
military dirceaft for use or deployment in any aclivity in Norhem freland.

Pandemic, Disaster or Emeigency Performance. . In the evant of a serious-emergency,
pandemic or disaster oulside the control of the Départment, (e Depariment may negotiate
emergency -perfiomance from. the Contiactor to address the immediate needs of the
Commonwealth even if -not-contemplated under the: original Contract or procurement.
Payments are stbject o appropriation and other payment temis,

Consultant Contractor: Certifications - (For Consultant’ Contracts *HH® -and *NN* and
*U05™object codes subject to.G.L. Chapler 29, s, 29A). Contraciors must make required
disclosures as parf of he RFR Response or ising the Consultaiit Contractst Mandatcry
‘Subnission Form,

Attorneys. Attomeys or firms providing legal services or. representing Commonwealth
Departments may be subjectto G.L, ¢. 30, 5. 65, and if providing litigation services must be
approved by the Office of the Aftomey General to appear.on behalf of a Department, and
‘shall have-a conlinuing obligation to riotify the: Commonweslth of any conflicts of Interest
arising under the Contract.

Subcontracter Performance. The Contractor: certifiss” full responsibility. for Contract
performance, -including -subicontraciors, “and that comparable Contract terms will be
Included-in subtontracts, and. {hat the' Deparimant: will riot be required to direclly or
indireclly manage subcontractors or have any payment obligations 1o subcontractors: .

EXECUTIVE ORDERS

For covared Execulive state Depariments, -the Contractor ceriifies compliance with
applicable Executive Orders (see also'Massachusetis Executive Orders), Including but not
limited to the specific-orders Iisted below. A breach during-period of a Contract may be
considered a material breach and subject Contraclor to' appropriate monetary or Contract
sanctions.

Executive Order 481, Prohibiling the Use of Undocumented Workers on State Conlracts,
For-all state ‘agencies in the Fxeculive Branch, including all exaculive offices, boards,
commissions, agencies, Departments, divisions, counclls, bureaus, and- offices, now
existing and herealter establishied, by signing thls Conlract the Contraclor certifies under
the pains and penalties of perjury that they shall not knovingly.use undocumenited workeis
in connegtion with thé performanca of this Contract; that, pursuiant to federal requirements,
shall verify the immigration status. of workers assigned to.a Contract without engaging In
unfawlul discrimination; and shall not knowingly of recklessly after, falsify, 6 accept altered
of faisified documents from any such worker

Executive Order 130, Anti-Boycolt, The Contraclor wamants; represenls and agrees that
during the time:this Contract Is In‘effect, neither it nor any affiialéd company, as hereafter
defined, pariicipates in‘or cooperales with an intemational boycott (See [RC § 898(b)(3)-
{8}, and |RS Audit Guidelines Boycotis) or engages in condust declared to be unlawlal by
GlL.5: 161E, 6.2, A breach in the warranty, reprasentation, and agrearment contained In
this paragraph, without limiting such other righis as it may have, the Commonweslth shall
be éntitied 1o rescind Ihis Conlract, As used hersin, an affiliated company shall be any
business entlty of whichi at least 51% of the ownaiship interests are direclly or Indirectly
owned by the Contractor or by a person or persens or business entity.or entities directly or
indirectly owning atleast 51% of ihe ownership interests of the Cantracior, orwhich directly
or indicectly owns atiéast 51% of the awnership inlgrests of the' Gonfractor,

Executive Order 348, Hirina of State Employees By State Conlraciors Confractor certifies
-compliance with both the conflict of intefest law G.L. c. 2684 specifically 5. 5 () and this
order; and includes fimitations’ regarding the hiring of stale emplayees. by private
~companies contracting with the Commonwealth. A.privatization contract shall be. deemed
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to include & specific prohibition against Ihe hiring at any time during the ferm of Contract,
and for any position in-the Contraclor's company, any state management employee who s,
was, or will be Involved in the preparalion of the RFP, the negotiations leading to the
awarding of the Conlract, the decision to award the Contracl, andior the suparvision or
oversight of performance undér the Conlract.

Execufive Order 444, Disclosure of Family Relationships Wilh Other State Employees.

Each person applying for employment (including Contracl work) within the Executive
Branch under the Govemor must disclose i wriliig the namies-of all Immediate-family
relaled to immediate family by marriage who serve as employess or elected officials of ihe
Commonwealth. -Al disclosures made by applicants hirad.by the Executive Branch under
the Governor shall be made avaifable for public inspection to ihe extent pefmissible by law
by-the offictal with whom such disclosure fas been filed.

Execufive Order 504. Reqarding the Security and Confideniiality of Personal Information.
For all Conlracts involving the Contractor's-access 1o personal-information, as defingd in
GL._c 03H, and personal data, as defined in G.L. ¢, 6BA, owned or confrolled by
Execulive Deperiment.agencies, or access to.agency systems containing such information
ordata (herein collectively, “personal infarmation”); Contractor cerlifies under the pains and
penalties of perjury that the Contractor (1) has read Commonwealth of Massachusetts
Executive Order 504 and agrees to protect ahy and all pefsonal information; and-(2) has
reviewed. all of the Comimonwealth Information Tachnology Division’s Security
Policigs, Notwilhstanding any contractual provision to the contrary, in connection with he
Contractor's performance: under this Contract, for -all sltaie- agencies in the -Executive
Depariment; incluging all executive offices, boards, commissicns, agencies, departments,
divisions,-councils, bureaus, and" offices, now existing and hereafler established, the
Gonlractor shall: (1) obtain a copy, teview, and comply- with. the' contracting  agency's
Information: Secutity Pragram (SP) and dny perlinent security guidefines, slandards, and
policies; {2} comply. with afl -of the Commonwealth of Massachusatls Information
Technology Division's “Security Policiés") (3) communicate and ‘enforce thé contracting
agency's ISP and.such. Security. Policles against all employees (whether such employees’
are_direct or. contracted) and Subcontactors; (4) implement and maintain any -other
reasonable appropriate security procedures and practices necessary o protect personat
information to which-the Contractor is given access by the confracting agency from the
unauthorized access, destruction, uss; modification, disclostre or loss; (8) be fesponsible
for the' full or partial breach of any of these lerms by ifs  employees ‘(whather such
employees are direct or contracted).or subcontractors during of -affer the-térm of this
Contract, and any breach of these lerms may be regarded as a malerial breach:of this
Contract; (6) In the event of any unauthorized access, destruction, use, modification,
disclosure or foss of the personal information {collactively refarred (o as the *unauthorized
use’): {a) immedlately nofify the.contracting agency if the Contractor becomies aware of the
unauthorized use; (b) provide full cooperation and access to informiation necessary for fhe
sontracting agency to detérming the scope of the unauthorized use; and {c) provide full
cooperation and -access 0" Information necessary for 'the contracting agency and the
Confractor o fulfil any noification requirements, Breagh of these tenns may be regarded
as a malgrial breach-of this Gontract, such that the Commonwealth. may exerclse any and
all conlractual rights and remedies, including without fimitation indemnification” under
Seclion 11 of the Commonweally's Terms and ‘Conditions, withholding of -payments,
Conlract suspenslon, or termination. In addition,. the - Contractor may be subject to
applicable statutory or regulatory.penalties, inciuding and.without fimitation, those imposed
pursuantio G.L. c. 93H and under G & 214, § 3B for violations under M.G.L ¢. 66A.
Execulive Orders 523, 524 and 526, Execulive Order 526 {Order Regarding Non-
Discrimination, Diversity, Equal. Opporiunity and Affirmative’ Action which supersedes
Execulive Order 478).- Execuiive Order 524 (Establishing the Massachusefis Supplier
Diversity Program which supersedes Execulive Order 390). Executive Order 523
(Establishing the. Massachusetts Small Business Purchasing Program,) Al programs,
activifies, and services provided, performed, licensed, chartered, funded, regulaled, or
confracted for by the state shall be conducted without unlawdul discrimination based on
race, color, ‘age, gender, ethnicity, sexual orientation, gender idenfity or expression,
refiglon, creed, ancestry, national origin,- disabllity, veteran's stalus (including Vistnam-era
veterans), or background.. The Contraclor and any subcontraciors may not engage in
discrminatory employment praclices; and the Contractor certifies. compliance with
applicable federal ‘and state laws, rulés, and regutations ‘governing fair labor and
employment practices; and.the Contractor commits to purchase supplies and services from
certified minority or women-owned businessés, small businesses, or busihesses owned by
socially or economically disadvantaged persons or persons with disablities, These
provisions shall be. enforced through the confracting -agency, OSD, andlor the
Massachusetts Commission Against Discrimination. Any bréach shall be: regarded as a
material breach of the contract that may subject the contractor to appropriate sanctions.
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CONTRACTOR AUTHORIZED SIGNATORY LISTING

CONTRACTOR LEGALNAME : Logicworks Sysfems Covpr
CONTRACTOR VENDOR/CUSTOMER CODE: /(. pogp 7277 80

INSTRUCTIONS: Any Contractor (other than a sole-proprietor or an individual contractor) must provide a listing of
individuals who are authorized as legal representatives of the Contractor who can sign contracts and other legally binding

documents related to the contract on the Contractor's behalf. In addition to this listing, any state department may require

additional proof of authority to sign contracts on behalf of the Contractor, or proof of authenticity of signature (a notarized
signature that the Department can use to verify that the signature and datethat appear on the Contract of other legal

document was actually made by the Contractor's authorized signatory, and not by a representative, designee or other
individual,)
NOTICE: Acceptance of any payment under-a Contract oi Grant shall operate as a waiver of any defense by the

Contractor challenging the existence of a valid Contract due to an alleged lack of ‘actual quthority to execute the
document by the signatosy.

For privacy purposes DO NOT ATTACH any docuntentation containing personal information, such as bank account
numbers, social security numbers, driver's licenses, home addresses, social security cards or any other personally

identifiable information that you do not want released as part of a public record. The Commonwealth reserves the right to
publish the names and titles of authorized signatories of contractors.

AUTHORIZED SIGNATORY NAME TiTLE_

lcen Zaedlug CEO_

Puav | T7 cobu VP ot ulos o Clot Svuas
ﬁi‘f Qp\’\ AL Ta l/j.‘ejl ¢ q0 /€ o+ “Tech Ate “} 6){/?«43’?‘(:5&15

7

T Ton ' T | WPoF Lo
e che [[4 Bis ea Cont ol v

I certify that I am the President, Chief Executive Officer, Chief Fiscal Officer, Corporate Clerk or Legal Counsel for the
Contractor and as an authorized ofticer of the Contractor [ certify that the names of the individuals identified on this
listing are current as of the date of execution below and that these iidividuals are authorized to sign-contracts and other

legally binding documents related to contracts with the Commonwealth of Massachuseits on behalf of the Contractor. I
understand and agree that the Contractor has a duty to ensure that this listing is immediately updated and communicated to
any state department. with which the Contractor does business whenever the authorized signatories above retire, are

otherwise terminated from the Contractor’s employ, have their responsibilities changed resulting in their no longer being
authorized to sigp confracts with the Commonwealth or whenever new signatories are designated.

-

P j/ j/{/[/rvj/\ Date:

s Signature {_) L/
Title: ( g/@ Telephone: ?12 -G Y- S»(/?g 7
Fax ) -4 s3fo Bmail: - 2(2) (C%cwwv’% o™

[Listing can not be accepted without all of this information completed. ]
A copy of this listing must be attached to the “record copy”of a contract filed with the department,

00019084¥4({00018084v4}, Sensitivity level — high (when filled in) low (when blank) Form
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Form W'g

{Rav. August 2013)

Depariment of the Treasury
Interal Revenue Service

Request for Taxpayer
Identification Number and Certification

Give Form to the
requester. Do not
send to the IRS.

Name (as shown on your income tax retum)

LOGICWORKS SYSTEMS CORPORATION

Business name/disregarded entity name, if different from above

LOGICWORKS

Check appropriate box for federal tax classification:
[ ndivigualfsole proprietor G Corporation

Print or type

D Other {see instructions) »

{7 s corporation

]:] Limited liability company. Enler the tax classification (C=C corporation, S=S corporation, P=partnership) »

Exemptions (see instructions):
E] Partnership D Trust/estate
Exempt payee code {if any)

Exemption from FATCA reporting
code {if any)

Address (number, street, and apt, or suite no,)

155 AVENUE OF THE AMERICAS, 5TH FLOOR

Requester's name and address {optional)

City, state, and ZIP code
NEW YORK, NEW YORK 10013

See Specific Instructions on page 2.

List account number(s) here (optional)

Taxpayer Identification Number (TIN)

Enter your TIN in the appropriate box. The TIN provided must match the name given on the “Name” line
to avoid backup withholding. For individuals, this Is your social security number (SSN). However, for a

resident alien, sole proprietor, or disregarded entity, see the Part ) instructions on page 3. For other - -
entities, it is your employer identification number (EIN). if you do not have a number, ses How to get a

TIN on page 3.

Note. It the account is In more than one name, see the chart on page 4 for guidelines on whose

number to enter.

[ Social security number ]

Employer identification number

IZ0  Certification

Under penalties.of perjury, | certify that:

1. The number.shown on this form is my correct taxpayer identification number (or | am waitirig for a number to be issued to me), and

2. 1 am not subject to backup withholding because: (a) t am exempt from backup withholding, or {b) | have not been notified by the Internal Revenue
Service (IRS) that | am subject to backup withholding as a result of a failure to report all interest or dividends, or (c) the IRS has notified me that | am

no longer subject to backup withholding, and

3. lam a U.S, citizen or other U.S. person (defined below), and

4. The FATCA code(s) entered on this form (if any) indicating that | am exempt from FATCA reporting is correct.

Certification instructions. You must cross out item 2 above if you have been notified by the IRS that you are currently subject to backup withholding
because you have falled to report all interest and dividends on your tax return, For real estate transactions, iterm 2 does not apply. For morlgage
interest paid, acquisition or abandonment of secured property, cancellation of debt, contributions to an individual retirement arrangernent (IRA), and
generally, payments other than interest and dividends, you are not required to sign the certification, but you must provide your correct TIN. See the

instructions on page 3.

ere_| Seet (OO0 aan, comtrgieemr 01912014

General Instructions

Section references are to the Intgmal Rgvenue Gode unless otherwise noted.

Future developments. The IRS reated a page on IRS,gov for information
about Form W-9, at www.irs.goviw3. Information about any fulure developments
affecting Form W-9 (such as legislation enacted after we release it) wilt be posted
on that page.

Purpose of Form

A person who Is required to file an information return with the IRS must obtain your
correct taxpayer identification number (TIN) to report, for example, income paid to
you, payments made to you in settlément of payment card and third party network
transactions, real estate transactions, morigage interest you palid, acquisition or
abandonmient of secured property, cancellation of debt, or contributions you made
to an IRA,

Use Form W-9 only if you are a U.S. person {including a resident alien), to
provide your correct TIN 1o the parson requesting it (the requester) and, when
applicable, to:

1. Certify that the TIN you are giving Is correct {or you are waiting for a number
to be issued},

2. Cerlify that you are not subject to backup withhalding, or

3. Claim exemption from backup withholding if you are a U.S. exempt payee. If
applicable, you are also cerlifying that as a-U.S, person, your allocable share of
any partnership income from a U.S. trade or business is not subject to the

withholding tax on foreign partners’ share of effectively connected income, and

4. Certify that FATCA cade(s) entered on this form (if any) indicating that you are
exempt from the FATCA reporting, Is correct,

Note, If you are a U.S. person and a requester gives you a form other than Form
W-9 to request your TIN, you must use the requester’s form if it is substantially
sfmilar to this Form W-9.

Definition of a U.S. person. For federal tax purposes, you ara considered a U.S,
person if you are;

« Anvindividual who is a U.S. citizen or U.S. resident alien,

» A partnership, corporation, company, or association crealed or organized in the
United States or under the laws of the United States,

» An estate (other than a foreign estate), or
* A domestic trust {as defined in Regulalions section 301.7701-7).

Special rules for partnerships. Partnerships that conduct a trade or business in
the United States are generally required to pay a withholding tax under section
1446 an any foreign pariners’ share of effectively connected taxable income from
such business, Furthar, in certain cases where a Form W-9 has not been received,
the rules under section 1446 require a partnership to presurne that a partneris a
forelgn person, and pay the section 1446 withholding tax, Therefors, if you are a
U.S. person that is a partner in a partnership conducting a trade or business in the
United States, provide Form W-8 to the parlnership to establish your U.S. status
and avoid seclion 1446 withholding on your share of partnership income,

Cat. No. 10231X
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' COMMONWEALTH OF MASSACHUSETTS
‘CONTRACTOR AUTHORIZED SIGNATORY LISTING

CONTRACTOR LEGAL NAME :
CONTRACTOR VENDOR/CUSTOMER CODE:

INSTRUCTIONS: Any Contractor (other than a sole-proprietor or an individual contractor) must provide a listing of
individuals who are authorized as legal representatives of the Contractor who can sign contracts and other legally binding

documents related to the contract on the Contractor’s behalf. In addition to this listing, any state department may require

additional proof of authority to sign contracts on behalf of the Contractor, or proof of authenticity of signature (a notarized
signature that the Department can use to verify that the signature and date that appear on the Contract or other legal

document was actually made by the Contractor's authorized signatory, and not by a representative, designee or other
individual.) ’

NOTICE: Acceptance of any payment under a Contract or Grant shall operate as a waiver of any defense by the
Contractor challenging the existence of a valid Contract due to an alleged lack of actual authority to execute the
document by the signatory. .

For privacy purposes DO NOT ATTACH any documentation containing personal information, such as bank account
numbers, social security numbers, driver's licenses, home addresses, social security cards or any other personally

identifiable information that you do not want released as part of a public record. The Commonwealth reserves the right to
publish the names and titles of authorized signatories of contractors.

AUTHORIZED SIGNATORY NAME TITLE

lcen Zaealig CBO

?c(t/] 37 cobu VP ot Sulos ¢ Clot Svvius
51%{?““&'( Ta l/]ﬂ-)\(q() lv/? O+ fTé’CLf\‘c:n) QM?L;«QS
Doha Jun 7 Vlot (ooctic ¢

M e ”( Eis en Con —?(\(/0//,{/

I certify that I am the President, Chief Executive Officer, Chief Fiscal Officer, Corporate Clerk or Legal Counsel for the
Contractor and as an authorized officer of the Contractor I certify that the names of the individuals identified on this
listing are current as of the date of execution below and that these individuals are authorized to sign contracts and other
legally binding documents related to contracts with the Commonwealth of Massachusetts on behalf of the Contractor, |
understand and agree that the Contractor has a duty to ensure that this listing is immediately updated and communicated to
any state department with which the Contractor does business whenever the authorized signatories above retire, are

otherwise terminated from the Contractor's employ, have their responsibilities changed resulting in their no longer being
authorized to sign contracts with the Commonwealth or whenever new signatories are designated.

, / /(,M Date:

N Signature () L/
Title: (?/Lx Telephone: )17 - (2Y - g?g 7
Fax: Q’Q _@( gg%b | Email: &{’%@ ((I%WCC\){?\/M- /LQ/{(

[Listing can hot be accepted without all of this information completed.]

A copy of this listing must be attached to the "record copy” of a contract filed with the department.

00019084v4{00018084v4}, Sensitivity level — high (when filled in) low (when blank) Form
MA- W-9 (Rev. April 2009)




: COMMONWEALTH OF MASSACHUSETTS May 2004
C ONTRACTOR AUTHORIZED SIGNATORY LISTING

CONTRACTOR LEGAL NAME '
CONTRACTOR VENDOR/CUSTOMER CODE:

PROOF OF AUTHENTICATION OF SIGNATURE

This page is optional and is available for a department to authenticate contract signatures.
It is recommended that Departments obtain authentication of signature for the signatory
who submits the Contractor Authorized Listing.

This Section MUST be completed by the Contractor Authorized Signatory in presence of notary.
Signatory's full legal name (print or type):
Title:

e 4

Signature as it will appe /r{ contraﬁ[ other document (Complete only in presence of notary):

AUTHENTICATED BY NOTARY OR CORPORATE CLERK (PICK ONLY ONE) AS FOLLOWS:

I, C) aud a \jo S (NOTARY) as a notary public certify that I
witnessed the signature of the aforementioned signatory above and I verified the individual's identity on this
date: :

FTone I 20 W4 CLAUDIA VOS
NOTARY PUBLIC-STATE OF NEW YORK
No. 01V06279695

Qualltied In Queens County
My Commission Explres Aprll 15, 2017 AFFIX NOTARY SEAL

My commission expires on:

I (CORPORATE CLERK) certify that I
witnessed the signature of the aforementioned signatory above, that [ verified the individual’s identity and
confirm the individual’s authority as an authorized sxgnatory for the Contractor on this date:

, 20

AFFIX CORPORATE SEAL

00019084v4{00019084v4}, Sensitivity level ~ high (when filled in) low (when blank) ' Form
IMA- W-9 (Rev. April 2009)




COMMONWEALTH OF MASSACHUSETTS
OFFICE OF THE COMPTROLLER
Electronic Funds Transfer Sign Up Form

Request type must be checked: ﬁlnmal Request [ Changing Existing Account [ Closing Account
micnelie
I gisen . hereby certify that the account/s indicated on this form is under my direct control and
access; therefore, | authonze the State Treasurer as fiscal agent for the State of Massachusetts to initiate, change
or cancel credit entries to that account/s as indicated on this for m, For ACH debits consmtent with the
International ACH Transaction (IAT) rules check one:
I afTirm that paymenis authorized hereunder are not to an account that is subject to being transferred to
a foreign bank account,
(11 affirm that payments authorized hereunder are to an account that is subject to being transferred to a
foreign bank account,
This authority is to remain in full force and etfect until the Oftice of Comptroller has received written notification,
from either me or an authorized officer of organization of the account's termination in such time and in such a
manner as to afford CTR a reasonable opportunity to act upon it.

YENDOR BANK INFORMATION

Vendor Bank Name:

Vendor Bank Transit Number (ABA):
VendorBank Account Number:
Account Type: '

Filling out this field is a requirement for changing account number
Vendor Bank Old Account Number:
Account Type:

YENDOR INFORMATION

Vendor Tax Identification Number (TIN):
Vendor/Business Name:
Vendor Contact Name:
E-mail:

Telephone:

Address;

City: State: Zip:

This authorization will remain in effect until either canceled in writing or an updated form changing information
is sent to the Department you currently do business with.

AUTHORIZED SIGNATURE; /WXQ@J&’V

Print Name\VICvelle €45 gfj Title:_Crv o\ier Date:(g_l__LQL[j
Forim forwarded to Commonwealth Bepartment:

Attached voided check here:

PAT TTULTR ST RS AT T 0 DT s e L et e

00019084v4{00019084v4). Sensitivity level — high (when filled in) low (when blank) Form
MA- W-9 (Rev. April 2009)







COMMONWEALTH OF MASSACHUSETTS
Prompt Pay Discount Form
(Invoice discounts for receiving fast payments)

' \ Revised 3/9/07
Bidder Name: Legrcioor Ls Sy 54»@43 Co (‘pc{fq)(\,«‘
Vendor Code (VCUST): __ > ' ' .

Contract/RFR Number(s):

Prompt Payment Discounts (PPD). All contractors/vendors doing business with the Commonwealth must
provide a Prompt Payment Discount (PPD) for receiving early payments unless the Contractor/vendor can
provide compelling proof that providing a prompt pay discount would be unduly burdensome, Contractors
benefit from PPD by increased, usable cash flow as a result of fast and efficient payments for commodities
or services rendered. Contractors who agree to accept Electronic Funds Transfer (EFT) increase the prompt
pay benefit by ensuring that funds are paid directly to their designated bank accounts, thus eliminating the
delay of check clearance policies and traditional mail lead time. Payments processed through the state
accounting system (MMARS) can be tracked and verified through the Comptroller’s Vendor Web system
using the Vendor/Customer Code assigned to you by a Commonwealth department.

The Commonwealth benefits because. contractors reduce the cost of products and services through the
applied discount. While Bidders/Contractors have flexibility in determining the actual % discount(s) offered
to the Commonwealth, the discount(s) must be identified for 10, 15, 20 and/or 30 days for payment
issuance in the column entitled “% Discount Off Proposed Price” below, The Commonwealth may use the
prompt pay discounts submitted as a basis for selection and may negotiate discounts as deemed in the best
interest of the Commonwealth. The requirement to offer PPD discounts may be waived by the
Commonwealth on a case-by-case basis if participation in the program would be unduly burdensome,
provided the specific reason for the hardship is outlined below.

All discounts offered will be taken in cases where the payment issue date is within the specified number
of days listed below and in accordance with the Commonwealth’s Bill Paying Policy. Payment days will be
measured from the date goods are received and accepted / performance was completed OR the date an
invoice is received by the Commonwealth, whichever is later to the date the payment is issued as an EFT
(preferred method) or malled by the State Treasurer. The date of payment “issue” is the date a payment
is considered “paid” not the date a payment is “received” by a Contractor.

If internal Bidder/Contractor systems require an alternate method: of measuring payment issue dates, the
Bidder/Contractor must note the issues below or on an attached page if necessary to be considered by
the PMT. In cases where the Bidder/Contractor considers that offering a Prompt Payment Discount would
be a hardship, the Bidder must clearly define the issues and reasons for said hardship. Providing volume
discounts or other discounts on prices is not considered a hardship, since the PPD provides the additional
benefit of early cash flow for the Contractor.

Enter the Prompt Payment Discount percentage (%) off the invoice payment, for each of the payment
issue dates listed, if the payment Is issued within the specified Payment Issue days. For example:
5% - 10 Days
4% - 15 Days
3% - 20 Days
2% - 30 Days
If no discount is offered enter 0% '

Prompt Payment Discount % Payment Issue Date w/in
. % 10 Days
% 15 Days
% 20 Days
% 30 Days

/7 . ?
The Contractor is unable to provide a prompt payf ntg?éco nt?ié %Uomng hardship:
7/ " .
Contractor/Bidder Authorized Signature V/ £ /) Date: 6 l g)w“/
Contractor/ Bidder Authorized Signatory Print Name and Titl’e’:/ qu T‘l i lj“}\l [/P rf€“5fr[a>+' Ch i«’JL
000190844 {00019084v4} Sensitivity level — high (when filled in) low (when blank) Sungs






