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STANDARD CONTRACT FOR SERVICES

1. Parties. This is a contract for services between the State of Vermont, Department of Motor
Vehicles (hereinafter called “State”), and Valid USA, Inc., with a principal place of businessiin Lisle,
IL, (hereinafter called “Contractor”)(hereafter “Contract” or “Agreement”). Contractor’s form of
business organization is Corporation. It is Contractor’s responsibility to contact the Vermont
Department of Taxes to determine if, by law, Contractor is required to have a Vermont
Department of Taxes Business Account Number.

2. Subject Matter. The subject matter of this contract is goods and services related to the
implementation of commercial off the shelf information technology system as well as the
production of a secure driver’s license/identification card (DL/ID) services. Detailed services to
be provided by Contractor are described in Attachment A.

3. Maximum Amount. In consideration of the services to be performed by Contractor, the State
agrees to pay Contractor, in accordance with the payment provisions specified in Attachment B,
a sum not to exceed $6,296,598.

4. Contract Term. The period of Contractor’s performance shall begin on June 11, 2018 and end
on June 10, 2023. This Contract may be extended as mutually agreed by the parties for two
additional twelve-month periods.

5. Prior Approvals. This Contract shall not be binding unless and until all requisite prior approvals
have been obtained in accordance with current State law, bulletins, and interpretations.

6. Amendment. No changes, modifications, or amendments in the terms and conditions of this
contract shall be effective unless reduced to writing, numbered and signed by the duly authorized
representative of the State and Contractor.

7. Termination for Convenience. This contract may be terminated by the State at any time by
giving written notice at least thirty (30) days in advance and subject to the applicable payment
provisions set forth in Attachment B.

8. Attachments. This contract consists of 75 pages including the following attachments which
are incorporated herein:

Attachment A - Statement of Work
0 Exhibit 1 - State Functional Requirements
0 Exhibit 2 - State Non-functional Requirements

0 Exhibit 3 - Service Level Agreement
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0 Attachment B - Payment Provisions

Attachment C — “Standard State Provisions for Contracts and Grants” a preprinted form
(revision date 12/15/2017)

Attachment D — Information Technology System Implementation Terms and Conditions

9. Order of Precedence. Any ambiguity, conflict or inconsistency between the documents
comprising this contract shall be resolved according to the following order of precedence:
(1) Standard Contract

(2) Attachment D (Information Technology System Implementation Terms and
Conditions)

(3) Attachment C (Standard State Provisions for Contracts and Grants)
(4) Attachment A Statement of Work with Exhibits

(5) Attachment B Payment Provisions

WE THE UNDERSIGNED PARTIES AGREE TO BE BOUND BY THIS CONTRACT

By the State of Vermont: By the Contractor:
Date: Date:

) e-Signed by Joe Flynn ) e-Signed by Michael Fox
Signature: on 2018-07-14 18:48:26 GMT Signature: on 2018-07-14 02:00:22 GMT
Name: Name:

Title: Title:
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ATTACHMENT A -STATEMENT OF WORK

1. DEFINITIONS
Capitalized terms used in this Contract not specifically defined in the text shall have the
following meanings:

@) “Business Days” means Monday through Friday excluding State holidays.

(b) “Certificate of Acceptance” means written certification, delivered to Contractor
and signed by an authorized representative of the State, stating that any Defects in a
particular deliverable or the Solution (as defined hereafter) discovered after inspection
and/or testing have been corrected as required under this Contract, and that the
deliverable complies in all material respects with all of the applicable Requirements.

(©) “Certificate of Completion” means written certification, delivered to the State
and signed by an authorized representative of Contractor, stating that any Defects in a
particular Phase, deliverable or the Solution discovered, during testing and Acceptance
have been corrected as required under this Contract, and that the Phase, deliverable or
Solution complies in all material respects with all of the applicable Solution Requirements.
The State must provide written Certificate of Acceptance to Contractor of any and all
Certificates of Completion for them to become effective.

(d) “Contractor Personnel” means and refers to Contractor’s employees and
employees of Contractor’s permitted subcontractors or permitted agents assigned by
Contractor to perform Services under this Contract.

(e “Defect” means any failure by the Solution or any Phase or component thereof to
conform in any material respect with applicable Requirements.

)] “Defect Correction” means either a modification or addition that, when made or
added to the Solution, establishes material conformity of the Solution to the applicable
Requirements, or a procedure or routine that, when observed in the regular operation of
the Solution, eliminates the practical adverse effect on the State of such nonconformity.

@) “Documentation” means any and all descriptions and specifications of the
Requirements included herein or created or developed hereunder, operational,
functional and supervisory reference guides, manuals and instructive materials, in
whatever form and regardless of the media on which it may be contained, stored or
transmitted, which is developed, prepared, used or otherwise available from Contractor
and/or Contractor’s suppliers, in connection with and applicable to the provision, use,
operation and support of the Services hereunder. Documentation shall be sufficient to
enable State personnel to understand, operate, use, access, support, maintain, update
and modify Services, notwithstanding that Contractor is or may be responsible for any
or all of the foregoing obligations but only to the extent that the State will not have
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(0)

access to the Contractor’s source code. Documentation shall also include all standards
applicable to the Services, including those applicable to: (i) Contractor for its own
comparable items or services; (ii) the State for its own comparable items or services; and
(iii) such standards and guidelines as the parties mutually agree apply to the Services
involved.

(h) “Final Acceptance” means the issuance of Certificate of Acceptance executed by
the State which specifies the mutually agreed upon Production Deployment Date for the
Solution.

(i) “Facilities” means the physical premises, locations and operations owned or
leased by the State (a “State Facility”) or the Contractor (a “Contractor Facility”), and from
or through which the Contractor and/or its permitted Contractors will provide any
Services.

()] "Production Deployment Date." The date that the entire Solution is first available
for use by the State in an operational, non-test environment, utilizing actual production
data.

(K) “Phases.” A particular portion of the Solution, as set forth in the Implementation
Master Schedule or as may be modified in accordance with this Contract. Unless modified
by written agreement of the parties, the seven project Phases are Project Initiation &
Planning, Requirements Discovery Gathering & Fit Gap/Analysis, System and Card Design,
Development & Configuration, Verification (Testing) & DMV Training, Project
Implementation (Transition & Development) and, Maintenance & Ongoing Delivery and
Support.

() “Requirements” means the State’s baseline Functional and Non-Functional
Requirements set forth in the Statement of Work made a part of this Contract.

(m) “Service Level” means the specific level of performance Contractor is required to
comply with and adhere to in providing the Services in conformity with the Requirements,
consistent with the criteria and parameters specified in Exhibit 3 to this Contract.

(n) “Solution” means the statewide License and Non-Drivers ID issuance system for
the State of Vermont, which includes software and hardware to enroll, verify, create and
manage identity credentials for the state’s residents as specified in accordance with the
Requirements.

“System” used interchangeably with “Solution” and means the statewide License and Non-
Drivers ID issuance system for the State of Vermont, which includes software and
hardware to enroll, verify, create and manage identity credentials for the state’s
residents as specified in accordance with the Requirements.
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2. PURPOSE
This contract sets forth the terms and conditions under which Contractor agrees to
provide to the State of Vermont on behalf of the Vermont Agency of Transportation
(VTrans) Department of Motor Vehicles (DMV) in partnership with the Vermont Agency
of Digital Services (ADS) comprehensive secure drivers' license/identification card
(DL/ID) services solution to satisfy the State’s needs. This solution shall support the State
of Vermont’s Department of Motor Vehicles (DMV) mission “to provide the citizens of
Vermont with the highest level of customer service through the administration of motor
vehicle laws and the promotion of highway safety. “

The Contractor shall provide all necessary hardware, software, project management;
requirements validation and collection , system design and configuration and/or
development, data migration, testing; deployment and training; consulting, backup and
recovery, technology updates and upgrades, personnel required to meet the demands
of this contract’s support and maintenance services; other professional services as
described herein (individually and collectively referred to herein as the “Services”),
specified in the Requirements. This Contract specifies the obligations of each party with
additional provisions detailed in attached Attachments and Exhibits.

3. EXISTING SYSTEMS
The DMV has an existing license / ID system contract with a vendor which is due to
expire July 1, 2019. The Contractor shall migrate the data, including photographs, from
the existing system to the Contractor’s supported commercial off the shelf (COTS)
Solution.

4. OBIJECTIVE
This Contract identifies the tasks required by each party to implement and support the
Solution through the following major activities: development of project management
planning documentation; requirements validation and collection, Solution design, Card
design, data migration, configuration, integration and testing; deployment and training;
support and maintenance services, all in a phased approach as detailed within.

The successful outcome of the project is defined by the following:

e completed in accordance with this Contract and applicable project management
planning documentation;

e resolution of all Critical and High defects and any other material functional and
operational deficiencies which would negatively impact the operation of the
Solution prior to deployment in the production environment;

e implemented prior to the ending of the State’s current DL/ID contract;

e configured to meet all specified Requirements;

e the Solution is fully documented, including but not limited to requirements
specifications, architecture, design, configuration, and user manuals; and

e State staff and stakeholders are trained.
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5. CONTRACT LIFECYCLE

This agreement covers three distinct periods that make up the Contract lifecycle. The first
being the installation, implementation and training. The second period shall cover the
period of operation, maintenance and support. The third and final period is the
decommissioning and data migration at the end of contract.

6. PROJECT MANAGEMENT

The scope of work as detailed below describes the services, deliverables and key
assumptions. The State and Contractor will develop an overall Project Plan that details
the tasks, deliverables, milestones, and the overall timeline for the fully integrated
Solution.

6.1 CONTRACTOR PROJECT MANAGEMENT AND SUPPORT

Contractor will designate an individual to serve as the “Contractor Project Manager”
who will: (i) be a senior employee within Contractor’s organization, with the
information, authority and resources available to properly discharge the responsibilities
required hereunder; (ii) serve as primary point of contact and the single-point of
accountability and responsibility for all Contract-related questions and issues and the
provision of Services by Contractor; (iii) have day-to-day responsibility for, and authority
to manage, State customer satisfaction; (iv) devote substantial and dedicated efforts to
managing and coordinating the Services; and (v) be located at State Facilities or such
other appropriate location as Contractor and the State may mutually agree.

State and Contractor Project Managers shall be responsible for all tasks necessary to
manage, oversee, and ensure success of the project. These tasks include but are not
limited to: developing and updating project management plans; assigning staff;
scheduling meetings; developing and publishing status reports; addressing project issues,
risks, and Change Orders; and preparing presentations for State management.

State and Contractor’s Project Managers shall be responsible for the successful delivery
of all tasks and subtasks defined in the Project Management Plan (as defined herein).
Progress will be monitored, and plans adjusted, as necessary, in project status meetings.
Contractor Project Management Plan deliverables shall be subject to review and approval
of the State.

State and Contractor’s Project Managers shall be responsible for developing the following
project management documentation:

Deliverable Description Primary Responsibility | Update
Frequency
Project Charter | The Contract Project Charter | Contractor Once
provides basic information unless
about the project. Itincludes a: there are
Scope Statement (what’s in and changes
out of scope); list of Project
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Deliverables; high level Project

Timeline; Key Roles &
Responsibilities; known Risks,
Assumptions and/or

Constraints. It should be signed
off on by the State.

Project Planning
Documents

The Project Planning Documents will dictate specifics on
how the Project Managers will administer the project and
will include the following deliverables:

Change Management Plan (will
dictate how changes will be
handled including any Service
level terms on over/under
estimates)

Contractor

Communication Management
Plan (will dictate what will be
communicated, to who, and
how often)

Contractor

Requirements  Management
Plan (will dictate the approach
as to how the detailed business
requirements will be gathered,
approved, and maintained)

Contractor

Human Resources
Management Plan (will dictate
what resources will be assigned
to the project, for how long,
under what allocation, who
they report to, and how to
handle changes to the resource

plan)

State for State
resources, Contractor
for Contractor
resources

Procurement Management
Plan (will dictate how the
Contractor(s) will interact with
the project and expectations
regarding Contractor relations
with State resources)

Contractor

Quality Management Plan (will
dictate the quality controls over
the work being done on the
project as well as determine Key
Performance Indicators — this

Contractor

Once
unless
there are
changes
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document is not limited to
deliverables)

Risk and Issues Management
Plan (will dictate how risks and
issues will be managed over the
course of the project)

Contractor

Scope Management Plan (will
dictate how the scope will be
maintained to prevent “scope
creep”)

Contractor

Acceptance
Criteria
Document

Criteria that establishes what
the acceptance and rejection
criteria of each Contractor
generated document on this
list.

Contractor

Once

Acceptance Sign
Off Log

Obtain sign-off at  the
completion of each project
deliverable as defined by the
formal acceptance criteria.

Contractor

Once per
deliverable

Change Order

Formal document which
outlines any changes to the
Contract scope, schedule,
budget, and resources.

Contractor/State

As needed

Change Order

Log

Tracks the specific change
requests approved and their
impact to the project scope,
budget and schedule.

State/Contractor

Ongoing

Risk Log

A log of all risks (opened or
closed) that could impact the
project. Risks should be
outlined by their impact and
their potential to occur. All risks
should have an owner, a
mitigation plan, and a
contingency plan.

Contractor

Ongoing

Issue Log

A Log of open and resolved
Issues. Issues should be
outlined by their impact, owner,
date of occurrence, due date,
date of resolution, and
remediation strategy.

Contractor

Ongoing
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Action Items Log | A Log of open and resolved | Contractor Ongoing
Action Items. Action Items
should be outlined by their
owner, date of occurrence, due
date, date of resolution, and
resolution approach.
Decision Log A log of all decisions made over | Contractor Ongoing
the course of the project.
Decisions should have a date
and name of decider.
Requirements Finalized list of the project requirements to be approved by | Once
Documents the State. The approach is dictated by the Requirements | unless
Management Plan (see Project Management Plan), and can | there are
include: changes

Technical Specifications | Contractor
Document (TSD): The TSD
contains technical configuration
and development details and
will trace back to the FSD.

Business Requirements | Contractor
Document (BRD): The BRD
contains  detailed business
requirements as well as
required metrics of project
success.

Gap Analysis: The Gap Analysis | Contractor
identifies  the differences
between the State’s Functional
and Technical Requirements
and the out of the box
functionality of the Contractor’s
Solution.

Functional Specifications | Contractor
Document (FSD): The FSD
contains detailed specifications
that can be handed off to the
technical resources for
execution and will trace back to
the BRD. The FSD contains
future state process flows, user
stories, business rules (including
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KPlIs), and data field
specifications

Project Schedule | The Project Schedule outlines | Contractor Ongoing
the tasks, deliverables, and
milestones that are assigned to
the resources that need to do
them and identify  the
timeframe for when they need
to get done. (See Section 5.3 for
more detail.)

Traceability A formal document | Contractor Once

Matrix (spreadsheet) that traces the unless
BRD requirements through the there are
FSD and the TSD. changes

Data Migration | A formal document that | Contractor Once

Plan identifies the data in the State’s unless
current solution that will be there are
migrated to the replacement changes
Solution.

Data Mapping | To support necessary migration | Contractor Once

Document of data from the State’s current unless
solution to the replacement there are
Solution. Document identifies changes
field level attributes for both
the source and target systems.

Test Plans A description of the testing | Contractor Once
approach, participants, unless
sequence of testing and testing there are
preparations. At a minimum changes
there will be a Unit Test Plan, a
QA Test Plan, and a User
Acceptance Test Plan.

Test Cases & | The specific test cases to be | Contractor for Unit and | Create

Results tested, test metrics, expected | QA, State for UAT once then
results, and the actual test update
results. Test Cases tie back to with
the project requirements (to results
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updates to risks, issues, action
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TSD, QA testing tests against the
FSD, and User Acceptance
testing (UAT) tests against the
BRD.
Training Plan A formal document that lays out | Contractor Once
how State user training will be
delivered by the Contractor.
Training Materials that will be used | Contractor Once
Materials during training. unless
there are
changes
User Guide Documentation that describes | Contractor Once
the functionality of the unless
Solution. Prefer on-line help. there are
changes
Deployment A formal document that lays out | Contractor Once
Plan how the developed Solution will unless
be deployed into test and there are
production environments. changes
Project  Status | Provides an update on the | State with input from | Weekly
Reports project health, | Contractor
accomplishments,  upcoming
tasks, risks and significant
issues. The Status Report and
the project color being reported
shall be developed in
consultation with the State
Business Lead and Contractor
Project Manager, as set forth in
greater detail in Section 6.2.3.
Project  Phase | At the end of each Phase, the | Contractor Once per
Audit/Gate Contractor Project Manager phase
Check document | shall submit an audit of all tasks,
deliverables, and milestones
achieved during the Phase to
the State Project manager for
review.
Meeting All scheduled meetings will | Meeting organizer Per
Agenda/Minutes | have an agenda and minutes. occurrence
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Lessons Learned | A compilation of the lessons | State Ongoing,
learned having 20/20 hindsight. at least
Lessons learned shall be once per
collected from the State and phase
Contractor project team
members. Lessons learned

should lead to actionable
changes for the remaining
phases and future projects.

End of Project | These are metrics that reflect | Contractor Once

Metrics how well the project was

performed. Metrics will be
outlined in the Quality
Management Plan

Closeout Report | This report will include all the | Contractor Once

lessons learned, project
metrics, and a summary of the
project’s implementation and
outcome in operation.

Contractor shall use State templates and SharePoint lists for the foregoing, unless
otherwise approved by the State. The State Project Manager shall be responsible for the
review and acceptance of Contractor project management documentation.

Contractor’s Project Manager shall assist the State’s Project Manager (upon request) in
creating materials for periodic presentations to State project sponsors and key
stakeholders. Contractor’s Project Manager may be required to present information to,
and answer questions from, State stakeholders at these presentations.

The Contractor will apply PMI (Project Management Institute’s PMBOK) principles to
ensure on-time and within-budget delivery of the Solution, while meeting all of the
Requirements in this Contract. The State will approve all project management methods
and tools used during the project. These project management methods and tools are
considered project deliverables.
6.2 PROJECT PLANNING
The State and Contractor Project Managers will arrange for kick-off dates and procedures
for managing the project — such as reporting status and resolving issues. This will provide
an opportunity to introduce all key members of the project teams and walk through the
project management plan and key milestones.
6.2.1 MEETING PROTOCOLS
For regular weekly project status meetings, Contractor’s Project Manager shall provide
State Project Manager input to the meeting agenda and any requested handouts at
least one business day in advance of the scheduled meeting.
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6.2.2 PROJECT DOCUMENT STORAGE

The State will establish a SharePoint project site that is accessible to the Contractor.
This will provide a common area for all project documents, notebooks, lists, and logs.
All project artifacts and all project material contained therein which were created
uniquely for the State shall be the property of the State during and upon completion
of the project.

6.2.3 STATUS REPORTS

Contractor’s Project Manager shall provide project documentation and collaboration
to meet the State’s reporting requirements. If requested, the Contractor shall use the
State’s Status Report template. If no template is provided to the Contractor, the status
information shall include, at a minimum: all planned tasks accomplished for the
reporting period; planned tasks that are incomplete, or behind schedule in the
previous week (with reasons given for those behind schedule); all tasks planned for the
upcoming two weeks; an updated status of tasks (entered into the Master Project
Work Plan and attached to the status report — e.g., percent completed, resources
assigned to tasks, etc.); and the status of any corrective actions undertaken. The report
will also contain items such as the current status of the project’s technical progress
and contractual obligations; achievements to date; risk management activities;
unresolved issues; requirements to resolve unresolved issues; action items; problems;
installation and maintenance results; and significant changes to Contractor’s
organization or method of operation, to the project management team, or to the
deliverable schedule, where applicable.

The State Project Manager and Contractor’s Project Manager will come to agreement
on the exact format of the project documentation and collaboration reports, at or
before the project kick-off meeting.

Each report shall include a project dashboard at the top outlining the overall status of

the project in terms of the standard triple constraint: cost, time, resources (using a

legend or icon of green, yellow, and red based upon the following definitions):

e Green — on track to deliver committed scope by committed deadline with
committed resources/funding.

e Yellow — not on track to deliver committed scope by committed deadline with
committed resources/funding but have a plan to get back to green.

e Red - not on track and currently do not have a plan to get back to green. Need
project management intervention or assistance.

In the event of yellow or red overall project status, there should be a specific task(s)
and/or issue(s) identified as yellow or red which are the root cause of the overall
project status being yellow or red. These items shall be presented in sufficient detail
to determine the root-cause. The Status Report shall provide a link to the Risks and
Issues Log for more detail.
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6.3 PROJECT SCHEDULE

The Contractor has compiled a preliminary “baseline” Project Plan shown in section 7.2
using the best available knowledge at the time of Contract signing. Contractor shall
update the Project Schedule during the Project Development as required pursuant to the
terms herein (e.g., updated tasks and task descriptions, updated meeting dates, updated
resource assignments, updated milestone dates). Any such changes shall be
communicated in writing by the Contractor to the State Contract Manager by executing a
new or revised Project Schedule or other documentation acceptable to the State. Such
changes are subject to State review and approval. The parties shall work together to
implement the Project changes in accordance with the terms of this Contract; provided,
however, in no event shall revisions to the Project Schedule be deemed to amend this
Contract. Changes to project scope, term or maximum amount shall require a Contract
amendment.

The Project Schedule is an ongoing tool for anticipating and tracking changes to
expectations for all project tasks, deliverables and milestones. The complete Project
Scheduleis anintegrated plan —thatis, it includes actions and deliverables from all project
areas — both Contractor and State. The complete Project Schedule, which includes the
detailed tasks and milestones, shall reside in Microsoft Project (.mpp) format (Version
2013 or higher) and will be shared in the ongoing communication meetings to discuss
changes. Once sign off is complete, Contractor and State will assess readiness to proceed
with next phase.

6.3.1 KEY PROJECT STAFF

(a) Contractor shall be responsible, at its own cost and expense, for any and all
recruitment, hiring, Contractor-specific training, education and orientation for all
Contractor Personnel assigned or to be assigned to perform Services or support
the Requirements.

(b) All Contractor Personnel, in addition to any Contractor security policies and
procedures, shall be required to comply with the security requirements in this
Contract

(c) Contractor shall conduct its hiring process in compliance with all applicable Federal

and State laws to include, but not be limited to, anti-discrimination laws.

(i) Eligibility for Employment: Contractor shall verify that all prospective
employees are eligible for employment in the United States.

(i) Criminal Records: Contractor or an agent of Contractor shall perform criminal
background checks on all prospective employees utilizing a national criminal
database acceptable to the State. Before any Contractor Personnel begin work
on the Services x) such background check shall have returned a “no record” result
or, y) to the extent that the result revealed that a felony record or records exist
for a given individual, the associated conviction(s) shall be unrelated to the work
to be performed as specified under the Equal Employment Opportunities
Commission’s EEOC Enforcement Guidance regarding the employment of
convicted felons issued April 25, 2012. Contractor shall provide the State with
notice of proposed Contractor Personnel with felony or misdemeanor convictions
that involve a crime against a person; a crime involving the use or misuse of
computer network; a crime involving weapons, explosives or arson; a crime
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involving trade secret/proprietary information; a crime involving theft,
dishonesty, embezzlement, breach of fiduciary duty, identity theft, or other
financial-related crimes; a felony conviction for drug possession; or a crime
involving the distribution or trafficking of illegal drugs and/or controlled
substances.

All Contractor Personnel providing or assigned to provide Services or otherwise in
a position to obtain or have access to State Information, shall execute a non-
disclosure agreement in a form acceptable to the State.
The timing for transfer, reassignment or replacement of Contractor Personnel will
be coordinated with requirements for timing and other elements of the Services
so as to maintain continuity in the performance of the Services and avoid
interruption or disruption to the Services or any failures to maintain Service
Levels.
The support team shall have two components: A Help Desk (HD) and a Field
Support Team. The Help Desk will be located at Ft. Wayne, Indiana. In many
cases, such as malfunctioning equipment, it will need to dispatch a services team
member.

(i) The Field Support Team shall reside in Vermont. Their disposition

throughout the State shall be to facilitate the troubleshooting of issues

as they occur throughout Vermont.

(ii) The Field Support technicians will be trained on all the equipment

deployed to the DMV locations. This includes — Workstations, signature pads,

scanners, printers, backdrop screens, and cameras. They will also be familiar with the
applications software, WeblLink ID, that resides on the hardware.

Name Project Role Type of Work on Project

Kevin Pohl Project Manager Overall responsibility for project success. Will work in conjunction
with State Project Manager.

William Business Analyst Responsible for ensuring that the requirements are captured and

Fedders documented correctly before a solution is designed and developed.

Kevin Design Architect The Design Architect is responsible for designing the Solution.

Freiburger

Rick Card Design Lead | The Card Design Lead is responsible for designing and manufacturing

Westenfeld a secure, durable card that is fully compliant.

Justin Hale Technical Lead The Technical Lead is responsible for the actual configuration and
development of the Solution. The Tech Lead will be responsible for all
unit testing.

Justin Hale Database The Database Administrator is a specialist that models, designs and

Administrator creates the databases and tables used by the software solution.
Gary Hines Test Lead The Test Lead will be responsible for QA testing and will act as the

overall project quality manager.




STATE OF VERMONT Contract # 36382 Page 16 of 75

Kate Franck

Training Lead The Training Lead will be responsible for delivering training to State
end users.

Contractor shall assign the following Contractor staff (“Contractor Project Team”), to
meet the Requirements of this Contract:

Contractor will ensure continuity of Contractor Personnel filling the Key Project Staff
positions from inception to final implementation and rollout.

6.3.2 KEY PROJECT ROLE CHANGES

Contractor shall not change members of Key Project Staff (e.g. Project Manager,
Business Analyst, Design Architect etc.) without providing the State written justification,
a comprehensive transition plan and obtaining prior written approval of the State. State
approvals for replacement of Key Project Staff will not be unreasonably withheld.
Replacement of Key Project Staff shall have comparable or greater skills and applied
experience than those being replaced and be subject to reference and background
checks described above.

Notwithstanding the foregoing, the State acknowledges that Key Project Staff may
become unavailable due to termination of employment for any reason, through
disability or death, illness, or through leave of absence such as FMLA or National Guard
duty for example. In such circumstances, Contractor shall promptly notify the State in
writing of the impending or actual departure of any Key Personnel and of the
gualifications and identity of proposed replacement Key Project Staff. The State has the
right to reasonably disapprove of any replacement Key Project Staff.

6.3.3 CONTROL OF CONTRACTOR PERSONNEL

Contractor shall be fully responsible for the management, compensation, and
performance of all Contractor Personnel, and the filing of any and all returns and
reports and the withholding and/or payment of all applicable federal, State, and local
wage tax, or employment-related taxes, including, but not limited to, income taxes,
gross receipt taxes, taxes measured by income, social security taxes, and
unemployment taxes for Contractor and Contractor's employees. Notwithstanding the
foregoing, Contractor's employees shall adhere to the State’s policies and procedures,
of which Contractor is made aware while on State Premises and shall behave and
perform in a professional manner. The State, may, in its reasonable discretion, require
Contractor to replace any Contractor Personnel, including but not limited to Key Project
Staff, working hereunder who does not adhere to, behave, and perform consistent with
the State’s policies and procedures, or otherwise engages in unprofessional or unethical
conduct, or abuses any illegal substance or alcohol, or engages in illegal activities or
consistently underperforms. The State shall provide written notice to Contractor of the
requirement of replacement, or with whom there are irresolvable personality conflicts.
Contractor shall use reasonable efforts to promptly and expeditiously replace Key
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Project Staff and replace all other personnel within fifteen (15) business days of receipt
of the written notice unless otherwise mutually agreed. The State’s right to request
replacement of Contractor personnel hereunder relates solely to the removal of
individuals from work on this Contract with the State and does not create an
employment relationship. Nothing in this Contract authorizes the State to direct the
Contractor’s termination of the employment of any individual.

7. SCOPE OF SERVICES

7.1 DESCRIPTION OF SERVICES
The Contractor shall, at a minimum, provide the State the hardware and software below and
shall provide the necessary configurations, customizations and integration services described
herein to ensure that the functional requirements and the requirements agreed upon during
FIT/GAP analysis are met. Any non-critical functionality that is not implemented during the
implementation will be prioritized and implemented in the next rollout as agreed upon by the
Contractor and State.

7.1.1 SOFTWARE SOLUTIONS

1. Weblink ID is a secure, web-based identity enrollment, application and credential
management platform and will be hosted in the Amazon Web Services cloud. The
application shall be configured, customized and deployed to meet the functional
requirements identified in exhibit 1 and 2 of this contract and any other
requirements discussed and agreed upon during FIT/GAP analysis.

2. Job Control System is the nerve center of the personalization facilities which
creates release sheets, machine control files, audit files and hosts the card test
procedures. This will reside in the Contractor’s certified data center.

3. Factory Allocation Manager is a physical and logical component that accumulates
print requests. The requests are assembled and separated into sub-jobs. The sub-
jobs will be distributed to one or more Card Personalization Facilities.

4. Biolink ID is a secure, web-based facial image enrollment and investigation platform and
will be hosted in the Amazon Web Services cloud for the DEV and QA
environments. The application shall be designed, configured and tested in those
environments during the project execution. Live data will not be migrated into BioLink
ID in the pre-PROD/PROD environment until Contractor receives State’s approval via a
fully executed Change Order after legislation passes allowing facial biometric templates
to be used for identification purposes.
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7.1.2 SOFTWARE CONFIGURATIONS AND CUSTOMIZATIONS

In addition to providing the above referenced software the Contractor’s Solution
shall be configured, customized and deployed so as to meet the functional
requirements identified herein.

e Contractor shall integrate with the State’s Active Directory or LDAP.

e Contractor shall provide search parameters, including but not limited to: DL/ID
number, first name, last name, DOB, postal code, and must allow for wildcard
searches for partial data. The specific search parameters will be documented
and approved during Phase 2 — Requirements Discovery; Gathering & Fit/Gap
Analysis and Phase 3 System and Card Design.

e Contractor’s solution shall support both automated and manual record
flagging. The specific flagging parameters will be documented and approved
during Phase 2 — Requirements Discovery; Gathering & Fit/Gap Analysis and
Phase 3 System and Card Design.

e Contractor’s signature panel solution shall provide the applicant with a series
of DMV-defined questions with either defined check box or yes/no answers,
or a free form answer box where the customers would use the stylus attached
to the signature panel to write answers. The specific questions will be will be
documented and approved during Phase 2 — Requirements Discovery;
Gathering & Fit/Gap Analysis and Phase 3 Card and System Design.

e Contractor’s Solution shall provide a ‘valid without customer Signature’ or
‘Unable to Sign’ check box, enabling the DMV staff member the ability to
bypass the need to collect the customer’s signature. The details will be
documented and approved during Phase 2 — Requirements Discovery;
Gathering & Fit/Gap Analysis and Phase 3 System and Card Design.

e Contractor’s Solution shall present an informative screen detail reason for why
the photo captured was not acceptable. The details will be defined in Phase 2
Requirements Discovery; Gathering & Fit/Gap Analysis and Phase 3 System
and Card Design.

e Contractor’s Solution shall provide multiple gates to ensure the applications
pass through the appropriate verification process. It shall be scalable when
additional gates or interfaces are added. The details will be documented and
approved in Phase 3 System & Card Design and Phase 4 — Development and
Configuration.

e Contractor’s Solution shall provide real time access to allow users to view the
status of an existing application. The details will be documented and approved
in Phase 2 Requirements Discovery; Gathering & Fit/Gap Analysis and Phase 3
System and Card Design.

e At such time as the Facial Recognition software (BioLink ID) is implemented
Contractor shall ensure and demonstrate the ability to prevent certain records
from ever being returned as a match.
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7.1.3 HARDWARE

As part of this Contract the Contractor shall provide, install and support the
following hardware and ensure it is integrated with the appropriate software to
meet the requirements of this contract. Upon installation of the equipment at the
State facilities Contractor will transfer ownership of the equipment to the State.

° 17 Camera towers

° Backdrop screens for photos

o 117 Topaz T-LBK57G Signature devices

° 117 ARH COMBO SMART Document Authentication scanners

The Contractor will provide only new hardware for the life of the contract. All
hardware selected will be currently available and will not be implemented if the
OEM has made any 'End-of-Life announcements. In the event a piece of hardware
does have an announced end-of-life from the manufacturer within 12 months of
contract execution, or in the event of a device failure a suitable replacement
device will be sourced, tested, and delivered to replace the component, at no
additional cost to the State.

7.1.4 INTEGRATIONS WITH AAMVA SERVICES

Contractor will work with the DMV to define integration method to securely
communicate and interface with Systematic Alien Verification for Entitlements
(SAVE), Social Security Online Verification (SSOLV), Commercial Driver’s License
Information System (CDLIS) and Problem Driver Pointer System (PDPS) data using
the State’s current UNI connection. The specific details will be documented in
Interface Control Documents (ICD) and approved during Phase 3 System and
Card Design.

7.1.5 APPLICATION PROGRAM INTERFACES WITH STATE DATA

Contractor shall be able to transmit and receive data. Contractor shall develop
and provide interfaces including file transfers, web services, and direct database
connections to accommodate information exchange between the Contractor’s
provided systems and State of Vermont’s specified systems. For example, the
mainframe and DMV's Enterprise Data Environment (EDE) system. The specific
details will be documented in Interface Control Documents (ICD) and approved
during Phase 3 System and Card Design.

7.1.6 REPORTING

Contractor shall provide a standard set of reports, including compliance,
managerial, and operational reports, custom reports. The Contractor shall work
with the State to develop and build a set of canned reports that are part of the
solution provided to the State.
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7.1.7 SYSTEMS TESTING

Contractor shall work with the State to ensure the Contractor’s Solution satisfies
the Requirements. The Contractor in conjunction with the State shall perform a
full range of verification activities including functional testing, system integration

testing, user acceptance testing, performance and regression testing. The
specific details will be documented and approved during Phase 5 Verification
(Testing) and DMV Training.

7.1.8 TEMPORARY CREDENTIALS

Contractor’s Solution will produce temporary documents including DLs, IDs,
CDLs, letter and object-based (card, photo and signature) printout usable for
investigations and law enforcement. Temporary documents will be generated as
printable PDF’s optimized for output on a networked laser printer, that the State
already has.

7.1.9 CARD DESIGN
During the design phase the Contractor shall work with the State to design all credentials
that are required by State and Federal law; including any variations of each card type (the
State currently views this as being in the neighborhood of 35 designs. Design sessions will
be held in person with State and Contractor personnel being in the same location.

Cards shall be fully compliant with AAMVA standards (2016).
Cards will contain the security features per NF 25.
Cards shall be constructed of polycarbonate.

7.1.10 ONLINE RENEWAL
Contractor's Solution shall include a public facing portal that shall allow Vermont residents
to renew or replace their credential. The exact specifications and requirements will be
agreed upon by the State and the Contractor as part of a Joint Application Design session.
At a minimum the portal will provide the following:

Customer facing portal

Secure communication and authentication including multi-factor
authentication

Integration with a State approved payment processor facilitating the ability
to make online payments

7.1.11 DOCUMENT AUTHENTICATION
Contractor’s solution shall contain the ability to validate the authenticity of breeder
documents such as Passports, Birth Certificates, other State issued Credentials. Solution
shall include the following components:

Document Authentication Software Licensing
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e Document Authentication Software Support

e Document Authentication Hardware Support

¢ |Installation and Ongoing Technical Support

e ARH COMBO SMART Document Authentication Scanners deployed at 117
Workstations

7.1.12 DATA MIGRATION AND CONVERSION
Contractor shall migrate all legacy images and data from existing databases to the
Solution. The data and image migration plan, timing and method will be agreed on by
the parties to ensure that the data generated by the current system is accurately
migrated to the new system. The specific details will be identified and approved in
Phase 3 System and Card Design.

7.2 PROJECT MAJOR PHASES, WARRANTY, AND OPTIONS
Contractor shall use system development and configuration control methodologies and
the desirable sequence of the seven major phases as described herein. The Contactor
shall use a combination of PMI Standard project oversight, planning, and status reporting
combined with Agile iterative and adaptive software development. Estimated datesin the
following table shall be agreed upon between the Contractor and the State of Vermont
by the end of Phase 1.

Proposed
Planned Planned Calendar Days
Task Name . between Planned
Start Finish .
Finish Dates
Execute Contract 6/11/2018 6/11/2018
Submit "Project Plan" 6/15/2018 6/15/2018
Pre-Planning 4/23/2018 7/13/2018
Project Kickoff - Beginning of Onsite Visit 7/17/2018 7/17/2018
1 - Project Initiation & Planning 7/17/2018 9/5/2018 50
2_- Requwemen_ts Discovery Gathering & 2/31/2018 12/7/2018 93
Fit/Gap Analysis
3 - System and Card Design 8/14/2018 1/29/2019 53
4 - Development & Configuration 9/6/2018 5/16/2019 107
5 - Verification (Testing) & DMV Training 9/27/2018 6/7/2019 22
6 - Project Implementation (Transition and 4/12/2019 7/1/2019 24
Deployment)
Total Number of calendar days between Phase 2-6: 299
Average Number of calendar days between Phase 2-6: 59.8
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Descriptions of the work to be completed as part of each phase, including phase seven -
Maintenance & Ongoing Delivery & Support are provided below:

Phase 1 - Project Initiation & Planning

This is the Phase of the project in which the Contractor’s planning efforts will begin with
a project management plan that integrates all the project plans from various project
knowledge areas in an integrated, consistent set of documents

Phase 2 - Requirements Discovery; Data Gathering & Fit/Gap

The goal of this phase is for the Contractor to validate the pre-defined DMV
requirements and deliverables. The Contractor will meet with the DMV staff to verify
gaps, between the needs and the Contractor’s standard Solution.

Phase 3 — System and Card Design

During this phase the Contractor will address data layouts, interfaces, extensions, system
reports, process flows and data conversion & migration planning concluding with an
approved Solution Design document. The card design will undergo an on-site
collaboration with an iterative series of steps that will conclude with approved card
prototypes. Key activities and deliverables of this Phase include:

e Interfaces

e Extensions

e Application-Level Security
Performance Standards Management
Technology Environments
e Configurations requirements for core applications provided by Contractor
e Card Design

Phase 4 — Development and Configuration

This Phase includes all build activities for the new Solution, DR/BC planning, and the
Contractor’s procurement and factory preparation. During this phase, the Contractor will
begin the data conversion and migration efforts as well as complete the site surveys. Key
activities and deliverables of this phase include:

e Development (Build)

e Reports

e Data Conversion and Migration (includes records and images from existing databases).

e Site Surveys

e Disaster Recovery and Business Continuity
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Phase 5 — Verification (Testing) and Training

This Phase not only includes all the formal testing activities that must take place, but also
includes parallel activities in preparing the DMV’s staff and their facilities for project
transition.
Additionally, the Contractor shall complete the data conversion and the data
synchronization efforts.
Key activities and deliverables of this phase include:

e Prepare for and conduct training

e Complete the data conversion and data synchronization efforts

e Functional Testing

e Systems Integration Testing

e Security Testing

e Equipment / Device Testing

e Performance (load, volume and stress)

e Data Conversion and Migration Testing

e User Acceptance Testing (UAT)

Phase 6 — Project Implementation

During the Implementation Phase, the focus is on transitioning from the current system
to the new Solution.

Phase 7 — Maintenance and Ongoing Delivery & Support

During this phase, the Contractor will provide outstanding service and support, will begin
planning for DMV technology refreshments, and will continue to improve its Solution to
optimize DMV staff satisfaction.

7.3. STATE CAUSED DELAYS

Contractor acknowledges that the State may not be able to meet the time frames
specified in a project schedule or that the State may determine that it is necessary to
delay and/or modify the timing and sequencing of the implementation as provided in
the project schedule. While the State is committed to the project and shall use
reasonable efforts to provide staff and resources necessary to satisfy all such time
frames, the State shall not be held responsible or deemed in default for any delays in
Solution implementation provided the State uses its reasonable efforts to accomplish its
designated responsibilities and obligations as set forth in the project schedule. In
addition, the State may, at its option, delay implementation and installation of the
Solution, or any part thereof. Notwithstanding any provision to the contrary, if the State
Significantly Delays implementation of the Solution, either party may make a Change
Request in accordance with Section 8, “Change Order Process,” and, if required, an
amendment to this Contract. Contractor agrees to adjust the Project Schedule and
Payment Milestones deadlines to take into account any State-caused delays; provided,
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however, that Contractor shall continue to perform any and all activities not affected by
such State-caused delay. In the event the State’s adjustment to the project schedule
causes Contractor scheduling conflicts or personnel unavailability, the State and
Contractor shall prepare a revised mutually agreeable project schedule which may delay
the commencement and completion dates of the project and shall take into
consideration the readjusted time frames and any necessary resequencing of the
activities. Such readjustment, rescheduling or modification of the Project shall be at no
additional cost to the State if the aggregated delays are less than or equal to thirty (30)
days.

For purposes of this Section, a “Significant Delay” shall mean any delay that in itself will
cause a slippage of thirty (30) calendar days or more in a Go Live date.

7.4. STATE THIRD-PARTY SOFTWARE

A list of all Third-Party Software licensed by the State for purposes of Contractor’s
performance of the Services is attached to this Attachment A as Exhibit 3. Contractor will
assume operational and financial responsibility for such Third-Party Software and any
related maintenance obligations to the same extent as if Contractor were the licensee of
such Third-Party Software. State will cease use of such Third-Party Software upon
expiration or termination of this Contract.

8. ACCEPTANCE

After Contractor provides written notice to the State that it has completed a Phase of the
Solution, the State shall, in accordance with the Formal Acceptance Criteria agreed by the
parties, and with full cooperation and assistance from Contractor, conduct all such inspections
and tests of the Phase as the State may deem necessary or appropriate to determine whether
any Defects exist in the Phase as implemented and whether the Phase as installed materially
complies with all of the Installation Test Specifications and Phase specifications as set forth in
the Requirements and detailed Project Plan. Such inspections and tests shall be over a duration
mutually agreed upon by the State and Contractor, per Phase, from the date a notice of
completion is issued (the “Acceptance Period”). Contractor shall correct all Defects during the
Acceptance Period, demonstrate to the State that correction of such Defects has been made,
and after so demonstrating correction, shall issue to the State a written Certificate of
Completion indicating that no Defects are known to exist in the Phase and/or Solution. The
State shall be deemed to have accepted and approved the particular Phase or Solution only
upon the State’s delivery to Contractor of a signed, written Certificate of Acceptance indicating
that the Phase or the Solution, as the case may be, as completed, materially performs in
accordance with the Requirements.

If at the end of the Acceptance Period, the State has not issued a signed Certificate of
Acceptance to Contractor for that Phase or the Solution, the State may, in its sole discretion,
extend the Acceptance Period; provided, however, that the State shall respond within five (5)
business days of a written request by Contractor issued after the end of the original Acceptance
Period to provide Contractor with the State’s status of approval or disapproval for that Phase or
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the Solution. Any rejection must be in writing and specify the reason for the rejection and must
be based upon the continued existence of a Defect in the Phase or Solution or failure of the
Phase or Solution to materially perform in accordance with the Requirements. The Certificate of
Acceptance shall not be unreasonably withheld by the State. If a Certificate of Acceptance for a
Phase or the Solution is signed and delivered by the State, Contractor shall sign said Certificate,
with both parties receiving a copy thereof.

9. CONTRACT/PROJECT CHANGE ORDER PROCESS

For projects involving IT Implementation services, where frequent and/or multiple minor changes
to the Project Plan or deliverables are anticipated, the following process may be used to allow
for such minor changes without undue project delays (“Change Orders”).

Changes to a Contract during its term may incur additional costs and possible delays relative to
the Project Schedule, or may result in less cost to the State (for example, the State decides it no
longer needs a deliverable in whole or part) or less effort on the part of a selected Contractor. A
Change Order shall define the effort involved in implementing the change, the total cost or
associated savings to the State, of implementing the change, and the effect, if any, of
implementing the change on the Project Plan.

Any change that alters the essential terms of the original contract, including any change that
expands or decreases the statement of work, the contract duration, the payment terms and/or
the contract maximum amount, shall require a Contract Amendment in accordance with State
contracting policies and procedures. Under no circumstances may a Change Order be used where
a Contract Amendment is otherwise required pursuant to the Contract Amendments, Approval
and Execution process set forth in State Administrative Bulletin 3.5.

Change Orders will be developed jointly, and every effort will be made to adhere to the approved
Project Plan. The Project Manager for the State and the Project Manager for a Contractor will
decide whether a Change Order is necessary. If a Change Order is necessary, the Project Manager
for the requesting party will prepare a Change Order Request detailing the impacts on scope,
schedule, deliverables, resources, and cost. The Change Order Request must be submitted to the
non-requesting party for review. The non-requesting party will make its best efforts to either
approve or deny the Change Order in writing within (10) business days. In no event shall any
delay in the approval or denial of a Change Request constitute a deemed approval by the State.
The State will not pay for the effort involved in developing a Change Order. The Contractor shall
bear the cost of estimating the cost or savings, time, and Contractor resources required to
implement all Change Order Requests forthcoming from the State during the course of the
Project.
All Change Orders that are mutually agreed upon must:

a. be in writing and describe, with specific reference to the applicable section(s) of the

contract, what is being added, deleted or otherwise modified;
b. be signed by both the State and the Contractor;
c. include the original contract number and a sequential Change Order number;
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d. include Contractor certifications regarding Taxes, Debarment, and Child Support, as
detailed in State Administrative Bulletin 3.5, Section XIlI(A)(c); and

e. be consolidated into a formal Contract Amendment whenever an amendment would
otherwise be required by State Administrative Bulletin 3.5.

10. OTHER TERMS AND CONDITIONS
10.1 THIRD PARTY COOPERATION
The State may hire other independent Contractors as it may require to assist with the project.
Contractor will cooperate with the State and the third party, including provision of: (i) written
Documentation requested by the State; (ii) commercially reasonable assistance and support
services to such third party; and (iii) reasonable access to Contractor as necessary for such
third parties to perform their work. The State shall use reasonable efforts to require such
third parties to comply with Contractor’s reasonable requirements regarding confidentiality,
operations, standards, and security. Contractor shall support and maintain such third-party
work product, provided the service provider complies with any Documentation applicable to
Contractor in respect of the Services involved.

11. OPERATIONS, MAINTENANCE AND SUPPORT

For the period of time after implementation and stabilization through the end of the
Contract the Contractor will continue to be responsible for providing a high level of
customer support to the State. The terms of hosting, security and production standards will
remain in effect throughout this period. It is also inevitable there will be Change Requests
(CR) and system bugs will occur throughout the operations, maintenance and support
period. Contractor responsibilities for this period of the Contract shall include, but are not
limited to the following:

e A process and tool for the State to report bugs / issues/or change request to meet

the support terms specified in SLA.
e Provide regular updates /report on problems reported to include:

(0}
(0}
(0}
(0}
(0}

High priority problems and time to resolution

Number of open problems and their respective impacts

Total list of problems not resolved within agreed time frames
Problems closed (sorted by impact)

Duration of open problems (sorted by impact)

e Provide regular updates /report on Change Requests submitted to include

(0}
(0}
(0}

13. EXHIBITS

All requests made
Number of open requests
Time to action requests

EXHIBIT 1 — SYSTEM FUNCTIONAL REQUIREMENTS
EXHIBIT 2 — SYSTEM NON-FUNCTIONAL REQUIREMENTS
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EXHIBIT 3 — SERVICE LEVEL AGREEMENT
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EXHIBIT 1
SYSTEM FUNCTIONAL REQUIREMENTS

The Contractor agrees that the web-based Solution provided to the State shall meet, the
functional requirements identified below. The Contractor understands that the final system
acceptance will be contingent upon the validation that the functional requirements below are
present in the production Solution.

10.
11.

12.

13.

The Contractor’s Solution shall support Active Directory (or LDAP), Single Sign-on.
The Contactor’s Solution shall provide a list of search parameters available with the
proposed system, for example: DL/ID number, First name, Last name, DOB, Zip Code etc.
and should also include wildcard searches for partial data entry.
The Contractor’s Solution shall provide both the ability for automated and manual flagging
functionality. Flagging a record should trigger an automated email to the designated staff,
preventing permanent card request from being sent to the central issuance facility until
further review and approval by authorized users.
The Contractor’s Solution shall provide the ability to display messages and check boxes for
customers to make selections such as, Organ donation, voter registration (yes/no Q’s).
The Contractor’s Solution shall provide an option allowing employees to select “Unable to
Sign” for those applicants who are unable/not required to provide a signature.
The Contractor’s Solution must provide both standard and ad hoc reporting capabilities;
Bidders shall provide sample reports as part of their proposal as well as describe capabilities
for ad hoc reporting.
The Contractor’s Solution must have the capability to produce interim (or temporary)
DL/IDs at the time and point of sale. Format to be agreed upon during design phase.
The Contractor’s Solution shall print and ship cards from the central issuance facility no
later than three (3) business days following transmission of DL/ID card data from VT DMV to
the central issuance facility.

e Shipped means transferred to the shipping provider, not transferred to a third-

party mail processing contractor.

The Contractor’s Solution shall use next day service for shipping cards that are not printed
and shipped within three business days, at no additional cost.
The Contractor’s Solution shall provide renewal capabilities via the internet.
The Contractor’s Solution shall inform the user on the screen when a photo failure has
occurred. The error message must identify the cause of the failure in clear and non-
technical verbiage.
The Contractor’s Solution shall provide a camera system that provides maximum
automation, minimum user involvement and capture high quality digital images.
The Contractor’s Solution must provide multiple gates as specified by the VT DMV and must
be scalable when additional gates or interfaces are necessary.
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14. The Contractor’s Solution must allow users real-time access regarding the tracking of
credential transactions that should include, but not limited to:
e System process being performed
e Credentials produced
e Status of credential transaction
¢ Date shipped
® Process problems or failures
e Data transfer failure

15. Contractor must confirm that they will migrate all existing customer historical data and
images from the State’s current solution into the system prior to testing and again
immediately prior to going live to ensure there is not loss of data in the transition from the
current solution to the Contractor’s solution.

16. The Contractor’s Solution shall ensure and demonstrate the ability to exempt certain
records from being returned as potential matches during FR checks (i.e., When undercover
DL/IDs are produced).

17. The Contractor’s shall configure and provide for the testing of BioLink ID in the test
environment. This application and any associated data required only for Facial Recognition
processes shall not be migrated to the production environment until a formal change order
is signed by the State.
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EXHIBIT 2
SYSTEM NON-FUNCTIONAL REQUIREMENTS
The Contractor agrees that the web-based Solution provided to the State shall meet, the non-
functional requirements identified below, which includes hosting, application solution, security,
other and optional. The Contractor understands that the final system acceptance will be
contingent upon the validation that the non-functional requirements below are present in the
production Solution.

1. HOSTING

The Contractor’s Solution will be hosted in a data center within the continental United States
with a redundant data center also located within the continental United States but not within the
same Availability Zone as that term is defined by Amazon Web Services.

The primary application is WebLink ID and will reside in an Amazon Web Services, Government
Certified, data center. The card production applications, factory allocation manager, and job
control system will reside in a VALID certified data center.
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The Contractor will provide data retention and disaster recovery environments that are real-time,
fault-tolerant production locations. The disaster recovery and back up design will be approved
within 30 days’ post contract execution.

Vendor will be responsible for ensuring:

scheduled backups occur

the integrity of the data backed up

restoration of the data, should it be needed

recovery from a disaster meets the specifications of the disaster recovery plan
retention of all system data and images for the life of this contract

vikhwne

2. APPLICATION SOLUTION

Contractor will provide application management for the hosted solutions. This includes
monitoring and analytic tools which will facilitate the management and improvement of all
environments (Prod, QA and Dev) application(s) performance by fine-tuning configuration,
processes and resources required.

Performance reports and enhancement options will be distributed in accordance with a defined
maintenance SLA, for discussion with the DMV prior to any fine-tuning or enhancements being
implemented.

Implementation of any enhancements, maintenance or updates, will occur first through the Dev
or QA environments, and once testing has cleared, promotion to production can occur. These
item(s) and initial testing will be conducted by the Contractor. Once initial testing is complete,
the Vendor will notify the State and the item(s) can be tested and verified by DMV.

All data collected, migrated or transmitted is the property of the State of Vermont. Contractor
will continuously synchronize all data to a VT-hosted data store. Contractor will work with the
DMV’s IT team to ensure they have a data store configured to accept this synchronization.

Contractor anticipates the DMV staff will be able to test data synchronization during the
Systems Integration Testing (SIT) of the project.

Contractor will provide the State with documentation describing how to access and copy data,
as well as provide training on how this can be executed.

Contractor will provide a data dictionary for each environment database, and application
interfacing with the databases. The data dictionary will contain definitions of all databases, data
tables, data elements stored or used regardless of if the data is customer related, transaction-
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related, or meta data collected during the full lifecycle of credential. The dictionary will include
the location, both logically and physically of the data elements.

The data dictionary will define the data element, the application(s) which utilize the element, and
any element’s possible schema or values as well as any data element constraints, such as data
type, length, key relationships, default values, validation criteria and formatting, calculation
formulas, aggregations applied, and NULL ability. Definition of file-based data sets utilized by
WeblLink ID will be part of the data dictionary with articulate definition of each field in the file-
based schema. The data dictionary will be part of the Solution Design Document (SDD) set and
will be a living document. As changes are made to the proposed Solution, the SDD and data
dictionary will be updated and circulated in accordance with the agreed upon SLA for update and
change control documentation.

3. SECURITY
Contractor agrees to the security requirements as outlined in this Contract including Attachment
D.

The system shall perform both syntactical and semantic input validations on all API calls and
methods.

Contractor applications will validate data provided by the client before the request processes:
parameters, URLs and HTTPS header including cookie names, and more.

Contractor’s validation code will whitelist only acceptable characters. The code will also limit the
size of input to reasonable values for a respective field and convert it to a standard encoding
scheme before filters are applied.

The system will perform output encoding for HTML and URL to prevent for Cross Site Scripting.

Contractor applications will be hosted in the Amazon AWS GovCloud and utilize the AWS Key
Management System (KMS) which handles the cryptographic functions and key and certificate
management.

The system will log input validation failures for future audit.

Authentication and Password management:

The State’s Active Directory Group Policy will handle many of the password management
functions forced on the applications’ users. The system will not store any VALID-supplied
default password or users. The applications feature a re-authentication option for critical
system processes such as 1:1 overrides or ICAO overrides. VT DMV system administrators
decide if it wishes to use the re-authentication function.
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Data protection:

Contractors applications will encrypt data at rest and in transit. GET requests will not include
sensitive information. The applications will not store artifacts on the client.

Contractors applications will not disclose sensitive information in error responses, including
system details, session identifiers, or account information.

Contractors application will log all authentication attempts including date/time, user-id and IP
address; the log will include attempts/failures.

The database servers will reside in a private subnet. The application/API servers will reside in a
private subnet in the GovCloud Virtual Private Cloud (VPC), and neither subnet will be accessible
to the internet.

Contractor will require employees at time of hire and on an annual basis to sign a computer use
policy. This policy reviews unauthorized, modification, destruction and disclosure of data. The
database servers will only accept requests from the application servers. The database will not
contain any default database administrative passwords or unnecessary default schema or
content.

Contractor will conduct quarterly internal network vulnerability scans and after changes to
network configuration including but not limited to:

e installation of new equipment such as switches, routers and other network appliances
e firewall adjustments and upgrades
e changes in network topology

Contractor will provide the results of the scans to the State within 5 business days of receiving
the report of the scan and not more frequently than once quarterly, take immediate action to
remediate any findings considered Critical or High and, within 10 business days of request
provide the State with a Plan of Action and Milestones (POAM) to remediate or mitigate any
remaining findings.

Contractor will sub-contract with PCl-qualified scan vendors to conduct external network
vulnerability scans quarterly, provide the results to the State within 5 business days of receiving
the report, and, within 10 business days of receipt of such report, provide the State with a Plan
of Action and Milestones (POAM) to remediate or mitigate any findings.

Contractor will hire a 3rd party to run automated penetration tests and “hack” the applications
to expose any weaknesses. Contractor performs a complete OWASP review internally on an
annual basis. Contractor will provide results to the State within 5 business days of the receipt of
such report. The State may, at its discretion and own cost, also request penetration testing
performed against the applications.
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Contractor will test its incident response plan concurrently with its Business Continuity Test on
an annual basis. All documentation will be updated at that time and approved by the executive
committee. Upon request, the Contractor will supply the documentation to the State within 5
business days.

Contractor continuously monitors its network and applications using a combination of tools such
as Intrusion Prevention Systems (IPS), Intrusion Detection Systems (IDS), as well as log
aggregator, s indexers and reporting tools.

4. OTHER

ID

Non-Functional Requirement Description

NF1

Contractor’s Solution will utilize WebLink ID’s service-oriented architecture and microservices
to communicate transactional data with the DMV’s Enterprise Data Management system
through real-time web services or APl connections. WebLink ID 2.0 was designed to facilitate
this type of communication and data sharing, WebLink ID communicate naturally using this
type of architecture.

NF2

Contractor’s Solution shall securely interface with external systems such as: Problem Driver
Pointer System (PDPS), Systematic Alien Verification for Entitlements (SAVE), Commercial
Driver’s License Information System (CDLIS), Social Security Online Verification (SSOLV).

Contractor will work with the DMV to define which integration method is preferred and how
WeblLink ID will communicate with the mainframe, since the State shall keep these integral
verifications static. An Interface Control Document (ICD) will be created for each interface
created.

NF3

Contractor's Solution will run within the current version of popular web browsers, which are
compatible with Windows 7 and Windows 10 including but not limited to Microsoft
browsers (Microsoft Edge, IE 11) Google Chrome, and Mozilla Firefox. In addition, it should
be backwards compatible at least two versions.

NF4

Contractor's Solution will synchronize its data to a State-hosted MS SQL server in real-time.
The Contractor’s Solution will run on a cloud-based OS (Amazon Web Services Native OS).

NF5

Contractor's Solution shall support Active Directory integrations Active Directory is 2012
R2 or higher.

NF6

Contractor shall provide a Solution Design Document which will outline all architecture,
connections, data, data flow and processes based on the DMV's requirements. The
specifications and signoff will occur in Phase 3 System and Card Design.

NF7

Contractor's Solution shall scale to drive space, memory, and CPU utilization as needed. The
cloud Solution will readily handle 300 or 3000+ users as the DMV requires. However, the
Solution was configured and priced for 300 concurrent users, and additional concurrent
users may require additional costs.

NF8

Contractor's Solution recommends the following desktop hardware configuration:
CPU — Core 13 3rd generation or better RAM — 4GB or better HD — 250 MB of free space (if
capture station, 50MB otherwise).
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NF9

Contractor’s Solution hardware shall be new, currently available, not refurbished or obsolete
of installation and must be guaranteed for the life of the contract. The hardware required
and or recommend for this Solution is identified in Section 7.1.3.

NF10

Contractor's hardware is limited to cameras, signature panels and other scanners proposed
and are selected for their longevity. The hardware chosen shall not need to be replaced, due
to obsolescence, over the course of this contract.

Contractor's software and integrated 3™ party software as part of its Solution, does not have
an end-of-life projected for the version of software planned for implementation during the
lifetime of this contract. System will be kept current as a result of provided hot fixes, patches,
service packs, updates and version upgrades, but the software itself will not need to be
replaced.

NF11

Contractor’s hardware shall be selected for its ruggedness and quality first, as well as for its
footprint. The camera tower shall have a minimal footprint and is designed to free up as much
desk space as possible. The scanners chosen for document collection and authentication shall
be paper feeds, which shall consume about % the physical counter space a flat-bed scanner
requires.
Hardware list:

e Camera Towers

e ARH COMBO SMART Doc-Auth Scanner

e Topaz Signature panel

NF12

Contractor's solution for capture stations shall be configured in multiple manners. Prior to
installation, the contractor's team will conduct site surveys, in part to collect specific site
needs. Shared devices such as cameras, scanners and printers are supported by the
contractor's solution architecture, and should a site need to share devices among multiple
enrollment stations, the solution will support this need.

NF13

Contractor's Solution includes support for the Contractor's installed hardware, travel time and
expenses. There will be no cost to the DMV to support or maintain the hardware installed as
part of this proposal. The Contractor's hardware support shall accomplish this by the
Contractor's technicians travelling to the site’s requiring assistance. Hardware support
required as a result of abuse or negligence will be charged to the State at Contractor’s normal
service rates plus required the cost of required parts.

NF14

Contractor's Solution for the signature panel, draws its power from the USB cable only. No
additional batteries are needed for either the device or the pen.

NF15

Contractor will produce cards at its secure Card Personalization Facilities at 5300 Katrine
Avenue in Downers Grove, lllinois and at 800 Montrose Avenue in South Plainfield, New Jersey,
or at such other locations as mutually agreed to with DMV. Personalization will be routinely
divided by the Contractor's Factory Allocation Manager (FAM) product approximately evenly
between the two facilities, such that the Contractor will operate two primary production
facilities, rather than primary and secondary facilities.

NF16

Contractor’s Solution is fully compliant with AAMVA standards (2016). The Contractor’s base
cards will contain at a minimum sixteen (16) security features. Card body shall be constructed
of polycarbonate. The card design will undergo an on-site / in-person collaboration with the
State to design the different credentials required under both State and Federal law. This will
include an iterative series of steps that will conclude with approved card prototypes. The
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security and design features shall be finalized and approved during Phase 3 — System and Card
Design.

NF17

Contractor will provide at least 15 on-site / in-person trainings to ensure that the DMV staff
are proficient in the use of the new Solution. The Contractor will consult with the DMV on an
optimal plan for a training schedule that will coincide with the installations and meet any
schedule constraints. Training will occur on-site at each DMV-selected location over the course
of the deployments. Training will be conducted by the Contractor at the designated DMV
facility(ies) and should include, but not be limited to, the following:

e Equipment/software driver information and operation

e New processes to be followed with the new Solution

e DL/ID Solution operation

e DL/ID Solution maintenance

e Troubleshooting and monitoring

e Preventive maintenance tasks (e.g., cleaning)

e Reporting

Contractor’s installation teams shall install the new equipment at the DMV sites
as well as test the equipment the night before they ‘go live’ — (immediately after
the normal office hours). The Contractor’s staff would remain on site for the
business day to provide hands-on assistance to all the DMV users.

NF18

Contractor shall develop and implement a DMV-approved Training Plan and materials that
specifies the approach and steps to be taken to ensure DMV personnel have acquired the
knowledge and skills necessary to operate the new Solution. The Training Plan would then be
refined iteratively as a collaborative effort between DMV and Contractor. The details shall be
identified during Phase 5 Testing and Training.

NF19

Contractor will provide the following training materials

e Training plan and Training Schedule

e Training Curriculum and Syllabus

e Training Handouts

e Comprehensive Training Manual (including one hard copy&

e Online help materials

e Operator’s Guides / User Guides (PDF and Microsoft Word versions)
e Web-based training materials (demos, videos, etc.)

e Quick Reference Guides (including troubleshooting) (laminated)

e Presentation materials

e Training evaluation surveys

e Special role-based materials for Super Users

The details will be documented and approved during Phase 5 Testing and Training

NF20

Contractor shall commit to supporting the DMV with updates for all of its deployed
applications throughout the life of the Contract and extension years. Planned updates and
application upgrades will come with additional documentation and training material, as
necessary, to support transition of new information.

NF21

Contractor shall notify the DMV of supported browsers, as they are created, and any impact
of a new browser or deprecation of an older browser upon the current implementation of the
Contractor's Solution.

NF22

Contractor will provide a QA environment for the DMV to test updates and upgrades. The QA
environment shall replicate the production environment as closely as possible (including
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connections to other QA environments if available). Promotion of any update or upgrade to
production cannot occur unless the DMV accepts the update or upgrade on the QA
environment.

NF23 Contractor shall deploy and install all needed hardware at the DMV locations and will maintain

that hardware through the Contractor’s Field Services Teams. The Contractor shall be
responsible for maintaining all its consumables for the purpose of printing temporary
credentials at the DMV locations and at its card personalization factories for producing
permanent credentials. For purposes of this Contract, “needed hardware” shall be limited to
hardware necessary to meet the Requirements.
With a central issuance Solution, consumables at the DMV offices shall be limited to printer
ink and paper. There will be no other consumables needed at the State offices. At the card
personalization facilities, the Contractor shall maintain a rigid inventory of supplies to produce
the State’s credentials.

NF24 Contractor’s system Solution will be meet the 99.9% uptime requirement, 24 x 7 x 365, except
for agreed upon maintenance windows. The Contractor will provide real-time reporting on its
availability and will provide alerts for all interruptions in services and processes. This Solution
availability is reflected in the SLA agreement in exhibit 3.

NF25 Contractor’s Solution shall be compliant with AAMVA standards (2016) . A

minimum of sixteen security features will be integrated into the card design, with
their specifics to be determined during the card design phase of the project.

Preferred security features include:

e UV fluorescent ink in security background printing

e Tagged Ink

e Printing dynamic data elements using digital imaging technologies

e Laminate overlay or coating for surface printed data and portrait

e PDF 417 Bar code (and MRZ on EDL)

e Security background overlapping the portrait image area

e Ghostimage

e UV-A dull substrate material

e Tamper evident card body

e No CMYK colors and at least 2 special colors

e Guilloche design

e  Micro printed text

e Deliberate error into the design or microprint

e Duplex security pattern

e Rainbow printing

e Non-standard fonts

e Optically variable ink

e Tactile personalized elements

NF26 Contractor shall assist the State in obtaining the Department of Homeland Security (DHS) and
Customs and Border Patrol (CBP) compliance.

NF27 Contractor agrees to allocate 500 hours per year to support Vermont specific system

enhancements and other changes, such as card formatting, as needed. Further, Contractor
agrees that if any of the 500 allocated hours are not used in a given year, then they will be
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rolled over into the following year. This process of rolling over the hours will continue until the
expiration of the Contract

NF28

Contractor's Solution includes the creation of a Dynamic Knowledge-based authentication
engine for VT customers to complete prior to completing the EDL enrollment process in
accordance with a specification agreed upon by both parties. This engine will present the
customer with questions, based on data already known about the customer, from a regular
enrollment. The details of the questions will be determined during Phase 4 Development &
Configuration.

NF29

Contractor will work with DMV to gain access to S2S interface and will modify the enrollment
workflow to execute calls to S2S. This is also outlined in Section 12.3 ‘Optional Contract
Deliverables’.

NF30

Contractor will work with the DMV to identify the Mobile ID/DL application requirements. This
is also outlined in Section 12.3 ‘Optional Contract Deliverables’.

NF31

Contractor's Solution displays error messages in human readable text, clearly explaining the
issue to the operator. The text strings used for the error messages are definable, and they are
easily adjustable. The specifications and signoff will occur in Phase 2 Requirements Discovery;
Gathering Fit/Gap analysis & Phase 3 — System and Card Design.

NF32

Contractor's Solution shall be detailed such that information needed, or steps which need to
be undertaken, can clearly be identified to the operator. It shall have the design of a multi-step
enrollment, and as the operator advances through the enrollment, completed sections can be
collapsed and other sections expanded automatically.

NF33

Contractor's Solution shall be designed to utilize edit boxes, static dropdowns, and dynamic
dropdowns (from system-based autofill). Browser based autofill can be disabled on the pages,
preventing the intentional or accidental population of invalid data into an applicant’s
enrollment. The specifications and signoff will occur in Phase 2 Requirements Discovery;
Gathering Fit/Gap analysis & Phase 3 — System and Card Design.

NF34

Contractor's Solution’s analysts will work with the DMV staff to ensure the enrollment form is
as streamlined as possible, utilizing text combo boxes, check boxes, populated drop downs,
and edit boxes to reduce the typing and keyboard entry required to accomplish an enroliment.
Converting as many options to defined values as possible, increases speed and reduces the
potential for mistyped data entry. The specifications and signoff will occur in Phase 2
Requirements Discovery; Gathering Fit/Gap analysis & Phase 3 — System and Card Design.

NF35

Contractor's Solution shall provide the ability for each field, check box or data entry object to
carry different permissions, enabling edit, change, view or hide, based on user permissions or
role. The specifications will be documented and signed off in Phase 2 Requirements Discovery;
Gathering Fit/Gap analysis & Phase 3 — System and Card Design.

NF36

Contractor's Solution shall be designed to support multiple workflows. The different
workflows will be restricted to specific user roles and will only display information appropriate
to that role. The Contractor's Analysts will work with the DMV to ensure the fields presented
to each operator role are appropriate for that operator role’s needs. The specifications and
signoff will occur in Phase 2 Requirements Discovery; Gathering Fit/Gap analysis & Phase 3 —
System and Card Design.

NF37

Contractor's Solution shall be designed to maximize operator ease-of-use. This will be
accomplished by logically laying out the enrollment steps, enabling auto movement of the
cursor when a field is complete, and defining ‘tab stops’ and ‘enter key functions’. The Solution
has a form designer, which will allow for the proper ordering of data entry, and rapid access




STATE OF VERMONT Contract # 36382 Page 39 of 75

to the entry fields. The specifications and signoff will occur in Phase 2 Requirements Discovery;
Gathering Fit/Gap analysis & Phase 3 — System and Card Design.

NF38

Contractor's Solution shall display invalid entries as soon as the operator tabs or moves off the
field by either red text, or a red outline around the field to notify the user that the field does
not pass its validation criteria. The specifications and signoff will occur in Phase 2
Requirements Discovery; Gathering Fit/Gap analysis & Phase 3 — System and Card Design.

NF39

Contractor shall work with the DMV staff to identify the fields needed for each credential type,
as the types of credentials will require different collection of information. The enrollment
workflow will dynamically display the fields needed for the specific credential being requested.
The specifications and signoff will occur in the specifications and signoff will occur in Phase 2
Requirements Discovery; Gathering Fit/Gap analysis & Phase 3 — System and Card Design.

NF40

Contractor's Solution shall support the display of sample data for each field, as well as notifying
the operator as to which field is required, and therefore which fields are optional. The
specifications and signoff will occur in the specifications and signoff will occur in Phase 2
Requirements Discovery; Gathering Fit/Gap analysis & Phase 3 — System and Card Design.

NF41

Contractor's Solution shall allow, an applicant’s data to be saved for later retrieval. However,
data on the form that does not pass validation criteria will not be saved. This process prevents
the accidental saving of malformed or inaccurate data. Should the applicant need to leave the
enrollment process and return later, the application will remain available up to a time frame
decided by the DMV. Applications that have not been completed by the determined time span
can be removed or archived, in accordance with the DMV’s data retention policy. The
specifications and signoff will occur in Phase 2 Requirements Discovery; Gathering Fit/Gap
analysis & Phase 3 — System and Card Design.

NF42

Contractor's Solution shall have for those fields on the enrollment form which are not
complete (do not pass validation) or are required will be flagged in a manner for which the
operator can readily identify the fields needing an update or completion. Fields that are
improper and mandatory are displayed via a highlight. The specifications and signoff will occur
in Phase 3 — System and Card Design.

NF43

Contractor's Solution shall allow during the enrollment process the applicant could

be presented with questions or data entry items for which they must fill out directly
during a questionnaire or ‘sub-workflow’ displayed to them on the signature panel. The
result of these data entry options will be properly marked in the enrollment workflow, on
the screen for the operator to verify. The specifications and signoff will occur in Phase 2
Requirements Discovery; Gathering Fit/Gap analysis & Phase 3 — System and Card Design.

NF44

Contractor's Solution shall maintain robust audit logging functions. All creation, change,
and viewing of applicant’s information is logged. The audit logs shall be made visible or
exposed to the appropriate administrative staff, within the applications.

Additionally, audit log reports can be created for viewing and exporting of audit
information. The audit logs are filterable or searchable by multiple fields, including
applicant ID, operator or user ID, time range, and task or function executed. The
specifications and signoff will occur in Phase 2 Requirements Discovery; Gathering Fit/Gap
analysis & Phase 3 — System and Card Design.

NF45

Contractor will work with the DMV staff to ensure all events required by the organizational
policy and operating requirements and limits are properly part of the audit engine within the
applications in this Solution. The specifications and signoff will occur in Phase 2 Requirements
Discovery; Gathering Fit/Gap analysis & Phase 3 — System and Card Design.
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NF46

Contractor's Solution shall provide standard audit log requirements as defined by NIST 800-53
and IRS 1075. These include but are not limited to logging the following actions:
a) Start and Stop of an enrollment or an application itself.

b) User Login and Log out

c) Session Timeout

d) Account Lockout (and failed access attempts)

e) Applicant record creation, edit, viewing, and deletion, if allowed

f) Event Scheduling and Execution

g) Data Queries

h) Order (change in process, or status of record)

i) Any authentication failure, node, user, or otherwise

j) Image and Signature capture

k) Pll creation, access, updating, deleting (if allowed) and exporting

[) Pll import for external source

m) Advanced Authorization Events, security, administrative, other

n) Backup, Restore and Data Transfer operations

NF47

Contractor's Solution shall enable the viewing, searching and filtering of Audit log data to
operators, administrators or other roles defined by the DMV. Exporting the data in a .csv or
similar format, complete with UTC timestamps of events, is an available option. The
specifications and signoff will occur in Phase 2 Requirements Discovery; Gathering Fit/Gap
analysis & Phase 3 — System and Card Design.

NF48

Contractor's Solution shall utilize NTP time synchronization to ensure each application is
recording accurate timestamps for all transactions and events. The Contractor's Solution will
use the Amazon Web Services (AWS) EC2 instance NTP configuration.

NF49

Contractor's Solution to access the audit log information shall be permission-driven. The
specifications and signoff will occur in Phase 2 Requirements Discovery; Gathering Fit/Gap
analysis & Phase 3 — System and Card Design.

NF50

Contractor's Solution shall not allow any deletion of the audit log data. There will be no tool or
option inside the application to delete the audit records.

NF51

Contractor's Solution shall not allow any modification of the audit log data. There will be no
tool or option inside the application to modify the audit records.

NF52

Contractor’s cloud hosted Solution shall build a fault tolerant solution for the Production,
Development, and QA environments across two AWS Availability Zones (AZ) within the
GovCloud Region. The Production environment will be monitored real-time, 24 hours a day,
365 days a year. In the event of a single node’s failure, additional

nodes will be automatically brought online, without any human intervention.

NF53

Contractor’s hosted Solution shall have the ability to auto scale resources as needed, in the
event of a high traffic or high-volume timeframe, additional resources will be automatically
added to the application (more cpu, more ram). Resources not needed will be removed or
disabled.

NF54

Contractors solution will be a Web Application and use HTTPS requests to encrypt data in
motion between Vermont client workstations and AWS servers which host the applications,
in accordance with NIST’s FIPS 140-2 standard.

NF55

Contractor’s s application servers, database servers, web services servers, match nodes and
cluster controllers will be virtualized. Additionally, within the hosted business rules,
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additional nodes and servers will be brought online automatically if any one node or server
fail, or if the environment requires
more resources.

NF56

Contractor shall operate two Card Personalization Facilities (CPFs), dividing daily print
requests between the two facilities as determined by business need. The volume flows to
each plant will change as needed in accordance with business and operational requirements.

NF57

Contractor’s detailed Disaster Recovery and Business Continuity (DRBC) Plan will be made
available to the DMV, on request, for complete review and approval. The Contractor will
work with the Vermont DMV to review and finalize contingency plans in Phase 4
Development & Configuration regarding how the Contractor will handle an emergency
situation.

NF58

Contractor’s Solution shall include both backup and archival functions for database clusters.
Data retention of backups and archival of data will be defined and finalized in Phase 4
Development & Configuration.

NF59

Contractor’s Solution shall be a hosted environment. It will be the Contractor’s responsibility
to manage the environment’s fault-tolerance and disaster recovery options and
configurations. DMV staff shall access the performance and resources tools to view system
and resource utilization.

NF60

Contractor’s Solution will maintain all data according to the State’s defined records
retention guidelines. Data retention of backups and archival of data will be defined
and finalized in Phase 4 Development & Configuration.

NF61

Contractor’s Solution will maintain all images and documents according to the
State’s defined document retention guidelines. Specifics will be detailed and
approved in Phase 4 Development & Configuration.

NF62

Contractor’s Solution shall be guaranteed to be virus-, malware-, and backdoor-free at the
time of delivery to the DMV. The Contractor will maintain the production, QA and
development hosted environments, and for both maintenance and support will have access
to the applications.

NF63

Contractor’s Solution shall support active directory.

NF64

Contractor’s solution shall not be available to users without them executing a login and
authentication. There will be no application function that exists outside a login and
authentication session backed by an Active Directory server acknowledging the
authentication.

NF65

Contractor’s Solution applications shall be role-driven. Specific details will be documented
and approved during Phase 3 System and Card Design and Phase 4 Development and
Configuration.

NF66

Contractor’s Solution shall require authentication for every transaction, while encrypting
data-at-rest, and in transit. This includes authentication of the requesting users and server or
system accounts.

NF67

Contractor shall, prior to User Acceptance Testing (UAT), include a Systems Integration
Testing (SIT) phase, and will stress test for load balancing and reliability during SIT testing.
Contractor’s project team will

work with the DMV team to ensure the test plans for SIT include Stress and Reliability tests.
This will be documented and approved during Phase 5 - Verification (Testing) and DMV
Training.

NF68

Contractor’s Solution shall utilize standard communication protocols such as TCP/IP, HTTPs
and SMTP for communication.
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NF69

Contractor’s Solution shall collect or push data, as required based on existing or legacy
applications the DMV utilizes. The Solution shall be capable of forming a bridge between those
applications and the SOA backplane utilized or accessed by newer applications. The specific
details will be documented and approved in Phase 2 Requirements Discovery and Phase 3 Card
and Card Design.

NF70

Contractor’s Solution shall comply with all applicable State security policies, and
adhere to all legal, statutory, and regulatory requirements

NF71

Contractor’s Solution shall have security controls in accordance with all Federal and State
security polices and regulations.

NF72

Contractor’s Solution shall adhere to the ‘Fail Safe’ principle, such that, in the event
of a failure, there is no access to protected data, utilizing a ‘default-deny’ paradigm

NF73

Contractor’s Solution shall be accordance with the understanding that this Solution is
essentially creating and hosting identities. Security architectures, storage, and communication
protocols are selected to ensure the highest possible level of security for data and processes.

NF74

Contractor’s Solution shall provide the ability to identify certain information as confidential
(e.g. Pll, PHI. The specific details will be documented and approved in Phase 2 Requirements
Discovery and Phase 3 System and Card Design.

NF75

Contractor’s Solution shall not allow access to summarized information by default. Access to
all data and statistics will be specifically granted, the default access is ‘none’. The specific
details will be documented and approved in Phase 2 Requirements Discovery and Phase 3
System and Card Design.

NF76

Contractor’s Solution shall allow the appropriate DMV administrators to be given access to
assign and manage user permissions and roles within each application. These roles will exist in
the applications. DMV administrators can add VT AD users to one or many roles. The
applications will perform the authorization after the user has been authenticated in the VT
Active Directory. The specific details will be documented and approved in Phase2
Requirements Discovery and Phase 3 System and Card Design.

NF77

Contractor’s Solution shall be capable of restricting or revoking a user’s permissions, including
the date of revocation without affecting any audit log data displaying that user’s history of
events and transactions. The user will be removed from the system and as such lose access
rights, but the log data will still display the user account (if applicable).

NF78

Contractor’s Solution shall include a monitoring tool which provides authorized State
personnel as well as Contractor’s system administrators a real-time view of the system’s
integrity, user requests, traffic volume, resource utilization and health. The monitoring tool
shall have thresholds for alerts, and activity outside normal usage, as well as messaging
capabilities for approaching any defined threshold or exceeding thresholds.

NF79

Contractor’s Solution will publish usage and access reports, with suspected and blocked
threats, to specifically identified State administrators. The specific details will be documented
and approved during Phase 2 Requirement Discovery and Phase 3 System and Card Design.

NF80

Contractor shall conduct internal and external penetration testing, vulnerability reviews, and
application testing/scanning. The third-party (external) penetration tests shall be conducted
quarterly, and/or upon demand. Contractor will provide the results of the quarterly testing to
the Vermont DMV Security Officer upon request.

NF81

Contractor’s Solution shall be fully compliant with the Federal Driver Privacy Protection Act
(DPPA) of 1994, Public Law No. 103-322 codified as amended by Public Law 106-69, as well as
the American Recovery and Reinvestment Act of 2009.
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NF82

Prior to any production release, Contractor will undergo a rigid set of checks in collaboration
with the Vermont DMV to ensure that everything is ready to move into production. For major
production releases, that effort may at the State’s discretion include a thorough Security
Impact Assessment. The details will be documented and approved in collaboration with the
DMV.

NF83

Contractor shall manufacture DLs and IDs in their Card Personalization Facilities (CPFs). The
facilities will be audited annually by representatives of the Payment Card Industry Security
Standards Council (PClI SSC) as well as individually by certain member institutions. Or, the
facilities will be certified and audited under NASPO standards.

NF84

Contractor shall plan its staffing requirements by the project phase. A full list of staff who will
be working on the Credential Production System (CPS) project by phase will be made available
to Vermont DMV upon request.

The Contractor’s security policies shall require that prior to their hiring, all employees, full-
time, part-time or temporary, go through criminal and credit background checks prior to hire,
at both local and national levels conducted by an independent third-party service provider.
Additionally, the Contractor shall perform and review background checks of current employees
on an annual basis.

Upon review and approval of the background checks, Contractor’s Human Resources and
Security Department provide security training for all new / temporary employees.

Access policies are reviewed with all employees during the mandatory Employee Security
Training. Annually, the Contractor’s security policies are reviewed and approved by

the executive committee. The Contractor shall hold annual Mandatory Security Training for
all employees.

NF85

Contractor shall agree to use the State’s templates for the Project Management deliverables.
The Contractors’ project manager will review those templates with the DMV and will
incorporate them into the Contractor’s project management process. The specific details will
be documented and approved in Phase 1 Project Initiation and Planning.

NF86

The Contractor’s PM will work directly with the State Project Manager to develop agreed-upon
project management deliverables, such as schedules, plans and reports. The specific details
will be documented and approved in Phase 1 Project Initiation and Planning.

NF87

During weekly progress meetings the Contractor will provide ongoing updates, will offer advice
to help meet goals and schedules, will identify the risks associated with each undertaking, and
will participate in walkthroughs of selected deliverables, as requested by the State staff. The
specific details will be documented and approved in Phase 1 Project Initiation and Planning.

NF88

Contractor will develop and provide weekly progress reports which address the topics
mentioned above, and they will be submitted to the DMV at DMV-designated time frames.
Contractor will support other report periodicities, as needed. The Contractor PM will
incorporate all the action items and activities mentioned above. VALID will use the State’s
templates and portfolio management tools. The specific details will be documented and
approved in Phase 1 Project Initiation and Planning.

NF89

Contractor’s replacement of its designated key personnel will occur only with the approval of
the State. If the Contractor must provide an alternative key person, then the Contractor will
submit to the DMV in writing the reason for the change and a completed staff experience
reference form and resume for the substitute person, which the State will approve or
disapprove.
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NF90 Contractor shall work with the State and DMV to determine a project documentation and
repository approach that aligns with those of the State and DMV. The specific details will be
documented and approved during Phase 1 Project Initiation and Planning.

NF91 Contractor shall provide technical infrastructure documentation describing the system,
hardware, software and tools needed for each of the Production, QA and Development
environments. These documents will be part of the Solution Design Document, and will be
delivered before SIT, and revised as necessary post SIT and before implementation.

NF92 Contractor will provide its Change Management Plan to the Vermont DMV for its review and
approval. The Contractor will detail any differences in approach to change management by
project phase and/or ongoing operations in the change management plan.

NF93 Contractor will provide an environment configuration document for each of the proposed
environments (Prod, QA and Development) detailing the configuration of each of the hosted
environments. These documents will be part of the Solution Design Document, and will be
delivered before SIT, and revised as necessary post SIT and before implementation.

NF94 Contractor shall provide the following documents to the State:

1) Data Dictionary

2) Data Models

3) Data Flow Diagrams

4) Process Models

5) Other planning and design documents

These documents will be part of the Solution Design Document, and will be
delivered before SIT and revised as necessary post SIT and before implementation.

NF95 Contractor will collaborate with the State to create and execute a Knowledge Transfer and
Training Plan that will layout our joint objectives, mutual roles and responsibilities, as well as
our approach to ensure that all the DMV staff — management, operational and administrative
end-users and technical personnel — are proficient and confident in using Contractor’s
Solution. The specific details will be documented and approved in Phase 4 Testing and Training.

NF96 In collaboration with the DMV, Contractor will prepare a Knowledge Transfer and Training
Plan, which describes the formal processes to position the DMV and ADS staff to run, maintain
and proficiently support the DL / ID system Solution in a self-sufficient manner. The specific
details will be documented approved in Phase 4 Testing and Training.

NF97 Contractor shall do a walkthrough of all training packages to the State at least a month prior
to the beginning of scheduled training, so that any corrections or adjustments can be made
efficiently and without rushing. The specific details will be documented approved in Phase 4
Testing and Training.

NF98 Everything developed by Contractor for the training of the DMV staff will be made available to
the Vermont DMV, which can modify and replicate as needed.

NF99 All of the Contractors’ training materials shall have an electronic distribution component. The
specific details will be documented approved in Phase 4 Testing and Training.

NF100

Contractor will assist Vermont DMV with all testing and release preparation in the pre-
production environment. Contractors’ Quality Management team will heavily execute test
cases before a potential release. Further, release preparation will include staging on the QA
server where additional testing occurs; and the Contractor will use a pre-production checklist
to ensure that all steps are executed prior to production switch-over. The specific details will
be documented approved in Phase 4 Testing and Training.
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NF101

Contractor shall have an Implementation Plan, which includes Contractor’s plan for support
and maintenance. The specific details will be documented and approved in the Service Level
Agreement.

NF102

Contractor will provide to Vermont DMV suggested support staffing information for the
implementation and ongoing operational support. The specific details will be documented and
approved in the Service Level Agreement.

NF103

Contractor shall work with the State of Vermont (SOV) to develop security and infrastructure
to SOV is complying with Interconnection Security Agreement (ISA) required by the
Department of Homeland Security. Contractor will assist the SOV in working with the DHS to
establish a new ISA and ensuring compliance.

NF104

Contractor's Solution BioLink ID when implemented shall include 1:1, 1:N, and other match
requests (subject to further language in Attachment A, Section 7.1.1 paragraph 2), the
1:1 verification will be accomplished at image capture, and 1:N as part of gated issuance,
meaning the credential will not be cleared to be printed until it has passed 1:N verification.

NF105

Contractor's biometric enrollment and verification will be designed built and tested (subject to
further language in Attachment A, Section 7.1.1 paragraph 4). BioLink ID is not required for WebLink
ID to conduct enrollments within the live environment, or to communicate with other
verification portals such as AAMVA.

OPTIONAL CONTRACT DELIVERABLES

While the State does not intend on implementing the flowing services at the time of initial
implementation it recognizes that over the term of this contract implementation of the following
services may be implemented. The contractor and the State will negotiate the detailed requirement of
these services as well as any price variations at the time the State desires to move forward with
implementation of these solutions.

S2S is an optional deliverable. It is not required for the implementation on or before 7/1/2019.
The State has the option to complete this functionality over the life of the contract. It will not be
included in the per card price at this time. If the State decides to move forward with this
functionality contract negotiations will occur at that time.

Mobile ID/DL application is an optional deliverable. It is not required for the implementation on
or before 7/1/2019. The State has the option to complete this functionality over the life of the
contract. It will not be included in the per card price at this time. If the State decides to move
forward with this functionality contract negotiations will occur at that time.
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EXHIBIT 3
STANDARD SERVICE LEVEL AGREEMENT

Type DESCRIPTION
Maintenanc | e Live support for “System issues” available from 7:00AM — 11:00PM (EST) Monday —
e and Sunday
Operations | ¢ ‘After Hours’ support for system down issues provided 24-hour x7 days x 365 days.
Support After Hours support shall be voicemail based.
Window e Contractor’s Help Desk (HD) shall review issues and respond within 15 minutes from
the receipt of the request.
Method for | ¢ Contractor’s HD will receive communications from DMV Application Support or IT
Contacting Help Desk via:
Technical 0 web tracking (add web-based portal info)
Support 0 Toll-free support telephone line: (add toll-free, support line)
O Email: add Contractor email
e If the issue is severe and the Contractor HD does not respond within 15 minutes,
then DMV Application Support or IT Help Desk will dispatch a call to the nearest
Field Services technician who will travel to the site to resolve the concern.
If the call is regarding malfunctioning equipment, then the Contractor’s HD operator
will request the following from the requestor:
O Location of the office (full physical address)
0 Contact point (name, phone and email)
0 A concise summary of the issue
Escalation DMV Application Support or IT Help Desk Support will contact the Contractor’s Operations
Process for Manager/Support Team.
Support
Issues Priority Description Target Target Fix Time
Response Time
Critical Used when any hardware Shall be resolved or a

or software becomes
unavailable, jeopardizes
the Agency’s compliance
with laws, affects

workaround provided within
four (4) hours. A high-level
resolution plan will be
presented, and shall include
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security or integrity of
any Agency’s data or
degrades the Agency’s
response time below
performance
requirements. For
example, completely
preventing users from
processing driver’s
licenses/identification
cards due to issues with:
camera, signature pad,
software applications,
interfaces to State and
AAMVA interfaces.

High

Used when one or more
business users are
experiencing a problem
that needs quick
attention (example:
document scanner).

Med

Used when 1 or more
business users are
experiencing a problem
that has a work around.

Acknowledgement
w/in 15 minutes
from the FPOC
that the issue is
being worked.

root cause analysis,
description and probable
cause, status, next steps,
timeline.

An average resolution time of
one (1) day, but no more than
a maximum of three (3) days.

An average resolution time of
four (4) days, with all medium
priority issues being resolved
within seven (7) days.

Low

Used when 1 or more
business users are
experiencing a problem
that is not affecting their

Acknowledgement
time w/in One (1)
hour from the
FPOC.

The issue shall be resolved
within 30 calendar days of the
notification.

work but would like it
fixed.

Dispatched calls where a field services technician needs to travel to a DMV location
and make a repair or replacement should incur a four (4) hour window.

Tracking
Response
Resolution
Metrics

Contractor shall track all issues from the moment the issue reaches their Help Desk until
the technician resolves the issue.

Contractor shall use an automated call distribution (ACD) system which will automatically
track calls, provide call durations, etc.

Contractor HD Customer Service Representation (CSR) will log the open ticket into JIRA, the
Contractor’s issue management system, where the issue will be recorded, tracked, and
progresses through final resolution.

Contractor will report to DMV monthly all agreed-upon metrics as they relate to all
calls, web tracking and emails to the Help Desk, response times, resolutions, etc.

Service
Maintenance

Scheduled — Contractor shall schedule maintenance during the State’s regular maintenance
schedule. Today, that is weekly on Thursday, evenings 6PM —7PM and Sunday, noon —6PM
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Unscheduled — Contractor shall provide the State with a minimum of 7 days advance
written notice of any planned maintenance that is outside of the established regular
maintenance schedule. This should be outside DMV business hours.

Service °

Outage

Scheduled — Contractor shall notify the State of Scheduled outages at least 7 days

in advance.

Unscheduled

0 Recovery Time Objective (RTO) — production must resume within 4 hours of the
onset of the disaster.

O Recovery Point Objective (RPO) within 15 minutes of the failure. If requested by
the DMV the Contractor shall provide support in identifying any data not
recovered during the 15 minute timeframe.

Printingand | e

Shipping of
Licenses [F11
&F12]

Contractor's Card Personalization Facilities will print and ship cards no later than
three (3) business days following transmission of DL/ID card data from VT DMV.
Contractor will ship cards not completed within the required three-day agreement
via an expedited shipping service such as UPS or FedEx for next day delivery at the
Contractor’s cost.

Contractor shall guarantee all its cards are free from defects in production during the term
of the card. If the DMV or one of its citizens says a credential should be replaced during
the term of the card, then the credential will be replaced at the Contractor’s cost if the card
shows signs of a production defect and is free from signs of abuse. Normal wear and tear
is not a production defect.

Modification | Contractor shall perform 500 hours per year of development at no cost after base functionality
s/Enhancem | has been implemented. Examples include:
ents
0 Configuration changes
O Card Design changes
0 Commissioner card signature change
0 Accommodate unanticipated requests for enhancements due to legislative or
federal report requirements
Service Credits
SLA Category Description Measurement Remedy/Credit
Solution Availability Server/application-level The servers/application | Credit - % of Monthly

availability

should be up and running
99.9% of the time, with
scheduled maintenance time

Fees 99.90% - 100% No
Credit 99.70% to
99.89% 8% 99.50% to

excluded from the | 99.69% 15% < 99.50%

calculation 25%
Scheduled Contractor is allowed 10 | From the time the | Credits shall be one
Maintenance hours of system | maintenance begins, until | percent (1%) of the fees
maintenance per month, | the work is complete, and | paid to the Contractor

scheduled with the Agency.

system is operational again.

in the applicable month
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hour of
Downtime
this

for each
Scheduled
that exceeds
limitation.

Licensing Office
Outage — Onsite Issue
Resolution

If a key component of the
license issuing office is
down and a customer
record cannot be processed,
even with a workaround, it
constitutes as an office
outage

From the time the issue is
reported to Contractor until
the issue is resolved. Max
time allowed is 4 business
hours for an office outage
situation.

For each incident that
the response time is
over 8 business hours
for an entire license
facility outage, a $1,000
credit will be issued

Standard Service Call
for Licensing Office
(non-office  outage)

All service calls for routine

equipment repair /
replacement will be
responded to within 4
hours.

From the time the issue is
reported to Contractor until
the issue is resolved should
be four hours or less.

For non-outage issues,
average the response
time each month. If the
average is over 4 hours,
a $500 credit will be
issued.

Credential Quality

Contractor guarantees the
quality of all credentials
(DLs and IDs) it produces for
Vermont DMV.

If a Vermont citizen has
issues with his or her card, or
if Vermont DMV has any
concern with any
Contractor-produced
credential directly related to
a production defect (during
the service term of the card),
then Contractor will
immediately issue a new
credential and mail it to the
appropriate location, at no
additional charges.

For purposes of this
warranty the term, “service
term” shall mean the period
between card issuance and
the card’s expiration date.

Contractor guarantees
all its cards are free
from production
defects. If the DMV or
one of its citizens says a

credential should be
replaced for a
production defect

during the service term
of the card, then the
credential  will be
replaced at the
Contractor’s cost.

For purposes of this
warranty the term,
“service term” shall
mean the period
between card issuance
and the card’s
expiration date.

Disaster Resolution

Contractor will have a
primary and backup
production facility and Data
Center, which should
minimize any issues created
by a disaster at those
locations

1) If a disaster occurs at a
production facility, the work
shall be transferred to the
back-up facility within one
business day to continue
production of jobs received.
2) If a Contractor Data-
Center receiving the jobs has

1) Credit of five percent
(5%) of the fees paid to
Contractor in the
applicable month for
each one (1) hour
increment (or part
thereof) beyond one
business day 2) The
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disaster occur, they shall | recovery point
recover files sent within a 15 | achieved is greater than
min period from the time of | fifteen (15) minutes,

the disaster (ex: if this
disaster occurs at 8 am, files
sent up to 7:45 am shall be
recovered)

the failure of which to
achieve shall result in a
Performance Credit of
five percent (5%) of the
fees paid to Contractor
in the applicable month
for each fifteen (15)
minute increment (or
part thereof) beyond
fifteen (15) minutes

Security Compliance

Contractor will adequately
protect State data housed
at Contractor facilities and
comply with security rules
established by the agency

Discovery of a breach of
State Data

Agency shall receive a
Performance Credit of
25% of the fees paid to
Contractor in the
applicable month for
any non-compliance of
Contractor 's security
obligations that
involves access to State
Data, including the loss
or theft of driver
licenses, State IDs or
other driver license
information
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ATTACHMENT B — PAYMENT PROVISIONS
The maximum dollar amount payable under this contract is not intended as any form of a
guaranteed amount. Nothing in this contract or any other procurement documents shall be
deemed a guarantee of expected transaction volume. The Contractor will be paid for products
or services actually delivered or performed, as specified in Attachment A, up to the maximum
allowable amount specified on page 1 of this contract occurring prior to Contract expiration.

1. Prior to commencement of work and release of any payments, Contractor shall submit to
the State:

a. acertificate of insurance consistent with the requirements set forth in Attachment
C, Section 8 (Insurance), and with any additional requirements for insurance as
may be set forth elsewhere in this contract; and

b. acurrent IRS Form W-9 (signed within the last six months).

2. Payment terms are Net 30 days from the date the State receives an error-free invoice
with all necessary and complete supporting documentation.

3. Contractor shall be paid for services rendered as set forth herein. Contractor shall have
no recourse against the State for any payment except as expressly set forth herein.

4. Contractor shall not invoice the State of Vermont until the completion and acceptance of
the first period of the contract lifecycle, which is documented in Attachment A section 5.
Invoicing must contain a detail of equipment delivered and services including dates and
hours of work performed and rates of pay as applicable. All invoices must include the
Contract # for this contract.

5. Contractor shall submit the monthly invoices to the State by the 15" calendar day of the
month following the month of services. Invoices shall be submitted to the State at the
following address:

Vermont Department of Motor Vehicles
Accounts Payable

120 State Street

Montpelier, VT 05603
DMVFinanceunit@vermont.gov

Invoices submitted at the end of the State’s fiscal year (currently June 30), must be
submitted by the 5% of June to be processed within that current fiscal year. Invoices
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submitted after the 5™ of June of any year may not be processed until after July 10% of

the same year.

6. Contractor shall compensate the State for any service level violations that may occur in
accordance with the service credit schedule set forth in Attachment A exhibit 3.

7. Upon completion and acceptance of core services outlined in Attachment A Section 5

Contractor shall be paid for services performed, and any additional reimbursements, as

follows:

Table 1

PAYMENT OVER TIME PER CARD COST YEARS 1 TO 5 OF THE CONTRACT

May be charged in addition to the
per card cost for DL/ID or EDL.
Invoices including this expedited
charge must include proof of
approval.

PRODUCTION OR SERVICE QTY | UNIT NOTTO
DESCRIPTION EXCEED COST
DL/ID Per Card Cost 1 Per Card | $3.31

EDL Per Card Cost 1 Per Card | S5.04
Additional Expedited cost percard | 1 Per Card | $30.00

agreement.

NOTE: Per card cost is inclusive of all requirements set forth in this

8. Other Professional Services — Contractor shall provide 500 hours annually for services the

State may request. Should the State require additional services beyond the 500 hours the

Contractor agrees to provide these services at the hourly rates listed below. A formal

Change Order which outlines the new scope of work and estimated number of hours and

cost shall be submitted and approved by the State prior to any work being done.

System Acceptance

Description Hourly Rate Prior to Final

Hourly Rate during
Maintenance and Support
Years 1 through 5

Project Manager $125.00

$125.00

Business Analyst $125.00

$125.00
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Lead $150.00 $150.00
System/Software

Engineer

Developer $145.00 $145.00
Card Design $145.00 $145.00

9. The Contractor shall perform all maintenance and support services as described in the
service level agreement and at no additional charge to the state. In addition, the
Contractor may not invoice the state or request to utilize enhancement hours as covered
under Attachment B, Section 8 above, for issue, “bug”, resolution related to general
system maintenance.

10. Termination for Convenience Terms

In the event the State elects to terminate this Contract in accordance with Section 7,
Termination for Convenience on page 1 of this Contract, the following provisions shall
apply.

Notice of any such termination shall be delivered in writing to the Contractor. Any such
Notice of Termination shall specify the extent to which performance under this Contract is
terminated, and the date upon which such termination becomes effective. Upon receipt of
any such notice, Contractor shall, unless the notice requires otherwise:

A. Immediately discontinue performance on the date and to the extent specified in
the notice;
B. Place no further orders for materials other than as may be necessarily required

for completion of such portion of the Contract that is not terminated;

C. Promptly make every reasonable effort to either obtain cancellation on terms
satisfactory to DMV of all orders to Contractor's suppliers to the extent they relate to
the performance of that portion terminated, or upon DMV's concurrence assign to DMV
those orders; and

D. Assist DMV, upon request, in the maintenance, protection, and disposition of
property acquired by DMV under this Contract.

E. If terminated for convenience, the DMV will pay the Contractor an equitable
adjustment to include (without duplication of any item) an amount equal to its
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unrecovered investment in equipment, materials, development costs and a reasonable
profit considering the percentage of the project completed not to exceed the amount
indicated in the Investment Recovery table below.

F.

Investment Recovery In the Event of Termination for Convenience:

Equitable Equitable
Month After . Month After Adjustment
Commencement Adjustment Commencement Not To
of Contract Not To of Contract Exceed
Exceed (All Costs)
(All Costs)

1 $44,730 31 $550,000
2 $44,730 32 $550,000
3 $44,730 33 $550,000
4 $657,300 34 $500,000
5 $657,300 35 $500,000
6 $657,300 36 $500,000
7 $813,750 37 $450,000
8 $813,750 38 $450,000
9 $813,750 39 $450,000
10 $975,450 40 $400,000
11 $975,450 41 $400,000
12 $975,450 42 $400,000
13 $901,950 43 $350,000
14 $901,950 44 $350,000
15 $901,950 45 $350,000
16 $828,450 46 $300,000
17 $828,450 47 $300,000
18 $828,450 48 $300,000
19 $760,200 49 $250,000
20 $760,200 50 $250,000
21 $760,200 51 $250,000
22 $698,250 52 $200,000
23 $698,250 53 $200,000
24 $698,250 54 $200,000
25 $636,300 55 $150,000
26 $636,300 56 $150,000
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27 $636,300 57 $150,000
28 $574,350 58 $100,000
29 $574,350 59 $100,000
30 $574,350 60 $100,000
G. The Investment Recovery to be paid by DMV in accordance with the above terms

will represent the amount of the unamortized costs of equipment and other
components acquired by the Contractor that Contractor cannot recoup as a
consequence of such early termination.
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ATTACHMENT C: STANDARD STATE PROVISIONS
FOR CONTRACTS AND GRANTS
RevVISED DECEMBER 15, 2017

1. Definitions: For purposes of this Attachment, “Party” shall mean the Contractor, Grantee or
Subrecipient, with whom the State of Vermont is executing this Agreement and consistent with the form
of the Agreement. “Agreement” shall mean the specific contract or grant to which this form is attached.

2. Entire Agreement: This Agreement, whether in the form of a contract, State-funded grant, or Federally-
funded grant, represents the entire agreement between the parties on the subject matter. All prior
agreements, representations, statements, negotiations, and understandings shall have no effect.

3. Governing Law, Jurisdiction and Venue; No Waiver of Jury Trial: This Agreement will be governed by
the laws of the State of Vermont. Any action or proceeding brought by either the State or the Party in
connection with this Agreement shall be brought and enforced in the Superior Court of the State of
Vermont, Civil Division, Washington Unit. The Party irrevocably submits to the jurisdiction of this court
for any action or proceeding regarding this Agreement. The Party agrees that it must first exhaust any
applicable administrative remedies with respect to any cause of action that it may have against the State
with regard to its performance under this Agreement. Party agrees that the State shall not be required to
submit to binding arbitration or waive its right to a jury trial.

4. Sovereign Immunity: The State reserves all immunities, defenses, rights or actions arising out of the
State’s sovereign status or under the Eleventh Amendment to the United States Constitution. No waiver
of the State’s immunities, defenses, rights or actions shall be implied or otherwise deemed to exist by
reason of the State’s entry into this Agreement.

5. No Employee Benefits For Party: The Party understands that the State will not provide any individual
retirement benefits, group life insurance, group health and dental insurance, vacation or sick leave,
workers compensation or other benefits or services available to State employees, nor will the State
withhold any state or Federal taxes except as required under applicable tax laws, which shall be
determined in advance of execution of the Agreement. The Party understands that all tax returns required
by the Internal Revenue Code and the State of Vermont, including but not limited to income, withholding,
sales and use, and rooms and meals, must be filed by the Party, and information as to Agreement income
will be provided by the State of Vermont to the Internal Revenue Service and the Vermont Department of
Taxes.

6. Independence: The Party will act in an independent capacity and not as officers or employees of the
State.

7. Defense and Indemnity: The Party shall defend the State and its officers and employees against all third
party claims or suits arising in whole or in part from any act or omission of the Party or of any agent of the
Party in connection with the performance of this Agreement. The State shall notify the Party in the event
of any such claim or suit, and the Party shall immediately retain counsel and otherwise provide a complete
defense against the entire claim or suit. The State retains the right to participate at its own expense in
the defense of any claim. The State shall have the right to approve all proposed settlements of such claims
or suits.
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After a final judgment or settlement, the Party may request recoupment of specific defense costs and may
file suit in Washington Superior Court requesting recoupment. The Party shall be entitled to recoup costs
only upon a showing that such costs were entirely unrelated to the defense of any claim arising from an
act or omission of the Party in connection with the performance of this Agreement.

The Party shall indemnify the State and its officers and employees if the State, its officers or employees
become legally obligated to pay any damages or losses arising from any act or omission of the Party or an
agent of the Party in connection with the performance of this Agreement.

Notwithstanding any contrary language anywhere, in no event shall the terms of this Agreement or any
document furnished by the Party in connection with its performance under this Agreement obligate the
State to (1) defend or indemnify the Party or any third party, or (2) otherwise be liable for the expenses
or reimbursement, including attorneys’ fees, collection costs or other costs of the Party or any third party.

8. Insurance: Before commencing work on this Agreement the Party must provide certificates of insurance
to show that the following minimum coverages are in effect. It is the responsibility of the Party to maintain
current certificates of insurance on file with the State through the term of this Agreement. No warranty
is made that the coverages and limits listed herein are adequate to cover and protect the interests of the
Party for the Party’s operations. These are solely minimums that have been established to protect the
interests of the State.

Workers Compensation: With respect to all operations performed, the Party shall carry workers’
compensation insurance in accordance with the laws of the State of Vermont. Vermont will accept an out-
of-state employer's workers’ compensation coverage while operating in Vermont provided that the
insurance carrier is licensed to write insurance in Vermont and an amendatory endorsement is added to
the policy adding Vermont for coverage purposes. Otherwise, the party shall secure a Vermont workers’
compensation policy, if necessary to comply with Vermont law.

General Liability and Property Damage: With respect to all operations performed under this Agreement,
the Party shall carry general liability insurance having all major divisions of coverage including, but not
limited to:

Premises - Operations

Products and Completed Operations

Personal Injury Liability

Contractual Liability

The policy shall be on an occurrence form and limits shall not be less than:
$1,000,000 Each Occurrence
$2,000,000 General Aggregate
$1,000,000 Products/Completed Operations Aggregate
$1,000,000 Personal & Advertising Injury

Automotive Liability: The Party shall carry automotive liability insurance covering all motor vehicles,
including hired and non-owned coverage, used in connection with the Agreement. Limits of coverage shall
not be less than $500,000 combined single limit. If performance of this Agreement involves construction,
or the transport of persons or hazardous materials, limits of coverage shall not be less than $1,000,000
combined single limit.

Additional Insured. The General Liability and Property Damage coverages required for performance of this
Agreement shall include the State of Vermont and its agencies, departments, officers and employees as
Additional Insureds. If performance of this Agreement involves construction, or the transport of persons
or hazardous materials, then the required Automotive Liability coverage shall include the State of
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Vermont and its agencies, departments, officers and employees as Additional Insureds. Coverage shall be
primary and non-contributory with any other insurance and self-insurance.

Notice of Cancellation or Change. There shall be no cancellation, change, potential exhaustion of
aggregate limits or non-renewal of insurance coverage(s) without thirty (30) days written prior written
notice to the State.

9. Reliance by the State on Representations: All payments by the State under this Agreement will be
made in reliance upon the accuracy of all representations made by the Party in accordance with this
Agreement, including but not limited to bills, invoices, progress reports and other proofs of work.

10. False Claims Act: The Party acknowledges that it is subject to the Vermont False Claims Act
as set forthin 32 V.S.A. § 630 et seq. If the Party violates the Vermont False Claims Act it shall be
liable to the State for civil penalties, treble damages and the costs of the investigation and
prosecution of such violation, including attorney’s fees, except as the same may be reduced by a
court of competent jurisdiction. The Party’s liability to the State under the False Claims Act shall
not be limited notwithstanding any agreement of the State to otherwise limit Party’s liability.

11. Whistleblower Protections: The Party shall not discriminate or retaliate against one of its
employees or agents for disclosing information concerning a violation of law, fraud, waste, abuse
of authority or acts threatening health or safety, including but not limited to allegations
concerning the False Claims Act. Further, the Party shall not require such employees or agents
to forego monetary awards as a result of such disclosures, nor should they be required to report
misconduct to the Party or its agents prior to reporting to any governmental entity and/or the
public.

12. Location of State Data: No State data received, obtained, or generated by the Party in connection with
performance under this Agreement shall be processed, transmitted, stored, or transferred by any means
outside the continental United States, except with the express written permission of the State.

13. Records Available for Audit: The Party shall maintain all records pertaining to performance under this
agreement. “Records” means any written or recorded information, regardless of physical form or
characteristics, which is produced or acquired by the Party in the performance of this agreement. Records
produced or acquired in a machine readable electronic format shall be maintained in that format. The
records described shall be made available at reasonable times during the period of the Agreement and
for three years thereafter or for any period required by law for inspection by any authorized
representatives of the State or Federal Government. If any litigation, claim, or audit is started before the
expiration of the three-year period, the records shall be retained until all litigation, claims or audit findings
involving the records have been resolved.

14. Fair Employment Practices and Americans with Disabilities Act: Party agrees to comply with the
requirement of 21 V.S.A. Chapter 5, Subchapter 6, relating to fair employment practices, to the full extent
applicable. Party shall also ensure, to the full extent required by the Americans with Disabilities Act of
1990, as amended, that qualified individuals with disabilities receive equitable access to the services,
programs, and activities provided by the Party under this Agreement.

15. Set Off: The State may set off any sums which the Party owes the State against any sums due the Party
under this Agreement; provided, however, that any set off of amounts due the State of Vermont as taxes
shall be in accordance with the procedures more specifically provided hereinafter.
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16. Taxes Due to the State:

A. Party understands and acknowledges responsibility, if applicable, for compliance with State tax
laws, including income tax withholding for employees performing services within the State,
payment of use tax on property used within the State, corporate and/or personal income tax on
income earned within the State.

B. Party certifies under the pains and penalties of perjury that, as of the date this Agreement is
signed, the Party is in good standing with respect to, or in full compliance with, a plan to pay any
and all taxes due the State of Vermont.

C. Party understands that final payment under this Agreement may be withheld if the Commissioner
of Taxes determines that the Party is not in good standing with respect to or in full compliance
with a plan to pay any and all taxes due to the State of Vermont.

D. Party also understands the State may set off taxes (and related penalties, interest and fees) due
to the State of Vermont, but only if the Party has failed to make an appeal within the time allowed
by law, or an appeal has been taken and finally determined and the Party has no further legal
recourse to contest the amounts due.

17. Taxation of Purchases: All State purchases must be invoiced tax free. An exemption certificate will be
furnished upon request with respect to otherwise taxable items.

18. Child Support: (Only applicable if the Party is a natural person, not a corporation or partnership.) Party
states that, as of the date this Agreement is signed, he/she:

A. is not under any obligation to pay child support; or
B. is under such an obligation and is in good standing with respect to that obligation; or

C. has agreed to a payment plan with the Vermont Office of Child Support Services and is in full
compliance with that plan.

Party makes this statement with regard to support owed to any and all children residing in Vermont. In
addition, if the Party is a resident of Vermont, Party makes this statement with regard to support owed to
any and all children residing in any other state or territory of the United States.

19. Sub-Agreements: Party shall not assign, subcontract or subgrant the performance of this Agreement
or any portion thereof to any other Party without the prior written approval of the State. Party shall be
responsible and liable to the State for all acts or omissions of subcontractors and any other person
performing work under this Agreement pursuant to an agreement with Party or any subcontractor.

In the case this Agreement is a contract with a total cost in excess of $250,000, the Party shall provide to
the State a list of all proposed subcontractors and subcontractors’ subcontractors, together with the
identity of those subcontractors’ workers compensation insurance providers, and additional required or
requested information, as applicable, in accordance with Section 32 of The Vermont Recovery and
Reinvestment Act of 2009 (Act No. 54).

Party shall include the following provisions of this Attachment C in all subcontracts for work performed
solely for the State of Vermont and subcontracts for work performed in the State of Vermont: Section 10
(“False Claims Act”); Section 11 (“Whistleblower Protections”); Section 12 (“Location of State Data”);
Section 14 (“Fair Employment Practices and Americans with Disabilities Act”); Section 16 (“Taxes Due the
State”); Section 18 (“Child Support”); Section 20 (“No Gifts or Gratuities”); Section 22 (“Certification
Regarding Debarment”); Section 30 (“State Facilities”); and Section 32.A (“Certification Regarding Use of
State Funds”).
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20. No Gifts or Gratuities: Party shall not give title or possession of anything of substantial value (including
property, currency, travel and/or education programs) to any officer or employee of the State during the
term of this Agreement.

21. Copies: Party shall use reasonable best efforts to ensure that all written reports prepared under this
Agreement are printed using both sides of the paper.

22. Certification Regarding Debarment: Party certifies under pains and penalties of perjury that, as of the
date that this Agreement is signed, neither Party nor Party’s principals (officers, directors, owners, or
partners) are presently debarred, suspended, proposed for debarment, declared ineligible or excluded
from participation in Federal programs, or programs supported in whole or in part by Federal funds.
Party further certifies under pains and penalties of perjury that, as of the date that this Agreement is
signed, Party is not presently debarred, suspended, nor named on the State’s debarment list at:
http://bgs.vermont.gov/purchasing/debarment

23. Conflict of Interest: Party shall fully disclose, in writing, any conflicts of interest or potential
conflicts of interest.

24. Confidentiality: Party acknowledges and agrees that this Agreement and any and all
information obtained by the State from the Party in connection with this Agreement are subject
to the State of Vermont Access to Public Records Act, 1 V.S.A. § 315 et seq.

25. Force Majeure: Neither the State nor the Party shall be liable to the other for any failure or
delay of performance of any obligations under this Agreement to the extent such failure or delay
shall have been wholly or principally caused by acts or events beyond its reasonable control
rendering performance illegal or impossible (excluding strikes or lock-outs) (“Force Majeure”).
Where Force Majeure is asserted, the nonperforming party must prove that it made all
reasonable efforts to remove, eliminate or minimize such cause of delay or damages, diligently
pursued performance of its obligations under this Agreement, substantially fulfilled all non-
excused obligations, and timely notified the other party of the likelihood or actual occurrence of
an event described in this paragraph.

26. Marketing: Party shall not refer to the State in any publicity materials, information
pamphlets, press releases, research reports, advertising, sales promotions, trade shows, or
marketing materials or similar communications to third parties except with the prior written
consent of the State.

27. Termination:

A. Non-Appropriation: If this Agreement extends into more than one fiscal year of the State (July 1
to June 30), and if appropriations are insufficient to support this Agreement, the State may cancel
at the end of the fiscal year, or otherwise upon the expiration of existing appropriation authority.
In the case that this Agreement is a Grant that is funded in whole or in part by Federal funds, and
in the event Federal funds become unavailable or reduced, the State may suspend or cancel this
Grant immediately, and the State shall have no obligation to pay Subrecipient from State
revenues.
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B. Termination for Cause: Either party may terminate this Agreement if a party materially breaches
its obligations under this Agreement, and such breach is not cured within thirty (30) days after
delivery of the non-breaching party’s notice or such longer time as the non-breaching party may
specify in the notice.

C. Termination Assistance: Upon nearing the end of the final term or termination of this Agreement,
without respect to cause, the Party shall take all reasonable and prudent measures to facilitate
any transition required by the State. All State property, tangible and intangible, shall be returned
to the State upon demand at no additional cost to the State in a format acceptable to the State.

28. Continuity of Performance: In the event of a dispute between the Party and the State, each
party will continue to perform its obligations under this Agreement during the resolution of the
dispute until this Agreement is terminated in accordance with its terms.

29. No Implied Waiver of Remedies: Either party’s delay or failure to exercise any right, power
or remedy under this Agreement shall not impair any such right, power or remedy, or be
construed as a waiver of any such right, power or remedy. All waivers must be in writing.

30. State Facilities: If the State makes space available to the Party in any State facility during the
term of this Agreement for purposes of the Party’s performance under this Agreement, the Party
shall only use the space in accordance with all policies and procedures governing access to and
use of State facilities which shall be made available upon request. State facilities will be made
available to Party on an “AS IS, WHERE IS” basis, with no warranties whatsoever.

31. Requirements Pertaining Only to Federal Grants and Subrecipient Agreements: If this Agreement is
a grant that is funded in whole or in part by Federal funds:

A. Requirement to Have a Single Audit: The Subrecipient will complete the Subrecipient Annual
Report annually within 45 days after its fiscal year end, informing the State of Vermont whether
or not a Single Audit is required for the prior fiscal year. If a Single Audit is required, the
Subrecipient will submit a copy of the audit report to the granting Party within 9 months. If a
single audit is not required, only the Subrecipient Annual Report is required.

For fiscal years ending before December 25, 2015, a Single Audit is required if the subrecipient
expends $500,000 or more in Federal assistance during its fiscal year and must be conducted in
accordance with OMB Circular A-133. For fiscal years ending on or after December 25, 2015, a
Single Audit is required if the subrecipient expends $750,000 or more in Federal assistance during
its fiscal year and must be conducted in accordance with 2 CFR Chapter I, Chapter I, Part 200,
Subpart F. The Subrecipient Annual Report is required to be submitted within 45 days, whether
or not a Single Audit is required.

B. Internal Controls: In accordance with 2 CFR Part I, §200.303, the Party must establish and
maintain effective internal control over the Federal award to provide reasonable assurance that
the Party is managing the Federal award in compliance with Federal statutes, regulations, and the
terms and conditions of the award. These internal controls should be in compliance with guidance
in “Standards for Internal Control in the Federal Government” issued by the Comptroller General
of the United States and the “Internal Control Integrated Framework”, issued by the Committee
of Sponsoring Organizations of the Treadway Commission (COSO).

C. Mandatory Disclosures: In accordance with 2 CFR Part Il, §200.113, Party must disclose, in a
timely manner, in writing to the State, all violations of Federal criminal law involving fraud,
bribery, or gratuity violations potentially affecting the Federal award. Failure to make required
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disclosures may result in the imposition of sanctions which may include disallowance of costs
incurred, withholding of payments, termination of the Contract, suspension/debarment, etc.

32. Requirements Pertaining Only to State-Funded Grants:

A. Certification Regarding Use of State Funds: If Party is an employer and this Contract is a State-
funded grant in excess of $1,001, Party certifies that none of these State funds will be used to
interfere with or restrain the exercise of Party’s employee’s rights with respect to unionization.

B. Good Standing Certification (Act 154 of 2016): If this Contract is a State-funded grant, Party
hereby represents: (i) that it has signed and provided to the State the form prescribed by the
Secretary of Administration for purposes of certifying that it is in good standing (as provided in
Section 13(a)(2) of Act 154) with the Agency of Natural Resources and the Agency of Agriculture,
Food and Markets, or otherwise explaining the circumstances surrounding the inability to so
certify, and (ii) that it will comply with the requirements stated therein.

(End of Standard Provisions)
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ATTACHMENT D
INFORMATION TECHNOLOGY SYSTEM IMPLEMENTATION
TERMS AND CONDITIONS (rev. 3/29/18)

1. MODIFICATIONS TO CONTRACTOR DOCUMENTS

The parties specifically agree that the Contractor Documents are hereby modified and
superseded by Attachment C and this Attachment D.

“Contractor Documents” shall mean one or more documents, agreements or other instruments
required by Contractor in connection with the performance of the products and services being
purchased by the State, regardless of format, including the license agreement, end user license
agreement or similar document, any hyperlinks to documents contained in the Contractor
Documents, agreement or other instrument and any other paper or “shrinkwrap,” “clickwrap,”
“browsewrap” or other electronic version thereof.

2. NO SUBSEQUENT, UNILATERAL MODIFICATION OF TERMS BY CONTRACTOR

Notwithstanding any other provision or other unilateral license terms which may be issued by
Contractor during the Term of this Contract, and irrespective of whether any such provisions have
been proposed prior to or after the issuance of an order for the products and services being
purchased by the State, as applicable, the components of which are licensed under the
Contractor Documents, or the fact that such other agreement may be affixed to or accompany
the products and services being purchased by the State, as applicable, upon delivery, the terms
and conditions set forth herein shall supersede and govern licensing and delivery of all products
and services hereunder.

3. TERM OF CONTRACTOR’S DOCUMENTS; PAYMENT TERMS

Contractor acknowledges and agrees that, to the extent a Contractor Document provides for
alternate term or termination provisions, including automatic renewals, such sections shall be
waived and shall have no force and effect. All Contractor Documents shall run concurrently with
the term of this Contract; provided, however, to the extent the State has purchased a perpetual
license to use the Contractor’s software, hardware or other services, such license shall remain in
place unless expressly terminated in accordance with the terms of this Contract. Contractor
acknowledges and agrees that, to the extent a Contractor Document provides for payment terms
which differ from the payment terms set forth in Attachment B, such sections shall be waived
and shall have no force and effect and the terms in Attachment B shall govern.

4. OWNERSHIP AND LICENSE IN DELIVERABLES
4.1 Contractor Intellectual Property.

As between the parties, and subject to the terms and conditions of this Contract, Contractor
and its third-party suppliers will retain ownership of all intellectual property rights in the
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Solution, and any and all derivative works made to the Solution or any part thereof, as well
as all Work Product provided to the State (“Contractor Proprietary Technology”). The State
acquires no rights to Contractor Proprietary Technology except for the licensed interests
granted under this Contract. The term “Work Product” means all other materials, reports,
manuals, visual aids, documentation, ideas, concepts, techniques, inventions, processes, or
works of authorship developed, provided or created by Contractor or its employees or
contractors uniquely for the State during the course of performing work for the State
(excluding any State Data or derivative works thereof and excluding any output from the
Solution generated by the State’s use of the Solution, including without limitation, reports,
graphs, charts and modified State Data, but expressly including any form templates of such
reports, graphs or charts by themselves that do not include the State Data).

Title, ownership rights, and all Intellectual Property Rights in and to the Solution will remain
the sole property of Contractor or its suppliers. The State acknowledges that the source code
is not covered by any license hereunder and will not be provided by Contractor. Except as
set forth in this Contract, no right or implied license or right of any kind is granted to the State
regarding the Solution or any part thereof. Nothing in this Contract confers upon either party
any right to use the other party's trade names and trademarks, except for permitted license
use in accordance with this Contract. All use of such marks by either party will inure to the
benefit of the owner of such marks, use of which will be subject to specifications controlled
by the owner.

4.2 State Intellectual Property; User Name

The State shall retain all right, title and interest in and to (i) all content and all property, data
and information furnished by or on behalf of the State or any agency, commission or board
thereof, and to all information that is created under this Contract, including, but not limited to,
all data that is generated under this Contract as a result of the use by Contractor, the State or
any third party of any technology systems or knowledge bases that are developed for the State
and used by Contractor hereunder, and all other rights, tangible or intangible; and (ii) all State
trademarks, trade names, logos and other State identifiers, Internet uniform resource locators,
State user name or names, Internet addresses and e-mail addresses obtained or developed
pursuant to this Contract (collectively, “State Intellectual Property”).

Contractor may not collect, access or use State Intellectual Property for any purpose other than
as specified in this Contract. Upon expiration or termination of this Contract, Contractor shall
return or destroy all State Intellectual Property and all copies thereof, and Contractor shall have
no further right or license to such State Intellectual Property.

Contractor acquires no rights or licenses, including, without limitation, intellectual property
rights or licenses, to use State Intellectual Property for its own purposes. In no event shall the
Contractor claim any security interest in State Intellectual Property.

5. CONFIDENTIALITY AND NON-DISCLOSURE; SECURITY BREACH REPORTING

5.1 For purposes of this Contract, confidential information will not include information or
material which (a) enters the public domain (other than as a result of a breach of this
Contract); (b) was in the receiving party’s possession prior to its receipt from the disclosing
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party; (c) is independently developed by the receiving party without the use of confidential
information; (d) is obtained by the receiving party from a third party under no obligation of
confidentiality to the disclosing party; or (e) is not exempt from disclosure under applicable
State law.

5.2 Confidentiality of Contractor Information. The Contractor acknowledges and agrees that
this Contract and any and all Contractor information obtained by the State in connection with
this Contract are subject to the State of Vermont Access to Public Records Act, 1 V.S.A. § 315
et seq. The State will not disclose information for which a reasonable claim of exemption can
be made pursuant to 1 V.S.A. § 317(c), including, but not limited to, trade secrets, proprietary
information or financial information, including any formulae, plan, pattern, process, tool,
mechanism, compound, procedure, production data, or compilation of information which is
not patented, which is known only to the Contractor, and which gives the Contractor an
opportunity to obtain business advantage over competitors who do not know it or use it.

The State shall immediately notify Contractor of any request made under the Access to Public
Records Act, or any request or demand by any court, governmental agency or other person
asserting a demand or request for Contractor information. Contractor may, in its discretion,
seek an appropriate protective order, or otherwise defend any right it may have to maintain
the confidentiality of such information under applicable State law within three business days
of the State’s receipt of any such request. Contractor agrees that it will not make any claim
against the State if the State makes available to the public any information in accordance with
the Access to Public Records Act or in response to a binding order from a court or
governmental body or agency compelling its production. Contractor shall indemnify the State
for any costs or expenses incurred by the State, including, but not limited to, attorneys’ fees
awarded in accordance with 1 V.S.A. § 320, in connection with any action brought in
connection with Contractor’s attempts to prevent or unreasonably delay public disclosure of
Contractor’s information if a final decision of a court of competent jurisdiction determines
that the State improperly withheld such information and that the improper withholding was
based on Contractor’s attempts to prevent public disclosure of Contractor’s information.

The State agrees that (a) it will use the Contractor information only as may be necessary in
the course of performing duties, receiving services or exercising rights under this Contract;
(b) it will provide at a minimum the same care to avoid disclosure or unauthorized use of
Contractor information as it provides to protect its own similar confidential and proprietary
information; (c) except as required by the Access to Records Act, it will not disclose such
information orally or in writing to any third party unless that third party is subject to a written
confidentiality agreement that contains restrictions and safeguards at least as restrictive as
those contained in this Contract; (d) it will take all reasonable precautions to protect the
Contractor’s information; and (e) it will not otherwise appropriate such information to its
own use or to the use of any other person or entity.

Contractor may affix an appropriate legend to Contractor information that is provided under
this Contract to reflect the Contractor’s determination that any such information is a trade
secret, proprietary information or financial information at time of delivery or disclosure.
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5.3 Confidentiality of State Information. In performance of this Contract, and any exhibit or
schedule hereunder, the Contractor acknowledges that certain State Data (as defined below),
to which the Contractor may have access may contain individual federal tax information,
personal protected health information and other individually identifiable information
protected by State or federal law or otherwise exempt from disclosure under the State of
Vermont Access to Public Records Act, 1 V.S.A. § 315 et seq. (“State Data”). State Data shall
not be stored, accessed from, or transferred to any location outside the United States.

Unless otherwise instructed by the State, Contractor agrees to keep confidential all State
Data. The Contractor agrees that (a) it will use the State Data only as may be necessary in
the course of performing duties or exercising rights under this Contract; (b) it will provide at
a minimum the same care to avoid disclosure or unauthorized use of State Data as it provides
to protect its own similar confidential and proprietary information; (c) it will not publish,
reproduce, or otherwise divulge any State Data in whole or in part, in any manner or form
orally or in writing to any third party unless it has received written approval from the State
and that third party is subject to a written confidentiality agreement that contains restrictions
and safeguards at least as restrictive as those contained in this Contract; (d) it will take all
reasonable precautions to protect the State’s information; and (e) it will not otherwise
appropriate such information to its own use or to the use of any other person or entity.
Contractor will take reasonable measures as are necessary to restrict access to State Data in
the Contractor’s possession to only those employees on its staff who must have the
information on a “need to know” basis. The Contractor shall not retain any State Data except
to the extent required to perform the services under this Contract.

Contractor shall not access State user accounts or State Data, except in the course of data
center operations, response to service or technical issues, as required by the express terms
of this Contract, or at State’s written request.

Contractor may not share State Data with its parent company or other affiliate without State’s
express written consent.

The Contractor shall promptly notify the State of any request or demand by any court,
governmental agency or other person asserting a demand or request for State Data to which
the Contractor or any third party hosting service of the Contractor may have access, so that
the State may seek an appropriate protective order.

6. SECURITY OF STATE INFORMATION

6.1 Security Standards. To the extent the Contractor or its subcontractors, affiliates or agents
handles, collects, stores, disseminates or otherwise deals with State Data, the Contractor
represents and warrants that it has implemented and it shall maintain during the term of this
Contract the highest industry standard administrative, technical, and physical safeguards and
controls consistent with NIST Special Publication 800-53 (version 4 or higher) and Federal
Information Processing Standards Publication 200 and designed to (i) ensure the security and
confidentiality of State Data; (ii) protect against any reasonable anticipated security threats
or hazards to the security or integrity of the State Data; and (iii) protect against unauthorized
access to or use of State Data. Such measures shall include at a minimum: (1) access controls



STATE OF VERMONT Contract # 36382 Page 67 of 75

on information systems, including controls to authenticate and permit access to State Data
only to authorized individuals and controls to prevent the Contractor employees from
providing State Data to unauthorized individuals who may seek to obtain this information
(whether through fraudulent means or otherwise); (2) industry-standard firewall protection;
(3) encryption of electronic State Data while in transit from the Contractor networks to
external networks; (4) measures to store in a secure fashion all State Data which shall include,
but not be limited to, encryption at rest and multiple levels of authentication; (5) dual control
procedures, segregation of duties, and pre-employment criminal background checks for
employees with responsibilities for or access to State Data; (6) measures to ensure that the
State Data shall not be altered or corrupted without the prior written consent of the State;
(7) measures to protect against destruction, loss or damage of State Data due to potential
environmental hazards, such as fire and water damage; (8) staff training to implement the
information security measures; and (9) monitoring of the security of any portions of the
Contractor systems that are used in the provision of the services against intrusion on a
twenty-four (24) hour a day basis.

6.2 Security Breach Notice and Reporting. The Contractor shall have policies and procedures in
place for the effective management of Security Breaches, as defined below, which shall be
made available to the State upon request.

In the event of any actual security breach or reasonable belief of an actual security breach
the Contractor either suffers or learns of that either compromises or could compromise State
Data (a “Security Breach”), the Contractor shall notify the State within 24 hours of its
discovery. Contractor shall immediately determine the nature and extent of the Security
Breach, contain the incident by stopping the unauthorized practice, recover records, shut
down the system that was breached, revoke access and/or correct weaknesses in physical
security. Contractor shall report to the State: (i) the nature of the Security Breach; (ii) the
State Data used or disclosed; (iii) who made the unauthorized use or received the
unauthorized disclosure; (iv) what the Contractor has done or shall do to mitigate any
deleterious effect of the unauthorized use or disclosure; and (v) what corrective action the
Contractor has taken or shall take to prevent future similar unauthorized use or disclosure.
The Contractor shall provide such other information, including a written report, as reasonably
requested by the State. Contractor shall analyze and document the incident and provide all
notices required by applicable law.

In accordance with Section 9 V.S.A. §2435(b)(3), the Contractor shall notify the Office of the
Attorney General, or, if applicable, Vermont Department of Financial Regulation (“DFR”),
within fourteen (14) business days of the Contractor’s discovery of the Security Breach. The
notice shall provide a preliminary description of the breach. The foregoing notice
requirement shall be included in the subcontracts of any of Contractor’s subcontractors,
affiliates or agents which may be “data collectors” hereunder.

The Contractor agrees to fully cooperate with the State and assume responsibility at its own
expense for the following, to be determined in the sole discretion of the State: (i) notice to
affected consumers if the State determines it to be appropriate under the circumstances of
any particular Security Breach, in a form recommended by the AGO; and (ii) investigation and
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remediation associated with a Security Breach, including but not limited to, outside
investigation, forensics, counsel, crisis management and credit monitoring, in the sole
determination of the State.

The Contractor agrees to comply with all applicable laws, as such laws may be amended from
time to time (including, but not limited to, Chapter 62 of Title 9 of the Vermont Statutes and
all applicable State and federal laws, rules or regulations) that require notification in the
event of unauthorized release of personally-identifiable information or other event requiring
notification.

In addition to any other indemnification obligations in this Contract, the Contractor shall fully
indemnify and save harmless the State from any costs, loss or damage to the State resulting
directly from a Security Breach or the unauthorized disclosure of State Data by the
Contractor, its officers, agents, employees, and subcontractors.

6.3 Security Policies. To the extent the Contractor or its subcontractors, affiliates or agents
handles, collects, stores, disseminates or otherwise deals with State Data, the Contractor will
have an information security policy that protects its systems and processes and media that
may contain State Data from internal and external security threats and State Data from
unauthorized disclosure, and will have provided a copy of such policy to the State. The
Contractor shall provide the State with not less than thirty (30) days advanced written notice
of any material amendment or modification of such policies, when possible.

6.4 Operations Security. To the extent the Contractor or its subcontractors, affiliates or agents
handles, collects, stores, disseminates or otherwise deals with State Data, the Contractor
shall cause an SSAE 18 SOC 2 Type 2 audit report to be conducted annually. The audit results
and the Contractor’s plan for addressing or resolution of the audit results shall be shared with
the State within sixty (60) days of the Contractor's receipt of the audit results. Further, on an
annual basis, within 90 days of the end of the Contractor’s fiscal year, the Contractor shall
transmit its annual audited financial statements to the State.

6.5 Redundant Back-Up. The Contractor shall maintain a fully redundant backup data center
geographically separated from its main data center that maintains near realtime replication
of data from the main data center. The Contractor’s back-up policies shall be made available
to the State upon request. The Contractor shall provide the State with not less than thirty
(30) days advance written notice of any material amendment or modification of such policies.

6.6 Vulnerability Testing. The Contractor shall run quarterly vulnerability assessments and
promptly report results to the State. Contractor shall remediate all critical issues within 90
days, all medium issues within 120 days and low issues within 180 days. Contractor shall
obtain written State approval for any exceptions for vulnerability issues affecting or which
can reasonably be expected to affect State Data. Once remediation is complete, Contractor
shall re-perform the test.

CONTRACTOR’S REPRESENTATIONS AND WARRANTIES

7.1 General Representations and Warranties. The Contractor represents, warrants and
covenants that:
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(i)

(ii)

(i)

(iv)

(v)
(vi)

The Contractor has all requisite power and authority to execute, deliver and
perform its obligations under this Contract and the execution, delivery and
performance of this Contract by the Contractor has been duly authorized by the
Contractor.

There is no outstanding litigation, arbitrated matter or other dispute to which the
Contractor is a party which, if decided unfavorably to the Contractor, would
reasonably be expected to have a material adverse effect on the Contractor’s
ability to fulfill its obligations under this Contract.

The Contractor will comply with all laws applicable to its performance of the
services and otherwise to the Contractor in connection with its obligations under
this Contract.

The Contractor (a) owns, or has the right to use under valid and enforceable
agreements, all intellectual property rights reasonably necessary for and related
to delivery of the services and provision of the Deliverables as set forth in this
Contract; (b) shall be responsible for and have full authority to license all
proprietary and/or third party software modules, including algorithms and
protocols, that Contractor incorporates into its product; and (c) none of the
Deliverables or other materials or technology provided by the Contractor to the
State will infringe upon or misappropriate the intellectual property rights of any
third party.

The Contractor has adequate resources to fulfill its obligations under this Contract.

Neither Contractor nor Contractor’s subcontractors has past state or federal
violations, convictions or suspensions relating to miscoding of employees in NCCI
job codes for purposes of differentiating between independent contractors and
employees.

7.2 Contractor’s Performance Warranties. Contractor represents and warrants to the State that:

(i)

(ii)

(iii)

(iv)

All Deliverables will be free from material errors and shall perform in accordance with the
specifications therefor for a period of at least one year.

Contractor will provide to the State commercially reasonable continuous and
uninterrupted access to the Service, and will not interfere with the State’s access to and
use of the Service during the term of this Contract, provided such access and use may be
limited by delays and other problems inherent in the use of the internet and electronic
communications. Contractor is not responsible for any such delays, delivery failures or
other damage resulting from problems outside its reasonable ability to control.;

The Service is compatible with and will operate successfully with any environment
(including web browser and operating system) specified by the Contractor in its
documentation;

Each and all of the services shall be performed in a timely, diligent, professional
and skillful manner, in accordance with the highest professional or technical
standards applicable to such services, by qualified persons with the technical skills,
training and experience to perform such services in the planned environment.
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(v) All Deliverables supplied by the Contractor to the State excluding proprietary and
third party software, shall be transferred free and clear of any and all restrictions
on the conditions of transfer, modification, licensing, sublicensing and free and
clear of any and all liens, claims, mortgages, security interests, liabilities and
encumbrances or any kind.

(vi) Any time software is delivered to the State, whether delivered via electronic
media or the internet, no portion of such software or the media upon which it is
stored or delivered will have any type of software routine or other element which
is designed to facilitate unauthorized access to or intrusion upon; or unrequested
disabling or erasure of; or unauthorized interference with the operation of any
hardware, software, data or peripheral equipment of or utilized by the State.
Without limiting the generality of the foregoing, if the State believes that harmful
code may be present in any software delivered hereunder, Contractor will, upon
State’s request, provide a new or clean install of the software. Notwithstanding
the foregoing, Contractor assumes no responsibility for the State’s negligence or
failure to protect data from viruses, or any unintended modification, destruction
or disclosure.

(vii)  To the extent Contractor resells commercial hardware or software it purchased
from a third party, Contractor will, to the extent it is legally able to do so, pass
through any such third party warranties to the State and will reasonably cooperate
in enforcing them. Such warranty pass-through will not relieve the Contractor
from Contractor’s warranty obligations set forth herein.

7.3 Limitation on Disclaimer. The express warranties set forth in this Contract shall be in lieu of
all other warranties, express or implied including any warranty as to merchantability, non-
infringement or fitness for any particular purpose.

7.4 Effect of Breach of Warranty. If, at any time during the term of this Contract, software or
the results of Contractor’s work fail to perform according to any warranty of Contractor under
this Contract, the State shall promptly notify Contractor in writing of such alleged
nonconformance, and Contractor shall, at its own expense and without limiting any other
rights or remedies of the State hereunder, re-perform or replace any services that the State
has determined fails to meet the specification applicable thereto. Alternatively, with State
consent, the Contractor may refund of all amounts paid by State for the nonconforming
deliverable or service.

8. PROFESSIONAL LIABILITY AND CYBER LIABILITY INSURANCE COVERAGE

In addition to the insurance required in Attachment C to this Contract, before commencing work
on this Contract and throughout the term of this Contract, Contractor agrees to procure and
maintain (a) Technology Professional Liability insurance for any and all services performed under
this Contract, with minimum third party coverage of $50,000,000 per claim, $50,000,000
aggregate; and (b) first party Breach Notification Coverage of not less than $1,000000.

Before commencing work on this Contract the Contractor must provide certificates of insurance
to show that the foregoing minimum coverages are in effect.
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With respect to the first party Breach Notification Coverage, Contractor shall name the State of
Vermont and its officers and employees as additional insureds for liability arising out of this
Contract.

LIMITATION OF LIABILITY.

CONTRACTOR’S LIABILITY FOR DAMAGES TO THE STATE ARISING OUT OF THE SUBJECT MATTER
OF THIS CONTRACT SHALL NOT EXCEED THREE TIMES THE MAXIMUM AMOUNT PAYABLE UNDER
THIS CONTRACT, OR $19,000,000.00, WHICHEVER IS GREATER. LIMITS OF LIABILITY FOR STATE
CLAIMS SHALL NOT APPLY TO STATE CLAIMS ARISING OUT OF: (A) CONTRACTOR’S OBLIGATION
TO INDEMNIFY THE STATE WHICH SHALL NOT INCLUDE ANY AMOUNTS ARISING FROM THIRD
PARTY CLAIMS FOR ACTIONS OR FAILURES TO ACT WHICH DO NOT CONSTITUTE A BREACH OF
CONTRACTOR’S OBLIGATIONS UNDER THIS CONTRACT; (B) CONTRACTOR’S CONFIDENTIALITY
OBLIGATIONS TO THE STATE; (C) PERSONAL INJURY OR DAMAGE TO REAL OR PERSONAL
PROPERTY; (D) CONTRACTOR’S GROSS NEGLIGENCE, FRAUD OR INTENTIONAL MISCONDUCT; OR
(E) VIOLATIONS OF THE STATE OF VERMONT FRAUDULENT CLAIMS ACT. IN NO EVENT SHALL
THIS LIMIT OF LIABILITY BE CONSTRUED TO LIMIT CONTRACTOR’S LIABILITY FOR THIRD PARTY
CLAIMS AGAINST THE CONTRACTOR WHICH MAY ARISE OUT OF CONTRACTOR’S ACTS OR
OMISSIONS IN THE PERFORMANCE OF THIS CONTRACT.

NEITHER PARTY SHALL BE LIABLE TO THE OTHER FOR ANY INDIRECT, INCIDENTAL OR SPECIAL
DAMAGES, DAMAGES WHICH ARE UNFORESEEABLE TO THE PARTIES AT THE TIME OF
CONTRACTING, DAMAGES WHICH ARE NOT PROXIMATELY CAUSED BY A PARTY, SUCH AS LOSS
OF ANTICIPATED BUSINESS, OR LOST PROFITS, INCOME, GOODWILL, OR REVENUE IN
CONNECTION WITH OR ARISING OUT OF THE SUBJECT MATTER OF THIS CONTRACT.

The provisions of this Section shall apply notwithstanding any other provisions of this Contract or
any other agreement.

TRADE SECRET, PATENT AND COPYRIGHT INFRINGEMENT

The State shall not be deemed to waive any of its rights or remedies at law or in
equity in the event of Contractor’s trade secret, patent and/or copyright
infringement.

REMEDIES FOR DEFAULT; NO WAIVER OF REMEDIES

In the event either party is in default under this Contract, the non-defaulting party may, at its
option, pursue any or all of the remedies available to it under this Contract, including termination
for cause, and at law or in equity.

No delay or failure to exercise any right, power or remedy accruing to either party upon breach
or default by the other under this Contract shall impair any such right, power or remedy, or shall
be construed as a waiver of any such right, power or remedy, nor shall any waiver of a single
breach or default be deemed a waiver of any subsequent breach or default. All waivers must be
in writing.

NO ASSUMPTION OF COSTS
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Any requirement that the State defend or indemnify Contractor or otherwise be liable for the
expenses or reimbursement, including attorneys’ fees, collection costs or license verification
costs of Contractor, is hereby deleted from the Contractor Documents.

TERMINATION

Upon termination of this Contract for any reason whatsoever, Contractor shall immediately
deliver to the State all State information, State Intellectual Property or State Data (including
without limitation any Deliverables for which State has made payment in whole or in part) (“State
Materials”), that are in the possession or under the control of Contractor in whatever stage of
development and form of recordation such State property is expressed or embodied at that time.

In the event the Contractor ceases conducting business in the normal course, becomes insolvent,
makes a general assignment for the benefit of creditors, suffers or permits the appointment of a
receiver for its business or assets or avails itself of or becomes subject to any proceeding under
the Federal Bankruptcy Act or any statute of any state relating to insolvency or the protection of
rights of creditors, the Contractor shall immediately return all State Materials to State control;
including, but not limited to, making all necessary access to applicable remote systems available
to the State for purposes of downloading all State Materials.

Contractor shall reasonably cooperate with other parties in connection with all services to be
delivered under this Contract, including without limitation any successor provider to whom State
Materials are to be transferred in connection with termination. Contractor shall assist the State
in exporting and extracting the State Materials, in a format usable without the use of the Services
and as agreed to by State and Contractor, at no additional cost.

Any transition services requested by State involving additional knowledge transfer and support
may be subject to a contract amendment for a fixed fee or at rates to be mutually agreed upon
by the parties.

If the State determines in its sole discretion that a documented transition plan is necessary, then
no later than sixty (60) days prior to termination, Contractor and the State shall mutually prepare
a Transition Plan identifying transition services to be provided.

ACCESS TO STATE DATA:

The State may import or export State Materials in part or in whole at its sole discretion at any
time (24 hours a day, seven (7) days a week, 365 days a year), during the term of this Contract or
for up to three (3) months after the Term (so long as the State Materials remain in the
Contractor’s possession) without interference from the Contractor in a format usable without
the Service and in an agreed-upon file format and medium at no additional cost to the State.

The Contractor must allow the State access to information such as system logs and latency
statistics that affect its State Materials and or processes.

The Contractor’s policies regarding the retrieval of data upon the termination of services have
been made available to the State upon execution of this Contract under separate cover. The
Contractor shall provide the State with not less than thirty (30) days advance written notice of
any material amendment or modification of such policies.
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AUDIT RIGHTS

Contractor will maintain and cause its permitted Contractors to maintain a complete audit trail
of all transactions and activities, financial and non-financial, in connection with this Contract.
Contractor will provide to the State, its internal or external auditors, clients, inspectors,
regulators and other designated representatives, at reasonable times (and in the case of State or
federal regulators, at any time required by such regulators) access to Contractor personnel and
to any and all Contractor facilities where the required information, data and records are
maintained, for the purpose of performing audits and inspections (including unannounced and
random audits) of Contractor and/or Contractor personnel and/or any or all of the records, data
and information applicable to this Contract.

At a minimum, such audits, inspections and access shall be conducted to the extent applicable to
this Contract and permitted or required by any laws applicable to the State or Contractor (or such
higher or more rigorous standards, if any, as State or Contractor applies to its own similar
businesses, operations or activities), to (i) verify the accuracy of charges and invoices; (ii) verify
the integrity of State Data and examine the systems that process, store, maintain, support and
transmit that data; (iii) examine and verify Contractor’s and/or its permitted Contractors’
operations and security procedures and controls; (iv) examine and verify Contractor’s and/or its
permitted Contractors’ disaster recovery planning and testing, business resumption and
continuity planning and testing, contingency arrangements and insurance coverage; and (v)
examine Contractor’s and/or its permitted Contractors’ performance of the Services including
audits of: (1) practices and procedures; (2) systems, communications and information
technology; (3) general controls and physical and data/information security practices and
procedures; (4) quality initiatives and quality assurance, (5) contingency and continuity planning,
disaster recovery and back-up procedures for processes, resources and data; (6) Contractor’s
and/or its permitted Contractors’ efficiency and costs in performing Services; (7) compliance with
the terms of this Contract and applicable laws, and (9) any other matters reasonably requested
by the State. Contractor shall provide and cause its permitted Contractors to provide full
cooperation to such auditors, inspectors, regulators and representatives in connection with audit
functions and with regard to examinations by regulatory authorities, including the installation
and operation of audit software.

DESTRUCTION OF STATE DATA

At any time during the term of this Contract within (i) thirty days of the State’s written request
or (ii) three (3) months of termination or expiration of this Contract for any reason, and in any
event after the State has had an opportunity to export and recover the State Materials,
Contractor shall at its own expense securely destroy and erase from all systems it directly or
indirectly uses or controls all tangible or intangible forms of the State Materials, in whole or in
part, and all copies thereof except such records as are required by law. The destruction of State
Data and State Intellectual Property shall be performed according to National Institute of
Standards and Technology (NIST) approved methods. Contractor shall certify in writing to the
State that such State Data has been disposed of securely. To the extent that any applicable law
prevents Contractor from destroying or erasing State Materials as set forth herein, Contractor
shall retain, in its then current state, all such State Materials then within its right of control or
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possession in accordance with the confidentiality, security and other requirements of this
Contract, and perform its obligations under this section as soon as such law no longer prevents
it from doing so.

Further, upon the relocation of State Data, Contractor shall securely dispose of such copies from
the former data location and certify in writing to the State that such State Data has been disposed
of securely. Contractor shall comply with all reasonable directions provided by the State with
respect to the disposal of State Data.

CONTRACTOR BANKRUPTCY.

Contractor acknowledges that if Contractor, as a debtor in possession, or a trustee in
bankruptcy in a case under Section 365(n) of Title 11, United States Code (the "Bankruptcy
Code"), rejects this Contract, the State may elect to retain its rights under this Contract as
provided in Section 365(n) of the Bankruptcy Code. Upon written request of the State to
Contractor or the Bankruptcy Trustee, Contractor or such Bankruptcy Trustee shall not interfere
with the rights of the State as provided in this Contract, including the right to obtain the State
Intellectual Property.

SOFTWARE LICENSEE COMPLIANCE REPORT.

In lieu of any requirement that may be in a Contractor Document that the State provide the
Contractor with access to its System for the purpose of determining State compliance with the
terms of the Contractor Document, upon request and not more frequently than annually, the
State will provide Contractor with a certified report concerning the State’s use of any software
licensed for State use pursuant this Contract. The parties agree that any non-compliance
indicated by the report shall not constitute infringement of the licensor’s intellectual property
rights, and that settlement payment mutually agreeable to the parties shall be the exclusive
remedy for any such non-compliance.

EXECUTIVE ORDER 2-18 INTERNET NEUTRALITY IN STATE PROCUREMENT:

To the extent Contractor’s performance under this Contract involves the provision of services for
accessing the Internet, the following provisions shall apply:

Definitions. As used in this agreement, the following definitions apply:

1. "Broadband Internet Access Service" means a mass-market retail service by wire or radio
that provides the capability to transmit data to and receive data from all or substantially all
Internet endpoints, including any capabilities that are incidental to and enable the operation
of the communications service, but excluding dial-up Internet access service. This term also
encompasses any service that the State finds to be providing a functional equivalent of the
service described in the previous sentence, or that is used to evade the protections set forth in
this section.

2. "Reasonable Network Management" means a network management practice that has a
primarily technical network management justification, but does not include other business
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practices. A network management practice is reasonable if it is primarily used for and
tailored to achieving a legitimate network management purpose, taking into account the
particular network architecture and technology of the broadband Internet access service.

Public Disclosure. Contractor shall publicly disclose to all of its customers in the State of
Vermont (including but not limited to the State itself) accurate information regarding the
network and transport management practices (including cellular data and wireless broadband
transport), performance, and commercial terms of its broadband Internet access services
sufficient for: a) consumers to make informed choices regarding use of such services and for
content, application, service; and b) device providers to develop, market, and maintain Internet
offerings. Compliance with the Federal Communications Commission's transparency rule, as
amended by 83 Fed. Reg. 7852, 7922 (Feb. 22, 2018), satisfies Contractor's public disclosure
requirements under this paragraph.

Provision of Services. Contractor shall not, with respect to any customer in the State of Vermont
(including but not limited to the State itself):

A. Block lawful content, applications, services, or nonharmful devices, subject to reasonable
network management that is disclosed to its customers;

B. Throttle, impair or degrade lawful Internet traffic on the basis of Internet content,
application, or service, or use of a non-harmful device, subject to reasonable network
management that is disclosed to its customers;

C. Engage in paid prioritization or providing preferential treatment of some Internet traffic
to any Internet customer;

D. Unreasonably interfere with or unreasonably disadvantage either:

I. A customer’s ability to select, access, and use broadband Internet access service or
the lawful Internet content, applications, services, or devices of their choice; or

ii. An edge providers’ ability to make lawful content, applications, services, or devices
available to a customer;

Compliance. Contractor agrees to provide the State, upon request, at any time during the term of
this contract, records, documentation, or any other information as required to demonstrate
Contractor’s compliance with the requirements of this section.
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