


State of Vermont, Vermont Department of
Motor Vehicles, Driver’s License/ID System
Replacement RFP

Table of Contents Valid USA, Inc. i



State of Vermont, Vermont Department of
Motor Vehicles, Driver’s License/ID System
Replacement RFP

Table of Contents/Table of Figures

This section contains the Table of Contents and Figures for this RFP.

Table of Contents Valid USA, Inc. ii



State of Vermont, Vermont Department of
Motor Vehicles, Driver’s License/ID System
Replacement RFP

Table of Contents Valid USA, Inc. iii



State of Vermont, Vermont Department of
Motor Vehicles, Driver’s License/ID System
Replacement RFP

Table of Contents

LI 10120 000 41 =T | i
LI 1 L= =TT P vi
Glossary and Definition......ccccceiiiiiiiiiiiiiiiiiiiiiiinreenrrsssseesirrrsssssssseesirsssssssssssesstssssassssssssssaane X
Lo =T T4 o =Y xiii
L0 YT g =1 - PPN 1
0 S 5
Part 1: Bidder Profile .....ccccccueeeiiiiiiiiiiieiiiiiicccntrenn e 13
Part 2: Bidder Proposal SOIULION .......ccoiiieeeeeeciiiiiiiieecceesecessereeennesseeessereeennnssssesssssseennnnssssssssssesnnnnnnns 27
Part 3: FuNctional REQUITEMENTS .......ccoiiiieeeeeeiciiiiiieeeieenieeessereeennesssesssereeennnssssssssnseennnsssssssssssesnnnnnnns 71
Part 4: Non-Functional REQUIrEMENTS .......ceeeeeiiiiiiiiiieieiiiiiireeneeesesssereeennessssessssssesnnnsssssssssssesnnnnsnes 929
Part 5: VALID’s Implementation/Project Management Approach........cccccceeeeeeeecccerssneeeeeeeeeccssssnnnnees 193
Part 6: TEChNICAl SEIVICES ....uuueiiiiiiiiiitetteiiccrert s aes e e sassneeee 205
Part 7: Maintenance and SUPPOIt SEIVICES.....ccciiiireerirreeenirieenneerrennseeereenseeseenssesseenssessesnssessssnnsessanns 225
[T R T o ol 1 - O 248
Part 9: Terms and CONAILIONS ......ceeeeeereeereeiimemiieeiiieieenieenieeeiieeieeeieeeiieeiieeireeereeerserrsserssssssssssssssssssssses 250
Part 10: Authorized COmpany SiZNAtUre ........ccciiiiiiuuiiiiiiniiieiimiiiiiniiieemieessssessssss 252
ATLAChMENTS ... s 254

Table of Contents Valid USA, Inc. iv



State of Vermont, Vermont Department of
Motor Vehicles, Driver’s License/ID System
Replacement RFP

Table of Contents Valid USA, Inc. v



State of Vermont, Vermont Department of
Motor Vehicles, Driver’s License/ID System
Replacement RFP

Table o
Figure 1:
Figure 2:
Figure 3:
Figure 4:
Figure 5:
Figure 6:
Figure 7:
Figure 8:
Figure 9:

Figure 10:
Figure 11:
Figure 12:
Figure 13:
Figure 14:
Figure 15:

f Figures

VALID'S HISTOIY ...cceeuueeeeeiiiiiiiennnnnseessieernnnssssesssseresnnnsssssssssesesnnnssssssssseeesnnnnssssssssseesnnnnnsnsssnes 15
SAMPIE WOTKFIOW ...ttt e s s s e e e e s s e s e s e e e s na s s s s s s s s eennassssssssseeennnnnnes 65
Advanced Search Parameters ........coovvveeeeiiiiiiiiiiiinnticiiininieeccsssssre s 73
Manual Gate FIag Creation ........cccieeeciiireeeirtineiettinnieerennseeerenssseesensssessensssessensssssssnssssssnnnnnns 74
5T o 75
VALID without Signature and Photo Options...........ccceeeeeiiiiiiiiinieeneniiiiniiiineemeesses 76
WebLink ID Reports Module..........iiiiiiiiiiiiniiiiniiineiessiiieesmsssiiisesssssssssssssssses 78
Example of Canned Report INterface.....cccccciiiieiiiiiieiiiiiiiiiinitnicnnrniensenessennenessessensssssssnnnnns 79
BioLink ID Report Configuration........ccciiveiiiiiieiiiiiiiiicininincniineiennenesessensssessensssesssnssssssnsnnns 80

Ad-hoc Reporting User INterface....cccccciiieeciiiiiiiiiiieniiiieeniniiensisieenssisneenssssseessssssennsssssennes 81
(O 1T =T AV X 11 o1 P 82
List of Roles in WebLINK ID.......cccoovueiiiiiiiiiiieiieiiinnneneiecss s ssssess s ssassse e s 85
Permissions Given to @ WebLink ID RoI€ .........uueeeeiiiiiiiiiineiiiiiinnceetecensneeeeeee 86
Sample Project Dashboard Displaying Transactional Data.......ccccccceceeeiiiirireneeeccciineneeeenennn. 87

Sample Project Dashboard Displaying Overview and Reconciliation of Facial Recognition

ACHIVITY ouuiiiiieiiiiiiiiiiiiiiiiitisieiieneietienesiettnesssstenesssttenssssteenssssteensssssesnssssssnssssssanssssssenssssssanssssssnnsssssans 87
Figure 16: Sample Project Dashboard Displaying Transactional Data and Trends.......cccccccceeerrrreennnnnen. 88
Figure 17: Sample Project Dashboard Displaying Reconciliation of Application Errors...........ccccceuueeeee. 88
Figure 18: Toolbar to Add or Modify Dashboards ..........cccceeeiimeiiiiiieiiiiieeeinieneeerneneeceeeeneseereensseeseennes 89
Figure 19: Temporary Document Without Photo..........cccciiiiiiiiimeciiiiiiiiiiiinicinnnnneccneesscssenseesnsessens 90
Figure 20: Temporary Document With PROtO........ccceeeeiiiiiiiiiiienncneceennnseeneeesss e rsesnaesssaas 91
Figure 21: Unacceptable Photo Capture ........ccccciiiiieiiiiiieciiiiiieiinienensesienesssienessessenssssssenssssssenssssssnnnes 93
FigUIre 22: CamEra TOWEN ....cieuuiiiuiiiniiieaiiiiniiiseisissieissierssisissistssierssssssssssenssssssssssssssnssssssssssssssssssssnseses 94
FIiBUIe 23: BUCKET VieW. . ieuiiiiiiieiiniiieiiiiiieiiiitneiesineeeestnassessenasssssenssssssennsssssenssssssensssssssnnssssssnssssssnnnes 95
Figure 24: Card Management - Card Life CyCle.....cciuuriiieeeriiiieeeiiiieneiciieenscereenscerennsseesennsesssennsssssennes 97
Figure 25: NetWOrk DIagram .......cciceeeiiiieeenieiieneniiieenscereenseerennscssensssssensssssesnssessesnsssssssnsssssennsssssanns 133
Figure 26: UV-A Dull Substrate Material.........cccceiiiiimuniiiiiniiiinimesssss 136
Figure 27: Card Core INCIUSIONS .....ccceuiiiimeiiiiimeiiiiineniiiieneiiieenssiereensseeseenssesssensssssennssssssnnssssssnnsssanns 137
Figure 28: Serialized Card BIanKs.........cccceeuiiiiieeiiiiimniiiieniiiiienesieieenssiiieensesseenssessesnssessesnssesssnsssssaens 137
Figure 29: Composite Card with DOB Embossed over Portrait .......cccccciieeeiiiiineiiiiienciiniecciineennceneen 138
FIigUre 31: CIMYK COlOrS ...cuuuiiiiieniiiiiieiiiiiineiiiieneseiitenesiessenssisseenssssseensssssesnsssssssnssssssnnsssssennssssesnsssssanns 139
Table of Figures Valid USA, Inc. vi



State of Vermont, Vermont Department of
Motor Vehicles, Driver’s License/ID System
Replacement RFP

Figure 30:
Figure 32:
Figure 33:
Figure 34:
Figure 35:
Figure 38:
Figure 36:
Figure 37:
Figure 39:
Figure 40:
Figure 41:
Figure 42:
Figure 43:
Figure 44:
Figure 45:
Figure 46:
Figure 47:
Figure 48:
Figure 49:
Figure 50:
Figure 51:
Figure 52:
Figure 53:
Figure 54:
Figure 55:
Figure 56:
Figure 57:
Figure 58:
Figure 59:
Figure 60:
Figure 61:
Figure 62:

Y o] A 0o ] [0 ] £ 139
[\ TTol oY o 41 A=Y B =) PRSPt 139
DUPIEX SECUNItY Pattern ....ccceeiiiiieeieiiiienieettneneeeteneseetrensseeseenssessesnssssssnnsssssennsssssennsssssnnnnns 140
DEliDErate Error......ccccciiiiiiiiiiiiiiii s e 140
UV FIUOresScent INK.....cccceiiiiiiiiiiiiiiiicinnns s 141
OVI SHOWINE @S GIEEN ...cceeeuiiiiieniiciiiennieettnneeriennseessensseessenssessssnsssssssnssssssnnssssssnnssssssnssssaes 142
Polycarbonate Card with Optically Variable Ink ........cccciiiimiiiiiiiiicccrrrrcccnrcneccnreneeens 142
OVI ShoWINg as GOld.......cccuuiiiiieiiiiiiiiinieeiicrieecrrenneesrenseesssnssessssnssesssnnssssssnsssssssnsssnnes 142
IR-FIUOr@SCENt INK .....cunerneriiiiiiiiiietettc it assss e 142
000 [T gl o o T 143
Composite Card with Variable UV Data........c.eecceeeiiiiriimennccccerreeennnnnssseesseeesnsnssssssssseeesnnns 144
Embedded Data in POrtrait ........ccccceeeeeiiiiiiiiiieenieiiiinieetne s 146
Embossed Polycarbonate Card also containing Tactile Laser Engraving .........ccceeeeeececenenns 147
Indent Printed ComMPoSite Card.........ccceeiireeeneiiieeeiiieennerreenseereennseereensseessenssessssnssesssnnseenes 147
Secure Indent Print, Magnified VIeW......ccccciiieeeiiiiiieeniiiieenniiieenneceneenscerennscsrennsecesennsecssens 147
WeblLink ID screenshot displaying 1:1 Image success from BioLink ID...........ccccccevveeennnneens 153
10110 0 154
[ o] g Y =TT == N 155
SAVE IMI@SSAGE ..ccuuuiiiieeiiiiiieiiiiiiiii ittt treae s teaaes s reansssstenssssstensssssrensssssrsnssssssnnsssssenns 155
WebLink ID Navigation Panel ........cccciiiieeiiiiiieiiiiiieciiiecescsienneseseensseessenssesssenssesssenssessenns 156
Special Mailing Address ENtry .......ccccciiiiieciiiiiieiiiiiieiiiieeeiiiiensiertensiessensesssenssesssensssssenns 157
Failed ICAO Quality Check OVerride ........cciieeiiiiimeciiiiiieniiiiinniniienesienteessssnenesssssennsssssennnnns 158
Facial Recognition 1:1 OVErride........ceuucceeiiiieieunnncceeerieeernnnnsseeesseeesnannsssssssseeesnnnnsssssssseees 159
L1 3 o T I 0 1 e [T PP RPPRTPROt 160
Field Validation REZEX .....ccccveiiiiiiiiiiinmuiiiiiiiiiiiinniniiieiiiiiimssssiieeiiieessmmssssssiseesssssssssssaees 161
Invalid Entry Notification .......cccoiiiiiiiiiiiiiiiiiiininniinnsssiinsssssseiiessssssennnn 162
Missing Field NOtification .......cccceiiiiiieiiiiiiiciitccrrreccrree e e rens e e srenssesssnnssessenssanns 163
T [UTT=Te I =Y Lo I o - PR 164
L= T o 4 T o - N 167
Network Outage Process and BaCK-UP ......cccceeeeeemeeceeiriirieennnnceeesreneesnnnssssessseneessnnssssssnens 171
SYSEemM MONIOFING c.cuuiiiiieiiiiiiciiiiirsiiiiensitteneiesrenesieitenssisttenssisssenssssssanssssssanssssssnnssssanns 178
ACCESS LOES cuuuiineiinniiinniiinniiiiniiiinsiiasiiseiirneirssisiasisrsesstasstsnsrsssstsssstsnsssssssssassssnssssnssssnnnss 179

Table of Figures Valid USA, Inc. vii



State of Vermont, Vermont Department of
Motor Vehicles, Driver’s License/ID System
Replacement RFP

Figure 63:
Figure 64:
Figure 65:
Figure 66:
Figure 67:
Figure 68:
Figure 69:
Figure 70:

Iteration Cycle in Agile Project....cccciiieeeiiieeeciiieeeiiieenneereenniertennseerrensseessenssessesnssesssnnsnenes 208
Lo D T o 209
Overview of VALID's Data Migration ProCess ........ccceeerreeenerrennneereensecereenscssennscsssnnscssenns 217
Routine ESCalation ProcCess ..........ccceeeiiiiiiiiiiiiiiiiiiisinncisssnssss s ssssssnes 227
Urgent ESCalation ProCess .......cccciiiiiiiuiiiiiiiiiiiimmmniiiiniiiiimmmsseeiiieemmmmssiiieessmmsssssees 227
Urgent ESCalations .....cceuiiiiieeiiiiiieiiiiiieiiiieceeiiteneceseenneesseenssestennssessennsssssensssssssnssesssnnssanes 228
Government ID/DL Personalization.....ccccceeeeciiereieeenenneiiisneeeensessssssiseeeeessssssssssseessssnsssssnns 242
Sample Monthly SLA Achievement Report......c.ccoiieeiiiiieeiiiieeniiiieeniiieencinneensesneensessenns 324

Table of Figures Valid USA, Inc. viii



State of Vermont, Vermont Department of
Motor Vehicles, Driver’s License/ID System
Replacement RFP

Table of Figures Valid USA, Inc. ix



State of Vermont, Vermont Department of
Motor Vehicles, Driver’s License/ID System
Replacement RFP

Glossary and Definition

AAMVA — American Association of Motor Vehicle Administrators

ACD — Automated Call Distribution — manages a Help Desk call volume and maintains
statistics on the calls.

ADF — Automatic Document Feeder.
Ad hoc — Latin, which translates to “as the occasion requires”

Ad hoc investigation — An investigation added to the system by a user (rather than opened
from WeblLink ID).

Ad hoc reporting — enables end users to rapidly generate dynamic, tailored reports that
meet their information requirements.

AES — Advanced Encryption Standard is a symmetric encryption algorithm.
AWS — Amazon Web Services

API = Application Programming Interface — a set of subroutine definitions, protocols, and
tools for building application software and integrating to other software platforms.

BioLink ID — BioLink ID is VALID’s web-based, image capture, case management, and
biometric investigation tool.

Buckets - Buckets are containers used to organize flags. The Buckets correspond to
different security roles in WebLink ID, ensuring the correct users review information related
to the flags that fall within their area of expertise or responsibility.

Case — A case is open when an issuance image from WebLink ID is being investigated. All
cases are investigations, but not all investigations are cases.

CDLIS — Commercial Driver’s License Information System
CDS — Card Design Standard or Card Design Specification.
CIF — Customer Image File.

CIS — Central Issuance System.

CISO — Certified Information Security Officer

CMYK colors -- Commercial printing presses print with cyan, magenta, yellow and black
(CMYK) ink.

CPF — Card Personalization Facility.
CPS — Credential Production System.

Database Synchronization — The process of establishing and maintaining data consistency
and uniformity between two or more databases where harmonization of the data is
performed continuously.

DCM — Data Conversion and Migration.

Glossary and Definition Valid USA, Inc. X
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e DL/ID - Driver’s License / Identification card.

e DPI—Dots perinch

e DPV - Delivery Point Verification

e DR/BC - Disaster Recovery / Business Continuity.

e EDL - Enhanced driver’s license.

e EID - Enhanced identification.

¢ Enrollment transaction — Process of enrolling (entering) a subject in BioLink ID.
e EOL-End of Life

e Factory Allocation Manager (FAM) — A physical and logical component that accumulates
print requests continuously until, at a scheduled time, all accumulated requests are
assembled and separated into sub-jobs by configurable business rules; whereupon the sub-
jobs are distributed to one or more CPFs.

¢ Finger Print (FP) Recognition — A biometric modality that uses the physical structure of an
individual’s fingerprint for recognition purposes.

e FR-—Facial Recognition — A biometric modality that uses an image of the physical structure
of an individual’s face for recognition purposes.

e Gate — Checkpoints in the card issuance workflow that stop a card from being processed.
Each gate processes different types of flags.

e Gate Flag (Flag) — Each gate flag in a sequence must be resolved before the card can move
to the next gate. When a card application has successfully passed through all of the gates, it
is automatically sent for production, and the card is mailed to the customer. All gate flags
must be reviewed and resolved in order to issue the card.

e Grayscale — An image composed exclusively of shades of gray, in which the value of each
pixel is a single sample, representing the amount of light it carries - also known as black-
and-white or monochrome.

e HSA - Hight Security Area
e HSM — Hardware Service Module

e ICAO - International Civil Aviation Organization standard check for photos, which is the
standard applied to passport photos. This check examines the photo for facial
characteristics and irregularities such as smiles, eyes, brightness, blur, and cropping.

e ICW - Image Capture Workstation or Workflow, depending on context.
e 1IS —Internet Information Services
e IPM —impressions per min (for printers)

e JCS - Job Control System. This is the nerve center of the personalization facilities which
creates release sheets, machine control files, consumes audit files, and hosts the card test
procedures.

Glossary and Definition Valid USA, Inc. Xi
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e JIRA - Developed by Atlassian, this is software tracking tool for system defects and issues
used for project management.

e KPI - Key Performance Indicators
e NCOA — National Change of Address

e One-to-Many Biometric Matching — Also seen as 1:n or 1:N. Checks photo against all
photos in the database.

e One-to-one Biometric Matching — Also seen as 1:1 biometric testing or facial recognition
testing - this check through BiolLink ID ensures the new photo matches the most recent
passing photo for the customer and checks photos only against photos of that individual in
the database.

e O&M - Operations and Maintenance — The phase immediately following the project
completion.

e PCAD - Production Card Approval Document contains actual card sample of each card type;
they serve as baseline references for future produced cards.

e PCl—-Payment Card Industry.

e PCI SSC — Payment Card Industry’s Security Standards Council
e PDPS — Problem Driver Pointer System

o PIER — Post Implementation and Evaluation Review.

e Pixel — The term was invented from "picture element", and it is the basic unit of
programmable color on a computer display or in a computer image. The physical size of a
pixel depends on how you have set the resolution for the display screen.

e PMI - Project Management Institute
e PMP — Project Management Plan.

e QA —Quality Assurance — The set of processes used to measure and assure the quality of a
solution.

e QC - Quality Control — The process of ensuring that products and services meet customer
expectations via testing, checking and reviews.

e RAID - Redundant Array of Independent Disks— is a data storage virtualization technology
that combines multiple physical disk drive components into a single logical unit for the
purposes of data redundancy, performance improvement, or both.

e S2S —State-to-State

e SDD —Solution Design Document.

e SLA —Service Level Agreement.

e SOC - Service Organization Control.

e SOW - Statement of Work.

Glossary and Definition Valid USA, Inc. Xii
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e  SQL - Structured Query Language.

e SSAS — Microsoft’s SQL Server Analysis Services is a tool that mines data for reporting
purposes.

e SSOLV - Social Security Onliine Verification

e Transaction — Any action executed in BioLink ID that is tracked and recorded (e.g.
enrollment, 1:1 matching, 1:N matching, etc.), making it possible for administrators to view
a list of transactions.

e UAT — User Acceptance Test.
e Ul - User Interface.
e WBS - Work Breakdown Structure.

e WeblLink ID — A web-based enrollment and workflow solution that deploys on premise to
customer-hosted data centers or hosted at a VALID data center.

e White List — A register of individuals who are eligible for a particular service or privilege
such as VIPs or undercover law enforcement eligible to bypass facial recognition when
applying for a Driver’s License.

e Widget — a reusable, modular, simple-to-use component of a software applications that
simplifies configuration of a predefined function

Preamble

VALID has strived to exactly follow the instructions established in the RFP, Section 3, Bid Preparation.
We have tried to present the question / item statement from the DMV’s RFP, and then respond, using
color as distinctive separator as to which was the query and which was the response. We did take two
liberties: we created Attachment 9 to showcase our Card Feature Sheets, and we used Attachment 10
to provide the DMV with the requested Knowledge Transfer and Training Plan.

Glossary and Definition Valid USA, Inc. Xiii
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Cover Letter

Valid USA, Inc. (VALID) is pleased to respond to the Vermont DMV regarding its RFP for ID/DL System
Replacement. We carefully examined the RFP objectives, scope of solution required, and desired
business outcomes as well as the specific project requirements; and we are confident our proposed
solution meets or exceeds DMVs requirements for performance, security, quality, and delivery schedule.
The following are the highlights of our proposal.

We will provide the DMV a comprehensive, secure software solution configured to match your
preferred workflow process and gated issuance sequence as outlined in this detailed response. Our
front-end software applications for enrolment and vetting applicants and back-end applications for
managing and reporting credential lifecycle will seamlessly integrate with the DMV’s internal systems to
enable up-to-date and accurate operational visibility and status reporting. Data services and reporting
offered will include: real-time status updates and dashboards, comprehensive logging reports, printed
card images, and other card processing information as required.

We recognize how critically important it is for public-facing organizations, such as the DMV, to provide
uninterrupted, high quality services to their residents. Therefore, we have developed a unique program
to ensure simultaneous dual-facility operations for card production and personalization to support your
program. Each of our card personalization facilities has more than enough capacity to support all of the
DMV’s ID/DL volume at peak demand. We will split the daily ID/DL demand from the DMV between two
card personalization sites. In the event of any unplanned interruptions at a given facility, the full DMV
production demand will shift to the second facility seamlessly. This program will minimize operational
risk for the DMV.

VALID is uniquely positioned to offer the DMV a fully-integrated supply chain of identification card
materials, services, and products. We own and operate the vertical stack of hardware, software, and
services that includes card stock manufacturing within our secure environments. This provides the DMV
unmatched security, flexibility and assurance that all of the DMV’s secure card stock and consumable
components are always properly controlled.

Our product approach to custom configured ready-made solutions provides the DMV with a flexible and
obsolescence-free solution. Because of our product approach, experience with similar programs, and
our efficient delivery, we will implement the proposed solution in the short time frame available for this
project all while ensuring the solution meets the DMV’s exact needs.

Our Qualifications

VALID is an identity and data solution business. VALID, a wholly-owned subsidiary, and its parent
company VALID S.A., have successfully issued more than 100 million ID/DL cards and deployed more
than 1,400 enrollment workstations across 13 government agencies globally. In the USA, VALID directly
owns and operates four card production and personalization facilities staffed by 500+ professionals, and
over 505,000 square feet of production space; 261,000 square feet of this space is dedicated to secure
card manufacturing and personalization.

Cover Letter VALID USA, Inc. 1
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VALID S.A. has been performing secure printing since 1957. Valid USA, Inc. has roots dating back to the
first government-issued photo ID card by Polaroid ID Systems, assets of which was acquired by
ScreenCheck N.A. and eventually by Valid USA, Inc. We manufacture our own secure card stock and
personalize cards at US based, company owned and operated central issuance facilities. We also operate
our own data centers and failover facilities for disaster recovery and thereby eliminating unplanned
interruptions at primary facilities. Our fully-integrated identification card supply chain is unique and
offers the DMV tremendous value by reducing risk and providing greater overall security and flexibility.

VALID offers modern, differentiated software and hardware for identity solutions. Our software
products include robust, browser-based platforms that span the identity continuum: image capture and
data enrollment, biometric analysis, case management, data verification and vetting, card issuance and
credential lifecycle management. Additional services include data management and business
intelligence.

Our fully-redundant, US-based production facilities are certified by Visa, MasterCard, and Discover, in
meeting the security standards set by the Payment Card Industry (PCl) Security Standards Council. VALID
manufactures financial cards for many large, US financial institutions and retailers, which leverages
experience, value, and security to our government clients and programs. Our experience in payment
card market has been a key factor in successful implementation of DL/ID programs in the State of
Washington and the US Territory of Guam.

In our US facilities, VALID currently issues approximately one million secure cards per month and can
scale capacity as needed to easily produce ten times that amount.

Management Team & Implementation

Our implementation approach is custom configured to seamlessly integrate the DMV’s operations and
our organizations to reduce risk, and to ensure an on-time high-quality delivery.

Highlights of our implementation strategy include:

e Our Senior Management Team brings Vermont DMV decades of management experience, as
well as Identification Card industry experience and lessons learned resulting in a lower risk
implementation.

e Our “best practices” project management methodology is repeatable, time tested, and
collaborative, ensuring that the solution proposed is delivered on time and with the highest
quality.

e We will work collaboratively and transparently with the DMV. Our philosophy is to work
together towards the greater goal of the DMV objectives and treat project issues, regardless of
where they reside, as common challenges to solve together.

e We have assigned an experienced Project Manager with a deep and skilled project team
behind him. This Project Manager will serve as the overall implementation leader and primary
point of contact for the DMV. He will work with the DMV to ensure a smooth implementation
as well as provide ongoing support after the implementation is complete.

Cover Letter VALID USA, Inc. 2



State of Vermont, Vermont Department of
Motor Vehicles, Driver’s License/ID System
Replacement RFP

e Our Operations and support teams will be engaged throughout the development and
implementation processes to ensure a smooth transition between deployment and
service/support phases of the program.

e VALID promises 100% company-wide commitment to the DL/ID System project throughout the
entire contract term. We commit to fully staff a dedicated DMV team with US-based resources
available to mitigate risks and reduce critical paths as needed.

Our Commitment to the DMV

VALID understands that this system is integral to carrying out the DMV’s mission of providing the
Citizens of Vermont with the highest level of customer support, security and public safety. The Vermont
DL/ID System project will have the highest visibility throughout VALID. We will earn, develop, and
maintain a trusted relationship with the DMV while becoming its partner and placing Vermont’s
interests above all else. The sections within our response demonstrate full understanding and
compliance with each DMV requirement; provide further details concerning our proposed solution
including implementation and support; and outline the specific benefits to the DMV. We appreciate that
budget constraints, increasingly sophisticated security threats, and increased public service demands
place stress on government agencies. Our proposal mitigates those factors and offers the DMV the best
overall value through cost savings, enhanced security, and the highest quality obsolescence-proof
solution.

Sincerely,

Michael Fox
Vice President, Chief Commercial Officer
Valid USA, Inc.

Cover Letter VALID USA, Inc. 3
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Forms

This section contains the completed forms.
Form A - Certificate of Compliance

Form B — Subcontractor Reporting Form

Forms Valid USA, Inc. 5
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Exhibit A — Certificate of Compliance
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Exhibit B — Subcontractor Reporting Form

VALID is not using subcontractors for this project.
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2. Provide a brief overview of your company including number of years in business, number of employees, nature of business, and
description of clients. Identify any parent corporation and/or subsidiaries.

Company Overview

VALID S.A. began in Brazil in 1957 under the name of Thomas de La Rue, as a subsidiary of an English company specializing in the printing of
securities and banknotes. In 2010 the company was restructured and its name was changed to VALID. Having secured its global presence in
Brazil, Argentina and Spain, VALID consolidated its presence in the United States by acquiring several identity management, card production,
personalization, secure packaging, data analytics and technology companies.

Valid USA, Inc. will be the solution provider for Vermont for this project and is a wholly-owned subsidiary of VALID S.A. Valid USA is incorporated in
the State of Delaware, and has been in operation in its current form for over five years (since April 16, 2012). However, as part of the United States
growth strategy, Valid USA acquired companies that had a rich history of over 25 years in the production and distribution of Drivers License and
Identification Cards, Financial and Gift cards, and Data Management Solutions.

In fact, one of the companies acquired by Valid USA (ScreenCheck North America and prior to that Polaroid Identification Systems) dates to when
the first Photo Drivers License was produced in Fort Wayne, Indiana — one of only two companies in the United States that can make this claim.
Additionally, through targeted acquisitions Valid USA (hereafter called VALID) now has a data management company which manages hundreds of
millions of data records performing in-depth analytics for our customers.

VALID is a global leader in innovative identity management systems. With over 500 US employees, we offer exceptional value through our
comprehensive, highly reliable card solutions, U.S.-based identification production facilities and intelligent identification software applications.
From driver’s licenses to smart cards to transit cards to employee IDs, we provide hundreds of our clients with low-risk, obsolescence-free,
secure solutions.

VALID has extensive experience in designing, implementing and supporting identification card solutions, and will use its own software products
as part of the overall solution for the state of Vermont. Because of our experience with similar programs and our efficient delivery processes, we
can implement a solution in the time frame available for this project. VALID’s product approach to customized software applications provides
Vermont with a flexible and obsolescence-proof solution.

With VALID, Vermont can rest assured because of our long and rich history of successful implementations for identification card solutions.
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Figure 1: VALID's History. Over the past 60 years, we have shown our capacity of evolving and offering products and solutions that meet market demand.

Responses Valid USA, Inc. 15



State of Vermont, Vermont Department of
Motor Vehicles, Driver’s License/ID System
Replacement RFP

3. Provide a Financial Statement* for your company and label it Attachment #1. A confidentiality statement may be included if this
financial information is considered non-public information. This requirement can be filled by:
= A current Dun and Bradstreet Report that includes a financial analysis of the firm;
= An Annual Report if it contains (at a minimum) a Compiled Income Statement and Balance Sheet verified by a Certified
Public Accounting firm; or
= Tax returns and financial statements including income statements and balance sheets for the most recent 3 years, and any
available credit reports.

*Some types of procurements may require bidders to provide additional or specific financial information. Any such additional
requirements will be clearly identified and explained within the RFP, and may include supplemental forms in addition to this Bidder
Response Form.

4. Disclose any judgments, pending or expected litigation, or other real potential financial reversals, which might materially affect the
viability or stability of your company or indicate below that no such condition is known to exist.

Valid USA, Inc. has not had any judgments against it, does not have pending or expected litigation, nor has it had any financial reversals.
There is nothing known to us which might affect the viability or stability of VALID. Effectively, no such condition exists.
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Equipment Refreshment — VALID used its long experience as a credential issuance hardware provider to
efficiently replace existing Washington equipment with new image capture stations, workstations, and
printers. VALID will similarly upgrade the DMV equipment to the best available models available today.

Data Conversion and Migration — VALID migrated millions of records and photographs from existing
databases to its new Washington solution. VALID will follow the same detailed and repeatable process to
ensure that the DMV historical data is accurately migrated to the new system.

Interfaces — VALID provided customized interfaces including file transfer, web services and direct
database connections to accommodate information exchange between VALID provided systems and
Washington’s specified systems. VALID’s software easily accommodates any interface type, and expects
to efficiently connect to all of the DMV’s required systems.

Systems Testing — To ensure the large and complex Washington solution met all requirements, VALID

performed a full range of verification activities including functional testing, system integration testing,
user acceptance testing, and regression testing. The same rigorous testing will be applied to the DMV
solution.

Reporting — To fulfil Washington’s financial and performance reporting, VALID Provided standard
reports, custom reports, and an ad-hoc reporting tool. This combination effectively targets the main
reporting need and VALID will use a similar strategy for the DMV.

Training — VALID provided direct training for state personnel in operations, administrative, and technical
roles, in addition to creating print and web-based training materials. VALID will use its proven set of
training curricula and multiple delivery modes (live, print, and web-based) to comprehensively train the
DMV personnel.

Documentation — Any large scale driver’s license program requires detailed and accurate documentation.
For Washington, VALID created project planning and control documents, requirements and design
documents, ongoing management and status documents in addition to training materials. For the DMV,
VALID will follow a similar process.

Disaster Recovery — VALID provides Washington 100% hot-site backup and disaster recovery using
duplicate, geographically diverse, personalization facilities. VALID will provide the same, worry-free,
disaster recovery system to the DMV.

Responses
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e Ongoing Operations and Maintenance — To support Washington’s 50+ locations, VALID stood up a
network of local technicians as well as a help desk available by email and phone and subject to a strict
SLA. VALID expects to leverage this infrastructure and experience to support the DMV’s implementation
and offices.
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Project Management - Project Management Institute best practices for the REAL ID compliance
project, including a dedicated project manager, regularly updated project plan, continuous status
reporting and project documentation.

Equipment Refreshment - Sourced all equipment, including image capture, workstations,
signature capture devices, and printers. The equipment refreshment for the DMV is substantially
similar to the hardware solution provided to Guam.

Data Conversion and Migration — Migration of all historical data to a new data structure and
improved server architecture. All existing photographs will be enrolled into the biometric
software and will be subjected to 1:1 and 1:N checks.

Interfaces - Developed a complete set of interfaces and access layer to integrate with the AAMVA
portals providing Validation of identity, lawful status and social security number. VALID also
developed a bi-directional interface to Guam’s back-end system.

Systems Testing — Each software release is subjected to functional testing, system integration
testing, user acceptance testing and regression testing.

Reporting — Easily accessible standard and customer-defined reports that can be downloaded in
a variety of formats

Training - VALID provides in-person and web-based training, also called computer-based training
(CBT), as well as training materials, as part of every release.

Documentation - VALID has produced a full set of documentation in support of the Guam Project,
including software specifications, design documents, wireframes, project charters, projects plans,
training materials, user guides, quick reference guides, presentation materials, and E-learning
presentations.

Disaster Recovery — As part of the REAL ID project, VALID is supervising the creation of Guam'’s
first true backup and failover system using both hardware and software. In addition, VALID
assisted Guam'’s preparation of an emergency response plan.

Ongoing Operations and Maintenance — Continuous maintenance and operation support,
including troubleshooting and bug fixes, regular software updates and planned enhancements.
VALID also dispatches personnel to Guam as needed for maintenance, installations and training.

Responses
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the DMV will take advantage of the experience integrating our solution with existing systems and
processes.

e Data Conversion and Migration — VALID migrated over a million customer records for the initial
implementation. Since then, VALID has managed several database transitions for RTA. VALID is familiar
with mass data transfers and migrations and will apply this expertise to the DMV solution.

e |nterfaces — Developed and upgraded data exchange interfaces between VALID and customers (RTA, CTA,
Metra, and Pace), all with disparate requirements. VALID expects to apply similar flexibility to develop
interfaces for the DMV system.

e Reporting — VALID has developed multiple customized reports to meet RTAs changing requirements over
the long life of the program. VALID will apply its report creation experience to the DMV solution.

e Training — Over VALID’s ten-year association with RTA, our personnel have traveled to Chicago to provide
direct training as well as providing training materials. VALID applies its commitment to training to all
clients, including the DMV.

e Ongoing Service Support — VALID's support staff has serviced RTA account for over ten years. VALID will
apply its proven support process to ensure prompt and efficient resolutions to any service and support
required by the DMV for the duration of the contract.
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e Reporting — VALID has developed multiple customized reports to meet Wisconsin DNR s shifting
requirements. DNR possesses the rights to pull inquiries and reports directly from the system using a
secure cloud-based login. VALID will provide a versatile set of reports tailored to DMV’s needs.

e Training — During VALID’s association with Wisconsin DNR, our personnel have traveled to Wisconsin to
provide direct training as well as providing online training and all training materials in an electronic
format. VALID applies its commitment to training to all clients.

e Ongoing Service Support — Quoting an email from one of the WI DNR contacts: “Valid has always been
easy and accommodating, never a hassle. | really do appreciate that, immensely. I've had several calls with
other states who are taking notice of what we’ve done and | always tell them how outstanding you’ve
been to work with.” VALID offers similar ongoing support for Vermont DMV.
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Part 2: Bidder Proposal Solution

1. Provide a description of the technology solution you are proposing.
Solution Introduction

VALID offers an integrated identity management platform, that enables jurisdictions to perform all necessary tasks to capture data and images
for applicant enrollment; to evaluate, screen, and confirm the collected identity data; and to issue a secure credential and manage its ongoing
lifecycle. VALID’s proposed solution includes WebLink ID and BioLink ID, our own web-based software products, which will be hosted in the
Amazon Web Services cloud. The solution includes all hardware needed for enrollment, all software needed for front and back office needs, all
integrations with existing systems, and the production of secure credentials at VALID’s production facilities.

e Weblink ID enrollment workflows feature an easy-to-use camera tower, signature tablet, and document scanner. It captures and
stores photos and signatures, biometric data (optional), and identity breeder documents. The software and hardware are tightly
integrated for incredibly fast applicant processing with no device manipulation by the DMV staff. The workflow’s look and feel,
required tasks, task sequencing, and business rules are configurable and user friendly which reduces the training burden on staff. The
VT DMV front office users will enjoy working the modernized VALID solution.

e Weblink ID gated issuance and release readiness is optional and configurable, and it improves front and back office workflow at the
DMV, if implemented. Many legacy applications, reports, and business processes are candidates for consolidation into WebLink ID
which reduces burden on the DMV staff to maintain documentation and IT support for those solutions, and it lowers required training
for new hires.

For example, VALID implemented an intricate gated issuance (Release Readiness) WebLink ID process at the State of Washington
Department of Licensing (DOL) which automates and streamlines the processing of issuances with exception flags. DOL worked
exceptions from a series of reports before WebLink ID gated issuance, and it required human intervention to stop, restart, and
permanently hold issuances.

After DOL’'s WebLink ID implementation, the VALID solution handles a complex, multi-gate issuance vetting process driven by various
exception flags including: (1) biometric fraud review resulting from one-to-many process; (2) possible fraud exceptions applied by
front office DOL staff; (3) 1-time special mailing for enhanced driver licenses; (4) address verification; (5) CDLIS-PDPS; (6) AAMVA
verification systems; (7) record response; (8) document review; (9) restricted license; (10) 24-hour administrative hold.
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This is automated in WebLink ID and software users research the case and release the exception flags from WeblLink ID gate
workflows.

WeblLink ID gated issuance optionally includes a biometric review sub-process. VALID offers its robust BioLink ID biometric engine with
case management and investigation tools for the proposed solution. It integrates with WebLink ID’s issuance process. VT DMV
administrators define exception flag quantity and types (including biometric review), flag processing sequence, and flag-to-gate
mapping (issuance queues available to staff to resolve exceptions).

e Weblink ID card management workflows available to VT DMV back office staff include real-time factory status updates for better
insight into card issuance timing. This integration also displays front and back card images to VT users captured by the printer’s QC
camera module representing the final produced card vs. a rendered image of its theoretical appearance.

Card management functions are optional and configured by WebLink ID user roles. DMV staff can view (download, print, and email
directly from the app) the final produced card and templates (for example temporary letters with card image for lost issuance
scenarios), and manage its lifecycle to terminate, reissue, and return cards.

e Secure card issuance occurs from two primary VALID facilities (factories). VALID proudly offers it as the industry’s most innovative
solution regarding high availability and disaster recovery (DR). Each factory produces a share of the daily VT DMV volume while both
facilities independently have capacity to deliver 100%+ daily volume if needed.

Contrast daily production from two facilities (each having capacity for 100%+ volume) with the typical model for DR: primary site with
a failover backup. It presents tremendous problems for the DR site: insufficient staff training, unexercised equipment, inadequate
standard operating procedures, scarce or missing inventory for job completion, and many more. These concerns are completely
removed by the VALID solution. The State of Washington Department of Licensing (DOL) sleeps well knowing that VALID issues its
cards daily from two redundant, secure facilities, and the VT DMV will share that same production continuity guarantee if a VALID
facility ever faces an unanticipated disaster scenario.
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VALID obsesses about physical and logical security: every facility, software product, and process executed within VALID has security
embedded. VALID manufactures and personalizes financial cards for large bank issuers and SIM cards for major telecom network
operators. These markets require its partner manufacturers to undergo compliance audits for physical and logical security. VALID
typically performs a third-party audit every month, and it has numerous compliance certifications stemming from these audits: 1ISO /
IEC 27001:2013; Payment Card Industry (PCI DSS); Service Organization Control (SOC) 2 Type Il; GSMA Security Accreditation Scheme
(GSMA SAS) Class 1; Visa, MasterCard, Discover, and American Express. Additionally, VALID operates with seven full-time guards and
one supervisor monitoring secure operation; fire detection; and intrusion (physical and logical) detection: CCTV, motion sensor, glass
break detectors, and card readers. VALID grants facility ID card access using least-privileged methodology, and the card access system
has dual controls, “hold open” and “dead-man alarms.”

VT DMV Solution Overview

The proposed VALID solution utilizes WebLink ID and BioLink ID as the cornerstone for the issuance process. VALID develops its software
applications as products and not custom, one-off applications. Therefore, software proposed for VT DMV is widely deployed in multiple markets
and hundreds of implementations. The solution diagram below displays a high-level view with WebLink ID and BioLink ID (shaded green and
hosted in Amazon GovCloud) driving the issuance process with VALID provided capture hardware deployed locally within VT DMV offices. The
VALID hosted factory (shaded blue) performs the central issuance card production, and VALID staff operate a third application called Job Control
System. It drives the factory process and integrates tightly with WebLink ID, but VT DMV staff never function in it. These three applications
constitute the heart of the VALID Driver’s License and ID Card production solution, and the red item contains the optional self-registration,
renewal, and reprint website.
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Facial Recognition Use Case

Facial recognition (FR) augments applicant identity assessment and provides potential fraud alerts before the issuance process finalizes through
biometric templating techniques. There are three common biometric workflow types used by jurisdictions during the issuance process:

1. 1:1-newly captured image compared against the known subject’s last enrolled image
2. 1:R-newly captured image compared against the known subject’s image history (all)
3. 1:N - newly captured image compared against all images of all subjects within the database (deduplication)

The first two workflows are verification transactions which enhance the applicant screening process. The applicant enters the DMV office for an
issuance service and declares her identity, and the system compares the captured photo against that known identity’s previous photo (1:1) or all
(2:R). This amplifies the current DMV techniques to verify an individual for a renewal service. The biometric verification (1:1 and 1:R) will not
occur for those receiving a first issuance (or have no photos on record). The third workflow is an identity transaction, and it mitigates multi-
identity fraud. The applicant enters the DMV office for an issuance service and declares her identity. The newly captured photo might be a first
issuance, or even a legitimate renewal, using the declared identity. The verification workflows (1:1 and 1:R) pass without issue. However, what if
this applicant previously received a VT DMV credential using a different established identity? The 1:N comparison of the newly captured photo
against all photos for all subjects will trigger a potential fraud (the photo for the new issuance matches a photo used previously for a different
identity). The issuance is flagged for biometric review. This is one fraud use case that 1:N prevents and there are many more.

VALID Facial Recognition

The VALID solution includes a facial recognition (FR) system. System administrators configure this optional step in the workflow. Legislative
changes or other drivers may prevent biometric review of applicants. This does not present a problem; VALID configured its solution so that
biometric processing turns on and off without disrupting the overall issuance process.

VALID offers BioLink ID to the VT DMV which features biometric analysis and matching, fraud investigation tools and case management, and a

robust application programming interface (API) which integrates BioLink ID with WebLink ID. There are several primary integration points
between WeblLink ID and BioLink ID.
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e The first occurs when front office operators capture a photo within the WebLink ID enrollment workflow for those applicants with
declared identities. The captured photo auto-enrolls (without operator intervention) into the BiolLink ID engine which executes a
verification transaction (1:1 or 1:R or both), and WebLink ID presents that result to the operator within the enrollment workflow. VT
DMV establishes a front office business process which drives one or more options within the WebLink ID workflow. The system
supports 1:1 and 1:R override permissions (additional benefit: overrides are logged and auditable; and VT DMV system administrators
define the system roles and the associated permissions available to those roles); or users apply exception flags for potential fraud; or
another business process defined by VT DMV.

e The next WeblLink ID and BioLink ID interface occurs after the 1:N identity transaction (deduplication) occurs. The system supports a
real-time 1:N (at time of WebLink ID photo capture) or a batch (typically overnight) 1:N transaction. VT DMV drives this configuration;
typically most customers choose overnight batch 1:N transactions for various customer service reasons, such as: processes do not
exist in the front office for staff to handle potential fraud, front office users are not trained investigators, and more. Regardless when
the 1:N occurs, WebLink ID internally marks the issuance as 1:N pending after it captures a photo and enrolls it into BioLink ID. This
prevents the issuance from moving to the next stage until it receives the biometric 1:N update from BioLink ID.

Meanwhile BioLink ID executes the 1:N, and it updates WebLink with its two possible results: 1) The issuance passed the 1:N
deduplication (all subjects and all images). 2) It failed the 1:N process. Successful 1:N transactions drive WebLink ID to move the
issuance forward through its additional, optional downstream gated issuance processes and workflows. WebLink ID marks those
issuances that fail the 1:N process for biometric review; it will not move the issuance forward until the photo and identity are
adjudicated by VT DMV staff.

A highly trained team reviews the failed 1:N queue the following day (if exercising the BioLink ID 1:N nightly batch option) using
BioLink ID. Its queues for potential fraud review, investigation tools, and case management are highly optimized for ease of use. VALID
organized the queues and tools for speed which enables investigation teams to adjudicate potential fraud cases efficiently to quickly
empty pending review queues. It features a masterful user interface that offers multiple investigation tools to compare the subject
photo with candidate photos the system returned as potential fraud. These tools include: (1) varying views including side-by-side,
image overlap (up/down and left/right), tile selection, and image blend; (2) image enhancement features; (3) pins & measurements;
and many more. The investigator then closes the case making final judgement to allow (false positive) or halt (legitimate fraud) the
issuance, and the case moves into the BioLink ID case management history.

e The investigator’s judgment drives the last WebLink ID and BioLink ID interface. The case judgment auto-updates the issuance status

in WebLink ID which previously held it pending the biometric review. WebLink ID now moves it forward through the downstream
issuance process if the investigator allowed it, or permanently holds it if the investigator marked it fraudulent.
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VALID Software: Proven Scale + NEC Partnership

The proposed VT DMV solution includes the VALID-built BioLink ID and WebLink ID which also operate at the State of Washington Department of
Licensing (DOL) and many other non-driver license customers. WebLink ID drives the enrollment and issuance for up to 20K cards/day at DOL,
and the WeblLink ID database contains 31MM total issuance records. VALID also leveraged its massive WebLink ID APIs to create a highly
integrated system at the request of DOL. WebLink ID integrates with multiple stakeholders in the State of Washington: Secretary of State,
Washington State Police, U.S. Customs and Border Protection (CBP reads Enhanced documents at the Canada and U.S. border and queries
WeblLink ID), Washington Courts and Department of Corrections, and several DOL-systems: queueing system at licensing offices, DMV driver
record management software, address verification service, and countless more.

BioLink ID features biometric fraud investigation tools and case management for DOL, and offers a hyperscale matcher application: web services,
cluster controllers, and multi-node matchers. It processes over 243 billion daily transactions for DOL against an 18 million biometric photo
database. Its pristine architecture provides fault tolerance, high availability, and load balancing throughout the various server components. The
application also supports additional biometric modalities beyond facial recognition if VT DMV wishes to extend its biometric processing in the
future to iris or another modality.
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BioLink ID integrates the #1 rated facial recognition algorithm tested by the National Institute of Standards and Technology (NIST) in its most
recent Facial Recognition Vendor Test (FRVT) from 2013. It tested algorithms offered by the leading providers: NEC, Toshiba, Cognitec,
3M/Cogent (Gemalto), Sarfran Morpho, and more. NIST rated the NEC algorithm #1 in accuracy and speed. DOL experienced a significant drop in
facial recognition false positive investigations when converting from its legacy issuance provider to VALID, and this decreased the overhead
placed on the investigation team. VALID will always support the leading algorithm provider(s) to offer its clients. However, the BioLink ID
matcher engine is algorithm agnostic; it supports multiple algorithms from multiple providers. The leader today is NEC, but VALID offers
technology to support top algorithms from other providers if someone else is king.
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VALID confidently offers VT DMV its WeblLink ID, BioLink ID, and NEC solution knowing its scale. The deployed system supports load balancing
and a redundant, fault tolerant high availability architecture. The systems have experienced no SLA unexpected downtime at DOL.

Issuance Flow and Secure Card Production Factories

WeblLink ID and BioLink ID are the system pillars within the VT DMV solution. WeblLink ID features flexible workflow modularity for applicant
enrollment, identity vetting and adjudication including optional gated issuance with biometric review, and card management to issue credentials
and manage its lifecycle. BioLink ID supports the process with its facial recognition engine and investigation tools for WebLink ID’s gated
issuance biometric review subcomponent.

Secure card issuance occurs from two primary VALID facilities (factories). VALID proudly offers it as the industry’s most innovative solution

regarding high availability and disaster recovery (DR). Each factory produces a share of the daily VT DMV volume while both facilities
independently have capacity to deliver 100%+ daily volume if needed.
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e Weblink ID sends the print request with data payload after passing all gates to the two VALID factories for daily printing and mailing.
The factory process integrates tightly with WebLink ID and sends it real-time updates providing better insight into card issuance timing
for VT DMV back office WebLink ID workflow users. The factory sub-process to the issuance flow is shown below.
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e The back office WeblLink ID card management workflows enables users to view front and back card images captured by the printer’s
QC camera module representing the final produced card vs. a rendered image of its theoretical appearance. Other optional card
management functions driven by roles and permissions: view, download, print, and email the final card images and other templates
(example temporary documents or certification letters); expedite, hold, reissue, and return cards; and many more tasks.

WeblLink ID & BiolLink ID Hosted at Amazon Web Services (AWS)

Most government agencies face the ongoing challenge to reduce costs while also raising customer service levels to align with expectations
demanded by its user base. Hosted or Software as a Service (SaaS) applications help reduce the overhead cost burden for agencies. On-premise
(customer data centers) applications require server hardware; storage infrastructure; add to network complexity with load balancing, firewalls
and network access control lists; and place additional burden on the agency infrastructure that serves many other applications to its
stakeholders. Hosted applications transition that burden to the software provider which unlocks agency resources and infrastructure to manage
other activities and services vs. supporting and maintaining software deployed to the local data center.

The VALID proposal includes a hosted WebLink ID and BioLink ID. These are web-based applications available to VT DMV users only. Users access
and authenticate to WebLink ID and BioLink ID through their local PCs’ web browsers (i.e., Chrome, Firefox, Internet Explorer or Edge). VALID
applications mimic the model of secure banking: users access and authenticate to software running on a server by using a PC browser to connect
with a secure website. The DMV application itself will sit on infrastructure hosted by VALID through the Amazon Web Services (AWS) GovCloud
region. VALID staff apply security and maintenance patches and upgrades at the operating system, web server, application server, and database
server levels for the guest servers operating VT DMV applications. The host servers (the Amazon infrastructure and virtualization layer itself) are
maintained and patched by Amazon automatically. VT DMV applications operate on up-to-date servers without the maintenance burden on
DMV IT staff; it shifts to VALID and Amazon (the Infrastructure as a Service (laas) provider).

The laaS market is currently a 2-horse race between Amazon (offering AWS) and Microsoft (offering Microsoft Azure). Google, IBM, and other
providers exist but trail the leaders significantly in market share, services offered, and strategic vision. The clear leader between Amazon and
Microsoft is AWS. It dominates market share compared to Azure and offers a more complete total solution. That should not surprise anyone
because Amazon entered the laaS business over 11 years ago. It spent $16.1 billion (largest amount for any corporation in the world) in its last
fiscal year on research and development, and employs thousands of developers and security/network engineers to secure its laaS through
software applications and services, server infrastructure, and network security and segmentation.
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laaS enables streamlined patching for the VT DMV infrastructure, and the hosted VALID model similarly simplifies updates to the WebLink ID and
BioLink ID applications which are services oriented applications. Specifically, its architecture features microservices. Generically speaking
microservices are small, independent functions of a software application which are componentized and decoupled from each other but work
together through a defined application programming interface (APls). An APl is simply a set of definitions and protocols that two software
applications use to communicate. In other words, these services are small, optimized to perform very specific tasks, and segmented from other
parts of the application. Any configured software code related to VT DMV’s specific implementation or custom integration with other VT DMV
systems is componentized into a set of microservices. This makes application updates safer; core WeblLink ID and BioLink ID services update
without affecting VT DMV specific system integrations.

Hosted WebLink ID and BioLink ID updates are not forced. VALID will communicate the updates to VT DMV and outline the release implications
and the update’s benefits. VT DMV ultimately chooses if it wishes to receive the updates after it passes VALID’s quality assurance process though
the DEV (development) and QA (quality assurance) environments.

AWS Security and High Availability with VALID Network Topology

AWS GovCloud (US) is a specific region within the broader AWS infrastructure that adheres to U.S. International Traffic in Arms Regulations
(ITAR) regulations, the Federal Risk and Authorization Management Program (FedRAMP) requirements and Department of Defense (DoD) Cloud
Computing Security Requirements Guide (SRG) Levels 2 and 4. Its design enables U.S. government agencies (and contractors) at all levels to run
sensitive workloads on the AWS cloud laaS.

WeblLink ID and BioLink ID reside in the certified AWS government cloud within its own virtual private cloud (VPC) environment. VALID
implements a multi-layered approach to guarantee protection of VT DMV software applications, server infrastructure, and cardholder data. The
layers include these definitions:

e Elastic Load Balancer (ELB): A massive, high availability load balance server(s) within the AWS infrastructure. Public ELBs accept and
load balance requests including internet traffic and internal ELBs accept local requests only. This improves redundancy and high
availability of load balanced application services.

e Virtual Private Cloud (VPC): A segmented elastic network within the AWS infrastructure and platform that shares common security
and interconnection.

e Subnet: A collection of virtual servers. Public subnets have internet access while private subnets have local (non-internet) routes only
which prevent inbound/outbound internet traffic.
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e Route Tables: Subnets use route tables to direct traffic between servers.

e Network Access Control Lists (NACLs): Operates at the subnet level with route tables to control inbound and outbound traffic to
servers. It acts as a firewall to create rules for server communication: accepted protocols, allowed ports, inbound and outbound IP
ranges, and more.

e Security Group: Additional protection that operates at the server level. It allows inbound and outbound network connections for a
server. Each security group consists of a list of protocols, ports, and IP address ranges.

e Web Application Firewall (AWS WAF): A firewall service that controls access to software and servers by allowing or blocking web
requests based on criteria: header values or the IP addresses that the requests originate, protocol, and more. AWS WAF helps protect
web applications from common web exploits that affect application availability or compromise security.

e Virtual Private Gateway (VGW): The Amazon side of a VPN connection that maintains connectivity.

The next diagram displays the logical system architecture for WebLink ID and BioLink hosted in the AWS laaS cloud. It also displays the VPN
connection from the AWS VPC to the VALID card production factory’s data center.
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There are several recurring themes in the diagram to note:
1. It features encryption everywhere for data at rest and in motion.

2. VALID layers security from internet requests to the application servers and database servers through a series of routing, rules, and
firewalls that combine the native segmentation tools offered by AWS. Following is a high-level description of the model:

The public load balancer resides in the only public (internet facing) subnet within the VPC. Its rules create an https listener to handle
secure traffic only; it features other security configuration which protects it from bad actors and forwards requests to the WAF layer.

The WAF layer is a private subnet and does not face the internet. The WAF servers only accept requests from the public ELB through
routing, NACLs, and security groups. It receives requests from the load balancer and applies additional filtering. For example, it requires
an originating IP range from the whitelisted VT DMV network. The request is forwarded to the web server only if it meets all rules and
conditions.

The web server layer is a private subnet and does not face the internet. The web servers only accept requests from the WAF servers
through routing, NACLs, and security groups. The web servers’ proxy requests to the application servers.

The application server layer is a private subnet and does not face the internet. The application servers only accept requests from the
web servers through routing, NACLs, and security groups. The application servers execute requests and access the clustered database
servers.

The clustered database server layer is a private subnet and does not face the internet. The database servers only accept requests from
the application servers through routing, NACLs, and security groups.

3. The entire solution is redundant and fault tolerant. Additionally, each layer is load balanced by the massive and high availability AWS
Elastic Load Balancer. Each layered tier within the stack is distributed across two segmented availability zones, within the segmented
VPC, within the broader AWS GovCloud region. The layered tiers have multiple virtual server instances and belong to AWS auto scaling
groups which are logical collections for the purposes of instance resource scaling and management. The database is a highly performant
database cluster managed by the Amazon relational database management service. The data is replicated to a second cluster for high
availability. The application servers are configured to check database server health before routing requests to it. The application servers
auto-failover to the replicated database cluster if the database service becomes unavailable.
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4. The environment integrates with the AWS Key Management Service (KMS). It is an HSM-based (Hardware Security Module) solution to
protect and control keys used to encrypt data, and protect form man-in-the-middle attacks.

The database features two-tier encryption key architecture. The tablespace keys are managed using the KMIP standard and the master

encryption key is stored in AWS KMS. It enforces clear separation of keys from encrypted data and automates key rotation and storing
historical keys.

The following diagram outlines communication from the VALID data center to the WebLink ID issuance application hosted in the AWS GovCloud
VPC. The two networks connect through a virtual private network (VPN). The Virtual Private Gateway (VPG) maintains connectivity to the VPC on

the Amazon side of the VPN. The VALID side features an AWS Gateway which is a VPN appliance tested by Amazon and compliant with its VPC
VPG within GovCloud.

The WeblLink ID issuance manager in AWS sends print requests to the factory allocator manager hosted by VALID. It travels through the
encrypted VPN tunnel. Additionally, the traffic between issuance manager and factory allocator is secure TLS 1.2/https communication.
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The VALID server layout for the WeblLink ID and BioLink ID engines is shown in more detail below. The solution includes the native AWS load
balancing. VALID also provides a monitor server that provides a dashboard to display real-time health for all servers and application endpoints.

The load balancing server manages all traffic between web browser clients, applications consuming the APls, or any other server data request
such as a Motor Voter engine, or other state systems requesting driver’s license or ID information. The load balancer ensures no single web
application server is over- or under-utilized. The monitoring server constantly checks the utilization and status of each server in the
environment, and will manage sending reports or warnings to any staff on the approved distribution lists.

WeblLink ID and BioLink ID application servers are installed in clusters, each will have traffic managed by the load balancing server, and will
communicate with their appropriate database or services servers. The WebLink ID and BioLink ID database servers are redundant and utilize the
AWS managed relational database service to keep data consistent between each instance. WeblLink ID and BioLink ID can utilize either of the
redundant servers for any transaction.

BioLink ID additionally utilizes redundant cluster controllers for managing the match nodes used for the facial recognition match requests.
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The above diagram is of the proposed Production environment. Additionally, VALID will provide a Disaster Recovery and a separate QA
environment.
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2. Provide a description of the capabilities of the technology solution you are proposing.

VALID's proposed solution’s capabilities can best be summed up as technologies selected to provide the DMV with a modern, scalable,
extensible, secure and fault-tolerant solution for Driver’s License, Photo ID and additional secure credential production. The proposed solution is
fundamentally designed and architected to meet the DMV’s custom needs, while integrating with both existing and future systems, allowing the
environment to grow as the DMV and other departments grow their need for Identity Data. The solution contains four applications developed by
VALID, WeblLink ID, BioLink ID, Factory Allocation Manager, and the Job Control System.

WeblLink ID

WeblLink ID is a secure, web-based identity enrollment, application and credential management platform. Any authorized PC with Internet or
Intranet access can transform into a feature-rich, WebLink ID card processing workstation. WebLink ID targets both the small ID card clients that
demand basic data entry and credential issuance, as well as the complex, multi-process clients that require the highest standard of photo and
signature capture, document collection, verification services such as AAVMA portals, and biometric verification services for a highly-secure
centralized card issuance or over-the-counter card printing solution.

The WebLink ID application uses a web browser solution to scale usability and adaptability requirements to meet all identification software
customers’ needs. At its core, WebLink ID is a workflow engine, executing a series of tasks building and modifying a stream of data pertinent to
issuing a driver’s license or identification credential. The flexibility of WebLink ID enables the collection of tasks to vary greatly from credential to
credential. The enroliment workflow may be a simple capture photo and print card single-page workflow or a multi-step workflow representing
a series of tasks.

With centralized system management and an unlimited range of possible workflow designs, WebLink ID can offer exceptional adaptability to the
unique aspects of the state’s credential issuance and management requirements: administrators design and configure workflow tasks; roles and
permissions; user groups; users; and card, form, and report designs.

The web-based architecture lends itself to an organic process of application refinement and feature enrichment that is continually driven by
successful experiences in meeting real-world challenges and innovation. In this way, WebLink ID virtually eliminates identity software
obsolescence with frequent updates and upgrades available to the customer if a client prefers to upgrade its instance.

BioLink ID

BioLink ID is a web-based biometric analysis, storage and case management solution for photos and fingerprints. Together the BiolLink ID and
WeblLink ID servers replace the central issuance server previously used. BioLink ID stores the desired biometric information for 1:1, 1:N, 1:R, and

Responses Valid USA, Inc. 48



State of Vermont, Vermont Department of
Motor Vehicles, Driver’s License/ID System
Replacement RFP

N:N biometric matching and verification. BiolLink ID serves as both the biometric analysis engine as well as the application to view, manage and
solve biometric cases created during the enrollment or migration process. BioLink ID uses the best-of-breed algorithms for its biometric analysis
and verification, for this proposal, that is NEC’'s Neoface.

As it is a web based application, any workstation can become an investigation station allowing for image analysis, ad-hoc facial recognition
gueries, and suspected fraud case investigation. This removes the need to acquire costly, single PC investigation solutions.
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B. Software Licensing
1. WeblLink ID
a.For this proposal all WebLink ID instances needed are fully licensed for the term of the contract and maintenance
periods. This includes licenses for development, QA, and production environments. We have configured and sized what
is needed for our Production and QA environments, and included growth. Licensing needed for 3™ party integrated
components such as address verification, document authentication or image analysis tools will be included in this
proposal.

b.Licensing by 3™ party verification services such as AAMVA portals is not included, and requires a separate relationship
between the jurisdiction and AAMVA.
2. Biolink ID

a. For this proposal, all BioLink ID instances needed are fully licensed for the term of the contract and the maintenance
periods. This includes licenses for development, QA, and production environments. Licensing needed for integrated
components, such as Facial Recognition Algorithms have been defined and included in this proposal.

C. Performance Levels

1. All VALID applications will perform at a minimum of 99.9% uptime, discounting any scheduled and approved maintenance
periods.

2. The scaling of the proposed solution’s hardware specifically targets acceptable response times for application usage and
expected concurrent users. Image analysis (quality) and image verification (1:1 matching) are conducted in real time, and the
analysis of each is measured in fractions of a second. Data transport from the client workstations to the servers in the data
center, is streamlined and minimized, such that only required elements are sent, to minimize traffic.

3. The proposed solution will accommodate up to 300 concurrent users of the system, which exceeds the number of expected
enrollment operators, managers and administrators which will be utilizing the system daily. This can be easily scaled to
accommodate an almost unlimited number of users.

4. Part of the VALID Proposed Solution is a performance monitoring engine, which will monitor the performance of each server,
and primary services running, and will message the appropriate staff when performance reaches defined threshold, well before
performance failures would be experienced.
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4. Give a brief description of the evolution of the system/software solution you are proposing. Include the date of the first installed site
and major developments which have occurred (e.g. new versions, new modules, specific features).

VALID’s proposed solution includes WebLink ID 2.0, our third generation of web-based carding software. VALID has been designing and
implementing web-based enrollment and carding solutions since 2005.

VALID’s ID solutions group’s experience with web based carding software began in 2005, when development began on CardsOnline. CardsOnline
was originally designed as a web based card printing solution, and through its versions and implementations became a fully featured enterprise
carding solution targeting multi-site carding applications. CardsOnline was designed to replace desktop carding software, and to eliminate the
client-server management overhead, by removing ‘thick client’ desktop software. Desktop software requires local configuration, local version
control and local support. By removing the desktop client, and replacing it with a web client, CardsOnline eliminated the need to update
hundreds of machines with version updates, and then updating each of those machines with a configuration change. Its largest implementation,
handled 65 different universities, running over 200 concurrent users, in a single server environment, peaking during college enrollment periods
(school start in the fall, winter and summer) doing production of over 20,000 cards per day.

CardsOnline went through multiple versions and upgrades, but when faced with handling a complex workflow like what is required for driver’s
license issuance, VALID needed to create a configurable workflow web application capable of multiple steps, with multiple required connections
for data transfer and validation, and the solution needed to be scalable for implementations larger than what CardsOnline could support. VALID
began development of its second generation of web based carding software, WebLink ID, in the fall of 2012.

WeblLink ID 1.0 was designed from our previous platform, specifically to allow for custom, complex, workflow solutions including integration
with AAMVA portals and facial recognition engines. Along with WebLink ID, VALID began development of BiolLink ID, its biometric enrollment,
matching and analysis application. Both applications were developed to work with each other, and utilize APl and web service communication
layers for integration with each other and other systems clients needed our solution to work with. The first implementation of WebLink ID 1.0
and Biolink ID occurred in 2014. WeblLink ID 1.5 is still being used and installed for cloud based clients, and is a premier product for the ID
solutions group.
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ADF Capacity

50 sheets (20 |b paper)

Visioneer OneTouch Technology
(PC)

Yes

Duty Cycle

3000 pages/day

ADF Maximum Paper Size

8.5“x 38"

Dimensions

11.2” x6.5” x6.7”

Output Bit Depth

e 24-bit color
e 8-bit grayscale

Light Source

LED

Drivers

e PC: TWAIN, WIA, ISIS
e Mac: TWAIN, ICA

Supported Operating Systems

e Windows 10, 8, 7, Vista (OneTouch 4)
e Windows XP (SP2)

Imaging Sensor

Contact Image Sensor

Paper Thickness/Weight 13 to 32 lbs.
Power Supply External
Power Consumption (active) <30 Watt
Power Supply Input Voltage 100 -240V~
Power Supply UK/Europe Plugs Yes

Power Consumption (standby)

<10 (<5.3 in power-safe mode) Watt

Speed @ 300 dpi, b&w, grayscale,
or color

25 ppm /46 ipm

Speed @ 200 dpi, b&w or color

40 ppm / 70 ipm
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12. Describe how your solution can be integrated to other applications and if you offer a standard-based interface to enable integrations.

WeblLink ID and BioLink ID have been designed to integrate with other applications. Both support multiple modes for integration via published
API’s. Both applications support SOAP and JSON /Rest methods for communication. Additionally, WebLink ID supports the creation of micro-
services which can handle any form of integration not covered by the existing APIs. Direct to database communication, or communication with
legacy RPC based services are viable methods for WeblLink ID to gather or push data to other engines.

Both applications can export information into a flat file designed for consumption by a legacy application that does not support real time
communications identified above.

13. Describe the workflow and specify the status data that is tracked and available to user

As WeblLink ID is designed as a customizable workflow and gated issuance application, there is not standard workflow or gated issuance process.
The workflow will be designed with the DMV, to ensure it matches the expected enrollment process, communicates with the needed back office
solutions, and moves the applicant requests through the gated issuance process required by the DMV. In the image below, the steps for the
defined workflow are shown in the left-hand column. The operator can easily determine where they are in the process, and navigate to a
previous step to make modifications as necessary. This image is a sample, and the design of the screen and workflow steps are dynamic and will
be tailored to meet the DMV’s business rules, processes and operator ease of use.
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Figure 2: Sample Workflow

When defining the gated issuance process and workflows, application statuses are necessary to move the application through the process as
well as provide information on where the application is in the gated issuance procedure. WebLink ID does incorporate some standard statuses
when BioLink and our factory printing applications are used. Below is a quick list of the statuses possible between the VALID applications, but
this is not inclusive of statuses needed to match the DMV’s required processes.

Facial Recognition Statuses:
1) Enrolled
2) Queued for Verification (1:1)
3) Passed Verification
4) Pending Fraud Analysis (1:N)
5) Passed Fraud Analysis
6) Pending Investigation
7) Investigation Closed — Fraud
8) Investigation Closed — Accepted
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Factory Printing Statuses
1) Sent to Factory
2) Received by Factory
3) Queued for Printing
4) Being Printed
5) Print Failure (reason code)
6) Queued for Mail
7) Mailed

14. Describe how you would close out this contract. For example, how would a transition to a new Bidder be structured, should you not win
a rebid at the end of the contract term.

At the end of our contract, VALID will provide to the DMV the termination/expiration assistance to enable the Services to continue without
interruption or adverse effect, and to facilitate the orderly transfer of the Services to the DMV or its designee (including a competitor of
VALID’s). This will commence within 12 months of contract expiration or a date selected by the DMV. Additionally, VALID will provide
Termination/Expiration Assistance in the event of any partial termination of this Contract (e.g., termination of an element or other
component of the Services) by the DMV. VALID agrees to the following:

e At the DMV's request and subject to the terms of the termination agreement, VALID can continue to provide Termination/Expiration
Assistance for a period of up to six (6) months following the effective date of termination/expiration, based on an established
agreement to cover any costs associated with this service.

e VALID will provide the DMV an inventory of resources then performing work under the Services statement of work to assist the DMV.
This resource inventory will include full-time or part-time equivalent resource models; skill and experience levels; education or
technical skill certification levels required; and other mutually agreeable and pertinent information for the DMV to assemble or source
the capabilities to perform the work post transition of services.

¢ In the event of a transfer of services back to the DMV and at the DMV’s sole discretion, VALID will design and implement a training
program for DMV employees designed to convey operational and technical knowledge associated with the ongoing operation of the
in-scope applications and systems, conduct knowledge and documentation transfers for the then current operational processes and
tasks, and work to ensure an overall continuity of services, until such time as DMV employees can reasonably perform their roles.
These services will be priced using the Vendor rate card at the time of the request and as approved by the DMV.
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o Notwithstanding any term to the contrary, contained in this provision, VALID will have no greater responsibilities under this provision
than is required under the Contract as a whole, except such services provided at the then current DMV-approved Vendor rate card.

e Once a decision to terminate the Contract between the DMV and VALID is made, VALID will prepare a Termination Assistance Plan,
which will cover the following:

v
v

Responses

Documentation of existing and planned support activities.

Identification of the services and related positions or functions that require transition and a schedule, plan and procedures for
the DMV or its designee assuming responsibility.

Description of actions to be taken by VALID in performing Termination Assistance.

Description of how the transfer of (i) relevant information regarding the services, (ii) resources (if any), (iii) operations and (iv)
contracts (if any) will be achieved.

Detailed description of any dependencies necessary for VALID to perform the Termination Assistance Services (including an
estimate of the specific VALID staffing required).

An inventory of documentation and work products required to facilitate the transition of responsibilities.

Assistance in the identification of significant potential risk factors relating to the transition and in designing plans and
contingencies to help mitigate the risk.

Establishment of a timeline for the transfer of each component of the terminated Services (including key milestones to track the
progress of the transfer).

Preparation of a schedule and plan for VALID’s return to the DMV of (i) the DMV Service locations then occupied by VALID (if
any), and (ii) the DMV confidential information, the DMV data, documents, records, files, tapes and disks in VALID’s possession.
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processes available for expediting
distribution and providing special
handling for DL/ID? If so explain
how this works

J. Does the solution include an API for Yes  [|Both WeblLink ID and BioLink ID have APIs for integration. WebLink ID consumes the
integration? BioLink ID APl and vice versa. Both WebLink ID and BioLink ID support RESTful and
SOAP APIs and are capable of others as necessary.

K. Does the solution use a facial Yes Facial recognition engine offered is real-time for verification (1:1) and can be real-
recognition software and if so explain time for 1:N, given a workflow which will facilitate the few seconds needed for 1:N
how this works? For example, are verification
real- time or overnight results
provided?

L. Does the solution provide tracking Yes [The applicant request can be tracked from inception through mailing. WeblLink ID
options and if so explain how this has workflows able to display this information, or this tracking information can be
works? accessed through an API.

M. Does the solution provide an Yes [The creation of the credential, once the application has been approved, will be
automated process for DL/ID accomplished in an automated process. When the application for a credential clears
production, including standard all gated issuance checks, data is routed automatically to the VALID card production
processing times? If so provide factory, queued for production, printed, analyzed (inline automated QA) to ensure
high level description of this no transposition of applicant data or images occurred, attached to a mailer, placed
process into a properly addressed envelope, and sealed for mail pick up. This chain of

processes is automatic. The estimated time needed for this process to run is 24
hours, however most issuance requests are processed the same day.

N. Are there automated and manual Yes Expediting a credential distribution request can be set via an API call, or manually

during the production process prior to delivery to USPS. Expedited credentials are
handled in separate print runs, changing the mailing portion of the distribution
process. The print management software checks for expedited credentials between
print runs to ensure timely handling of new expedite requests.
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functionality that exists within the
system? If so describe how the data
can be retrieved and/or reported on.

O. Is there an automated and manual Yes [The VALID solution includes the ability to ‘pull’ a print job, or stop a particular
processes available for stopping DL/ID record from being either printed or mailed, within the WeblLink ID software.
from being produced and distributed Operators with permissions can request a ‘pull’ or a stop, up until the card is
- both before and after the queued for mail. If the card has been queued for mail, but has not been mailed, it
. . can be pulled, but the window for that opportunity is time sensitive.
transaction has been transmitted to
the factory? If so explain how this
P. Does the solution have auditing Yes  |WeblLink ID and BioLink ID log all access to any record by both users and system

processes. These logs collect the access type, user, time and reason (if optional) for
any change to an applicant’s record. Furthermore, all historical information is saved
and not overwritten, so changes to a record can be reverted as needed. Access to
these logs is protected, and read only access is the only access permitted through
the application. The logs can be sorted, filtered and reported against, and the
reports can be exported in a user friendly format (PDF, spreadsheet, etc.)
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exercised daily in production. This is a key benefit of VALID’s
solution, whereby we make sure that the disaster recovery
environments are truly real-time, fault-tolerant production
locations. In the event of a disaster, our process of utilizing the
disaster recovery site as a secondary production environment
eliminates the downtime often needed to convert a disaster
recovery site to production.

H3 Any hosting provider will abide by ITIL best
practices for change requests, incident
management, problem management and service
desk.

Yes

VALID’s processes for change requests, incident management,
problem management and service desk for support follow ITIL best
practices, in compliance with ITIL v3. Fundamentally the ITIL best
practices extend to customer account management, product
development and other internal VALID processes. VALID did not
initially set out to adhere to ITIL processes, as our solution needed
to provide solid service and it predated ITIL. However, what VALID
has developed for change, incident and problem management is in
full alignment with ITIL’s described best practices.

Service Strategy:

Regardless of the specific focus, VALID recognizes that the services
we provide are indeed the greatest asset we can provide to our
customers. Our strategy for service provisions is to fully
accommodate the service request. Initially, we work with each
client to define requirements, constraints, operational changes, and
risks to develop a plan for solving the customer request.

Service Design:

We firmly believe the best solution is a solution which keeps the
customer’s objectives in focus. We work our design to ensure it
meets the customer’s stated and agreed upon objectives.

Service Transition:
VALID sees this as part of the implementation phase of any
solution. Transition cannot occur smoothly if the design does not
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meet the requirements, and if the client is not prepared for the
transition, or if the transition is rushed. A transition can be as
simple as an implementation of a bug fix, or as complex as the
replacement of a complete driver’s license solution. Neither will
occur smoothly if requirements are not met (the bug isn’t fixed),
the solution is not tested, and the impacted customers are not
trained or notified properly of the transition.

Service Operation:

Post transition, day-to-day operations must be managed with acuity
and transparency, ensuring the operations themselves are
performing within the defined boundaries for acceptable
performance. Service calls, development times, implementation
schedules are all monitored for adherence with the SLAs, and
measured for improvement, and reported through the
organizations requiring insight into performance.

Continual Service Improvement:

Without a proper Service Operation, the ability to tune and
improve a process becomes increasingly more difficult. Services can
be improved only if they are continually measured. As such, service
operation plays as important a role in service improvement as
customer feedback. VALID will distribute customer feedback
requests, as well as constantly monitor and analyze the solutions in
place for areas of improvement.
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4.2 Application Solution

Al Any solutions vendor must provide for the
backup/recover, data retention and disaster
recovery of a contracted/hosted application
solution.

Yes

Regardless of where the environment is hosted, at VALID’s data
center or AWS government data center, VALID will be responsible
for ensuring:

1) Scheduled backups occur

2) Integrity of the data backed up

3) Restoration of the data, should it be needed

4) Recovery from a disaster

5) Retention and archival of the data, in accordance with the

State’s data retention and archival process

VALID will work with the DMV to revise existing VALID procedures
and to report the above items to ensure they meet the DMV’s
standards and needs.

A2 Any solutions vendor must provide for application
management and design standard of all technology
platforms and environments for the application
solution (Development, Staging, Productions, DR,
etc.)

Yes

VALID understands and agrees that it will provide application
management for the proposed hosted solutions. VALID’s proposed
solution includes monitoring and analytic tools which will facilitate
the management and improvement of all the proposed
environment’s (Prod, QA and Dev) application(s) performance by
fine-tuning configuration, processes and resources required.

VALID will share with the DMV the methods of our development and
design standards utilized for our application development, during
the contract phase of the project.

Performance reports and enhancement options will be distributed in
accordance with a defined maintenance SLA, for discussion with the
DMV prior to any fine tuning or enhancements being implemented.

In accordance with VALID'’s ‘step-up’ promotion process (discussed
in depth, in Part 4, section 4 below,) implementation of any
enhancements, maintenance or updates, will occur first through the
Dev or QA environments, and once testing has cleared, promotion to
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production can occur. These updates will be conducted by VALID,
and can be tested and verified by DMV.

A3 Any solutions vendor must engage the State of Yes VALID agrees that the use of Service Level Agreements (SLAs) are
Vermont using Service Level Agreements for system beneficial to both parties, and VALID will work with the DMV during
and application performance, incident reporting and the contract phase to mutually agree on the SLAs to cover the
maintenance. solution’s performance, issue tracking, maintenance and update

processes. VALID has provided an SLA sample in Attachment 8.

Ad The State owns any data they enter, migrate, or Yes VALID acknowledges that all data collected, migrated or transmitted
transmit into the solution and the vendor shall allow is the property of the State of Vermont. VALID will enable the DMV
the State to pull or copy this data at any time free of to access or copy any or all of the data from the various
charge. environments, as they require it, at no additional cost. VALID will

work with the DMV’s IT team to ensure they have access to, and the
ability to pull or copy the data. VALID anticipates the DMV staff will
be able to test data transfer during the Systems Integration Testing
(SIT) of the project. VALID will provide to the DMV documentation
regarding how to access and copy the data, as well as provide
training on how this can be executed.

A5 As a contract deliverable, the vendor shall supply an Yes VALID will provide a data dictionary for each environment database,
up-to-date data dictionary that represents all data and application interfacing with the databases. The data dictionary
respective of the solution it will provide. The data will contain definitions of all databases, data tables, data elements
dictionary must contain the following attributes: stored or used regardless of if the data is customer related,

transaction-related, or meta data collected during the full lifecycle of

1. The technology (RDBMS platform) that hosts the credential. The dictionary will include the location, both logically and
data source, i.e. Oracle, SQL Server, MySQL, physically of the data elements.
DB2, etc.

2. The location where the data source is hosted The data dictionary will define the data element, the application(s)

3. Thorough descriptions of each table in the data which utilize the element, and any element’s possible schema or
source values as well as any data element constraints, such as data type,

4. Thorough descriptions of each column within length, key relationships, default values, validation criteria and
each table in the data source. In addition to formatting, calculation formulas, aggregations applied, and NULL
business definitions, column descriptions must ability. Definition of file based data sets utilized by WebLink ID will
include the following detail: schema names; file be part of the data dictionary with articulate definition of each field
group names (if applicable); data types; lengths; in the file based schema.
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S2 Output encoding Yes The system performs output encoding for
HTML and URL to prevent for Cross Site
Scripting. The easiest way to execute a cross-
site request forgery (CSRF) attack involves
performing a sensitive operation on a GET
request. A common scenario embeds an image
in an email with the image source being the
malicious GET request. VALID mitigates these
types of attack by not using the GET method for
any operation other than returning data.
Sensitive operations use the POST, PUT, and
DELETE methods which cannot be used in a link
or image.

VALID further mitigates more complicated CSRF
attacks that require user interaction by
validating the HTTP referer header sent from
the browser. VALID blocks the request if the
referer header does not contain the same Fully
Qualified Domain Name (FQDN) as the
application. Also, VALID software uses REST
operations which require a JavaScript Object
Notation (JSON) request body to update or
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create data. It cannot be sent from HTML forms
alone, and the web browser's cross origin
policy prevent cross-domain ajax requests.

S3 Authentication and password Yes VALID applications are not available to the
management public. All pages and resources require
authentication which is enforced on the server.
The solution never features any “remember
me” functionality. VALID applications use only
HTTP POST requests to transmit authentication
credentials from client users, and utilize the
OAuth 2 framework for service to service
authentication. There are options concerning
how VT DMV applications authenticate to
VALID systems including API keys.

The VT DMV Active Directory Group Policy will
handle many of the password management
functions forced on the applications’ users. The
system will not store any VALID-supplied
default password or users. The applications
feature a re-authentication option for critical
system processes such as 1:1 overrides or ICAO
overrides. VT DMV system administrators
decide if it wishes to use the re-authentication
function.

S4 Session management Yes The system uses the native ASP .NET session
management implementation that maintains
session variables on the server. The solution
relies heavily on the server and framework’s
session management functions; it recognizes
only these session identifiers. The session
timeout is configurable in the VALID system. VT
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DMV and VALID will establish a session
inactivity timeout that is as short as possible,
and balances risk and business processes. The
applications set the "secure" attribute for
cookies transmitted over an TLS connection.
VALID supplements standard session
management for sensitive server-side
operations through strong, per-session random
tokens which helps prevent CSRF attacks.

S5 Access control Yes VALID applications store no data on the client.
All requests require authorization including
those made on the server.

The applications are role-based. Authenticated
users perform authorized actions by role(s)
which is a collection of application permissions.
Roles grant access to services and application
data to authorized users only. The application
logic and workflows conform and comply with
business rules established by VT DMV.
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S6 Cryptographic practices Yes VALID applications hosted in the Amazon AWS
GovCloud utilize the AWS Key Management
System (KMS) which handles the cryptographic
functions and key and certificate management.
It is an HSM-based (Hardware Security Module)
solution to protect and control keys that
encrypt VALID application data, and protect
form man-in-the-middle attacks.

The database features two-tier encryption key
architecture. The tablespace keys are managed
using the Key Management Interoperability
Protocol (KMIP) standard and the master
encryption key is stored in AWS Key
Management Service (KMS). It enforces clear
separation of keys from encrypted data and
automates key rotation and storing historical
keys.

S7 Error handling and logging Yes The system captures global non-handled errors
in generic messages, and logs the exception
details for future analysis.

VALID applications do not disclose sensitive
information in error responses, including
system details, session identifiers, or account
information.

VALID restricts log access to only authorized
individuals. Additionally, VALID logs do not
store sensitive information, including
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unnecessary system details, session identifiers
or passwords.

VALID logs all authentication attempts including
date/time and IP address, the log attempts
include failures.

All VALID application services perform detailed
system-level logging. VALID accumulates the
data into an Elasticsearch warehouse with an
analytics and monitoring tool that creates
incredibly rich visualizations of system log data,
and the portal features real-time alerts with
configurable thresholds which will notify VALID
and VT DMV system admins if there are system
issues. Data and VT DMV will create retention
policies for the detailed, system-level log data.

S8 Data protection from Yes VALID applications encrypt data at rest and in
unauthorized use, transit, and GET requests do not include
modification, disclosure or sensitive information. The applications store no
destruction (accidental or artifacts on the client.
intentional).

The database servers reside in a private subnet,
and the application/API servers also reside in a
private subnet in the GovCloud Virtual Private
Cloud (VPC), and neither subnet is accessible to
the internet. The application servers only
accept requests from web servers (and
database servers only accept requests from
application servers) through routing, Network
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Access Control Lists (NACLs), and security
groups.

VALID employees at time of hire and on an
annual basis sign a computer use policy. This
policy reviews unauthorized, modification,
destruction and disclosure of data. The
employees are required sign that they have
read and understand the Computer Use Policy.
S9 Communication security Yes The VALID applications communicate to the
client through TLS 1.2/HTTPS protocol only.
The public load balancer resides in the only
public (internet facing) subnet within the VPC.
Its rules create an HTTPS listener to handle
secure traffic only; it features other security
configuration which protects it from bad actors
and forwards requests to the AWS Web
Application Firewall (WAF) layer.

The WAF layer is a private subnet and does not
face the internet. The WAF servers only accept
requests from the public Elastic Load Balancer
(ELB) through routing, NACLs, and security
groups. It receives requests from the load
balancer and applies additional filtering. For
example, it requires an originating IP range
from the whitelisted VT DMV network. The
request is forwarded to the web server only if it
meets all rules and conditions.

S10 | System configuration Yes VALID staff apply security and maintenance
patches and upgrades at the operating system,
web server, application server, and database
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server levels for the guest servers operating VT
DMV applications. The host servers (the
Amazon infrastructure and virtualization layer
itself) are maintained and patched by Amazon
automatically.

Development and QA environments are
isolated from the production network. Only
authorized production environment operations
engineers have access to the production
environment in a least privileged methodology.
VALID operates a sophisticated continuous
integration environment with its Git-based
repository and a rigorous configuration
management quality assurance (CMQA)
process. It manages software changes and
configuration changes to various environments.

S11 | Database security Yes VALID applications use strongly typed
parameterized queries and variables.

The database servers only accept requests from
the application servers. And the database does
not contain any default database
administrative passwords or unnecessary
default schema or content.

The database features two-tier encryption key
architecture. The tablespace keys are managed
using the KMIP standard and the master
encryption key is stored in AWS KMS.

Responses Valid USA, Inc. 111



State of Vermont, Vermont Department of
Motor Vehicles, Driver’s License/ID System
Replacement RFP

S12 | File management Yes The system uses several techniques to manage
files correctly: low privilege users, strict user
permissions, OS and web server paths isolated
from application paths, input data validation to
avoid path traversal, and more.

VALID applications limit file types that can be
uploaded to only those types that are needed
for business purposes. Users upload files for
scanned documents, photos, and signatures
only (.jpg, .png, .tiff), and those are stored in
the database (cannot be executed). The
application removes anything that is not image
data, and it rejects the file if it is not a valid
image type or it exceeds a specified size.

S$13 | Memory management Yes VALID utilizes industry-standard web
technologies to build its applications including
.NET. The system uses the native .NET
Framework Memory Management
implementation, and avoids using non-
managed memory pointers to prevent memory
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leaks. Additionally, the VALID application code
truncates input strings before the copy and
concatenation functions, and it avoids the use
of known vulnerable functions such as printf,
strcpy, and more.

S14 | Fraud detection Yes VALID deploys Juniper IDP technology for its
intrusion detection and intrusion prevention
solutions. Card production data traverses the
VALID server, HSA DMZ, and HSA networks.
Juniper monitors the network and firewalls
throughout the environment. VALID also
prefers the IDS/IPS solution at the AWS Web
Application Firewall (WAF) layer in the hosted
GovCloud environment.

VALID system analysts and infrastructure team
monitor the intrusion detection system and
intrusion prevention system daily. The system
logs odd activity immediately and VALID
investigates it. Additionally, the Security
Information and Event Management (SIEM)
alerts the team through email regarding events
that require attention or investigation.
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S15

General coding practices

Yes

SHA256 Hashes for external binaries (exes) are
kept in a repository managed by the release
engineering team and executables are verified
before being packaged into the release
installer.

All third-party and locally developed
interpreted libraries are kept in a local private
repository, and all VALID applications use
services oriented architecture (SOA) built with
modern web technology frameworks,
languages, and libraries. Specifically VALID built
its software applications using a microservices
architecture which provides ample opportunity
to repurpose tested and managed code rather
than creating new code for common tasks.

S16

POA&M management

N/A

VALID has not identified any security
weaknesses in our proposed VT DMV solution
that require corrective action pursuant to the
Federal Information Systems Management Act
of 2002 (FISMA) that mandates a plan to track
and plan resolution of information security
weaknesses.

Not applicable.

S17

Risk Assessment Practices
including but not limited to

Yes

VALID has several compensating controls in
place to monitor risk. It conducts internal and
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vulnerability assessment and external penetration and application testing
pen testing annually, or after significant changes to the
network and all findings are remediated.

VALID conducts an internal network
vulnerability scan quarterly and all findings are
remediated.

VALID also contracts PCl-qualified scan vendors
to conduct quarterly external vulnerability

scans.
S18 | Incident response planning Yes VALID annually tests its incident response plan
and testing concurrently with its Business Continuity Test.

All documentation is updated at that time and
approved by the executive committee.
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S19 | System Security Plan delivery

Yes

VALID has extensive security processes in place,
for both physical and logical security, to ensure
the safeguarding and integrity of our data,
infrastructure, factories, network, and
computer systems. The purpose of VALID’s
System Security Plan is to provide an overview
of the security requirements of our entire
system in a comprehensive manner, and to
describe our controls, define responsibilities
and expected behavior of all individuals who
access the system. Our plan documents via a
structured process how we have planned
thorough, cost-effective security protection for
our entire system and all it contains. Itis a
living document that is periodically reviewed
and updated, reflecting input from all our
management team with security
responsibilities as well as information owners
and system operators. Our System Security
Plan covers roles and responsibilities assigned
by the CISO, security training, risk
management, incident response plans and
procedures and assessments, forensic
investigation guidelines, data security both in
motion and at rest, data compromise, network
security, security testing and monitoring

VALID actively monitors and tests its
security system, as follows:

e Performs quarterly external
network vulnerability scans using
an Approved Scanning Vendor
(approved by PCI SSC)

e Performs internal and external
network vulnerability scans at
least quarterly and after
significant changes (installations,
firewall adjustments, and changes
in network topology

e Take immediate corrective action
for any vulnerabilities

e Perform internal and external
penetration tests annually at each
facility

e Extensively make use of intrusion
detection systems (IDS) for
network traffic analysis

e Monitor all traffic at the
personalization network
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including penetration testing, configuration
management, and system access control.

perimeter as well as at critical
points inside the network
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[] Federal Tax 4+ Internal Revenue Service
Tax Information Security
Guidelines for Federal,
State and Local
Agencies: IRS Pub 1075

Information

] Personal 4+ Health Insurance Portability
and Accountability Act of
Health 1996: HIPAA
Information | + The Health Information
(PHI) Technology for Economic and

Clinical Health Act HITECH
4+ Code of Federal Regulations 45
CFR95.621
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Part 5: VALID’s Implementation/Project Management Approach
1. Describe the approach you would recommend for project managing this engagement

We approach ID/DL projects as a seven-phase effort. Within each phase there are a number of key activities that will take place. The seven
phases are listed and discussed in detail below:

e Phase 1 - Project Initiation & Planning

e Phase 2 — Requirements Gathering (Fit / Gap Analysis)

e Phase 3 —System and Card Design

e Phase 4 — Development and Configuration

e Phase 5- Verification (Testing) and DMV Training

e Phase 6 — Project Implementation (Transition and Deployment)
e Phase 7 — Maintenance and Ongoing Delivery & Support

Phase 1 - Project Initiation & Planning

Our initial planning efforts would begin with a project management plan that integrates all the project plans from the various project
knowledge areas in an integrated, consistent, and coherent set of documents. It will become the baseline against which to measure project
performance. It will describe the steps associated with executing, monitoring and controlling, and closing the project. These project plans
are important because they will define the work that we will do throughout the project.

Quality Management — VALID plans quality up-front. We will plan how we conduct our quality assurance and quality control activities, and
we will match them to the needs of the DMV, and its QA/QC representative(s) (if applicable). It is during the project planning phase that
VALID creates quality checklists, its process improvement strategies, and its performance measurements or metrics that will enable VALID
to collect, measure, compare and interpret the project’s performance. VALID will provide the DMV with a Quality Management Plan.

Requirements —Throughout the Fit/Gap phase, VALID will meet with the DMV to gather and refine requirements for the new DL/ID sytem.
Once we have a validated set of identified requirements provided us by the DMV, we will organize them into a Requirement Traceability
Matrix (RTM) to ensure that we identify each requirement, follow them as they potentially undergo change, and align them with the
stakeholder needs. The RTM will trace the requirements throughout the project life cycle. The RTM add value by associating each
requirement to its business objectives.

Responses Valid USA, Inc. 193



State of Vermont, Vermont Department of
Motor Vehicles, Driver’s License/ID System
Replacement RFP

Risk Management — Every project must be aware of risks. It is during the planning process that we will identify risks to the project, will
perform a quantitative and qualitative risk analysis, and will produce a risk register which establishes the likelihood and impact of each
primary risk. VALID will update the risk register in concert with collaborative discussions with the DMV. We prefer to review the risk register
twice per month throughout the project. Our overall goal is to progressively reduce the project’s exposure to events that threaten the
timely delivery of the solution.

Schedule — It is during Project Initiation and Planning that we will define our activities and will plan the project milestones. We will
sequence activities, will estimate our staffing resources along with activity duration, and we will finalize the project schedule. This last effort
will be finalized collaboratively with the DMV, and the result will be a baselined schedule. Throughout the project, we track the baseline
schedule against the current schedule. Managing the schedule continuously helps resolve project risks. VALID has provided a sample
schedule in Attachment 4. It is VALID's intent to finalize the schedule in collaboration with the DMV.

Communications — During this phase we will establish our communications procedures for both informal and informal communications. We
will review what information is needed, when it will be needed, and in what format. Communication planning includes both scheduled and
unscheduled meetings, reporting (format, content and periodicity), and information sharing with all stakeholders; we will agree on
escalation procedures, document management, access, retention and archival requirements.

Change Management — Change management describes the process to identify, document, review, approve, track, and report the status of
all change requests/change orders. VALID has sample change management forms it can provide to the DMV, or work with the DMV’s own
forms to forge a change management solution that is efficient and easy to understand. VALID would welcome the opportunity to worth
with the DMV to prepare a mutually agreeable Change Management Plan.

Issue Log — VALID views issues as potential barriers to success. Because we want to deliver information to the project stakeholders in a
timely and effective manner, we will establish an issue log in which all issues can be clarified — with an owner’s name, a targeted resolution,
and a description of the impact to the project. Moreover, all issues wll be tracked to resolution.

Training — As we plan the project, we will thorouoghly review the training needs. That entails a detailed understanding of the DMV’s
hierarchy of needs (e.g., end users of the system, technical support vs. administrative personnel), the composition and disposition of the
staff to be trained, the modes of training needed (e.g., in-person, web-based, classroom, hands-on, etc.), and the documentation needed
(e.g., user manuals, quick reference guides, training handouts, evaluation forms, etc.). Also, we can plan any special activities needed that
closely align with training such as equipment installs.
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Monitoring and Control — It is during this planning phase that we will define our monitoring and control processes to be used throughout
the project. This obviously will include project governance, but also will describe the process for the DMV to verify and accept deliverables,
as well as the periodicity and method to document lessons learned, and how we should apply best practices. Throughout the project we will
monitor and control our project work by doing the following:

e Comparing actual data to baseline estimates

e Determining when corrective action or preventive action is needed
e Keeping risk data current

e Forecasting project progress

e Tracking status of approved changes as they are implemented

Procurement — Last, we will plan the procurement effort. VALID will make plans to procure all the hardware, software, and peripheral items
that will be needed by VALID and by the DMV, including supplies. We have a procurement team within VALID who will order the equipment
from proven vendors. Prior to the equipment being procured, VALID will send the purchase order to DMV for its approval.

This phase, like all of VALID’s project phases, will end with a focus on Lessons Learned, Scope Verification and agreement by the DMV (e.g.,
certification of phase complete), and an update of all project documents.

Phase 2 — Requirements Discovery; Data Gathering & Fit/Gap

In any project, VALID makes a series of assumptions that need to be verified; and the DMV will have an expectation that it has selected a
vendor who will efficiently leverage its experience with industry best practices, and it should guide the DMV toward a practical realization
of its objectives. Given a variety of design considerations, VALID will help the DMV understand the advantages and disadvantages of each
potential course of action. The following paragraphs describe how we will verify requirements and gather data, and then how we will
synthesize the gathered data against our standard capabilities and develop the gap that we have to bridge.
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In most situations VALID will simply configure its internal products to meet the needs of the DMV, as that is how our WebLink ID and
BioLink ID products were designed. However, in some cases there may be a need for some software development such as for new
interfaces, or a re-configuraiton of our WeblLink ID product, or the acquisition of additional equipment. Thus, during Phase 2, Discovery and
Fit/Gap, VALID gathers requirements and clarifies needs. If the DMV has pre-defined its Statement of Work with requirements and
deliverables, VALID will still need to validate those requirements, and plan how it will meet its deliverables. VALID will meet with the DMV
staff to verify any gaps between the DMV’s needs and VALID’s standard solution. Gaps can include new requirements not previously
understood or recently surfaced, decisions not yet made, or the need for interfaces or extensions that are not pre-existing. VALID will
identify all known gaps, and will document all functional requirements. As a result of that effort, VALID will produce a FIT/GAP document,
identifying the gaps and citing ways VALID will resolve the gaps. It will continuously garner feedback from DMV, and will update this
document on an ongoing basis until all gaps are resolved. Additionally, VALID will create a Requirements Traceability Matrix (RTM), which
will be posted for DMV access at all times. Its update will be an onging function through Design, Development and Verification.

Phase 3 — System and Card Design

During this phase VALID will address data layouts, interfaces, extensions (e.g., development to our existing product), system reports,
process flows, and data conversion and migration planning, concluding with an approved Solution Design Document. The card design will
undergo an iterative series of steps that will conclude with approved card prototypes. The following describes how VALID will accomplish its
design, development and configurations.

Interfaces — All needed interfaces will be identified, defined (via a functional and technical specification), developed, tested, and validated.

Extensions — These are constructs that close the functional gap between the standard solution and the business or technical requirements
of VT DMV. As with interfaces, extensions will be identified, defined, developed, tested and validated. This effort includes a JAD (Joint
Application Design) session or set of similar types of discussions with the DMV.

Application-Level Security — VALID has embued in its solutions a set of extensive security features. Application-level security focuses role-
based access to the DMV’s authorization systems. VALID might provide templates and samples, create and certify security matrices,
perform security audits, and integrate existing authorizations and business processes, as needed. This process and any decisions to be made
will be reviewed with the DMV.

Performance Standards Management — This will effectively establish and achieve performance criteria, primarily as measured end-to-end,

and response times. VALID will prepare with the DMV the performance standards during the Design phase; and we will implement them
during the Verifcation phase.
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Technology Environments — This is primarily a requirement of a central-issuance environment. Its purpose is to ensure that all VALID-hosted
environments (such as testing, QA, Production, etc.) have been properly established and configured. These environments will be discussed
with VT DMV to ensure that the technology environments match directly to the DMV’s needs.

Card Design — There is almost always the need to undergo a card design process or at least to review the current card design. There are
considerations of card composition, security features, functionality, layout, and special featuers which all need a thorough review. These
card design reviews tend to be iterative in nature, obtaining ongoing feedback and making adjustments accordingly. This effort typically will
conclude with an approved card prototype and the trial printing of the approved card design.

During the System Design, VALID will produce a Solution Design Document (SDD), with an assessment of changes required, a data
dictionary, the sources of data elements, and a list of interfaces, extensions and reports. Card design is generally not tied to other project
initiatives and processes, and thus it can be methodically progressed forward. To allow for plenty of discussion and validation, VALID prefers
to begin its card design effort early in the project.

VALID will update its project documents, and will review the completion of this phase with the DMV.

Phase 4 — Development and Configuration

This phase includes all build activities for the new solution, DR/BC planning, and VALID’s procurement and factory preparation. During this
phase, VALID will begin the data conversion and migration efforts as well as complete the site surveys.

Development (Build) — VALID will develop any necessary interfaces or extensions, build its reports, and address enterprise data integraton
requirements. Everything VALID does will pass through our QA process. All interfaces, extensions and reports will be validated in alighment
with the the DMV’s participation.

Reports — VALID will provide a standard set of reports, including compliance, managerial, and operational reports. During the previous
phase, VALID would have reviewed its reports with the DMV to determine if these reports met the DMV’s needs, or if additional reports
needed to be produced. If necessary, custom reports will be produced in this phase of the project. In addition, all reports that did meet the
DMV’s professed needs are re-examined in detail. This occurs in full collaboration with the DMV.
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Data Conversion and Migration (DCM) — With any ID/DL project data conversion and migration is a critical determinant to project success.
Data will originate from multiple sources, and the data will need to be consolidated into a defined file layout. In addition to consolidated
records, VALID will need to obtain the business rules (logic) relating to existing systems and data. VALID must usually conduct multiple
iterative sessions with the DMV staff to finalize a comprehensive list of data elements to be converted, and to agree on a conversion
strategy.

Site Surveys — To prepare for an efficient and successful installation, VALID field technicians will travel to the field offices and conduct site
surveys, focusing on such things as adequate electrical power, working space for the equipment to be installed, location limitations, etc. The
results will be documented, reported, signed off and posted. Any deficiencies or concerns will be noted. This will occur early enough in the
project so that the field offices will be given sufficient time to remedy any issues.

Disaster Recovery and Business Continuity (DR/BC) — VALID maintains an up-to-date DR/BC plan, which it can customize to meet the needs
of the DMV. VALID is cognizant that the recovery point objective (RPO) and recovery time objective (RTO) varies by customer; but VALID is
well within the requirements of Vermont DMV. Because it maintains multiple card processing / card personalization factories with excessive
capacity for growth, VALID can provide some unique solutions to support its customers’ needs. VALID will review with the DMV the DR/BC
strategies to meet its needs, and will test those strategies well before the “Go Live” date. One key point: VALID maintains hot recovery sites
for its ID/DL state customers; and it can send some or all of its card processing batches to an alternate site for processing in a matter of
minutes.

VALID will update its project documents, and will review the completion of this phase with the DMV.

Phase 5 — Verification (Testing) and Training

This phase not only includes all the formal testing activites that must take place, but also includes parallel activities in preparing the DMV’s
staff and their facilities for project transition. Thus, we include training in this section. This section provides insight into how VALID performs
its testing and prepares for and conducts training. Additionally, we will complete the data conversion and the data synchronization efforts.
Testing — This phase includes the following types of testing:

e Functional Testing — To ensure that individual functions within a component of the central issuance solution perform within the DMV
business and technical requirements. The functional testing is performed in order to ensure that DMV functionality requirements are
met for correctness, procedural accuracy, aesthetic value, user friendliness and consistency. It also reveals how specific components will
function. Additionally, VALID conducts permutation (perm) tests to verify that we have enacted the numerous business rules for handling
the DMV names (those business rules will be determined during the card design process).
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e Systems Integration Testing — To ensure that multiple DL/ID System solution modules and their associated interfaces, extensions and
reports, operate as intended, and that data integration across the DMV enterprise meets the DMV’s data integration requirements.
Integration testing verifies that all applications and sub-systems are installable in reproducible manner, are fully and properly
integrated, and the entire system works as a whole in compliance with identified functional specifications and design documents.

e Security Testing — To ensure all components of the DL/ID System are accessible only by authorized users, and that our DL/ID system
solution is not vulnerable to outside penetration attacks, and that all interfaces, extensions and reports meet applicable secure coding
and testing guidelines. The Security Test should validate that the assigned roles configured in the system provide appropriate access.

e Equipment / Device Testing — To ensure the equipment and devices operate in accordance with manufacturer specifications and any
applicable DMV requirements. This includes the equipment to be deployed at the DMV business locations as well as equipment used
by VALID at its factories to process the DMV licenses.

e Performance (load, volume and stress) — To confirm that the DL/ID system solution meets the performance standards and test the
software design scalability of the various components of the solution. This testing will be preceded by a Performance Test Plan, and
will test the scalability of the solution via load testing. This will occur in incremental stages, with the results of the testing in each
incremental stage documented.

e Data Conversion and Migration (DCM) Testing — To occur during each event of data conversion and migration, and for the final data
conversion and migration upload prior to Production. VALID will perform an initial load of a sample of folio data, including images and
meta data, provided by the DMV and will analyze the data load to confirm accuracy of the data conversion.

e User Acceptance Testing (UAT) — UAT focuses on the critical testing of the DMV workflow and processes, security controls, and
enterprise data integration requirements. UAT will be led by the DMV and VALID will participate in the tests as requested.
VALID will generate a User Acceptance Test Plan and Acceptance Test Specification (Test Cases / Test procedures) after system
requirements are finalized and will occur well in advance of the actual UAT. Further, VALID will provide the User Acceptance Test Plan
to the DMV for review and approval well prior to Acceptance Testing.

The UAT will include, but not be limited to, all necessary criteria and tests which will be performed to ensure that the solution as a whole,
and all components thereof, satisfy the requirements agreed to, provisions for the documentation of testing results, problem detection, and
corrective measures taken to permanently address problems, and a description of the resources, including the DMV and VALID staffing,
necessary to conduct testing.

The DMV will have the sole discretion to determine the final UAT test plan, including all details contained therein, that will ultimately be used
in the determination of whether the solution, and all components thereof, satisfy the project requirements.
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During this phase VALID will develop a Functional Test Plan, a Sytem Integration Test (SIT) Plan, a Security Test Plan, Equipment Test Plan, a
Performance Test Plan, a DCM Test plan, UAT Plan, and will provide Regression Test Planning — all testing wiill include test scenarios with
use cases, and test scripts. Generally, the customer performs the UAT, but it does so with test scenarios and test scripts prepared by VALID.
In addition, VALID will work with the DMV’s technical staff, explaining the purpose and process associated with the various test stages.

Training — Whenever VALID trains its customer regarding its solution(s), the training generally includes some combination of role-based
training: supervisor training (or train-the-trainers), end user training, and technical or support staff training. Formal training will require an
extensive set of training materials, handouts and guides, as well as a variety of training methods and evaluation techniques. It might include
training materials in an electronic format or Web-based Training (WBT), if the DMV so prefers. VALID will work with the DMV to fully
understand its training needs and preferences for types of training. Armed with that information, VALID will craft together plans and will
develop the training materials in accordance with DMV’s preference. Later, at a time convenience to the DMV, VALID will perform a
walkthrough of its training materials. During that walkthrough, VALID will garner from the DMV its thoughts on revising and improving the
training materials, as well as ensure that we have comprehensively addressed all the training material needs. A sample Knowledge Transfer
and Training Plan can be found in this proposal in Attachment 10.

Our two keys to successful training are: first, to decompose the groups to be trained into common functions (e.g., admin staff, technical
staff, and business office end-users, etc.), and to tailor the training to each group; second, to ensure that the training occurs just in time
(J1T) for them to start using the new system. Generally, for the end users, VALID has learned it is best to install the system, train the users,
and observe/remedial train, as needed — all in close time proximity. This approach can quickly result in a proficient end-user. Thus, VALID
will gain agreement with the DMV as to the sequence of events for training, installation and cutover.

Phase 6 — Project Implementation

e During the Implementation phase, the focus is on transitioning from the current system to the new solution. This will entail transition
planning, practice cutomver, system rollout, installation of the equipment at the DMV’s field offices, and follow-up training. It will
include system stabilization and optimization. The project rollout will be divided into several stages, including external services (check
interfaces such as with law enforcement), back office cutover, piloting of front office(s), and then full state deployment, project
completion, prior to moving to formal operations and maintenance (O&M).

The following sections describe how VALID moves through project transition activities.
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Equipment Installation — Equipment for the field offices (usually consisting of an image capture workstation (PC) with application software,
scanner, signature panel, printer and camera, etc.) will be pre-staged, inspected, tested, and inventoried and be delivered to each field
office and installed on a set schedule. Immediately after (i.e., the next morning after the installation), the delivery team will return to the
installed site for assistance, observation and remedial training, as needed.

Cutover to Production Planning — Cutover from the current system to the new production system is a short-term event; but planning for
cutover usually takes several weeks. Cutover can occur with an entire system, or a portion of a system (e.g., for a pilot in a staged
approach). Thus, we will define with the DMV the cutover strategy, confirm all responsibilities for the cutover to production, validate the
outcomes, validate the data for uploading, provide an array of specified resources, and verify that all components to be cutover are ready.

The rollout itself consists of several stages, including external services (e.g., checking interfaces with such entities as VT Law Enforcement
and the Department of Homeland Security), back office cutover, piloting of the front offices, and then full state deployment, and project
completion.

Generally, VALID recommends a Pilot that can test of the data flow and the outcomes, as well as validate all the components to be cutover.
Lessons learned during the Pilot will be aptly applied to the statewide deployment.

Post-Production Activities — These activities have as their primary objective: to stabilize / optimize the system solution.

e The Stabilization / Optimization Period is an established time interval in which all Level 1 (high importance) and Level 2 (medium
importance) defects are corrected; and Level 3 (low importance) defects are remedied to the extent possible. The time period for
stabilization lasts from 30 to 90 days, depending on the DMV needs.

e Transition to Card Production Services is a period during which VALID activates its operational support strategy and the DMV takes over
operation of its side of the system. VALID will use this period to ensure knowledge transfer has occured with the DMV’s team.

At the end of this phase that we will close the project and transition to an ongoing service, producing the identification cards / licenses for
the DMV. In addition to the standard end-of-phase activities, such as Lessons Learned, VALID will provide a summary of all phases for an
end-of-project review.

Although it could occur after the project has been closed, we plan for a Post-Implementation Evaluation Review (PIER) via a survey to be
conducted at DMV site(s) to ensure comprehensive feedback regarding the end user’s evaluation of the new processes and their proficiency

in using the new system.

Phase 7 — Maintenance and Ongoing Delivery & Support
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During this phase, VALID will provide outstanding service and support, will begin planning for DMV technology refreshments, and will
continue to improve its solution to optimize DMV staff satisfaction. Ongoing maintenance and support are covered in detail in the
Implementation Plan.

2. Provide a list of the standard project management deliverables that you would normally produce for this type of engagement.

Standard Project Management Deliverables

Throughout the project schedule (see Attachment 4) VALID has identified needed project management deliverables, which include the

following:
e Project Kickoff Event e Change Management Plan
e Weekly Progress Reports e Solution Design Document
e Communications Management Plan e Monthly Progress Reports
e Deliverables by Phase Document e Staffing Resource Plan updates
e Risk Register e |[ssue Log
e Site Survey Plan e Site Survey Summary Report
e Implementation Plan e Quality Management Plan
e Post Implementation & Evaluation Report e Deployment Assessment Report
(PIER)

VALID anticipates collaborating with Vermont DMV to adjust the above ‘standard’ set of deliverables to meet the needs of Vermont DMV.
Additionally, VALID will work with the DMV to provide any additional PM deliverables needed by the Vermont DMV.

3. Provide a proposed list of project phases, tasks, and an implementation timeline. Label this Attachment #4.
The Project Schedule, with project phases, tasks and an implementation timeline is located in Attachment #4.

4. What types of difficulties have other clients experienced with implementation of the proposed solution?

We have noticed some concerns / difficulties experienced at other jurisdictions. The following are samples from multiple clients.

1. Resource constraints caused by multiple cross-projects. It is often intuitively appealing for a jurisdiction which is trying to
improve its credentialing production to add other desirable projects to occur in concert with that effort. Such things as installing
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a new queuing system, adding a new card type, changing the state’s Endorsements and Restrictions policies, or fixing the
internal legacy system. While well-meant and highly desirable in the long-term, these “side projects” can be highly distracting
as they consume the time and attention of the same groups of staff and their leadership who not only have to focus on the new
DL/ID System project, but deal with day-to-day issues. Further, the end users are being faced with learning multiple new
processes and systems, rather than just one set of changes.

2. Underestimating the effort needed to prepare stakeholders for the new system. Because it is natural to resist change, even
subconsciously, successful jurisdictions have become change masters, focusing on the organization change management (OCM)
needs of their stakeholders, especially their own staff. Those who do not give full attention to the reality of a new card design, a
new system and new processes tend to have a longer learning curves among their staffs and some confusion and annoyance
exhibited by their external stakeholders.

3. Underestimating the training needs of their staffs. Some jurisdictions believe that changing DL issuance from one vendor to
another is a relatively straightforward affair, since their agencies have done it a few times before. However, when also changing
processes, due to the impact of Real ID (e.g., photo first), the concern is not so much the new equipment or even the new
system, but the sense of total change that can be highly challenging. This could lead to a lack of confidence among some of the
end-users, and that can translate over to the State’s customers. There are several ways to combat this:

a. Extensive preparation with periodic meetings leading up to the office conversion, enabling multiple opportunities for the
staffs to ask questions. This can be supplemented with some online training regarding the new solution.

b. “Borrowing” some key users from nearby DMV locations to work in QA / Testing of the new solution, at SIT and UAT, and
then returning to the DMV locations to cross-pollinate their knowledge.

c. Enabling some users to become “super users”; whereby a Vendor trains selected staff early and the participate in the
transition activities, enabling them to help guide their colleagues at the newly installed locations,

d. The training staff to remain at newly installed DMV locations for an extra day or two to guide, coach and remedially train
those users who may need assistance.
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e. Forming a DMV user advisor team which meets regularly to discuss the changes and how best to plan for and implement
them

5. Describe the experience and qualifications of the Project Manager you would offer as the resource for this engagement. Provide a
copy of their and label it Attachment #5.

The PM’s experience and qualifications are located in Attachment #5. The PM’s resume is located in Attachment #7.
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Part 6: Technical Services

1. Describe the technical services included in your proposal (e.g., business analysis, configuration, testing, implementation, etc.).
For this initiative, VALID will leverage the following teams within its organization:

Business Analysts (Solutions Analysts) — During the appropriate phases of the project, VALID will leverage our solutions analysts. We use the
term Solutions Analyst as this position is responsible for both the gathering of the project’s detailed requirements, as well as working with the
development and the configuration teams to ensure the requirements are met, in accordance with the design of the overall solution.

The Solutions Analysts will work with the project management team to ensure requirements for the solution are captured, expanded and
documented. They will be working closely with the DMV team to identify the following items as a minimum:
1) Workflows —how the DMV wishes to have their operators conduct enrollments, view and access enrolled applicant’s data, and
monitor the lifecycle of the credential issuance.
2) Gates and Statuses — help the DMV define the various gates needed for their credential issuance, and the statuses for the applicant’s
credential requests as it flows through the gates and issuance process.
3) Reports — will work with the various DMV teams to identify their reporting needs. Needs will include types of data, format,
frequency and delivery of the reports required.
4) Operator, Staff and Administrative roles — the Solutions Analyst will work with the DMV to help define the various access and
permissions needed by each different role needing access to either WebLink ID or BioLink ID.
5) Integrations — The solutions analyst will work with the project team to collect and document any points of integration with existing
DMV systems that are part of the solution. Detailing these connections will potentially require working with IT and 3™ party systems
managers, as such, a firm technical understanding is required above and beyond the standard business analyst role.

Quality Management Team — VALID maintains a professional quality management team consisting of quality assurance and quality control staff
that plans and oversees all its validation testing, which is formal, structured, and documented. VALID develops and maintains test data
repositories, in accordance to the requirements of the DMV. We use comprehensive test plans with detailed test scenarios and test scripts. We
will conduct quality reviews and testing progress discussions with the DMV. We will submit all test plans and testing results to the DMV, and
invite the DMV to participate in our testing, if it wishes. We will provide the DMV with weekly reports which will reflect the progress of our
testing. In the case of User Acceptance Testing, we will support DMV’s testing. We will also provide the DMV with a services connection portal
that will track the posted progress of all testing efforts.
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VALID will provide formal validation testing for all supported environments. Our process will ensure that each testable element will meet the
specified requirements. Our process includes identifying, tracking, and resolution of all issues. We will maintain test data repositories, as agreed
upon. We will conduct periodic quality and progress reviews with appropriate DMV personnel; and we will track progress in weekly reports. We
will maintain a record of solution component approvals by the DMV, and verify all applicable completion criteria.

Key activities will be performed during each stage of testing to enable successful progression to the next test stage. Each of the test stages
details the activity, activity description, the responsible party, the tools and templates and the project outputs. VALID plans to provide the
following test stages:

e Equipment Testing

e Functional Testing

e System Integration Testing, including all interfaces (end-to-end)
e Performance Testing (stress and capacity)

e Disaster Recovery Testing

e User Acceptance Testing

o Regression Testing
For each of the above test type, VALID’s Quality Management Team will create the following:

Test Scenarios and Test Scripts — Initial drafts of the test scenarios and test scripts are created by VALID during the design stage; and they can be
further refined by DMV and VALID as the design sessions continue, as well as during Build and Configuration. As applicable, test sets are a set of
tests that are grouped for a specific test cycle. These may include all of the tests within a test stage (if applicable) or a subset depending on the
scope of the test cycle. Test scenarios and test scripts and any test sets will be captured and maintained by VALID within the test management
tool. In connection with performance testing and regression testing, the test scripts will be created within the specific toolset for that activity.
DMV may supplement or modify any of the foregoing test materials as may be necessary to adequately test Vermont’s DL/ID system solution.

Test Environments — A test environment sufficient to support the testing requirements will be created during the Build and Configure and testing
activities. Test environment requirements include accommodating the applications, interfaces and extensions, as well as the supporting

transactional data.

Test Data — VALID will provide the initial set of test data based on scrambled or de-identified data provided by DMV. DMV’s SMEs can supplement
the test data as needed, and would be responsible for validating the data prior to test execution. The test data plan will specify how data will be
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generated (e.g., new synthetic data or normalized production-quality data), updated, refreshed, and controlled. All testing documentation will be
provided to DMV.

System Design and Development Team — VALID has a clear objective regarding software design and development: it aims to satisfy clients with
early and continuous delivery of stable software that meets requirements and expectations. VALID’s development team uses Agile methodology
for all development projects, and that includes WebLink ID development, interfaces, and customizations. While VALID’s solution in producing
IDs/DLs is primarily configuration-based, interfaces always need development and VALID always strives to improve its software; and so when
system design and development are needed, VALID can call on a highly proficient team of developers using Agile as their methodology.

Agile offers an adaptive project life cycle which is iterative and incremental, with rapid iterations (usually 2 weeks in length), and are fixed in time
and resources. Agile is highly regarded and increasingly adopted from small firms to the world’s largest technology companies. An Agile
development environment requires total organization buy-in, and can entail a shift in the organization culture, and not simply a process change
instituted by the development team. The key features of Agile include: its short-termed delivery cycles (sprints), the validated requirements,
dynamic team culture, less restrictive project control, and emphasis on real-time communication. VALID’s Agile environment is illustrated in the
graphic below.

In order to achieve goals and planned results within a defined schedule and a budget, we have found Agile to be an optimal development
methodology. As the name implies, an Agile approach provides a nimble process which enables faster turnaround and the dynamic ability to
quickly adapt to needed changes or course corrections. The Agile approach tends to take a more people-centric perspective, implementing short,
iterative phases called Sprints that rely on ongoing feedback that continuously reshape and refine the project path.

Agile project management focuses on adaptability to changing situations and constant, regular feedback — whether it is from our clients or from
our other team members. An Agile approach is usually ideal for smaller software projects and/or those with accelerated development schedules.
Agile development provides opportunities to assess the direction throughout the development lifecycle. This is achieved through regular cadences
of work (Sprints) at the end of which our teams must present an incremental solution. Agile methodology becomes “iterative” and “incremental”
as it focuses on the repetition of abbreviated work cycles as well as the functional solutions they yield. In an Agile paradigm, every aspect of
development — requirements, design, etc. — is continually revisited and re-evaluated. In Agile development, iterations are cycles by which teams
plan, collaborate and deliver business functionalities, products, etc.
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The adjacent illustration graphically depicts the iteration cycle in Agile project
management.

This “inspect-and-adapt” approach to development reduces development costs
and time-to-market. Because a team’s work cycle (sprint) is limited to two
weeks, stakeholders have recurring opportunities to calibrate releases for
success in the real world. Agile development helps VALID build the right
solution to optimize value throughout development. Agile development
approaches are founded on the process of human collaboration. The project is
seen as a series of relatively small tasks conceived and executed to conclusion
as the situation demands in an adaptive manner, rather than as a completely
pre-planned process. Our development teams claim that this technique:

e |s a consistent project management technique since it involves frequent Figure 63: Iteration Cycle in Agile Project
testing of the project under development
e Enables active client involvement in the development process

Card Design and Delivery — VALID’s Card Design and Delivery team offers over fifty (50) years of experience and highly-skilled resources to
design and manufacture a secure, durable card that is fully compliant, and that exceeds AAMVA’s most current requirements. Our credentials
experts will use industry best practices and card engineering resources to design and produce cards that fully meet DMV’s expectations. The
VALID Card Design and Delivery team has placed over twenty (20) of its designs into production throughout various US jurisdictions.

Developing the new card design is often the most time consuming part of the delivery project. Reaching consensus on visual elements and
validating the end product will be a collaborative effort among the DMV stakeholders. Therefore, card design activities begin soon after contract
award and comprise stepwise reviews and approvals of individual card components based on an overall design concept that will be developed
and approved by the DMV.

VALID's Card Design and Delivery Team will accomplish the following:

1) Its graphics designer will develop a documented card specification with at least three card design concepts for DMV review.
Incorporating the DMV’s feedback with each iteration, the process will continue until a consensus has been reached. The focus is on
completing initial horizontal and vertical formats, and identifying spacing and locations for various messages and indicators.
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As described in the above-cited steps, VALID will work with the DMV to address all its requirements as detailed throughout the RFP, including
meeting the AAMVA and ISO/IEC standards for image capture, sizing and placement.

If any new versions to the ISO/IEC or AAMVA standards emerge, then VALID will work with the DMV to update its DL/ID cards to the new
standards. If requested by the DMV, VALID will add, delete, or modify card designs and/or formats once per calendar year at no additional cost
to the DMV, pursuant to normal inventory management practices. All mandated format or design changes, including those mandated by federal
or AAMVA standards, will be provided at no additional cost for the term of the contract, including extensions or renewals.

Staying ahead of card threats and potential fraud is an ongoing process and not a one-time activity. As the sophistication of fraudsters grows, so
must card security. VALID will partner with DMV to assess card threats annually and on an ad-hoc basis as new threats emerge, and VALID will
recommend potential options to mitigate those threats. The DMV may choose corrective action or determine that the threats do not warrant
card changes.

Further, throughout the term of the contract VALID will evaluate revisions of the AAMVA DL/ID card design standard as they occur, advise DMV of
their impacts, if any, and recommend potential options for incorporating any changes.

Data Analytics Team — VALID’s organization includes a dedicated Data Analytics Team specialized in migrating, transforming, and managing data
for clients looking only for those services. The VALID Data Analytics Team has experience managing data migration, cleansing and consolidation
for commercial and government clients measuring in the hundreds of millions of records. The team has recently managed DL/ID data migrations
involving approximately 50 million records and 20 million images.

During the appropriate phase of the project the DMV data will be migrated first to the QA environment, then to the production environment.
Data need to be migrated into two different application databases, WebLink ID and BioLink ID. VALID will conduct an analysis of the data prior to
the migration into QA environment. The analysis will highlight any possible concerns with the existing data, incomplete records, partial data sets,
or records that are not complete enough to migrate. The purpose of this analysis is to enable the teams to adjust or correct the problematic data
prior to migration.

Migration itself will occur on the QA and Production systems in a scheduled and organized fashion, with migration status reports available at any
time during the process. Following the completion of the migration, the data will be available within WebLink ID for validation.

While the specifics of converting and migrating the DMV database may differ slightly, the VALID Data Analytics team will generally follow a six-
step process for DCM, as follows:
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Step 1 - Initial Card Image File (CIF) processing — This step is composed of testing and validation.

Running SSIS (SQL Server Integration Services) Package to import CIF data
Each job runs a month of a year; so 24 jobs in parallel running 24 months (2 years); this seems to maximize performance

After jobs complete, another job runs to truncate log files

Step 2 - Initial historical card image processing — This is the full processing after testing and validation is completed. VALID runs stored
procedures to import card images; and depending on the quality of the database, VALID can generally run an average of 100+ images per

second.

Step 3 - Initial database processing — VALID will transfer the appropriate data, decrypting and re-encrypting as needed.

Use SQL replication to keep our database in sync with DMV database.
Transfer data as needed from the replicated database to staging tables.

Decrypt and re-encrypt any data currently encrypted on DMV database.

Step 4 - Initial customer number processing. VALID will work with DMV to obtain a table of its records, so that it can cross-check the customer
identifiers.

DMV would supply a table for DEV and QA.
VALID would store the Customer ID and /or other customer identifier.

For non-matches, VALID would supply a list to DMV to create customer numbers.

Step 5 - Validate — VALID will validate with DMV sample CIF data, images and historical card images.

Use a web-based viewer to display CIF data, images, and historical card images.

Use the current vendor CIF viewer to open existing CIFs.

Use VALID viewer to open imported CIFs and card images.

Once the data is consumed by WebLink ID and BiolLink ID, perform validation using those tools and the current vendors’ applications.

Provide extracts of any migrated records to DMV for comparison to original data sources.
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e Validate imported data via a comparison of the DMV database and CIF data via the customer ID or other identifier.

e |f overlapping data fields match identically for a given customer ID, then data integrity is considered verified.

e Compare CIF data to DMV database data to determine any discrepancies.

e For data that exists in both, DMV will determine which is the true source.
Step 6 — Synchronization — This step ensures that DMV data and the imported files on VALID are all in full alignment, and remain so going
forward.

e Keep the DMV database in sync with SQL replication.

e Import CIF images via a scheduled SSIS job.

e Import historical card images via a stored procedure job.

e Update Customer ID via a service call to DMV database.

e State data for WebLink ID and BioLink ID consumption.

Configuration Team (DevOPS) — As this is a hosted web-based solution, VALID’s primary configuration team is part of the VALID engineering
group, named DevOPS, which is responsible for both the creation and management of the hosted environments as well as the deployment of the
DMV specific configurations.

While the development team creates the specific content, the DevOPS team is responsible for ensuring the content created is installed and
configured for utilization. Configurations include, but are not limited to the following:

1) Server and Virtual Machine resource allocation

2) Application and Data monitoring and backup

3) Client specific integrations with other services, databases, or enterprise solutions

4) Network connectivity, reliability and fault tolerance

The DevOPS team will work with the appropriate DMV IT staff and any 3™ party solutions staff necessary to ensure smooth connectivity to any
required integration.
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Field Services Team — VALID’s Field Service technicians will be recruited from the Vermont area, and trained up well prior to training and
deployment by our experience Field Services Management team. Later, post initial installation and user training, these technicians will be
retained to provide maintenance services. Our Field Services technicians will be fully trained on and capable of diagnosing, replacing and
servicing the deployed equipment, both hardware and software, as well as their operation. They will have detailed maintenance documentation
at their fingertips.

VALID Field Services will maintain and distribute to the DMV all the technicians’ contact information including their names, physical location,
mobile telephone numbers, and email addresses. VALID will update the DMV monthly on the equipment inventory, by product/model,
maintained to support the DMV’s locations. All equipment required of VALID will be newly manufactured, and will be inspected to ensure
excellent working order.

VALID Field Services will provide for the DMV a detailed description of all its equipment, and its parts; as well as how parts supply are
requisitioned and inventory maintained. Some equipment may require depot maintenance for repair, and VALID will explain how that will occur,
and with what vendors. VALID will maintain an adequate support of equipment and parts inventory so that there will be ample equipment to
replace and malfunctioning equipment — to ensure availability to all the DMV locations. VALID Field Services will replace malfunctioning
equipment with identical equipment, and malfunctioning parts with identical parts. VALID will ensure that it acquires enough equipment and
parts to handle the anticipated needs of the DMV through the contract term, to ensure that equipment does not become obsolescent.

2. Provide a list of the standard deliverables for the technical services described above.

Throughout the project schedule VALID has identified technical deliverables, which can be segmented into QA / Testing, System Desigh and
Development, Card Design, Data Conversion and Migration (DCM) and Disaster Recover / Business Continuity Planning.

QA / Testing System Design & Development
e  Equipment Test Plan e Fit / Gap Document
e  Equipment Testing Report e Solution Design Document
e  Functionality Test Plan e Interface Control Documents
e  Functionality Testing Report e Requirements Traceability Matrix
e  System Integration Test (SIT) Plan e Interface Control Document
e  System Integration Testing Report e Solution System Architect Document
. Performance Test Plan e System Technical Document
. UAT Plan
e  Remediation Plan for UAT Issues Card Design
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e  Security Test Plan e Card Layout for DMV review

e  Version Release Document e Card Design Specifications
e Card Prototype Card Layout
e Card Core Approval Document
e Card Prototypes

Data Conversion and Migration (DCM) e Production Card Approval Document
e  Data Conversion and Migration (DCM) (PCAD)
Plan
° Data Mapping Document
e DCMTest Plan DR / BC Planning

e Disaster Recovery (DR) / Business
Continuity (BC) Plan

e DR/BC Test Plan

e Test Result for DR/BC Testing

3. Provide a description of the roles/services/tasks the State will be expected to cover as part of this engagement. Describe any
additional roles/services/tasks that are optional, but would be beneficial for the State toprovide.

VALID anticipates the State provide the following roles to facilitate implementation. These roles need not be different persons, depending
on the DMV Staff’s expertise and availability, but many of these roles will require significant effort and time:

1) Project Manager — A single project or program manager for the entirety of the project scope will provide continuity and enable a
single person for contact and management of the various project tasks.

2) Business Requirements — capable of gathering and discussing business requirements from each prospective DMV team involved with
this solution. This can be a single person but is usually more, due to the breadth of the DMV team’s roles, and it is important to discuss
each team’s needs clearly and in enough detail the VALID’s project team will need.

3) Technical Leads in each of the following areas will be needed to ensure success:
a. Existing Solution Administrator — this person will be required to assist in coordination of migration activities for transition away
from the existing DL/ID solution.
b. Existing System Administrators — for each system needing access to, or providing data to the new DL/ID enrollment solution
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c. Existing Infrastructure, Networking and Security Administrators— needed for planning, migration, installation and maintenance
of the proposed solution.
DMV internal development managers— for any existing DMV systems wishing to consume or access the VALID solution via API
DMV QA manager — will work with the VALID QA manager and project team to create and maintain test plans, and assist in
implementing SIT and UAT testing as well as ongoing QA needs

f.  Facility Managers — for each location VALID will be deploying its enrollment hardware into.

g. Technical Support Staff — for implementation of the enrollment hardware on the existing DMV workstations

4) Training Lead — this role is helpful in providing information needed for building the training plan, specifically working with the VALID
project team to identify what types of training is needed, who will be receiving the training, and scheduling with those staff when the
training will occur.

5) Support or Internal Help Desk Manager — while VALID will support and manage solution related calls, it is important that the
transition from the existing system to the VALID proposed solution include the existing internal support team lead, so there is a clear
path for issues during the transition and beyond.

4. Describe your typical conversion plan to convert data from existing systems to your proposed solution (if applicable).

VALID will convert and enroll all existing customer image records, including legacy images and signature data, into our facial recognition (FR)
system. Additionally, we will capture and enroll all new image records on an ongoing basis, and will meet the industry standards for formatting
and compression. We will provide full documentation when this is accomplished; and we will precede it with a customized VT Data Conversion
and Migration (DCM) Plan to be approved by the DMV.

Information, images, documents, and signatures needed to populate the previous application history for credential holders will be imported
into the WebLink ID database. This will enable applicants to request renewals of existing credentials, and enables the staff to view previous
applications without having to use the legacy application. Information needed for the inclusion in the BioLink ID application for facial
recognition system population, which contains all previous photos and specific, agreed upon demographic information for each photo, will
similarly be processed into the BioLink ID database.

VALID will conduct an analysis of the data prior to the migration into QA environment. The analysis will highlight any possible concerns with the

existing data, incomplete records, partial data sets, or records that are not complete enough to migrate. The purpose of this analysis is to an
adjustment or correction of the problematic data prior to migration.
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The migration itself will occur on the QA and Production systems in a scheduled and organized fashion, with migration reports being available at
any time. Following the completion of the migration, the data will be available within WebLink ID for validation.

At a high-level, there are three processes used for large-scale data conversion:

1. Initial Data Import — During this phase, the DMV’s data is converted to a new schema, imported into staging tables and analyzed for
integrity and completeness.

2. Enrollment into BiolLink ID — During this phase, all historical customer photographs are enrolled into the BioLink ID facial recognition
system.

3. Importinto WeblLink ID — During this phase, all existing and historical customer records are imported into VALID’s WebLink ID
application.
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Figure 65: Overview of VALID's Data Migration Process
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VALID will enroll all existing customer image records into our facial recognition (FR) system, BioLink ID, and our enroliment and management
software, WeblLink ID, well before production cutover. VALID uses its proven data conversion and migration (DCM) process outlined below.
While the specifics of converting and migrating the DMV database may differ slightly, VALID generally follows a six-stage process for DCM, as

follows:

1.

Initial Card Image File (CIF) processing — This step is composed of testing and validation
e Running SSIS (SQL Server Integration Services) Package to import CIF data.

e Each job runs a month of data; and we have discovered that running 24 jobs in parallel is the most efficient way to import the CIF
data.

e After jobs complete, another job runs to truncate log files.

Initial historical card image processing — This is the full processing after testing and validation is completed. VALID runs stored
procedures to import card images; and depending on the quality of the database, VALID can generally run an average of 100+ images per
second.

Initial database processing — VALID will transfer the appropriate data, decrypting and re-encrypting as needed.
e Use SQL replication to keep our database in sync with the DMV database.

e Transfer data as needed from the replicated database to staging tables.

e Decrypt and re-encrypt any data currently encrypted on the DMV database.

Initial customer number processing. VALID will work with the DMV to obtain a table of its records, so that it can cross-check the
customer identifiers.

e The DMV will supply a table for DEV and QA.

e VALID will store the Customer ID and /or other customer identifier.

e For non-matches, VALID will supply a list to the DMV to create customer numbers.
Validation — VALID will validate with DMV sample CIF data, images and historical card images.
e Use a web-based viewer to display CIF data, images, and historical card images.

e Use the current vendor CIF viewer to open existing CIFs.

e Use VALID viewer to open imported CIFs and card images.
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e Once the data is consumed by WebLink ID and BioLink ID, perform Validation using those tools and the current vendors’
applications.

e Provide extracts of any migrated records to the DMV for comparison to original data sources.

e Validate imported data via a comparison of the DMV database and CIF data via the customer ID or other identifier.
e If overlapping data fields match identically for a given customer ID, then data integrity is considered verified.

e Compare CIF data to the DMV database data to determine any discrepancies.

e For data that exists in both, the DMV will determine which is the true source.

6. Synchronization — This step ensures that the DMV data and the imported files on VALID are all in full alignment, and remain so going
forward.

e Keep the DMV database in sync with SQL replication.
e Import CIF images via a scheduled SSIS job.
e Import historical card images via a stored procedure job.
e Update customer ID via a service call to the DMV database.
e State data for WebLink ID and BioLink ID consumption.
During the appropriate phase of the project, the DMV data will be migrated first to the QA environment, then to the production environment.

Data need to be migrated into two different application databases, WebLink ID, and BioLink ID.

VALID’s organization includes a dedicated team specialized in migrating, transforming, and managing data. VALID’s solution offering for the
DMV includes services of a VALID Data Migration team that has extensive experience managing data migration, cleansing and consolidation for
commercial and government clients.

One of the challenges in migrating large amount of data and records from a legacy system is directly related to systems resources required and
available. Our team will work with the DMV IT team to ensure the most efficient use of the resources available with least impact on ongoing
operations. VALID will conduct an analysis of the data prior to the migration into QA environment. The analysis will highlight any concerns with
the existing data, incomplete records, partial data sets, corrupt images, or records that are not complete enough to migrate. The purpose of this
analysis is to enable the teams to adjust or correct the problematic data prior to migration. Additionally, VALID’s BioLink ID solution can
enhance some images that are not clear.
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Migration itself will occur on the QA and production systems in a scheduled and organized fashion, with migration status reports available at any
time during the process. Following the completion of the migration, the data will be available within WebLink ID for validation.

5. Describe and attach your typical Implementation Plan (label it Attachment 6), which will include planning for the transition to
maintenance and operations.

Our Implementation Plan is in Attachment #6. It includes planning for (1) transition, (2) deployment, and (3) ongoing operations and
maintenance.

6. Describe the experience and qualifications of the technical resources proposed for this engagement. Provide their resumes and label
them Attachment 7.

The resumes of our technical resources proposed for this engagement are in Attachment #7.
7. Describe the training that is included in your proposal.

VALID's approach to successful training are as follows:
e Group individuals to be trained into common functions (e.g., operational staff, administrative staff, front-line staff, technical staff, etc.).
e Tailor the training to each group.

e Ensure that the training occurs just in time (JIT) for associates to start using the new system, but so much in advance that the training is
forgotten.

e Evaluate the effectiveness of the training.

e Provide refresher training as needed to ensure that associates remain current with system features and functions.
VALID, in conjunction with the DMV project team staff, will develop the strategies to ensure effective and efficient training. VALID's experience
at other customer sites, including templates and content, will be leveraged to maximize successful adoption of the new system. The training
typically includes a combination of training methods and materials to meet all audience needs. All classes must contain scenario-based process
flows, and clearly state the audience and purpose up front. Realistic mock-up data will be used whenever possible. Once all classes and

materials have been created, VALID will provide a walk-through to ensure that audience needs are being met. The following is a list of the
methods that may be used for training:

e Hands-on training (sandbox training)
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Instructor-led training (classroom training)
Web-based training (demonstrations and interactive learning)
Video instruction (including recorded video training and workflow sessions)

Webinar training

VALID's Training Manager will design the various training modules. The VALID Project Manager will have responsibility for evaluating the training
status, efficiency, and reporting that information to the DMV staff. It is expected that the DMV will assign a similar responsible party for
evaluating and coordinating the training, as needed.

VALID understands that the training of DMV’s staff must focus on the various roles that staff members have — what VALID refers to as role-
based constituencies. By segmenting the types/levels of training, VALID can develop curricula and training materials tailored in accordance with

the roles of each group. VALID focuses on five overall training levels, but we can alter this approach to accommodate less or additional groups.
The five groups are:

Operational (front-office) staff.

Administrative (back-office) personnel (a varied and diverse group).
IT/technical staff.

Special Training groups such as UAT training and DMV Help Desk training.

External partners — such as law enforcement and retailers.

Operational Training

The Operations side focuses on the end users in the branch locations who are customer-facing with the citizens of Vermont. VALID will focus on
the functionality of the credentialing system, WebLink ID, and on the use of the installed equipment. VALID will provide user manuals, quick
reference guides, web-based training, and other training documentation, after consulting with the DMV. For the instant issuance station at the
DMV headquarters, VALID will provide operational, procedural and equipment training

DMV’s responsibilities include having the operational staff available for training, and providing the venue for the training.
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In all jurisdictions, a common theme of end-users is their lack of time for extensive training. What we have found works is a series of
presentations to the end users explaining what is coming (e.g., using Webinars/conference calls for pre-training and Q&A), web-based training
to support primary training, (which doubles as supplemental training for new hires and for remedial training support), and a focused training
session during and immediately following installation of the new equipment. We generally use our installers to act as trainers for % day
immediately following a DMV office install, both providing training of the end users and acting as on-site consultants the first day. Additionally,
we have found it advisable to have a user from each branch office visit the Pilot offices soon after conversion and work with the Pilot office staff
for 1-2 days.

DMV may want to consider the use of “super users”— key end users designated to learn the new system and train other DMV staff. Also, during
formal training sessions, they can align with the VALID trainers in order to explain the differences between new capabilities and the existing
legacy processes. Those jurisdictions that use super users have found them to be a significant help, as they can bridge the gap between the ‘old
system’ and the ‘new system’. For some states, the super users function as trainers on their own right, and in that role, VALID is prepared to
provide them with instructor course materials to be used when they deliver end-user training for solutions.

Administrative Training

While the overview of the new DL/ID System will be the same for all the administrative groups, most of the content of the training will differ by
user subgroup. Since the DMV administrative staff are so diverse and specialized, training modules will be created to address each functional
area in separate training sessions, in accordance with a published schedule, agreed upon by the DMV and VALID, respectively. VALID will focus
on its two products, BioLink ID and WebLink ID, and on the security processes, hands-on processing, reporting, and audit functions.

IT/Technical Training

Training topics will include the system architecture and connectivity, security processes, troubleshooting and monitoring, preventative
maintenance, issue management, and an array of routine technology tasks. In addition, VALID will train the technical staff regarding the
administrative functions of its two primary, integrated products — WebLink ID and BioLink ID. Some of VALID’s technical training will occur via
on-job training efforts in concert with VALID technical staff visits to Vermont, whereby the technical teams from VALID and DMV will work
closely, and learn from each other.

VALID will support the technical team with a procedures manual which it will prepare for the designated DMV technical team, including a series
of walkthroughs of the document to ensure its comprehensiveness and usefulness. This procedures manual will be updated throughout the life
of the project, as needed.
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Special Training Groups

This refers to special training for UAT or perhaps training for the DMV Help Desk. UAT participant training usually occurs a short time prior to
UAT. VALID will prepare test the test scripts, but must train the UAT testers on how to navigate the new system as well as follow the test scripts
and document the results. It is often helpful to have some super users participate in UAT to gain additional insights into the system solution.

Partners

Law Enforcement personnel have special needs, as they need to determine the legitimacy of a driver’s license. Retailers need to know about any
changes in credential design (to determine credential legitimacy) and the ability to rapidly determine age. For law enforcement, we recommend
explaining the DMV Level 1 and Level 2 security features on the DL/ID credentials. VALID recommends brochures (separate designs for LEOs and
retailers) which it would design and which the DMV can print and distribute. VALID will help the DMV with the design of other brochures or
PowerPoints that the DMV can make available to law enforcement and retailers.

For additional information, please see Attachment 10, Knowledge Transfer and Training Plan

8. Describe the system, administrator, and/or user documentation that is included in your proposal.

VALID understands the importance of high-quality training materials to support DMV’s staff during and after formal training. For all segments of
the credential issuance process, VALID will develop a comprehensive set of training materials and leave-behind materials to include electronic
(fully editable) and printed copy format of all training documents, including but not limited to, the following:

e Training plan and schedule

e Training curriculum and syllabus

e Training handouts.

e Online help materials

e User guides (PDF and Microsoft Word versions).

e Web-based training modules (demos, videos, etc.)
e Quick reference guides (including troubleshooting)
e Presentation materials

e Training evaluation surveys
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e Special role-based materials for super users and others

VALID will develop and deliver comprehensive training materials, specifically designed and tailored to meet the business requirements of the
DMV as configured in the central issuance solution, covering all important business and technical functions as determined by the DMV. VALID
recommends a F2F walkthrough of all draft training materials with the DMV prior to their final revision. This includes user guides, maintenance
manuals, training aids, brochures, and quick reference guides, etc. VALID will produce the final training materials at least 60 days prior to
deployment and finalization of the training schedule. All training materials are provided in in electronic formats to accommodate future changes

and for reproduction and distribution.

VALID will update and redistribute training materials at no additional cost to the DMV. VALID will correct, update, and redistribute at no
additional cost to the DMV, any training materials on which a discrepancy is discovered. Further, if additional documentation is warranted due
to a VALID change or a discrepancy in its other training materials, VALID will produce the additional documentation at no additional cost.
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to contact to get an issue resolved, and open trouble ticket through resolution. Second, the primary function of the
DMV front offices is to support their customers. They may not remember when they called, or immediately write it
down, or recall the data and time when an issue was remedied. But if the VT Help Desk is managing the process for
opening a ticket and getting resolution, then it will maintain a documentation on when it called the VALID Help Desk
and when the call was closed. Having these statistics is very important to the DMV when evaluating reports from
VALID and determining if SLAs for response times were met.

What are the
hours of operation
for support?

VALID will align its Help Desk and Field Support Team coverage with the DMV location schedules. VALID will provide
during business hours whenever the DMV locations are open. Today, such support would cover 7:30 AM thru 4:30 PM
eastern time, for Mondays, Tuesdays, Thursdays and Fridays. On Wednesday our Help Desk will remain open until 6 PM
eastern time.

supportissues?

What is the The SLA for these calls has yet to be determined. VALID has suggested in its sample SLAs in Attachment 8 the following:
turnaround

time for e Help Desk calls will be answered and responded to within a 15 min window

responses?

e Dispatched calls where a field services technician needs to travel to a DMV location and make a repair or
replacement should incur a 4-hour window.

What is the Generally, the Project Manager will be the first point of contact for escalation during the Vermont DL/ID System
S:gacfstsl?:;r Project. At the completion of the implementation, as the project ends and the Operations and Maintenance (O&M)

phase begins, the first point of contact will shift to the VALID Operations Manager.
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The senior functional manager will diligently work to resolve all issues, while keeping the DMV’s Project Manager fully

informed. When a situation arises that requires escalation, the Project Manager/Operations Manager (First Point of

Contact (“FPOC")) will escalate. The FPOC will coordinate the proper resources to respond to the situation and resolve
the issue. If the situation warrants

further intervention by  Executive

Management, then the FPOC will inform

the Project Sponsor to garner his

assistance. In normal, non-urgent cases,

VALID recommends that the FPOC would

have two business days to resolve the

Figure 66: Routine Escalation Process . X i
issue or provide a plan on resolution. In

the event that the State provides formal notification by email or voice mail, the FPOC will respond to the State within

four hours from the receipt of the request.

For urgent matters, the State can expect an immediate acknowledgement (within one hour) from the FPOC that the
issue is being worked and a high level resolution plan will be presented within four hours. If at any point in this process,
if the State wishes to escalate the process to the Executive Management, they are welcome to do.

If any of the primary individuals named

in the escalation process — the FPOC,

Project Sponsor, or Executive Sponsor

— are unavailable, e.g., illness or

vacation, for a period greater than two

business days, an alternative with the

same decision-making authority will be Figure 67: Urgent Escalation Process

formally named. The FPOC will have this

information available to him/her at all times throughout the CPS Project. If the FPOC is himself unavailable due to
illness, vacation, or other reason, then a replacement will be identified for that period and this will be formally
communicated to Vermont DMV.
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VALID recognizes that there will be times when a critical technical or support issue must be resolved quickly. In
those situations, we will have our Field Services Manager focused on the issue. He will have the authority to tap
whatever resources he will need to resolve the matter. VALID will dedicate an appropriate number of technical
resources to support Vermont DMV. These resources will be very knowledgeable about the Vermont system, and
they will work with the VALID Field Services Manager and the Technical Lead to resolve any support or technical
issue. If necessary, other VALID resources will be made immediately available.

Figure 68: Urgent Escalations

VALID will want the FPOC to be fully engaged in the issue resolution, but he/she would do so in conjunction with the
Field Services Manager and Technical Lead and their respective staffs. As with other members of the escalation
team, should the VALID Field Services Manager or Technical Lead go on vacation or become ill, their alternatives,
with the same decision-making authority, will be named and that information provided to Vermont DMV. An
escalation document with full contact information and alternative contacts and their information will be provided to
Vermont DMV, after contract award.

Who comprises
the support
team and what
are their
qualifications?

The “support team” has two components: a Help Desk (HD) and a Field Support Team. The Help Desk is located at
Ft. Wayne, Indiana; it documents all calls received from issue to resolution. The HD has 15 minutes or less to make
a determination regarding how the issue might be resolved. In many case, such as malfunctioning equipment, it will
need to dispatch a Field Services team member to the site to fix or replace the equipment.

The Field Support Team resides in Vermont. Their disposition throughout the State is meant to facilitate the
troubleshooting of issues as they occur throughout Vermont. The Field Support technicians are trained on all the
equipment deployed to the DMV locations. In some cases, “repair” can be affected with a minor adjustment.
However, in situations where the root cause of the issue is not obvious, it is usually better to just replace the
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Sample Step-up Strategy to Testing Patches

The software updates actually begin at VALID-hosted data centers within separate Development and QA
environments. These environments are virtualized and will share a similar configuration to cloud-hosted
Development environment. WebLink ID, BioLink ID, and Job Control System developers modify and build in
the Development environment at VALID’s Fort Wayne, IN Data Center. VALID then utilizes an Atlassian
Bamboo continuous integration server to build the QA environment at VALID’s Downers Grove, lllinois Data
Center when a planned release is stable and ready for testing.

Releases to the VALID-hosted QA environment will receive automated unit and functional tests during the
continuous integration build. Additionally, VALID’s QA team will use pre-defined test scenarios and cases to
perform manual testing. These cases heavily target application areas that are not friendly to automated
testing. After it passes the QA process, VALID’s QA team will then promote the version or technology stack
update. This promotion will be communicated to DMV staff who will schedule the installation for the update
to the cloud-hosted Development environment.

DMV and VALID QA teams perform additional testing in the cloud-hosted Development environment with a
heavy focus on integration and functional test cases. The release or update is then promoted to the cloud-
hosted QA environment after passing those tests. DMV and VALID QA teams perform more testing in the
cloud-hosted QA environment. The QA environment is an exact replication of the Production environment.
Here, the update receives heavy integration and performance test focus. Finally, with permission of DMV, a
version or update is promoted to the Production environment after passing the testing process in all other
environments.

Summary of the “step-up” QA strategy:

e VALID-hosted Development environment.

e Promotion to VALID-hosted QA environment.

e Promotion to cloud-hosted Development environment.

e Promotion to cloud-hosted QA environment.

e Promotion to cloud-hosted Production environment.
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\VALID clears test data and accounts from the appropriate environments after testing, and VALID never
intermingles test data and production data. VALID will provide to DMV a report with a quarterly or ‘upon
request’ periodicity, which will cite any patches or software updates to the solution during the time period
covered, as well as the type of patch/update (application, anti-virus, etc.) and the equipment affected.

In keeping with its standard procedure, VALID will conduct testing, and then notify DMV of the test results
and any pending updates/patches to the solution software prior to their execution. VALID will work with
DMV to establish a procedure regarding the amount of notice needed and the appropriate contact points.
VALID will never promote any solution software updates to Production without consent of DMV.
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Describe your software upgrade
process.

\VALID will extend, at no cost for the update, for the duration of the contract, any system updates that are
developed. Updates are specific to the version implemented, in this proposal WebLink ID 2.0. Should an
update require changes to the DMV’s customized business logic, gated issuance process, or other such
customization, and is not within the scope of the initial project, VALID will discuss the impact of the updates
with the DMV to identify any customization changes required.

If, and when VALID has a version Upgrade for the DMV to assess, different from same-version updates,
maintenance, change requests or hot-fixes, a new upgrade version server can be presented for the DMV to
assess. This upgrade server will exist in the cloud, and will be accessible to the DMV staff reviewing the new
features of the upgrade.

In the event the DMV wishes to proceed with the upgrade, our project management team will engage the
DMV staff to define and execute an upgrade project. As upgrades might impact the existing workflow design,
business processes, system interconnectivity, and overall environment functionality, this process does
require a proper project team to plan and execute.

Similar to applying maintenance patches, updates and hot-fixes, VALID will deploy an upgrade version to a
new Dev server in the cloud to verify the upgrade version passes all development tasks required. From the
development environment it will pass to the QA environment for further testing. UAT might be needed to
ensure operator acceptance. If it is, it will be defined during the upgrade project planning.

Additionally, upgrades might require a new data migration, from the previous version to the new version,
assessment of the migration need will occur during the upgrade project planning phase. Similar to the initial
project, migration of existing data will occur such that it is available during testing in the dev and QA
environments as needed or required. Once upgraded version testing is complete, a differential migration will
occur to cover the data that has been modified or created since the initial migration into QA.

Provided VALID is still under contract with the DMV, the upgrade version will have no licensing cost, and will
be provided to the DMV at no additional price. The project to deliver the upgrade, any customizations, and
implementation will be discussed with the DMV.
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How often are new versions
released?

Is documentation and
training provided for
system upgrades?

Are there additional costs
for upgrades and/or new
releases?

Yes. All system upgrades include documentation and training, as applicable.

Describe how and when the
State will have an
opportunity to test system
upgrades/releases prior to
live installation.

Similar to applying maintenance patches detailed above, the State can upgrade or new release deployed to
their QA environment for testing and validation procedures. The same process defined above would apply.

Internally, at VALID-hosted servers, update management is monitored on a regular basis. Updates and
upgrades are tested on a dedicated machine for stability before they are deployed. VALID tests OS patches
and updates monthly as part of its product maintenance. It tests updates in its internal Development
Environment that replicates the configuration deployed to DMV’s cloud-hosted solution.

VALID develops software in a separate, internally-hosted environment. The software is then typically
integrated and configured into the cloud-hosted environments, which may have several environments of its
own: Development, Quality Assurance, and Production. All component/configuration changes are migrated
through these environments through specific installation instructions and procedures — this is referred to a
“step-up” strategy. This step-up strategy enables VALID and DMV to test technology stack (OS, web server,
database server, etc.) updates and VALID’s application software (runtime libraries, WebLink ID, BioLink ID,
etc.) updates within the cloud hosted QA environment without affecting the Production environment.

Sample Step-up Strategy to Updates and Upgrades
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The software updates actually begin at VALID-hosted data centers within separate Development and QA
environments. These environments are virtualized and will share a similar configuration to cloud hosted
environments. WebLink ID, BioLink ID, and Job Control System developers modify and build in the
Development environment at VALID’s Fort Wayne, IN Data Center. VALID then utilizes an Atlassian Bamboo
continuous integration server to build the QA environment at VALID’s Downers Grove, lllinois Data Center
when a planned release is stable and ready for testing.

Updates and upgrades to the VALID-hosted QA environment will receive automated unit and functional tests
during the continuous integration build. Additionally, VALID’s QA team will use pre-defined test scenarios
and cases to perform manual testing. These cases heavily target application areas that are not friendly to
automated testing. After it passes the QA process, VALID’s QA team will then promote the version or
technology stack update. This promotion will be communicated to DMV staff who will confirm the schedule
to the cloud hosted QA environment.

DMV and VALID QA teams perform additional testing in the cloud-hosted QA environment with a heavy
focus on integration and functional test cases. The release or update is then promoted to the cloud-hosted
QA environment after passing those tests. The QA environment is an exact replication of the Production
environment. Here, the update or upgrade receives heavy integration and performance test focus. Finally,
with permission of DMV, a version or update is promoted to the Production environment after passing the
testing process in all other environments.

Describe how the State will
validate post installation and
how changes will be backed
out in the event that a
problem is encountered.

\VALID will work with the DMV to define post installation validation plans, ensuring the proper business logic,
rules, messaging and data transports are functional post implementation and before production ‘goes live’.
Based on the validation plans, maintenance and validation might have to take place over a weekend, or a
period of extended production down time to ensure proper promotion to production has been attained.

In the event a rollback is required, VALID will work with the state staff to ensure it is achieved within a
defined, and agreed upon rollback policy. Rollback of the implementation is relatively simple as VALID stored
previous versions, and corresponding customizations, and can deploy those as needed. Data rollback can be
accomplished, as VALID's solution stores previous app data, and those previous revisions can be set to

current.
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VALID will maintain complete duplication of data handling, card production, and card personalization
facilities throughout the life of the contract between VALID and Vermont DMV. VALID easily has the
capacity to support the full card production for the DMV, including growth, at either of its
personalization factories. However, by providing two, fully-redundant personalization factories, VALID
can provide the VT DMV with seamless, ongoing hot backups. That is why VALID splits the printing
between two personalization factories — so that both printing crews are well-versed in producing the
DMV’s cards. Thus, VALID can meet the most stringent SLAs in producing DLs/IDs for the DMV, as it can
move files from one personalization factory to another in minutes.

The DMV disaster recovery scenarios will be simulated in collaboration with DMV to verify response
systems and procedures function as required. All potential points-of-failure will be identified and will
be mitigated. Disaster recovery scenarios are tested on an annual basis following the initial business
continuity test prior to “Go Live” production. The annual test scenarios will be updated each year to
best simulate the most current and plausible situations. Annual tests serve as a necessary training
refresh on documented procedures.

Evidence and results of the executed annual disaster recovery testing will be shared with the DMV.
VALID anticipates a joint review of the results with the DMV to analyze and identify potential risks and
opportunities for improvements. As the DMV and VALID contribute to successful operation of an
overall system, procedural improvements may be applicable to VALID and the DMV alike.

VALID's detailed Disaster Recovery and Business Continuity (DRBC) Plan will be made available to the
DMV, on request, for complete review and approval.
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With the use of two production operations active on a routine basis, actual transfer of operations to
the unaffected production location is straight forward. Transfer of operations requires only that the
allocation application be configured to send 100% of each incoming job to the other production
facility. Since this situation utilizes data handling and production resources that are already in use, no
additional testing is planned. These facilities follow the same level of security standards and are
certified by credit card brands (Visa, MasterCard) in following Payment Card Industry (PCl) security
standards.
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What is your standard RPO
and RTO?

T
' I —
IF
-
o

Describe the plan your
company has in place for its
own disaster recovery of any
sites that may be involved in
support of this proposal.

VALID has set up its credential processing to fully mitigate the risks of unforeseen downtime or serious
interruptions of its ability to produce credentials. Our factories are duplicated, as are our equipment and
systems. Even our factory allocator, which sends card files received from the State to the factories, is backed
up and duplicated in another geographic setting. Our power systems are backed up, and our
telecommunications links among our factories are redundant. We produce the credentials in batches and
track each batch. If a local disaster occurs during a batch run, we send the credentials in that batch to the
other location, and we destroy the credentials already produced from the batch in the first location so that
there can be no duplicated credentials. Our procedures are periodically tested. There is no loss of data, and
our recovery time is generally under four hours.

The following describes how VALID has planned for disasters at its personalization factories. In general
terms, a disaster is defined as the total loss of a Card Personalization Facility for an extended period of time,
as when a facility would be impacted by tornado or other natural disaster. In cases such as this, rebuilding
the facility and/or installing new, unqualified equipment is typically required.
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Because VALID operates two production centers on a routine basis, actual transfer of operations to the
unaffected production location is straightforward, the allocation application sends 100% of each incoming
job to the unaffected production facility.

The next step is reconstruction. This may be as simple as restoration of services such as utilities or as
complicated as rebuilding and reinstallation of new production equipment. The important distinction
is that resuming production after a disaster may require the restoration of the production process
using new personnel, equipment and/or facility. In which case:

Unit testing will be completed followed by end-to-end testing utilizing internally generated test jobs.
The purpose of this testing is to simulate UAT and to verify that personnel and equipment are
prepared for UAT.

An abbreviated UAT will be performed — similar to the UAT performed at initial contract acceptance,
but limited in scope to this facility.

Upon acceptance, a new Production Card Approval Document will be created and upon approval, the
facility will be deemed ready to receive jobs. Initial production will be overseen by engineering and
top personnel.

2. Describe any other services not mentioned in the above list that are included in your standard Service Level Agreement (SLA)
and include a copy of your SLA with your response to this RFP. Label the SLA Attachment #8.

VALID has no other specific services that have not been identified in this document. We have included a copy of standard SLA in Attachment #8.

3. Describe how adherence to your service levels is measured and what remedies you would provide the State when performance

doesn’t meet the standard?

VALID is cognizant that a service level agreement (SLA) helps to clarify the level of service expected by Vermont DMV by VALID, laying out
the metrics by which each service is measured and the remedies or penalties that would occur if the agreed-upon service levels are not
achieved. Upon contract award VALID expects to negotiate the SLA agreement with Vermont DMV to include a definition of the
measurement standards, methods of measurement, reporting processes and frequency, and a dispute resolution process. We have
enclosed in Attachment 8 a suggested set of SLAs, how they are measured, and the remedies that we believe are appropriate should we

fail to meet the suggested standards.
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Part 8: Pricing

As instructed by the DMV, we are placing the financial pages for this proposal in a separate, sealed envelope; and have submitted that envelope
with the proposal.
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Attachments
Attachment #1 — Valid USA, Inc. Financial Statement

Attachment #2 — Valid USA, Inc. Road Map for Proposed Solution

Attachment #3 — PowerPoint Presentation providing Executive Summary of Proposal
Attachment #4 — Project Schedule

Attachment #5 — Project Manager Qualifications

Attachment #6 — Implementation Plan

Attachment #7 — Technical Resources Qualifications and Resumes

Attachment #8 — SLA with additional services

Attachment #9 — Card Feature Sheet

Attachment #10 — Knowledge Transfer and Training Plan
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Attachment #1 — Valid USA, Inc. Financial Statement

Provide a Financial Statement* for vour company and label it Attachment #1. A confidentiality
statement may be included if this financial information is considered non-public information. This
requirement can be filledby:
+ A current Dun and Bradstreet Report that includes a financial analysis of the firm;
+ An Annual Report if it contains (at a minimum) a Compiled Income Statement and
Balance Sheet verified by a Certified Public Accounting firm; or
+ Tax returns and financial statements including income statements and balance sheets
for the most recent 3 years, and any available credit reports.

*Some types of procurements may require bidders to provide additional or specific financial
information. Any such additional requirements will be clearly identified and explained within the
RFP, and may include supplemental forms in addition to this Bidder Response Form.

(see financial report on next 3 pages)

Responses Valid USA, Inc. 256



State of Vermont, Vermont Department of
Motor Vehicles, Driver’s License/ID System
Replacement RFP

Responses Valid USA, Inc.




State of Vermont, Vermont Department of
Motor Vehicles, Driver’s License/ID System
Replacement RFP

Responses Valid USA, Inc.







State of Vermont, Vermont Department of
Motor Vehicles, Driver’s License/ID System
Replacement RFP

- Disclose any judgments, pending or expected litigation, or other real potential financial reversals, which might materially affect the
viability or stability of your company or indicate below that no such condition is known to exist.

VALID does not have any outstanding or ongoing legal actions against it, in any state.
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Attachment #2 — Valid USA, Inc. Road Map for Proposed Solution

Provide a Road Map that outlines the companv’ s short term and long term goals for the proposed solution/software and label it

Attachment #2.
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Attachment #3 — PowerPoint Presentation providing Executive Summary of Proposal

State,_Label it Attachment #3
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Attachment #4 — Project Schedule

Provide a proposed list of project phases, tasks, and an implementation time-line. Label this
Attachment #4.
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Attachment #5 — Project Manager Qualifications

-is a global project management professional with 25 years of experience in applying PMO processes to SDLC.- began his career
as an information engineer at the esteemed IT consultancy, James Martin & Co. At James Martin & Co., assisted organizations using
techniques pioneered by Dr. Martin, including Computer-Aided Software Engineering (CASE) tools, Rapid Application Design (RAD), and Joint
Application Design (JAD).- has delivered dozens of successful projects for large organizations.

- has worked in two continents with cultural sensitivity and success leading onsite and remote matrix teams with leading processes and
local execution. He brings broad experience in planning and executing multi-million-dollar high visibility and mission-critical application
development and enterprise application delivery projects in the insurance, medical device, pharmaceutical, health care, utilities, education and
general manufacturing industries. He has also worked for or alongside well-known software companies such as IBM, Oracle, Tivoli, Compuware,
SAP, McKesson and SAS.- is detail-oriented, customer-focused and excels in applying his diverse skill set to developing sustainable
solutions. He is experienced in project managing state government projects, including the DL/ID systems.
Project experience includes:

e Successful management of $10K-$4M dollar projects, leading up to 250 business and IT professionals.

e Developed high reputations and competence in directing projects of varying size and complexity, regardless of platform.

e Leading cross-functional teams to complete results-generating tasks and projects on time.

_ resume is located in Attachment #7, per the response to Question 26 regarding the RFP.
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Attachment #6 — Implementation Plan

Describe and attach your typical Implementation Plan (label it Attachment #6), which shall include planning for the transition to

maintenance and operations.

Our typical Implementation Plan is actually three plans — a Transition Plan, a Deployment Plan and an Operations and Maintenance Plan — as that
is what most government agencies request. However, whether three plans or one, these plans must be fully developed and ready to go prior to
“Go Live”. We have combined them in the plan below, as requested by the DMV.

VALID Implementation Plan

1. Introduction

For a successful project, we need effective planning of the transition, the deployment and the ongoing maintenance as soon as practical. Lack of
effective planning and execution may lead to severe reconciliation problems and schedule attenuation. Such issues can be prevented if
appropriate thought is given to plan this phase in a way that is least intrusive and in sync with the DMV’s resources.

Implementation will start just before the Project goes live (transition) and will continue through deployment, (which includes installation and
training), and through ongoing operations and maintenance activities. This planning represents a set of detailed, sequenced tasks and activities
which are performed to deploy the pre-production components to the production environment and activate them; to onboard supported
systems, data, interfaces, system components, documentation and related operational support; to outline the handling, delivery and installation
roles from the Pilot to the statewide deployment; and to detail how VALID will ensure all maintenance activities will be performed, and how all
VT requirements will be met with minimal disruption to the DMV locations.

2. Purpose

To plan the execution of activities required to successfully migrate the business operations from the current solution to the new DL/ID System
Production system, install the equipment and train the users, and then maintain the systems.
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3. Scope

This plan focuses on all requirements which must be met, and all tasks and activities to be performed to transition the Vermont DMV from its
existing DL/ID environment to its new central issuance solution, as well as the management of processes to support that effort. It includes
preparation for the Pilot, execution of the Pilot and the statewide deployment, and all ongoing support for that deployment.

4. Transition
4.1 Objectives

e Execute “Go-Live” cutover with minimum negative impact to daily business objectives.

e Coordinate with the DMV to connect service delivery between DMV and VALID’s personalization factories.

e Coordinate with multiple sets of stakeholders to ensure a successful transition.

e Implement processes and controls that will not interfere with DMV’s ongoing business operations.

e Ensure that the administrative and technical staff are trained and ready, and they have appropriate user documentation.
e Quickly reach a stability level where the project can be handed over to the respective Operations and Maintenance teams.
e Execute cutover within established timeframe, deploy the new solution statewide, and maintain the system throughout.

4.2 Assessment

VALID will assess the resource requirements (e.g., hardware, software, and staffing), time requirements, known impact or dependencies on
other projects, and other information mutually agreed upon. VALID will inventory and describe the operations being migrated; and it will
identify, track, and report all DMV operational software on supported servers. Finally, VALID will list the baseline performance attributes of the
current legacy environment. As a result of these efforts, VALID can fully assess the current environment vis-a-vis the new DL/ID System
environment, can identify gaps, and can assess what needs to occur to transition DMV from its current solution to a centralized issuance
solution.

Additionally, this assessment will provide a baseline for performance levels of supported servers, processes (both online and batch), and other
measurable elements of system performance for the current environment. Later, this will be used for comparison to the new DL/ID System
environment to validate performance improvements. VALID will provide to the DMV proposed strategies and standards to coordinate
information and solution architecture across DMV locations.

4.3 Prepare

During the Test phase, the QA teams will have developed test scenarios and test scripts etc., and will have executed all the necessary testing to
make sure the system fully worked. However, it is intuitively appealing to insert a prepatory stage between testing and production cutover.
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Most of the activities in preparing for cutover will be finalized over the weeks leading up to the actual cutover point. During this preparation
period, data can be migrated and locked down in the live system, equipment is received and prepped, back-office training is completed, and the
installation schedule is continually validated. By thoroughly preparing for the cutover, we can reduce the cutover workload and risks.

Once we get to the stage where we are ready to Go-Live, we enter a final but critical juncture where we review the likelihood of showstoppers
and gauge our likelihood of success. First, we must ensure the training meets the needs of the users. The end users will be learning the system in
a thorough way, and should be able to iron out small mishaps early on.

When we get to the actual cutover point, it is pivotal to have a detailed checklist, which must include everything that needs to happen, and it
must be comprehensive and accurate. The project managers will act as the central control points, so activities must be reported back to them,
and they will update the cutover plans. To sum up the above, the key to a successful cutover and deployment lies with detailed transition
planning.

4.4 Implementation Sequence

1 — Deployment of External Services — These are the third-party interfaces that must be maintained — Law enforcement, Department of
Homeland Security (DHS), etc. These connections must be tested again just prior to Cutover.

2 — Deployment of all Back Office units — Prior to the implementation of a single pilot, the administrative and technical support teams must be
fully trained and prepared to support the issuance of driver licensees.

3 — Deployment of the Pilot sites — This is where we will first issue the new identification cards and driver licenses.
4 — Deployment of the operational locations (schedule to be determined)— during this implementation, our mutual goal will be to efficiently
transition the remainder of the DMV’s locations in accordance with the prescribed schedule.

4.5 Stabilize

Projects should never go live without a full understanding of how they will be measured, how success will be determined, and how to define the
point-of-stability. The main project objective must always be to reach a stability level where the project can be handed over to operations and
maintenance (O&M) teams. We must clearly validate the key performance indicators (KPIs) that need to be met to proclaim the system stable.

4.6 Key Performance Indicators with Success Criteria
e Complete all documentation: training documentation, user manuals and a technical procedures manual
Success Criteria: Positive feedback from the DMV administrative staff, operational staff, and from the technical support staff
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5. Deployment

This section describes how VALID will prepare for, setup, test, and verify equipment functionality, then deliver to each DMV location the evening
before the scheduled cutover date, fully train the DMV location staff the following morning, and provide status reporting.

5.1 Deployment Schedule

The Schedule for the DMV’s statewide rollout will be determined by the DMV. VALID Field Services will review the schedule on a week by week
basis, throughout the rollout schedule, making any adjustments as directed by the DMV. VALID Field Services will strive to maximize our
efficiency with the rollout and the training effort.

5.2 Deployment Preparation

In preparation for DMV deployments, the following will occur:

e The VALID Field Services will establish a central equipment depot in Vermont.

e VALID Field Services will receive, tag, and enter into its inventory system, all equipment procured for DMV sites. All equipment will
receive an asset tag.

o VALID Field Services will prepare a set of site logs to be completed at DMV locations and DR offices. These site logs will be set up
electronically, and able to print an individual sheet for each deployment location.

e VALID will create a set of checklists and scripted processes for the VALID Field Services team. These scripted processes will be used to
help ensure that each technician follows his training to install software and drivers, in what order, and covers all aspects of the
installation.

e VALID Field Services will deliver all image capture workstation (ICW) components to DMV office location the early evening prior to
installation, and right after close of business, so as not to disturb normal business operations.

e During the Cutover Practice, the VALID Field Services teams will review the processes employed and the sequence of these activities, and
make any needed adjustments. If additional cutover practices are warranted, they will be initiated. Similar timings will be used to review
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the SLA requirements during the Maintenance and Support phase. During the Pilots, they will re-test this process at actual sites, and
continue to make appropriate adjustments.

e In collaboration with DMV, the VALID Field Services teams will update their schedules of installation dates for all DMV locations at the
beginning of the deployment, and maintain subsequent adjustment schedules for the remaining of the deployment. DMV will identify
the quantity and type of equipment to be installed at each DMV location.

e VALID Field Services will provide the names of the individuals in each team in accordance with the current schedule.

e DMV will be asked to obtain contact information for each DMV location and provide that to the installation teams, at least two weeks
prior to the selected installation date for each DMV site and DR office.

5.3 Rollout = This stage encompasses seven key phases, as follows:

e Stage 1- External Services (DL/ID System data and photo service and EDL service). This will ensure that external entities who inquire
into DMV’s system for data and image retrieval can access this information within the appropriate response times (e.g., DHS and state
law enforcement).

e Stage 2 — Back-Office / DMV Headquarters locations. A small volume of folios that are processed in DMV headquarters and requires
special handling. This will run for a two-day period.

e Stage 3 - Front Office Capture/Issuance Pilot. The Pilot would consist of a select number of business offices, representing multiple sizes
of DL offices as well as differing geographic locations. What will be accomplished during the Pilot is validation of the front-end processes
(including data communications), as well as a determination of any issues in the business end of this offices (such as remedial training
needs).

e Stage 4 — Statewide Deployment. This consists of the deployment of the remaining location offices across Vermont as quickly as
possible.

e Rollback — This stage is optional, and would only occur if a significant issue surfaces after Stage 1 has started, but before Stage 3 has
begun.
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Note: For field offices, once the process begins, any issues will be dealt with and corrected; there will be no rollback once the front office
deployment is underway.

5.4 Installation

VALID Field Services technicians will install and test the equipment and application functionality the early evening (immediately after end of
normal business activity) prior to the scheduled “Go Live” date at a given DMV location. The morning after installation, a VALID Field Services
technician will be onsite at the applicable DMV locations to assist the DMV staff in using the equipment and the WebLink ID product.

The VALID Field Services technicians will perform the following tasks, in accordance with a scripted process that it will prepare and review with
DMV.

e Install new camera towers with IC workstations

e Ensure that any needed chains to hold the camera backdrop screens are positioned

e Install the backdrop screens

e Check out the installation and perform functional testing on each piece of equipment

e Measure the distance from the camera to the drop down screen, and make any adjustments needed

e Install and or configure the most current image to the ICW systems which will include print drivers and additional software as necessary.
We plan to use an ICW-specific Windows image that will be pre-configured for the printer drivers, WebLink ID shortcut(s), Capture
Manager software, and Windows service.

The VALID Field Services team will ensure asset ownership tags have been applied to all installed equipment. Additionally, the team will remove
and dispose from DMV locations and DR offices all packing materials and other debris from the installation. Any cabling will be neatly labeled
and orderly.

The VALID Field Services team will maintain a site log that details the hardware and software configurations for each site. The site log will be the
property of the DMV, and one copy will be left on-site with the DMV location the site designee and another copy will be sent to DMV point of
contact.

5.5 Post Installation

The VALID Field Services technicians will arrive the morning after the installation of equipment at each DMV location and will do the following:
e The Field Services technician team will help them with any questions or training needs, and that will continue throughout the morning.
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e Provide any needed equipment support
e Field Services technicians will not leave a DMV location without checking out with DMV manager / supervisor.

If at a later date, DMV requires the DL/ID System solution equipment to be uninstalled and then reinstalled and tested at a different location,
VALID will perform that task in coordination with DMV, closely along the same installation processes as the original deployment.

5.6 Reporting

The VALID Field Services installation teams will report back through their established communications channels and established periodicity (daily
calls and weekly reports) through a single point of contact regarding the deployment and installation of the equipment at each DMV location.
The concept is to have the most current information regarding the installations in the hands of DMV.

During the installation the VALID Field Services team will complete a site log of the hardware and software configuration for each site. The site
log will include all of the following:
e Date of Equipment Installation
e Site Location
e Equipment Installed
0 Asset Name/Model
0 Asset Tag Identifier #
0 Serial Number
O Asset Descriptor
e Any Issues Encountered
e Special Concerns

A copy of the site log will be given to the site / location supervisor. At the end of the week, the site logs for all sites installed during that week
will be sent to DMV for its review.

6 Operations and Maintenance

The VALID Field Service team will be responsible for troubleshooting, replacing equipment, reporting, and other assigned tasks, supporting the
equipment and services deployed at the DMV locations. During the Operations and Maintenance (O&M) period which follows the Deployments,
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the staffing level maintained by VALID will be more than adequate to meet DMV’s SLAs in supporting the equipment and responding to all
service calls. These Field Service technicians will be recruited from Vermont, and trained up prior to training and deployment.
6.1 Staffing and Coverage

VALID will position its field technicians throughout the state, as well as a manager/supervisor, to provide the needed coverage for maintenance
and support. It will establish a central equipment depot VALID will maintain its staffing levels to support trouble calls throughout the state.
VALID Field Services will maintain and distribute to DMV all the technicians’ contact information including their names, physical location, mobile
telephone numbers, and email addresses. VALID will also update DMV monthly on the equipment inventory, by product/model, maintained to
support the DMV locations.

Our Field Services technicians will be fully trained on and capable of diagnosing, replacing and servicing the deployed equipment, both hardware
and software, as well as their operation. They will have detailed maintenance documentation at their fingertips. VALID Field Support is
responsible for service during business hours of all DMV office locations.

6.2 VALID Call Procedures

6.2.1 Initiating a service call

VALID will deploy a full set of equipment to each DMV location, and provide a toll-free number for DMV sites to contact it for any issues. When
the DMV location contacts the VALID Help Desk, the latter will open a ticket and follow all issues to resolution. VALID will require the following
information:

e Location of the office (full physical address)
e Contact person, phone number, and email

e A concise summary of the issue

6.2.2 Recording the call at VALID

Responses Valid USA, Inc. 298



State of Vermont, Vermont Department of
Motor Vehicles, Driver’s License/ID System
Replacement RFP

VALID can receive Help Desk calls via web tracking, phone, or email. VALID will align its Help Desk coverage with DMV location schedules
(generally, Monday thru Friday, 7:30 AM thru 4:30 PM (eastern time), except on Wednesdays, when the Help Desk will be available until 6 PM
eastern time). Upon receipt of the call ticket from the DMV, the VALID Help Desk Service Representative (SR) will review the issue, and will either
dispatch a VALID Field Technician to the site (Level 3), or will call the DMV site supervisor to get a clarification of the issue. Once dispatched, the
VALID Field Technician will call the DMV contact person to apprise him or her of the ETA. If the VALID Help Desk can resolve the call over the
phone, then the trouble ticket will be documented and closed. If a technician is dispatched, then the Help Desk will track the trouble ticket until
the technician resolves the issue, and will document the timelines associated with that effort. In agencies with redundant Contractor provided
equipment, if VALID-owned equipment needs repair or replacement, the service must be completed within 6 business hours of the initial report.

Upon arrival at the DMV site, the VALID field technician will notify the VALID Help Desk that he or she has arrived.

While the VALID Help Desk maintains a ShoreTel automated call distribution (ACD) system which will automatically track the calls, call duration,
etc., the VALID HD SR will log the call into JIRA, VALID's issue management system, where the call will be recorded, tracked, and progressed
through final resolution.

6.2.3 Closing the Call

When the VALID Field Technician completes the service call, either resolving the issue or replacing the malfunctioning equipment, then he will
check out with the DMV site contact person, and then call the VALID Help Desk. The VALID HD SR will place a return message/call to the DMV
Help Desk, and will resolve the call in JIRA. If malfunctioning equipment was replaced, then later, when the VALID Field Technician checks out the
equipment at the VALID equipment depot, the actual cause of the malfunction will be sent to the VALID HD, which will update the issue within
JIRA.

6.3 Reporting

By the 3™ working day of each month the VALID Help Desk will prepare a monthly report detailing the calls for the month, the issue resolution,
time to resolution, and any other pertinent data. In the report, the Help Desk will provide DMV with any trends revealed by the monthly data or
data over a past set of months (e.g., some issues with cameras might have been resolvable at the site by DMV staff). The report will be sent to
the VALID Operations Manager for DMV who will review it and present it to DMV as part of her overall monthly reporting.

On an as-needed basis, using JIRA, the Help Desk can provide special reports on certain types of equipment or on specific DMV sites.

VALID Field Technicians will submit a daily report to their supervisor consisting of a list of all service calls closed, updated or otherwise worked
on as well as any equipment replaced, brought back to the warehouse and any other tasks completed during their shift.
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Each week the in-state VALID Field Services Manager will submit a report to VALID management for continued monitoring of events. VALID will
provide a set of reports to the DMV as described below.

6.3.1 Daily Reports

e The “Open Request Status Report” will list all open service requests with performance and response times

e The “Requests Closed Since Last Report” will list all closed resolved requests with pertinent problems, resolutions, root causes, and
performance information

Note: Should a systemic or repeating issue affecting a significant number of sites or devices occur, VALID Field Services may be required to
update DMV with frequent (e.g., daily) progress conference calls until DMV regains its confidence that service requirements are being met.

6.3.2 Monthly Reports

e The “Volume Summary Report” contains all service requests that quantifies calls opened, closed, problem types, resolution, etc., by
equipment type. This information will include a review of the previous 12 months to help identify trends.

e The “Inventory Report” shows the location and status of all VALID Field Services’ equipment deployed throughout the state. It tracks
installed equipment, spare hardware, equipment out-for-repair, and any “retired” (inactive and removed) equipment.

e The “Performance Report” lists all the performance data against SLA requirements including: (1) Response Time, (2) Arrival Time. (3) Time
To Repair, and (4) Close Time

Note: This data is generated monthly, but published with a 12-month history for trend analysis
e The “Ad Hoc Reports” are on-demand reports to address a specific need such as call volume analysis, site history reporting, operator
history reporting, etc.
6.4 Troubleshooting & Repair

VALID Field Technicians will try to reproduce the issue when they arrive on location so that they can either confirm the problem and repair it, or
swap out any equipment needed. The VALID field technician will follow a basics-first troubleshooting procedure after arriving on location —
making sure that all cables, connections and power are present and plugged in correctly. He will then try to power on, reproduce the error or
reset the system.

Responses Valid USA, Inc. 300



State of Vermont, Vermont Department of
Motor Vehicles, Driver’s License/ID System
Replacement RFP

In support of each service call to a DMV location, the VALID technicians will provide a summary of what the call entailed, the issues found, the
actions taken and the status and closure of the issue. That information will be used to update the call ticker, and together with the call data from
the VALID Help Desk (time call was received at VALID, time of dispatch, time call ended, etc.) an incident report will be prepared. VALID will send
DMV a weekly summary of incident reports, and will provide detailed incident reporting monthly, distributed via email and/or uploaded into
SharePoint or other DMV-preferred repository.

When the problem has been identified, reproduced, repaired or replaced, the VALID Field Technician will conduct a series of tests (TBD) to make
sure that the system is fully operational, and ensure that the DMV office is able to complete a transaction. The Field Technician will ensure that
the office completes a live transaction or if no customers are waiting, they will complete another test to ensure all is operational before
departing site.

6.5 Equipment

It has been VALID’s experience that it needs to maintain approximately 5% to 7% of its deployed equipment in inventory to replace
malfunctioning equipment. The specific amount is dependent on the type and model of equipment. All equipment required by VALID will be
newly manufactured, and will be inspected to ensure excellent working order.

VALID Field Services will replace malfunctioning equipment with identical equipment, and malfunctioning parts with identical parts. VALID will
ensure that it acquires enough equipment and parts to handle the anticipated needs of DMV through the contract term, to ensure that
equipment doesn’t become obsolescent. VALID will track all its equipment, and will provide DMV visibility into the status of each serialized
equipment from inventory to installation, to repair and back into inventory. The equipment deployed to each DMV location includes:

e Camera towers

e Backdrop screens for photos
e Signature pads

e Printers

e Scanners

6.7 Preventive Maintenance

VALID Field Services plans for its technicians to visit each DMV location once per year for the purpose of checking on the deployed equipment,
and to assist the location staff, as needed. This includes inspection, testing, and calibration, as necessary to ensure that all components are in
good working order and that the equipment will continue in good working order throughout the duration of the contract. In order to minimize
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the impact to the normal business operations of DMV locations, the preventive maintenance will be scheduled at a time mutually agreed upon
by DMV and VALID Field Services. The preventive maintenance call will include all deployed equipment (e.g., image capture workstations,
cameras, etc.).

All maintenance activity performed at each DMV location will be approved by the DMV site supervisor. The VALID technician will record the
name of the site supervisor and the date/time of the preventive maintenance visit, and any comments provided by the site supervisor. This data

will become part of the preventive maintenance incident report. The call information for these preventive maintenance visits will be made
available to DMV via email or SharePoint.

Appendices

1 — Project Schedule, with detailed level of activity
2 — Transition Readiness Assessment Checklist (To Be Published)
3 — Showstopper Report — A Risk Assessment (TBP)

4 — Repair Checklist (TBP)
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Attachment #7 — Technical Resources Qualifications and Resumes

VALID has provided resumes on its technical resources, and has grouped them in according with their roles. We have an incredibly talented

technical team earmarked to support Vermont DMV, and we appreciate the opportunity to present to Vermont DMV their experiences,
proficiencies, and accomplishments.

Project Manager —-. While not a “technical resource” per se, the RFP directed us to put all resumes in one attachment.-has 25
years of project manager and engineering experience. His focus is full life cycle solution implementations. He is looking forward to applying his
extensive experience and project focus on this vitally important project.

Development Team — Led by-, this is an exceptional team of software architecting, design and programming talent. They use the Agile
software development method with SCRUM as its framework for Agile development.WRUM Master with 30+ years of
experience. The core developers that will be focused on the DMV implementation include ,‘.
Justin Hale has access to additional development resources, as needed. This highly proficient team delivered a DL/ID central issuance system

(CIS) for the State of Washington Department of Licensing (DOL) on time for their spring 2017 rollout as well as to the Territory of Guam. Each
person on this team had specific roles in support of Wisconsin DNR and RTA.

. -, Software Development Manager. With over 12 years of experience, Justin Hale has a stellar record of implementation
successes, including extensive work with RTA, Wisconsin DNR, Guam and Washington DOL.- spent extensive time in Olympia, WA
in a customer-facing, senior role to ensure successful resolution of that DL/ID project.

. , SCRUM Master. She has approximately30 years’ experience in development, project lead positions, and software lifecycle
support. was instrumental in achieving our success at the RTA and Wisconsin DNR. She has been with VALID and its predecessor,
ScreenCheck, for over ten years.

. _, Application Developer. With over ten years’ experience in the design and creation of application software,- has
become VALID’s lead developer for web-based AAMVA integration, a skill he acquired when working with Guam and Washington DOL.
was also heavily involved in support for RTA and Wisconsin DNR.

. _, Software Deve/oper._ has focused on providing VALID’s customers, such as Washington DOL and Guam, with
an excellent user experience.
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. _, Software Developer. - had a key role in the development of user interfaces for Washington DOL and Guam. He is
talented, focused, and has excellent customer-facing skills.

Quality Management Team — Our quality management team is led by-, who has extensive experience as a developer and tester.-
and“ will be the focal point for all quality and configuration management activities, questions and issues. They will implement and
ensure adherence to quality initiatives and be responsible for overseeing the project’s quality processes, for facilitating ongoing quality and
process improvement activities, and for maintaining the overall quality approach for the project’s processes and deliverables. focused on
transforming the requirements into solutions with test scripts. They will be backed by an array of Quality specialists. Both- and- will be
spending time in Montpelier working with the DMV Quality team.

. -, QA Development Manager. With 30 years’ experience as a software programmer and quality testing,- creates the

testing plans for each type of testing, in collaboration with the DMV test team, and he directs the execution of the test cases, test
scenarios.

. _, QA Lead. Sam will be our QA Lead for the DL/ID System for the DMV.- has over 30 years’ experience in software
development and testing. He was also the quality lead for Washington DOL'’s CIS project, and was the primary driver for troubleshooting

as well as both informal and formal testing in Washington. will also help to train up the DMV QA team to prepare for SIT and UAT
testing.

Data Conversion and Migration (DCM) Team — DCM is a critical process that requires extensive data mapping and usually changes in data
formatting. Led by Allen Maskell, our DCM team specializes in migrating, transforming and managing data from legacy systems to VALID’s

proposed DL/ID system solution. This includes the data migration strategies, conversion sequencing, data integrity testing and data
synchronization efforts.

. _, DCM Manager. With over 20 years’ IT experience in software development and data management,- directs the
efforts of our DCM team, as he did with Washington DOL. in integral to the development of the DCM plans, and he will direct the
analysis and design of the data migration solution, as well as the implementation and testing of the DCM efforts.

. _, Senior Database Administrator.- brings over 12 years’ experience in development and database
administration. He provides design and implementation of databases, and has become an expert with data conversion and data

migration, as reinforced for the Washington DOL implementation._ is very accomplished as an ETL (Extract, Transform, Load)
expert in converting data from one system to another.
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Attachment #8 — SLA with additional services

Describe any other services not mentioned in the above list that are included in your standard Service Level Agreement (SLA) and
include a copy of your SLA with your response to this RFP. Label it he SLA Attachment#8.

As service level agreements (SLAs) reflect specific, measured aspects of the service offering, they tend to differ by jurisdiction in accordance to
what is considered important or what needs specific clarification. SLAs tend to benefit both the State and VALID by providing clarity in setting
expectations about the services provided. VALID has provided below two charts for SLA review. The first is a suggested set of SLAs specific to this
project. These SLAs reflect some of the service levels VALID is current performing or has performed with other jurisdictions. VALID has provided
a description of each SLA, a suggested measurement and its suggested credit back to DMV for failure to meet a given SLA. VALID’s expectation is
that it will meet and negotiate a final set of SLAs with Vermont DMV, prior to contract signing.
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Below is a sample of a monthly SLA report on some selected SLAs. VALID would craft together a monthly report format, for the approval of the
DMV, that would reflect the status of the SLAs. This could be submitted with each invoice to the DMV.

Figure 70: Sample Monthly SLA Achievement Report
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Attachment #10: Knowledge Transfer and Training Plan
Vermont DL/ID System - Knowledge Transfer and Training Plan

Plan Overview

The DL/ID system is an intricate, business-critical application. Given its complexity, the process whereby
VALID will provide knowledge transfer (KT) and training to the DMV staff regarding new processes,
workflows, and the use of the DL.ID system is vitally important.

VALID will provide extensive training to the four critical groups associated with the DMV:

(1) Operational (front office) staff

(2) Administrative (back office) staff

(3) IT/Technical Staff

(4) External partners — (including law enforcement and retailers)

This document addresses the training needs of all these groups.

VALID's Knowledge Transfer (KT) program is a very specialized form of training, encompassing a transfer
of acquired experiences from mentors who are proficient at using and maintaining the new solution to a
set of identified mentees. VALID’s mentors will teach all mentees how to use and support the new
system.

In this plan, we will address how we will match responsibilities in the new DL/ID system solution to
current DMV staff, determine how to establish their proficiencies in using and supporting the new
system, develop individualized action plans, assign mentors, and review and report on the progress of
the KT initiatives.

Goal

The overall goal of the training program for Vermont is to enable your DMV team to become self-
sufficient in a given activity or task and to understand the core functionality of the system in such a
manner as to enable modification processes and flows to support the DMV’s ever-evolving business. In
addition, the DMV external partners will be given the documentation they need to perform their
missions in relation to the new DMV IDs/DLs.

Objectives

VALID's training objectives for Vermont are as follows:

e Provide and implement a comprehensive and complete training program to enable your DMV staff
to quickly grasp and effectively utilize the DL/ID System Solution.

e Assure that the DL/ID System Solution training program is integrated within a role-based training
model.
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e Address and incorporate business process changes being undertaken by the DMV.
e Address and incorporate technical changes being undertaken by the DMV.
e Coordinate with the DMV's DL/ID System project manager and team.

e Address the unique challenges and opportunities of the DMV operations and assist the DMV to
prepare for Production.

e Provide training to the DMV-designated personnel to enable them to train all appropriate end users
on the DL/ID System Solution functionalities.

e Support a comprehensive training effort for end users.

e Provide the documentation (e.g., brochures / PowerPoints, etc.) needed by the external partners to
perform their roles relative to IDs and DLs.

e Prepare the DMV staff in assuming ongoing operations and maintenance in the post-Production
phase.

e Identify an overview of skills and positions that need to be properly staffed for a smooth transition
and continuation of support and maintenance by the DMV staff.

e Prepare the DMV personnel who will provide support to end-users.

e Ensure knowledge is transferred to the DMV staff so the DMV has sufficient proficiency in
supporting the solution.

Training

Roles and Responsibilities
The VALID trainers will focus on the functions of WebLink ID and BioLink ID-VALID’s two key products.

Operational Personnel Training

VALID will focus on the image capture workstation (ICW), and similar functions of WebLink ID. VALID will
provide user manuals, quick reference guides (job aids), web-based training, and other training
documentation, after conferring with the DMV. VALID will conduct the in-field pilot office deployments,
as well as answer any VALID-specific questions about WebLink ID and BioLink ID.

The DMV’s responsibilities include having the operational staff available for training, providing the
venue for the training, and supporting the training with super users who will help explain the changes
from the legacy solution to the new DL/ID System solution.

Administrative Personnel Training

Similar to the front office training, VALID will directly train the administrative staff training; however,
due to the diverse nature of the administrative teams, the content of the training will differ by Back
Office user group, the administrative staff available for training, and selection of the venue for the
training.
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IT / Technical Personnel Training

Much of VALID’s technical training will occur via on-the-job training (OJT) efforts in concert with VALID
technical staff visits to Montpelier whereby the technical teams from VALID and the DMV will work
closely, and learn from each other. In addition, VALID will train the technical staff regarding the
administrative functions of its two primary, integrated products — WebLink ID and BioLink ID. Moreover,
VALID will formally train up the DMV QA staff regarding WebLink ID and BioLink ID so that the DMV QA
team can better conduct QA testing at UAT. Finally, VALID will support the technical team with a
Procedures Manual which it will prepare, including a series of “walkthroughs” of the document to
ensure its comprehensiveness and usefulness to the DMV technical team.

External Partners

VALID will do its part to help educate and train law enforcement and retailers regarding the new
IDs/DLs. VALID will make itself available to support Law Enforcement seminars or other venues in which
the security features of the DMV’s Driver’s License and Identification cards will be presented. What is
primarily needed is hand-out materials that will assist law enforcement and retailers to better
understand the changes being introduced into the DMV’s ID/DL. VALID will help the DMV with the
design of brochures or PowerPoints that the DMV can make available to Law Enforcement and Retailers.

Training Approach

The Training Plan tailors the curriculum and delivery across the four main target audiences. VALID, in
conjunction with the DMV project team staff, will develop the strategies to ensure effective and efficient
training of the DMV staff on all components of the DL/ID System Solution and is integrated into the DMV
staff training program. VALID’s experience at other customer sites, including templates and content, is
leveraged to maximize successful adoption of the DL/ID System Solution. The following elements are
incorporated into the approach used to execute the Training Plan:

e Develop an overall training strategy in partnership with the DMV.

e Coincide the training schedule for DMV locations with the approved installation sequence and
schedule.

e Establish the training program and schedule by the functional team, system administrators, the
DMV locations, and Help Desk staff, prior to the initial conversion to the new system.

e Develop training materials, as determined by the DMV, for the DL/ID System Solution consisting of:
0 Electronic (fully editable) formats of each training document
0 Self-paced, e-learning training modules
Materials will be created for each of the following role-based constituencies:

O The DMV operational staff
The DMV administrative staff

0 External partners
0 IT/technical staff
0 Other roles to be specified by the DMV to support its business operations
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information on how the DL/ID System Solution interacts with other
systems operated by administrative to enable such personnel, within
their area of responsibility, to maintain and support their business
functions on an ongoing basis. The Training Plan will include the
following:

e Method of training.

e Length of training (estimate number of hours for each type of
employee).

e Facility requirements for training.
e Detailed outline and description of each training session.

e List of training materials, user manuals and samples.

Conduct training to Back
Office personnel

Conduct training for the DMV administrative personnel.

Training Curricula

Address all components required, including curricula tailored
specifically to business personnel and provides the content of the
training courses including target audience, goals, objectives,
instructional materials, time frame, and evaluation.

Customized Web-based
Training

For roles-based constituencies selected by the DMV, VALID will
provide customized web-based trainings to meet the DL/ID System
Solution training needs.

Customized Training
Materials

VALID will develop customized and comprehensive training materials
for the operational staff. Complete, comprehensive end-user training
materials consisting of custom web based trainings, a set of materials
for classroom based instruction, and for each, practice scenarios.

Quick Reference Guides

The quick reference guides have been completed and are fit for
purpose.

Final Revisions

Final revisions and edits are made to end user, instructor, on-line
help, custom web based trainings and printed course materials based
on input from VALID and the DMV.

The DMV Staff must receive sufficient system management and operations training to provide daily
operational proficiency. Training will be conducted by VALID at the DMV facilities and must include, but
not be limited to, the following:

1. Equipment/software driver information and operation.

A T

Reporting.

DL/ID solution operation.
DL/ID solution maintenance.
Troubleshooting and monitoring.

Preventive maintenance tasks (e.g., cleaning).

Administrative Personnel Training Curriculum
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The Administrative Training will include the following topics/subjects:
e Introduction
e Software and equipment
e DL/ID solution operation
e Administrative and supervisory functions
e Photo and signature best practices
e Reports and audit functions
e Preventive maintenance and troubleshooting
e Hands-on processing
e Security processes and procedures
o Help Desk procedures and escalation

e (Questions and answer session

IT / Technical Personnel

This section addresses the DMV technical team who will work with VALID to integrate the DL/ID System
solution for testing and support the application software at their data center, and the Maintenance and
Operations (M&O) staff who will support the DL/ID System solution after the project has deployed.

Technical Team — VALID will educate and train the DMV's technical team on the administration,
architecture, troubleshooting, and issue management and other technical aspects of the DL/ID System
Solution, as requested by the DMV, in order to enable the DMV's technical ownership of the DL/ID
System solution following completion of the DL/ID System project. VALID will provide the DMV
technical team with a Procedures Manual that it will walk-through to explain the VALID environment,
how to configure and install new software updates, and how to provide ongoing support for the
application.

Maintenance and Operations — After the DMV identifies the staff who will support ongoing
maintenance and operations, VALID will provide tailored training to each to ensure that they can
perform their duties.

The IT / Technical Personnel Training Plan Requirements Table outlines and describes the requirements
to be addressed for each of the role-based constituencies.
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e (Questions and answer session
e Evaluation forms

Law Enforcement and Retailer Training

VALID will support law enforcement and retailers by providing training tools to better understand the
new IDs and DLs that will be issued.

e Law enforcement needs to fully understand the endorsements and restrictions on licenses.
Thus, VALID will help design a brochure, flier, or wallet-sized crosswalk card explaining
endorsements and restrictions, which the DMV can print as its needs require.

e To address the security features on IDs and DLs so that law enforcement officers can quickly
discern potential fraud, VALID will support the DMV’s efforts to provide training information
(e.g., PowerPoints) and to provide security training to Law enforcement groups, on an as-
needed basis.

e Some retailers (restaurants, bars, and stores selling cigarettes) are concerned about quickly
reviewing the new IDs and DLs to determine a person’s age. Therefore, VALID will design and
produce a set of single-page brochures which will graphically explain how to find the birth date
of a given individual. This brochure will be given to the DMV in a format that can be readily
printed by the DMV, as needed.

Other Specified Training

There are some additional training activities that must take place to ensure a cohesive, efficient
operation of the DL/ID System Solution:

1. User acceptance testing (UAT) training

2. End user support training
3. Technical training

User Acceptance Training (UAT) Training

In support of UAT VALID will provide ‘just-in-time’ (JIT) training of the DMV staff that will support UAT.
This will include UAT testers and “super users” from the operational staff who will help train up others in
their offices. This training will occur approximately 1-2 weeks prior to the start of UAT. The training will
include how to review and use the test scenarios / test scripts and how to log any errors found. VALID
will provide enough training on the WebLink ID and BioLink ID products that testers will be comfortable
navigating the system in compliance with the test scripts. The DMV will provide overarching leadership
regarding the UAT Training; and VALID will provide training documentation and JIT Training of its
WeblLink ID and BioLink ID products. Testers will be trained to work from test scripts and follow written
test scenarios. All training materials will go through a dry run for critique and to ensure consistency he
DMV end-user.
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Support Training
The following groups will be trained as part of the DMV’s end-user training:

Front Office (Operations) Personnel — Upon VALID’s initial installation and training of the Front Office
staff at each installation, a VALID service team will remain to assist each office for approximately % day.

Technical Training

Some of the technical training for the DL/ID System project will occur during the testing phase where
VALID Technical staff will walk-through the processes and procedures with the DMV Technical team. In
addition, we will train-up the DMV QA staff to help them plan for and run UAT.

Methods and Materials

Training typically includes a combination of training methods and materials to meet all audience needs.
All classes must contain scenario-based process flows, and clearly state the audience and purpose up
front. Realistic mock-up data will be used whenever possible. Once all classes and materials have been
created, VALID will provide a walk-through for the DMV to ensure that audience needs are being met.

The following is a list of the methods that may be used for training:

e Hands-on training (sandbox training)

e Instructor-led training (classroom training)

e Webinar training

e User Manual updates

e Fully responsive eLearning (web-based) courses created using Adobe Captivate that include:

0 Narrated presentations
0 Interactive process flow tutorials
0 Demonstrations

VALID understands operational time constraints at the DMV locations, and recommends the use of
demonstration videos as a key training method. In addition, VALID recommends holding a one-time
Webcast (approximately 45 minutes in length) that can be posted for future viewing.

Following is a list of the materials that may be used for training:
e Training plan and syllabus

e Handouts

e User Guides (PDF and Microsoft Word versions)

e Web-based training materials (demos, videos, etc.)

e Quick reference guides (including troubleshooting) (laminated)
e Presentation materials

e Training evaluation surveys
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Deliverables

Following are the specific deliverables for each audience type:
e Develop a training strategy for each class, and formalize that strategy into a plan. Plans will
include:

0 Adescription of the training tasks, including its duration
0 The number of participants per session
0 A detailed list of the tasks a participant must perform

e Develop curriculum plans and training materials in electronic (printable) and web-based training
formats.

e Deliver training programs in an electronic format to operational staff and to technicians.
e Create end-user surveys to determine the adequacy of the training courses and materials.
e Update project documents and training materials to enhance and improve them.

e Project Manager to certify that all deliverables were completed.

NOTE: If significant changes are made in any new version of the DL/ID System, “refresher” training will
be provided within 30 days prior to the release of the new version.

Topics

VALID will provide training on the following topics as determined by the DMV in addition to other topics
as determined by the DMV and VALID:

(a) The central issuance solution and all Interfaces among the DL/ID System and Third Party Software.

e WeblLink ID and BioLink ID
e  Workflows
e Weblink ID Designers

(b) Enhancements to the DL/ID System Solution and interfaces.

(c) All available maintenance and support tools, utilities, diagnostic programs and supporting programs
utilized by VALID in the support and maintenance of the DL/ID System Solution, interfaces and other
deliverables.

(d) Security requirements and methodologies implemented under the terms of the Agreement to
prevent or detect unauthorized access, and any networking security tools.

(e) The installation/maintenance of tools to support network performance analysis.

(f) Management and troubleshooting, including how to install and utilize management and remote
troubleshooting tools.

(g) Maximizing the use of the DL/ID System Solution, Interfaces and other deliverables to perform key
operational functions, including data backups, program downloads, and security checks and how to
automate such functions to minimize manual intervention.
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