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79182-05441065@requests.muckrock.com (Anonymous requestor)
Please use email only. I am an anonymous user of MuckRock.com, not a MuckRock representative.

SUNSHINE ORDINANCE TASK FORCE
Room 244 - Tel. (415) 554-7724; Fax (415) 554-7854
1 Dr. Carlton B. Goodlett Place
San Francisco CA 94102
sent via email and web-form to Task Force

Our ref.

#79182
Date

2019-08-30

RE: SF Sunshine Ordinance Complaint against Dept. of Tech/City Atty, ref 79182

To Whom It May Concern:

NOTE: Every response you send or provide (including all responsive records) may be

automatically and immediately visible to the general public on the MuckRock.com

web service used to issue this request. (I am not a representative of MuckRock)

A. METADATA:

Complainant Name: (Anonymous - use email 79182-05441065@requests.muckrock.com)

Date of Request: August 21 and 2019

Alleged Violations: SFAC 67.21, 67.25, 67.26, 67.27; and Gov Code 6270.5, 6253 (incorporated by
reference, and under your jurisdiction, via SFAC 67.21(k))

Complaint Against Employees (listed by official capacity): Linda Gerull (Chief Information Offi-
cer/Director of Technology), Dennis Herrera (City Attorney), Elizabeth Coolbrith (Paralegal, City
Attorney’s office)

Complaint Against Agency: Department of Technology and Office of City Attorney

The complaints arise out of a single original request that the City Attorney requested we also direct
to Dept. of Tech. so only one complaint is filed.
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RE: SF Sunshine Ordinance Complaint against Dept. of Tech/City Atty, ref 79182

B. NARRATIVE:

On August 21, 2019 we sent a San Francisco Sunshine Ordinance (Ordinance) and California Public
Records Act (CPRA) Immediate Disclosure Request to the Office of City Attorney (enclosed herein
as Exhibit A) for, inter alia:

1. IMMEDIATE DISCLOSURE: your catalog of all of your department’s enterprise systems, as
defined by SB 272 / Gov Code 6270.5

2. regular disclosure timeline: internal memos/directives/orders/emails/changelogs of your 2018
and 2019 updates to the catalog, or any other writings evidencing your agency’s compliance
with Gov Code 6270.5(f): "The local agency shall complete and post the catalog required by
this section by July 1, 2016, and **thereafter shall update the catalog annually**." (emphasis
mine)

Respondent Coolbrith of the City Attorney’s office provided a link (https://data.sfgov.org/
City-Management-and-Ethics/Inventory-of-citywide-enterprise-systems-of-record/ebux-gcnq)
to a record responsive to #1 on August 22 (response Exhibit B). I followed up asking for a copy of
the record as opposed to a URL and pointing out that the catalog with respect to the City Attorney
appeared deficient (Exhibit C), and Coolbrith directed us to ask the Dept. of Technology for a copy
and did not respond to the deficiency allegation (Exhibit D). We do not dispute the timeliness of
the foregoing responses.

Therefore, on August 28, 2019 we sent by email a Ordinance/CPRA Immediate Disclosure Request
to the Dept. of Technology (Exhibit E) for, inter alia:

1. IMMEDIATE DISCLOSURE: the catalog of all of the City Attorney’s and the Dept of Tech-
nology’s enterprise systems, as defined by SB 272 / Gov Code 6270.5

2. regular disclosure timeline: internal memos/directives/orders/emails/changelogs of your 2018
and 2019 updates to the enterprise system catalog, or any other writings evidencing your
agency’s compliance with Gov Code 6270.5(f): "The local agency shall complete and post the
catalog required by this section by July 1, 2016, and **thereafter shall update the catalog
annually**." (emphasis mine)

A response from Dept. of Technology was due for the immediate disclosure portion on August 29.
We have received no email response from the Dept. of Technology as of this complaint.

However, the URL provided by the City Attorney’s office does appear to be the catalog required
to be kept and published online by GC 6270.5, and therefore it is the record against which we
complain. The page describes itself as follows:

Inventory of citywide enterprise systems of record

In compliance with CA Government Code 6270.5 (passed via SB 272), the City must
publish a catalog of enterprise systems that collect data about the public. There are
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certain exceptions to this detailed in the Government Code. The code is available here:
http://bit.ly/CAinventory

Updated June 28, 2019 for the CA annual fiscal year reporting deadline.

Because the City Attorney did not provide a copy of the record and only a URL, we used the
“Export” functionality of that page and have provided a PDF copy of the resulting CSV as Exhibit
F.

C. COMPLAINTS:

I make the following allegations. I am not an attorney, so my understanding is associated with
proper sections of the law to the best of my (lay) ability. This complaint is not related to any
others that I have filed prior to this one.

1. Violation of SF Admin Code Sec. 67.25, against Chief Information Officer Gerull

and Department of Technology

An email1 immediate disclosure request was made of Dept. of Technology before close of business
August 28. No response was received from Dept. of Technology as of August 29 close of business.

2. Violations of SF Admin Code Sec. 67.21(k), incorporating by reference Gov Code

6270.5, against all respondents

SFAC 67.21(k)2 incorporates by reference the CPRA (for “documentary public information”) of
which Gov Code 6270.5 is a section.

Gov Code 6270.5 reads in relevant part (portions elided, emphasis mine):

(a) In implementing this chapter, each local agency, except a local educational agency,
shall create a catalog of enterprise systems. The catalog shall be made publicly
available upon request in the office of the person or officer designated by the agency’s
legislative body. The catalog shall be posted in a prominent location on the local
agency’s Internet Web site, if the agency has an Internet Web site. The catalog shall

disclose a list of the enterprise systems utilized by the agency and, for each system,
shall also disclose all of the following:

(1) Current system vendor.
(2) Current system product.
... (elided 3 – 7)

1dtis.helpdesk@sfgov.org, which is documented on DT’s public website.
2
“(k) Release of documentary public information, whether for inspection of the original or by providing a copy,

shall be governed by the California Public Records Act (Government Code Section 6250 et seq.) in particulars

not addressed by this ordinance and in accordance with the enhanced disclosure requirements provided in this

ordinance.”
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(b) This section shall not be interpreted to limit a person’s right to inspect public records
pursuant to this chapter.

(c) For purposes of this section:

(1) “Enterprise system” means a software application or computer system that collects,
stores, exchanges, and analyzes information that the agency uses that is both of the
following:

(A) A multidepartmental system or a system that contains information collected about
the public.
(B) A system of record.

(2) “System of record” means a system that serves as an original source of data within
an agency.

(3) An enterprise system shall not include any of the following:

(A) Information technology security systems, including firewalls and other cybersecurity
systems.
... (elided B, C, D)
(E) Systems that would be restricted from disclosure pursuant to Section 6254.19.
(F) The specific records that the information technology system collects, stores, ex-
changes, or analyzes.

... (elided d, e)

(f) The local agency shall complete and post the catalog required by this section

by July 1, 2016, and thereafter shall update the catalog annually.

Note that the Respondents are required not only to disclose these enterprise system catalog records
(if they exist, like other public records), but they are also statutorily mandated to “create,” “com-
plete,” and “post” the catalog and “update the catalog annually.” This is a requirement beyond
most public records laws which merely govern disclosure of existing records (similar, conceptually
to SF Prop. G / 67.29-53). Note that merely because the catalog of 6270.5 is required to be created
and disclosed, it does not hide other such catalogs from disclosure as regular public records.4

We allege that the Respondents have failed to list all of their enterprise systems and thus have failed
to “complete” this catalog as required by GC 6270.5. At least one enterprise system is missing, which
is the City Attorney and/or Dept. of Technology’s email and calendaring system which we believe
to be Microsoft Outlook, Microsoft Exchange, and/or Microsoft’s “cloud” variation of either or both
of these technologies.

3
67.29-5 requires certain officials not only to disclose calendar public records but also specifically to keep such a

calendar with specified information
4
All enterprise system catalogs would be public records subject to disclosure unless explicitly exempt.
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Both email and calendaring systems are “enterprise systems” within 6270.5 because:

1. email and calendaring systems are “multidepartmental” since they are used by multiple City
departments

2. email and calendaring systems contain information collected “about the public” – for example,
my emails are in the email system, and the calendar systems store schedule items associated
with meeting with the public

3. email and calendaring systems are “systems of record” because they have the “original source”
of email and meetings

Your Task Force need only find that email and calendaring systems meet the system of record
requirement #3 and either the multipdepartmental condition #1 or public information condition
#2.

Email and calendaring systems must be included in Respondents’ 6270.5 catalog. As seen in Exhibit
F, SF Public Health and GSA/City Admin Office do correctly include Microsoft Exchange and
Microsoft Outlook, respectively, in their departments’ catalogs of enterprise systems.

3. Violations of SF Admin Code Sec. 67.27. Justification Of Withholding, against all

respondents

City Attorney Respondents’ response failed to point out that some of their enterprise systems had
been withheld from the catalog disclosed and did not justify any such withholding. If the Re-
spondents believe (incorrectly, see below) email and calendaring systems are exempt from 6270.5
under either 6270.5(c)(3)(A) (information technology security systems), 6270.5(c)(3)(E) (informa-
tion security records under GC 6254.19), 6270.5(e) (public interest balancing test), or any other
Sunshine/CPRA provision such withholding must be stated and justified. The Department of
Technology’s disclaimer on the face of the record which states “There are certain exceptions to
[publishing] detailed in the Government Code.” is not a legally sufficient justification.

4. Violations of SF Admin Code Sec. 67.26. Withholding Kept To A Minimum,

against all respondents

Respondents failed to withhold only the minimum portion of the enterprise system catalog by
withholding at least the email and calendaring system information, which are non-exempt. Note
there may be other enterprise systems erroneously withheld which we do not know about. The
City Attorney’s portion of Exhibit F declares only 3 enterprise systems. Note that SF Public
Health and GSA/City Admin Office do correctly include Microsoft Exchange and Microsoft Outlook,
respectively, in their departments’ catalogs of enterprise systems.

Email and calendaring systems are not exempt under 6270.5(c)(3)(A) because they are not “infor-
mation technology security systems,” and are not exempt under 6270.5(c)(3)(E) or 6254.19 because
they are not “information security records.” Email and calendaring systems are not measures taken
to achieve ”the state of being protected against the unauthorized use of information, especially
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electronic data.”5

Email and calendaring systems cannot be exempt under 6270.5(e) which reads “If, on the facts
of the particular case, the public interest served by not disclosing the information described in
paragraph (1) or (2) of subdivision (a) clearly outweighs the public interest served by disclosure
of the record, the local agency may instead provide a system name, brief title, or identifier of the
system.” because this exemption is prohibited by SF Admin Code 67.24(g) and 67.24(i) which read
(emphasis mine):

(g) Neither the City nor any office, employee, or agent thereof may assert California
Public Records Act Section 6255 or any similar provision as the basis for withholding
any documents or information requested under this ordinance.

...

(i) Neither the City, nor any office, employee, or agent thereof, may assert an exemption
for withholding for any document or information based on a finding or showing

that the public interest in withholding the information outweighs the public

interest in disclosure. All withholdings of documents or information must be based
on an express provision of this ordinance providing for withholding of the specific type of
information in question or on an express and specific exemption provided by California
Public Records Act that is not forbidden by this ordinance.

Together these subsections of SFAC 67.24 prohibit the use of 6270.5(e) because 6270.5(e) is “similar”
to 6255 in that it uses a balancing test of public interest in disclosure vs public interest in non-
disclosure.

Regardless, even if 6270.5(e) did apply, no such limited information for email and calendaring
systems was disclosed.

5. Violations of SF Admin Code Sec. 67.21. Process For Gaining Access To Public

Records; Administrative Appeals; against all respondents

67.21(b) (“...If the custodian believes the record or information requested is not a public record or
is exempt, the custodian shall justify withholding any record by demonstrating, in writing as soon
as possible and within ten days following receipt of a request, that the record in question is exempt
under express provisions of this ordinance....”) was violated for reasons stated under Complaint
4.

67.21(k) was violated for the reasons described in Complaint 2.

67.21(l) was violated because City Attorney respondents did not provide the requested PDF or
other formats which are “easily generated.”

5
Dictionary definition of “information security” is “The state of being protected against the unauthorized use of

information, especially electronic data, or the measures taken to achieve this.” https://www.lexico.com/en/
definition/information_security, based on Oxford dictionaries
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6. Violations of SF Admin Code Sec. 67.21(k), incorporating by reference Gov Code

6253, against all respondents

6253(a) (“...Any reasonably segregable portion of a record shall be available for inspection by any
person requesting the record after deletion of the portions that are exempted by law....”) was
violated for reasons stated under complaint 4.

6253(f) (“...However, if after the public agency directs a member of the public to the Internet Web
site, the member of the public requesting the public record requests a copy of the public record
due to an inability to access or reproduce the public record from the Internet Web site, the public
agency shall promptly provide a copy of the public record pursuant to subdivision (b)...”) was
violated because City Attorney respondents did not provide a copy as requested.

E. RELIEF REQUESTED

I ask your Task Force to find violations by the respondents of each of SFAC 67.21, 67.25, 67.26,
67.27 and Gov Code 6270.5, 6253 (incorporated by reference, and under your jurisdiction, via SFAC
67.21(k)).

I ask your Task Force:
• find that records of respondents’ email and calendaring systems are public enterprise system

catalog records
• direct Respondents to produce a catalog of all enterprise systems, with at least the improperly

excluded email and calendaring systems
• direct Respondents to justify any withholding of enterprise system information

I ask for a hearing, to the extent possible given my desire to remain anonymous.

This case is not related to any prior complaint I have filed before the SOTF.

I reserve my right to petition the Supervisor of Records and/or any judicial remedies that may be
available.

encl: Exhibits
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8/30/2019 SB 272 Enterprise Systems - Immediate Disclosure Request • MuckRock

https://www.muckrock.com/foi/san-francisco-141/sb-272-enterprise-systems-immediate-disclosure-request-79182/ 1/2



8/30/2019 SB 272 Enterprise Systems - Immediate Disclosure Request • MuckRock

https://www.muckrock.com/foi/san-francisco-141/sb-272-enterprise-systems-immediate-disclosure-request-79182/ 2/2
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8/30/2019 SB 272 Enterprise Systems - Immediate Disclosure Request • MuckRock

https://www.muckrock.com/foi/san-francisco-141/sb-272-enterprise-systems-immediate-disclosure-request-79182/ 1/1



EXHIBIT C



8/30/2019 SB 272 Enterprise Systems - Immediate Disclosure Request • MuckRock

https://www.muckrock.com/foi/san-francisco-141/sb-272-enterprise-systems-immediate-disclosure-request-79182/ 1/2



8/30/2019 SB 272 Enterprise Systems - Immediate Disclosure Request • MuckRock

https://www.muckrock.com/foi/san-francisco-141/sb-272-enterprise-systems-immediate-disclosure-request-79182/ 2/2



Inventory_of_citywide_enterprise_systems_of_record

ID Department Custodian Department Name of Data System Purpose General description of categories or types of data Vendor Product Frequency Data Collected Frequency Data Updated Data Classification - High Data Classification - Low

CAT-0001-S City Attorney CityLaw Claims Management module Record Government Code claims filed with the City. Records Government Code claims filed with the City Cycom Data Systems CityLaw As Needed As Needed Level 4 - Protected Level 1 - Public

CAT-0002-S City Attorney CityLaw Collection Management module Record collection process information to collect costs for damage to City property. Records collection matters pursued by the City Cycom Data Systems CityLaw As Needed As Needed Level 4 - Protected Level 1 - Public

CAT-0003-S City Attorney CityLaw Litigation Management module Record civil lawsuits filed against the City. Records lawsuits filed by and against the City Cycom Data Systems CityLaw As Needed As Needed Level 5 - Restricted Level 1 - Public

�1
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8/30/2019 SB 272 Enterprise Systems - Immediate Disclosure Request • MuckRock

https://www.muckrock.com/foi/san-francisco-141/sb-272-enterprise-systems-immediate-disclosure-request-79182/ 1/1



EXHIBIT E



8/30/2019 SB 272 Enterprise Systems - Immediate Disclosure Request • MuckRock

https://www.muckrock.com/foi/san-francisco-141/sb-272-enterprise-systems-immediate-disclosure-request-79182/ 1/3



8/30/2019 SB 272 Enterprise Systems - Immediate Disclosure Request • MuckRock

https://www.muckrock.com/foi/san-francisco-141/sb-272-enterprise-systems-immediate-disclosure-request-79182/ 2/3



8/30/2019 SB 272 Enterprise Systems - Immediate Disclosure Request • MuckRock

https://www.muckrock.com/foi/san-francisco-141/sb-272-enterprise-systems-immediate-disclosure-request-79182/ 3/3



EXHIBIT F
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