EXHIBIT A-1

CITY AND COUNTY OF SAN FRANCISCO
DENNIS J. HERRERA
City Attorney

OFFICE OF THE CITY ATTORNEY
BRADLEY A. RUSSI
DEPUTY CITY ATTORNEY
Direct Dial:
Email:

(415) 554-4645
brad.russi@sfcityatty.org

August 26, 2019
Sent via email (72056-97339218@requests.muckrock.com)
Re:

Petition to Supervisor of Records

To Whom It May Concern:
This letter responds to your petition to the Supervisor of Records concerning your April
20, 2019 request to the City Attorney’s Office for the following:
A. an electronic copy, in the original electronic format, with all e-mail headers,
metadata, attachments, appendices, exhibits, and inline images, except those
explicitly exempted by the Ordinance, of:
A1. the e-mail message with Message-Id:
20190418173050.839.30844@f720c6d2-4be2-4478-af65b9b764b16768.prvt.dyno.rt.heroku.com
A2. the e-mail message with Message-Id:
<20190418173050.839.30844@f720c6d2-4be2-4478-af65b9b764b16768.prvt.dyno.rt.heroku.com>
A3. the e-mail message with Message-Id:
20190418173050.1.2B43534B4544D903@requests.muckrock.com
A4. the e-mail message with Message-Id:
<20190418173050.1.2B43534B4544D903@requests.muckrock.com>
A5. the e-mail message with Message-Id:
<DM5PR09MB1497363CAABBE6806E68810F80260@DM5PR09MB
1497.namprd09.prod.outlook.com>
A6. the e-mail message with Message-Id:
DM5PR09MB1497363CAABBE6806E68810F80260@DM5PR09MB1
497.namprd09.prod.outlook.com
B. an electronic copy of your internal public records
policies/manuals/instructions/guidelines for the public and/or your own
employees
As an alternative to producing the records in original electronic format, your request asked that
the metadata from these emails be copied into a PDF. The City Attorney’s Office produced PDF
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copies of the emails and the metadata but redacted portions of the metadata. We conclude that
the City Attorney’s Office responded appropriately to this request.
Under the Sunshine Ordinance (Section 67.21(d) of the Administrative Code), the
Supervisor of Records is responsible for determining whether a City department has withheld a
record, or any part of a record, without a lawful basis for doing so – for determining “whether the
record requested, or any part of the record requested, is public.” You contend that the City
Attorney’s Office improperly redacted information from the metadata in its response to your
request.
State law does not provide authoritative guidance on whether metadata is subject to
disclosure under the Public Records Act. Assuming that it is subject to disclosure, there are
proper grounds to redact it. Disclosure of the metadata associated with the original electronic
files – whether by producing it in original electronic format or disclosing the metadata in some
other format – may jeopardize or compromise the security of the City’s computer system, and the
City Attorney’s Office may decline to produce the native files and additional metadata under
Government Code Section 6253.9(f). See Gov’t Code § 6254(f) (“Nothing in this section shall
be construed to require the public agency to release an electronic record in the electronic form in
which it is held by the agency if its release would jeopardize or compromise the security or
integrity of the original record or of any proprietary software in which it is maintained.”)
If native files are produced, metadata disclosed with those files may include unique
identifiers for individual computer terminals and computer servers and associated security
certificates and similar information. This information is highly sensitive, as disclosing it could
allow a hacker to penetrate the City’s computer system, “spoof” emails and insert themselves
into confidential and/or privileged discussions, or send unauthorized emails on behalf of city
officials. Therefore, this information may also be withheld under Government Code Section
6254.19, which allows information security records to be withheld if disclosure “would reveal
vulnerabilities to, or otherwise increase the potential for an attack on, an information technology
system of a public agency.” Finally, given this security risk, the information may also be
withheld because there is a substantial need for confidentiality that outweighs any interest the
public may have in accessing this information. See Cal. Evid. Code § 1040; Gov’t Code §
6254(k).
For the reasons stated above, your petition is denied.
Very truly yours,
DENNIS J. HERRERA
City Attorney

Bradley A. Russi
Deputy City Attorney
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CITY AND COUNTY OF SAN FRANCISCO
DENNIS J. HERRERA
City Attorney

OFFICE OF THE CITY ATTORNEY
BRADLEY A. RUSSI
DEPUTY CITY ATTORNEY
Direct Dial:
Email:

(415) 554-4645
brad.russi@sfcityatty.org

August 26, 2019
Sent via email (72902-46637773@requests.muckrock.com)
Re:

Petition to Supervisor of Records

To Whom It May Concern:
This letter responds to your petition to the Supervisor of Records concerning your May 8,
2019 request to the Mayor’s Office for the following:
an electronic copy, in the original electronic format, with all calendar item
headers, email addresses, metadata, timestamps, attachments, appendices,
exhibits, and inline images, except those explicitly exempted by the Ordinance,
of the Mayor’s calendar, with all items, from April 28 to May 4, 2019
(inclusive.
In response to this request, the Mayor’s Office produced the Mayor’s calendar entries in PDF
format from the time period at issue. The Mayor’s Office explained that it provided the records
in PDF format for ease of transferability and to protect the security of the original record, citing
Government Code Section 6253.9.
Under the Sunshine Ordinance (Section 67.21(d) of the Administrative Code), the
Supervisor of Records is responsible for determining whether a City department has withheld a
record, or any part of a record, without a lawful basis for doing so – for determining “whether the
record requested, or any part of the record requested, is public.” You contend that the Mayor’s
Office improperly withheld headers, email addresses, metadata, timestamps, attachments,
appendices, exhibits, and inline images from its response to your request.
We understand that the responsive calendar entries include no email addresses,
attachments, appendices, exhibits, or inline images, and thus the Mayor’s Office did not
improperly withhold this information.
With regard to metadata, which we understand would include headers and timestamps,
we conclude that the Mayor’s Office properly withheld this information.
First, you contend that the Mayor’s Office should provide this information by producing
the calendar entries in the “original electronic format.” But you also request that the calendar
entries be exported to “.ics, iCalendar, or vCard formats.” The Public Records Act does not
require the Mayor’s Office to produce records in a format that it does not store them unless the
Mayor’s Office has used the records in the requested format or provided them in the requested
format to another agency. Gov’t Code § 6253.9. We understand that the Mayor’s Office does
not hold the records in any of these formats, and it has not used any of these formats or provided
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the records in these formats to any agency. By contrast, the Mayor’s Office does store calendar
entries in PDF format, and it has used that format to provide the records in the past.
Second, the Mayor’s Office has determined that disclosure of the metadata associated
with the original electronic files – whether by producing it in native format or disclosing the
metadata in some other format – may jeopardize or compromise the security of the City’s
computer system. Thus the Mayor’s Office may decline to produce the metadata under
Government Code Section 6253.9(f). Also, the Mayor’s Office has determined that metadata
contained in original electronic files may include unique identifiers for individual computer
terminals and computer servers and associated security certificates and similar information. This
information is highly sensitive, as disclosing it could allow a hacker to penetrate the City’s
computer system, “spoof” emails and insert themselves into confidential and/or privileged
discussions, or send unauthorized emails on behalf of city officials. Therefore the information
may be withheld under Government Code section 6254.19. Given this security risk, the
information may also be withheld because there is a substantial need for confidentiality that
outweighs any interest the public may have in accessing this information. See Cal. Evid. Code §
1040; Gov’t Code § 6254(k).
For the reasons stated above, your petition is denied.
Very truly yours,
DENNIS J. HERRERA
City Attorney

Bradley A. Russi
Deputy City Attorney
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EXHIBIT A-4

EXHIBIT A-5

CITY AND COUNTY OF SAN FRANCISCO
DENNIS J. HERRERA
City Attorney

OFFICE OF THE CITY ATTORNEY
BRADLEY A. RUSSI
DEPUTY CITY ATTORNEY
Direct Dial:
Email:

(415) 554-4645
brad.russi@sfcityatty.org

October 1, 2019
Sent via email (72056-97339218@requests.muckrock.com)
Re:

Petition to Supervisor of Records

To Whom It May Concern:
This letter responds to your petition to the Supervisor of Records concerning your August
23, 2019 request to the Department of Public Works (“DPW”) for the following:
A. IMMEDIATE DISCLOSURE: an electronic copy, in the original electronic
format, with all headers, metadata, timestamps, attachments, appendices,
exhibits, and inline images, except those explicitly exempted by the Ordinance,
of the most recent 10 emails RECEIVED BY EVERY OFFICIAL government
email account of
1. Director, Public Works;
2. Director, Policy and Communications;
3. City Architect;
4. City Engineer;
5. Deputy Director for Operations;
6. Deputy Director for Financial Management and Administration;
7. (Acting) Chief Information Officer;
8. Custodian of Records
9. All persons having an Executive Assistant, Personal Assistant, Admin.
Assistant or Secretary or equivalent title which report directly to the Director,
Public Works
B. IMMEDIATE DISCLOSURE: an electronic copy, in the original electronic
format, with all headers, metadata, timestamps, attachments, appendices,
exhibits, and inline images, except those explicitly exempted by the Ordinance,
of the most recent 10 emails SENT FROM EVERY OFFICIAL government
email account of [[same list of titles as 1–9]]
C. regular disclosure: an electronic copy, in the original electronic format, with
all headers, metadata, timestamps, attachments, appendices, exhibits, and
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inline images, except those explicitly exempted by the Ordinance, of the most
recent 10 emails SENT FROM EVERY PERSONAL email account(s) of the
following officials, TO/CC/BCC any City/County email address, solely to the
extent that such emails are regarding the public’s business and disclosable
under relevant statute and case law, including but not limited to City of San
Jose v Superior Court (2017). If NO such emails exist for each entry,
remember you must state under Govt Code 6253(c) that there are no
responsive records. [[same list of titles as 1–9]]
D. regular disclosure: an electronic copy, in the original electronic format, with
all headers, metadata, timestamps, attachments, appendices, exhibits, and
inline images, except those explicitly exempted by the Ordinance, of the most
recent 10 emails RECEIVED BY EVERY PERSONAL email account(s) of
the following officials, FROM any City/County email address, solely to the
extent that such emails are regarding the public’s business and disclosable
under relevant statute and case law, including but not limited to City of San
Jose v Superior Court (2017). If NO such emails exist for each entry,
remember you must state under Govt Code 6253(c) that there are no
responsive records. [[same list of titles as 1–9]]
DPW produced records responsive to your request on September 5 and September 13. (See
https://sanfrancisco.nextrequest.com/requests/19-3609).
First, you contend that DPW either failed to produce public records maintained on employees’
personal accounts or failed to state that it had no such responsive records. We understand DPW
has now stated it has no such responsive records.
Second, you contend that DPW improperly withheld native files and metadata. For the reasons
articulated in our response to another one of your petitions, attached hereto as Exhibit A, we find
that DPW did not improperly withhold native files or metadata.
Third, you contend that DPW improperly withheld email addresses of City employees in the
To/From/Cc/Bcc headers of some emails provided in PDF format. We find that DPW did not
improperly withhold information. DPW provided the records in PDF format, which we find to
be reasonable and appropriate. We understand that the way in which the City’s email system
prints such records – and the way they appear on the screen – does not show the email addresses.
You may of course request a directory of City email addresses if you so choose. Similarly, you
contend that DPW withheld URL links, HTML content, certain images, and timestamp
information due to the manner in which the records were printed and provided. We find that
DPW did not improperly withhold this information for the same reasons.
Finally, you request that we determine whether some or part of the information in 116 different
metadata headers must be disclosed. We decline to do so. DPW produced the records in PDF
format and did not disclose the metadata headers, and we have already determined that this is a
proper way to respond to the request. Moreover, the information contained in these fields is
highly technical and without engaging in an analysis that exceeds the requirements of the Public
Records Act, the information is not “reasonably segregable,” further supporting DPW’s method
of responding to the request. See Gov’t Code § 6253(a).
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For the reasons stated above, your petition is denied.
Very truly yours,
DENNIS J. HERRERA
City Attorney

Bradley A. Russi
Deputy City Attorney
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EXHIBIT A-6

CITY AND COUNTY OF SAN FRANCISCO
DENNIS J. HERRERA
City Attorney

OFFICE OF THE CITY ATTORNEY
BRADLEY A. RUSSI
DEPUTY CITY ATTORNEY
Direct Dial:
Email:

(415) 554-4645
brad.russi@sfcityatty.org

October 2, 2019
Sent via email (79999-25916958@requests.muckrock.com)
Re:

Petition to Supervisor of Records

To Whom It May Concern:
This letter responds to your petition to the Supervisor of Records concerning your
September 10, 2019 request to the Fine Arts Museums of San Francisco (“FAMSF”) for the
following:
1. all legal/contractual relationships between your agency (or the City as a
whole) and Corporation of the Fine Arts Museums of San Francisco (COFAM)
2. all legal/contractual relationships between your agency (or the City as a whole) and
Fine Arts Museums Foundation (FAMF)
3. all records of how city employees use IT systems owned or operated by FAMF
and/or COFAM
4. all records of how city employees retain records owned, used, or prepared by the city
agency, but stored on IT systems owned or operated by FAMF and/or COFAM
We understand that FAMSF responded to these requests, and that it withheld one record on the
basis of an exemption.
Under the Sunshine Ordinance, it is the responsibility of the Supervisor of Records to determine
whether a City department has withheld a record, or any part of a record, without a lawful basis
for doing so – in the words of the Ordinance, to determine “whether the record requested, or any
part of the record requested, is public.” Admin. Code § 67.21(d). That is the extent of our
jurisdiction.
First, you request that we determine that records on FAMF or COFAM systems concerning the
public’s business are public records. There is no indication that FAMSF withheld records on
FAMF or COFAM systems in response to your request, and we decline to opine on the
hypothetical situation that you posit.
Second, you request that we determine that all records responsive to Items 1, 2, and 4 of your
request are public records. We understand that FAMSF withheld only one record responsive to
these requests – an agreement between FAMSF and COFAM responsive to Item 1. FAMSF
indicated that it withheld this document based on the attorney-client privilege under Section
6254(k) of the Government Code and on the basis of privacy under Section 6254(c) of the
Government Code.
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The agreement at issue is a common interest agreement between FAMSF and COFAM
concerning potential litigation. Under the “common interest” doctrine, a privileged
communication (or attorney work product document) may be shared with a third party without
resulting in a waiver of attorney-client privilege (or attorney work product protection). Oxy
Resources California LLC v. Superior Court, 115 Cal. App. 4th 874, 888-90 (2004). A
communication may qualify under this doctrine if (1) the disclosure of the communication from
one party to another relates to a common interest of the attorneys’ respective clients; (2) the
disclosing attorney has a reasonable expectation that the other attorney will preserve
confidentiality; and (3) the disclosure is reasonably necessary for the accomplishment of the
purpose for which the disclosing attorney was consulted. Meza v. H. Muehlstein & Co., Inc., 176
Cal. App. 4th 969, 981 (2009).
A common interest agreement itself is covered by this doctrine, because the agreement is a
communication between the respective parties and their attorneys protected by attorney-client
privilege. The agreement itself also relates to the parties’ common interest in defending against
potential litigation, there is a reasonable expectation that the agreement would remain
confidential, and the agreement is reasonably necessary to carry out the purposes for which the
attorneys were retained and consulted. Thus, we determine that FAMSF properly withheld the
common interest agreement at issue. See Gov’t Code §§ 6254(k), 6276; Evid. Code § 954.
Moreover, to the extent the document mentioned a particular employee, FAMSF properly
declined on privacy grounds to disclose the employee’s identity. See Gov’t Code § 6254(c).
Finally, you request a determination that FAMSF has violated Sections 67.29-6 and 67.29-7(c) of
the Sunshine Ordinance. Section 67.29-6 places certain obligations on departments concerning
sources of outside funding, and Section 67.29-7(c) concerns records created under certain
contracts. Whether FAMSF has complied with these sections of the Ordinance is beyond the
scope of our jurisdiction.
Very truly yours,
DENNIS J. HERRERA
City Attorney

Bradley A. Russi
Deputy City Attorney
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EXHIBIT A-7

CITY AND COUNTY OF SAN FRANCISCO
DENNIS J. HERRERA
City Attorney

OFFICE OF THE CITY ATTORNEY
BRADLEY A. RUSSI
DEPUTY CITY ATTORNEY
Direct Dial:
Email:

(415) 554-4645
brad.russi@sfcityatty.org

October 10, 2019
Sent via email (76434-70600365@requests.muckrock.com)
Re:

Petition to Supervisor of Records

To Whom It May Concern:
This letter responds to your further petition to the Supervisor of Records concerning your
requests to the Mayor’s Office dated July 2, 2019 and August 22, 2019. The Mayor’s Office
produced records responsive to your request.
First, you contend the Mayor’s Office either failed to produce public records maintained
on employees’ personal accounts or failed to state that it had no such responsive records. The
response from the Mayor’s Office, dated July 26, 2019, states: “Additionally, responsive text
messages from personal devices pertaining to city business have been provided for
Communications Director Jeff Cretan, Liaison to the Board of Supervisors Sophia Kittler and
Compliance Officer Hank Heckel. No such responsive texts were located for the other requested
custodians. Further, no responsive communications in the other electronic media named were
located for the requested custodians.”
Second, you contend that the Mayor’s Office improperly withheld native files and
metadata. For the reasons articulated in our response to another one of your petitions, attached
hereto as Exhibit A, we find that the Mayor’s Office did not improperly withhold native files or
metadata.
Third, you contend that the Mayor’s Office improperly withheld email addresses of City
employees in the To/From/Cc/Bcc headers of some emails provided in PDF format. We find that
the Mayor’s Office did not improperly withhold information. The Mayor’s Office provided the
records in PDF format, which we find to be reasonable and appropriate. We understand that the
way in which the City’s email system prints such records – and the way they appear on the
screen – does not show the email addresses. You may of course request a directory of City email
addresses if you so choose. Similarly, you contend that the Mayor’s Office withheld URL links,
HTML content, certain images, color and formatting of documents, and timestamp information
due to the manner in which the records were printed and provided. We find that the Mayor’s
Office did not improperly withhold this information for the same reasons.
Fourth, you contend the Mayor’s Office withheld responsive email attachments without a
legal basis. We understand that the Mayor’s Office will produce any responsive attachments that
are not exempt from disclosure, if it has not done so already.
Fifth, you contend the Mayor’s Office improperly withheld a responsive text message
conversation partially visible on the top of page 57 of the attachments you sent with your
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petition. Records on personal devices that do not relate to City business are not subject to
disclosure under the Public Records Act or the Sunshine Ordinance. See City of San Jose v.
Superior Court, 2 Cal.5th 608, 618 (2017).
Finally, you request that we determine whether some or part of the information in 116
different metadata headers must be disclosed. We decline to do so. The Mayor’s Office
produced the records in PDF format and did not disclose the metadata headers, and we have
already determined that this is a proper way to respond to the request. Moreover, the information
contained in these fields is highly technical and without engaging in an analysis that exceeds the
requirements of the Public Records Act, the information is not “reasonably segregable,” further
supporting the Mayor’s Office’s method of responding to the request. See Gov’t Code §
6253(a).
For the reasons stated above, your petition is denied.
Very truly yours,
DENNIS J. HERRERA
City Attorney

Bradley A. Russi
Deputy City Attorney
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CITY AND COUNTY OF SAN FRANCISCO
DENNIS J. HERRERA
City Attorney

OFFICE OF THE CITY ATTORNEY
BRADLEY A. RUSSI
DEPUTY CITY ATTORNEY
Direct Dial:
Email:

(415) 554-4645
brad.russi@sfcityatty.org

July 31, 2020
Sent via email (arecordsrequestor@protonmail.com)
Re:

Petition to Supervisor of Records

To Whom It May Concern:
This letter responds to your fourth petition to the Supervisor of Records concerning your
records requests to the Mayor’s Office dated July 2, 2019. We respond to the issues you raised
as follows:
Issue:
On https://cdn.muckrock.com/foia_files/2020/01/16/MuckRock_Request__Policy_Director_Andres_Power_1.pdf I challenge:
o pg. 2, 3, 6, 7, 8 - cited as "Ongoing negotiations regarding real estate and draft
recommendations of the author. See Admin. Code § 67.2[4](a), (e)." (corrected
from 67.25(a,e)) . Respondents completely mis-understand SFAC 67.24 - which
serves solely to eliminate in whole or in part CPRA or other exemptions. Read
67.27 - You have to point to an exemption in the CPRA or elsewhere which is not
prohibited by local law (67.24). Local law can never create exemptions that are
not found at the state-level. 67.24(a) merely prohibits you from exempting
anything EXCEPT draft author recommendations "not normally kept on file and
would otherwise be disposed of"; but that doesn't make even those exempt under
CPRA. There is no evidence that these portions of an email table would be
"disposed of." And 67.24(e) in no way even implies that real estate negotiations
could generally be exempt, it merely forces you to disclose them at a certain
point. It doesn't and cannot make them exempt prior to that point under CPRA
without a citation.
o pg. 10-18, 26-32 - cited as "attorney-client privilege. Gov’t Code § 6254(k);
Evidence Code § 954; Admin. Code § 67.21(k)." Clearly the first redacted block
is written by a person not in City Attorney's office. This needs to be minimally
withheld to just the privileged portions.
Response: Regarding the first bullet point above, the Mayor’s Office properly applied the
redactions. See Government Code § 6254(a), Administrative Code § 67.24, Michaelis v. Superior
Court, 38 Cal. 4th 1065 (2006), City Attorney’s Good Government Guide at 114-16.
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Regarding the second bullet point above, the Mayor’s Office properly redacted information
based on the attorney-client privilege. See Gov’t Code § 6254(k), Evid. Code § 954.
Issue:
Pg 4 of https://cdn.muckrock.com/foia_files/2020/01/16/MuckRock_Request__Liaison_to_the_Board_of_Supervisors_Sophia_Kittler.pdf has an underlined link URL
written by a human being. It cannot be lawfully withheld. Format exemptions, to the
extent they apply (which I do not concede), cannot exempt the information itself. (SOTF
on Jan 21 ruled email metadata at least partially disclosable but I don't have the Order
in hand yet so I'm sticking with non-metadata arguments for now).
Response: The Mayor’s Office did not withhold information based on a legal exemption, as this
complaint has to do with the format of the production. As such, this issue is beyond our
jurisdiction and we decline to address it.
Issue:
Pg 27-28 of https://cdn.muckrock.com/foia_files/2020/01/16/MuckRock_Request__Communications_Director_Jeff_Cretan_Redacted.pdf has two types of redactions: "law
enforcement investigation exemption (Cal Gov. Code 6254(f)) and informer identity
protections (Cal. Evidence Code 1040)" - I challenge all of the 6254(f) portions: DPW
and REC are not law enforcement agencies, emails to them cannot be covered by
6254(f). Also I'm pretty sure EC 1041, not EC 1040, is informer identity. So I also
challenge the supposed EC 1040 citation. (I don't think the identity has to be disclosed,
but the City has to cite correct justification to legally withhold it, SFAC 67.27).
Response: The Mayor’s Office properly applied the redactions. See Government Code §§
6254(c), 6254(f), 6254(k); Evid. Code §§ 1040, 1041; Cal. Const. Art. I, Sec. 1.
Issue:
All in https://cdn.muckrock.com/foia_files/2020/01/16/MuckRock_Request__Mayor_London_Breed.pdf are cited as "private contact information withheld to avoid
an unwarranted breach of personal privacy. See Cal. Govt. Code Secs. 6254(c), 6254(k);
California Constitution, Art. I, Sec. 1." I challenge:
o pg. 1, 6 - is this a business email, not personal
o pg. 32 - is this an official email/letterhead, not personal
Response: The Mayor’s Office properly applied the redactions. See Government Code §§
6254(c), 6254(k); California Constitution, Art. I, Sec. 1.
Issue:
All in https://cdn.muckrock.com/foia_files/2020/01/16/MuckRock_Request__Chief_of_Staff_Sean_Elsbernd_2.pdf are cited as "private contact information withheld
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to avoid an unwarranted breach of personal privacy. See Cal. Govt. Code Secs. 6254(c),
6254(k); California Constitution, Art. I, Sec. 1." I challenge:
o pg. 4 - disclose per Gov Code 6254.3(b)(1) - Philhour's personal email is used for
public business
Response: The Mayor’s Office properly applied the redactions. See Government Code §§
6254(c), 6254(k), 6254.3(b)(1); California Constitution, Art. I, Sec. 1.
Issue:
pg. 25 in https://cdn.muckrock.com/foia_files/2020/01/16/MuckRock_Request__Chief_of_Staff_Sean_Elsbernd_1.pdf is cited as "private contact information withheld
to avoid an unwarranted breach of personal privacy. See Cal. Govt. Code Secs. 6254(c),
6254(k); California Constitution, Art. I, Sec. 1." disclose per Gov Code 6254.3(b)(1) Philhour's personal email is used for public business
Response: The Mayor’s Office properly applied the redactions. See Government Code §§
6254(c), 6254(k), 6254.3(b)(1); California Constitution, Art. I, Sec. 1.
Issue:
All in https://cdn.muckrock.com/foia_files/2020/01/16/MuckRock_Request__Senior_Advisor_Marjan_Philhour.pdf are cited as "protection of information such as
private email addresses, phone numbers and personal addresses to avoid an unwarranted
breach of personal privacy. See Cal. Govt. Code Secs. 6254(c), 6254(k); California
Constitution, Art. I, Sec. 1" . I challenge:
o pg. 1, redaction 1 - is this a business email, not personal
o pg. 1, redaction 2 - disclose per Gov Code 6254.3(b)(1) - Philhour's personal
email is used for public business
o pg. 21 - this image of the mayor must be provided in full color, without being
cutoff. Color is information. And 3/4 of the image has been withheld.
o pg. 35 - redactions 2 and 4. Note Philhour is himself sending public business
emails using his personal email address here. Disclose per Gov Code
6254.3(b)(1)
o pg. 46 - redaction 2 - ditto as above.
o pg. 51, 52 - lists of news articles sent by Mason Lee. I have a right to know what
those article URLs are. Format exemptions, to the extent they apply (which I do
not concede), cannot exempt the information itself.
Response: The Mayor’s Office properly applied the redactions. See Government Code §§
6254(c), 6254(k), 6254.3(b)(1); California Constitution, Art. I, Sec. 1.
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CITY AND COUNTY OF SAN FRANCISCO

OFFICE OF THE CITY ATTORNEY

Letter to Anonymous
July 31, 2020
Page 4
To the extent you are contesting the format in which the documents were produced, we decline
to reach that issue, as it does not involve the withholding or redacting of records based on an
exemption.
Issue:
pg. 6 on https://cdn.muckrock.com/foia_files/2020/01/16/MuckRock_Request__Deputy_Chief_of_Staff_Andrea_Bruss.pdf is challenged
Response: The Mayor’s Office properly applied the redactions. See Government Code §§
6254(c), 6254(k); California Constitution, Art. I, Sec. 1.
Issue:
pg. 3
on https://cdn.muckrock.com/foia_files/2019/07/26/Responsive_Documents_Re_MuckR
ock_Request_Compliance_Officer_Hank_Heckel_1.pdf provide the full attached or
inline image in full resolution and color
Response: The Mayor’s Office did not withhold information based on a legal exemption, as this
complaint has to do with the format of the production. As such, this issue is beyond our
jurisdiction and we decline to address it.
For the reasons stated above, your petition is denied.
Very truly yours,
DENNIS J. HERRERA
City Attorney

Bradley A. Russi
Deputy City Attorney
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EXHIBIT B-1

--

Friday, February 7, 2020 at 5:25:31 PM Paciﬁc Standard Time

Subject:
Date:
From:
To:

RE: Oﬀer to Withdraw SOTF 20007 / Viola:on Ruling in SOTF 19108
Friday, February 7, 2020 at 4:30:54 PM Paciﬁc Standard Time
Coolbrith, Elizabeth (CAT) on behalf of CityARorney <cityaRorney@SFCITYATTY.ORG>
'Anonymous' <arecordsrequestor@protonmail.com>, CityARorney
<cityaRorney@SFCITYATTY.ORG>
CC:
Cote, John (CAT) <John.Cote@sfcityaRy.org>
ADachments: image001.jpg, image003.jpg, image004.jpg
Yes, we will include the general statement of issues as well. Both will be part of our prop G calendar process going
forward.

Thanks,

Elizabeth A. Coolbrith
Paralegal
Oﬃce of City ARorney Dennis Herrera
(415) 554-4685 Direct

www.sfcityaRorney.org
Find us on: Facebook TwiRer Instagram

From: Anonymous <arecordsrequestor@protonmail.com>
Sent: Thursday, February 6, 2020 4:25 PM
To: CityARorney <cityaRorney@SFCITYATTY.ORG>
Cc: Cote, John (CAT) <John.Cote@sfcityaRy.org>
Subject: RE: Oﬀer to Withdraw SOTF 20007 / Viola:on Ruling in SOTF 19108

What about the "(for meetings not otherwise publicly recorded) the general statement of issues discussed"
part?
And is this a binding commitment on behalf of Mr. Herrera?

NOTE: Nothing herein is legal, IT, or professional advice of any kind. The author disclaims all warran?es, express or
implied, including but not limited to all warran?es of merchantability or ﬁtness. In no event shall the author be
liable for any special, direct, indirect, consequen?al, or any other damages whatsoever. The digital signature
(signature.asc aEachment), if any, in this email is not an indica?on of a binding agreement or oﬀer; it merely
authen?cates the sender. Please do not include any conﬁden?al informa?on, as I intend that these
communica?ons with the government all be disclosable public records.
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Sincerely,

Anonymous

------- Original Message ------On Thursday, February 6, 2020 4:22 PM, CityARorney <cityaRorney@SFCITYATTY.ORG> wrote:

Thank you for your message. We have appreciated the SOTF’s feedback and will be making it our
prac:ce to include the loca:ons in each prop g calendar entry going forward.

Thanks,

Elizabeth A. Coolbrith
Paralegal
Oﬃce of City ARorney Dennis Herrera
(415) 554-4685 Direct

www.sfcityaRorney.org
Find us on: Facebook TwiRer Instagram

From: Anonymous <arecordsrequestor@protonmail.com>
Sent: Wednesday, February 5, 2020 11:57 PM
To: CityARorney <cityaRorney@SFCITYATTY.ORG>; Cote, John (CAT) <John.Cote@sfcityaRy.org>
Subject: Oﬀer to Withdraw SOTF 20007 / Viola:on Ruling in SOTF 19108

City ARorney Dennis Herrera,

As Mr. Cote knows, SOTF found tonight (in SOTF 19108) the City ARorney himself (but not Elizabeth
Coolbrith nor the Oﬃce of the City ARorney as an agency) violated SFAC 67.29-5 for not recording in
the Prop G calendar the places and (for mee:ngs not otherwise publicly recorded) the general
statement of issues discussed. (As was noted by various SOTF members during the hearing: a general
'City Hall' note would not be suﬃcient, nor is answering ques:ons aker-the-fact about mee:ngs
because it does not serve the historical purpose of recording this informa:on in the Prop G Calendar.)
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I am willing to withdraw the similar SOTF 20007 (Prop G calendar viola:ons proven over a much longer
:me period) IF:
- your most recent Prop G calendars star:ng with Feb 6 comply completely with the 67.29-5
requirements (which I will verify star:ng 3 business days aker Feb 6, 2020),
- I get the signed SOTF Order 19108 in hand, and
- Mr. Herrera speciﬁcally agrees in a signed leRer (or signed by his representa:ve and under Herrera's
name) to comply with SFAC 67.29-5 and to waive any kind of challenge to SOTF Order 19108.

If you are amenable to the above, please let me know. I don't need two hearings and two sets of
viola:ons if you are willing to comply, without caveats or word-games, with this one. I'm sure SOTF will
monitor your compliance whenever 19108 circles back to Compliance commiRee.

SFAC 67.29-5 appears to be an extremely simple requirement that almost every other agency head
does correctly (including with names or numbers of their City Hall rooms), and that you advise the rest
of the City to do in your Good Govt Guide (which, even when it supports my posi:on, has no legal
authority), and I hope you can simply comply exactly as stated.

NOTE: Nothing herein is legal, IT, or professional advice of any kind. The author disclaims all
warran?es, express or implied, including but not limited to all warran?es of merchantability or
ﬁtness. In no event shall the author be liable for any special, direct, indirect, consequen?al, or any
other damages whatsoever. The digital signature (signature.asc aEachment), if any, in this email is
not an indica?on of a binding agreement or oﬀer; it merely authen?cates the sender. Please do not
include any conﬁden?al informa?on, as I intend that these communica?ons with the government all
be disclosable public records.

Sincerely,

Anonymous
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EXHIBIT B-2

EXHIBIT B-3

EXHIBIT B-4

CITY AND COUNTY OF SAN FRANCISCO

POLICE DEPARTMENT
HEADQUARTERS
1245 3 RD Street
San Francisco, California 94158

LONDON N. BREED

WILLIAM SCOTT

MAYOR

CHIEF OF POLICE

March 9, 2020
Via email 84740-21808 729@requests. muckrock. corn
San Francisco, CA
RE: Public Records Request, dated December 30, 2019, Reference # P010342-123019
Dear Anonymous,
The San Francisco Police Department (SFPD) received your Public Records Act request, dated December
27, 2019.
You requested, "IIVIIMEDIATE DISCLOSURE REQUEST Dec 26, 2019 Re: Carmody forensics
contracts Pursuant to the CPEA and SF Sunshine Ordinance
-

-

This is an Immediate Disclosure ]Request (SFAC 67.25(a)) for the records numbered below. An initial
response is required by Dec. 30, 2019. Please provide only those records not requiring fees and a
required notice of in-person inspection of fee-based records. We request exact copies (Gov Code 6253(b))
and rolling responses if needed (SFAC 67.25(d)).
-

NOTE: Please be certain you have properly redacted all of your responses. Once you send them to us,
there is no going back. The email address sending this request is a publicly- viewable mailbox. All of
your responses (including all responsive records) may be instantly and automatically available to the
public online via the MuckRock.com FOLk service used to issue this request and various services that
mirror those documents for analysis and research by journalists and the general public (though the
requester is an anonymous user, not a representative of MuckRock). Nothing herein is legal, IT, or
professional advice of any kind. The author disclaims all warranties, express or implied, including but not
limited to all warranties of merchantability or fitness. In no event shall the author be liable for any special,
direct, indirect, consequential, or any other damages whatsoever. The digital signature, if any, in this
email is not an indication of a binding agreement or offer; it merely authenticates the sender. Please do
not include any confidential information, as I intend that these communications with the government all
be disclosable public records.
Please read carefully the exact wording of my request and follow the Sunshine Ordinance and CPRA
precisely. You are specifically requested to follow each of the Sunshine provisions, and we will appeal or
petition every violation, including but not limited to:
* any untimely or incomplete response (SF Admin Code 67.21, 67.25),
* failure to maintain all records in a professional or businesslike manner (SF Admin Code 67.29-7)
*failure to provide records in a rolling fashion as soon as each is available (SF Admin Code 67.25),
*failing to indicate whether you have responsive records or not for each request below and whether or not
you withheld any records for each request below (Gov Code 6253(c))
*withholding more than the minimum exempt portion of any record or withholding an entire record if any
portion at all is non-exempt (SF Admin Code 67.26),

*failure to justify with a footnote or "other clear reference" to an exemption statute or case law for each
and every redaction or withholding (SF Admin Code 67.26, 67.27), including any so-called 'metadata',
*failure to provide "exact copies" of records (Gov Code 6253(b)), for example, by
physically printing electronic records and scanning them back in, which degrades their
content and causes loss of colors, hyperlinks, metadata, and searchable text content
*failure to provide the "electronic format in which [you] holdfl the information" (Gov Code 6253.9),
*failure to provide any "easily generated" format that we request below (SF Admin Code 67.21W),
*redacting or withholding information whose exemption you have already waived by producing it to the
public before (Gov Code 6254.5),
*refusing to use email (SF Acimin Code 67.21(b)), or requiring me to use a third-party service which
imposes on me any tenns and conditions beyond those of the CPRA. If you publish records using a web
portal, please provide public URLs that do not require login.
Requests are as follows. Please prioritize them as below #1 is most important and most specific. If we
find what we're looking for in an earlier request, we may be able to cancel the later requests.
1 .all MOUs, "Contract Correspondence', "Contract Payment Records", and "Contracts/Agreements"
(which terms are specified in SFPD's retention policy' to be retained at least 2 years) that are or were in
effect, dated, sent, or received at any time between May 1, 2019 and present that mention in any way
SFPD Sgt. Brian Rodriguez #4075 (you must provide responsive records regardless of whether your
agency is or is not a party if your agency prepared, owned, retained, or used the record)
2.all MOUs, "Contract Correspondence", "Contract Payment Records", and "Contracts/Agreements" that
are or were in effect, dated, sent, or received at any time between May 1, 2019 and present where at least
one party or signatory is the Regional Computer Forensics Laboratory or Silicon Valley Regional
Computer Forensics Laboratory or any of its/their employees, agents, or officers (you must provide
responsive records regardless of whether your agency is or is not a party if your agency prepared, owned,
retained, or used the record)
3.all MOUs, "Contract Correspondence", "Contract Payment Records", and
"Contracts/Agreements" that are or were in effect, dated, sent, or received at any time between May 1,
2019 and present that mention in any way Regional Computer Forensics Laboratory, RCFL, Silicon
Valley Regional Computer Forensics Laboratory, or SVRCFL (you must provide responsive records
regardless of whether your agency is or is not a party if your agency prepared, owned, retained, or used
the record)
4.all MOUs, "Contract Correspondence", "Contract Payment Records", and "Contracts/Agreements"
(which terms are specified in SFPD's retention policy to be retained at least 2 years) that are or were in
effect, dated, sent, or received at any time between May 1, 2019 and present that mention in any way
"Carmody" (you must provide responsive records regardless of whether your agency is or is not a party if
your agency prepared, owned, retained, or used the record)
Sall MOUs, "Contract Correspondence", "Contract Payment Records", and "Contracts/Agreements" that
are or were in effect, dated, sent, or received at any time between May 1, 2019 and present where at least
one party or signatory is the Federal Bureau of Investigation, US Department of Justice, or any of its/their
employees, agents, or officers (you must provide responsive records regardless of whether youl agency is
or is not a party if your agency prepared, owned, retained, or used the record)"
-

On December 30, 2019, SFPD provided you with responsive records to item no. 2 of your request.
On January 3, 2020. SFPD received your request, as follows:
"This is a follow up to request number P010342-123019:
This is a further request for Sgt. Rodriguez's signed SVRCFL "certification record(s)" pursuant
to Section IX-D of the MOU (if you don't consider that covered by original request 41)."
2

As for your request for the following:
1. You requested, "all MOUs, "Contract Correspondence', "Contract Payment Records", and
"Contracts/Agreements" (which terms are specified in SFPD's retention policy' to be retained at least 2
years) that are or were in effect, dated, sent, or received at any time between May 1, 2019 and present that
mention in any way SFPD Sgt. Brian Rodriguez #4075 (you must provide responsive records regardless
of whether your agency is or is not a party if your agency prepared, owned, retained, or used the record).
.This is a follow up to request number P010342-123019:
This is a further request for Sgt. Rodriguez's signed SVRCFL "certification record(s)" pursuant
to Section IX-D of the MOU (if you don't consider that covered by original request #1),"
On January 13, SFPD responded to item nos. 1 through 4 of your request.
On January 27, SFPD produced responsive records for item S of your request.
On February 13, SFPD informed you that we had identified a responsive MOU with the FBI that is
responsive but is not subject to disclosure under Government Code § 6254(f), which exempts from
disclosure records of complaints to, investigations conducted by, intelligence information or security
procedures of, and investigatory or security files compiled by local police agencies and Government Code
§ 6254(k). Section 6254(k) allows exemption of "[r]ecords, the disclosure of which is exempted or
prohibited pursuant to federal or state law, including, but not limited to provisions of the Evidence Code
relating to privilege."
On February 14, you filed a complaint with the SOTF, asking to determine whether or not SFPD should
disclose the MOU.
Upon further review of the arguments raised, SFPD is releasing the MOU with the FBI. The responsive
record is included in this correspondence. Please note, redactions of signatures have been made in these
materials on the basis of privacy, pursuant to Section 6254(c) of the Public Records Act (California
Government Code sec. 6254(c)) and Article I, sec. 1 of the California Constitution because disclosure of
this information would constitute an unwarranted invasion of privacy.
Thank you for your courtesy in this regard.

Sincerely,

lrt.R.AndrewCox#287
Officer in Charge
Risk Managernen,t-<Legal Division
-'

EXHIBIT C-1

SUNSHINE ORDINANCE
TASK FORCE

City Hall
1 Dr Carlton B. Goodlett Place, Room 244
San Francisco, CA 94102-4689
Tel. No. (415) 554-7724
Fax No. (415) 554-7854
TTD/TTY No. (415) 554-5227

ORDER OF DETERMINATION
October 24, 2019
DATE DECISION ISSUED
October 2, 2019
CASE TITLE – Anonymous v. Mayor London Breed, Hank Heckel and the Office of the
Mayor
File No. 19047
FACTS OF THE CASE
The following petition/complaint was filed with the Sunshine Ordinance Task Force
(SOTF):
Complaint filed by Anonymous against Mayor London Breed, Hank Heckel and the
Office of the Mayor for allegedly violating Administrative Code, (Sunshine Ordinance)
Sections 67.21 and 67.26 and 67.27 and Government Code (CPRA) 6253.9, 6253, and
6255, by failing to respond to a request for public records in a timely and/or complete
manner.
HEARING ON THE COMPLAINT
On August 20, 2019, the Complaint Committee acting in its capacity to hear
petitions/complaints heard the matter.
Anonymous (Petitioner) provided a summary of the complaint and requested the
Committee to find a violation. Anonymous stated that he requested the Mayor’s
calendar including the metadata. Anonymous stated that the Mayor’s calendar is
considered a public record which should have been provided. Anonymous stated
that the City Attorney memo disputed what kind format of the calendar is in.
Anonymous stated that metadata and headers are important to the works of an
investigative journalist. Anonymous stated that he wants to know who actually
invited the Mayor to meetings and events and that information can be provided in
metadata.
Hank Heckel (Mayor’s Office) (Respondent), provided a summary of the
department’s position. Mr. Heckel stated that the Mayor’s office received the IDR
on May 8 and responded on May 9. Mr. Heckel stated that the Mayor’s Office
provided their Prop G calendar which included event times, general attendees
and the nature of the event. Mr. Heckel stated that all information was provided in
pdf format to avoid compromising the integrity of the record. Mr. Heckel stated

that those records did not provide email addresses of invitees, conference call
numbers and dial information which is subject to privilege. Mr. Heckel stated that
the Mayor’s Office relies on advices provided by the Information Technology
Department and the City Attorney’s Office regarding metadata. Mr. Heckel stated
that there are security risks associated with providing this information.
The Committee found that the SOTF has jurisdiction, find that the requested
records are pubic and referred the matter to the SOTF for hearing.
On October 20, 2019, the SOTF held a hearing to review the recommendation from
Committee and/or to review the merits of the petition/complaint.
Anonymous (Petitioner) provided a summary of the complaint and requested the
Committee to find a violation. Anonymous provided an overview of the submitted
presentation. Anonymous stated that the Office of the Mayor refused to provide
documents in the requested format and metadata, objected to the redactions to
the calendar and stated that the ICS version of the calendar was not provided.
Anonymous stated that the Office of the Mayor did not provide the Mayor's nonProp G or 2nd calendar account until months later, and those non-Prop G
calendars are public records.
Hank Heckel (Mayor’s Office) and Michael Makstman (Chief Information Security
Officer) (Respondent), provided a summary of the department’s position. Mr.
Heckel referenced California Government Code, Sections6252.9(f) and 6254.19,
and Sunshine Ordinance, Section 67.21(l). Mr. Heckel stated that the format
requested is not easily generated and would also create a security risk. Mr.
Makstman provided information regard metadata and possible security risks.
FINDINGS OF FACT AND CONCLUSION OF LAW
Based on the testimony and evidence presented, the SOTF found that Mayor London
Breed, Hank Heckel and the Office of the Mayor violated Administrative Code (Sunshine
Ordinance), Section(s) 67.21, 67.26 and 67.2.

DECISION AND ORDER OF DETERMINATIONS
On October 2, 2019, Member Yankee, seconded by Member Cate, moved to find that
Mayor London Breed, Hank Heckel and the Office of the Mayor violated Administrative
Code (Sunshine Ordinance), Sections 67.21, 67.26 and 67.27, by failing to provide
records in a timely and/or complete manner, keep withholdings to a minimum, and
justify the withholding of records.
The motion PASSED by the following vote:
Ayes: 7 - Yankee, Martin, LaHood, Cate, Hyland, J. Wolf, B. Wolfe
Noes: 0 - None
Absent: 2 - Cannata, Chopra
Excused: 2 - Tesfai, Hinze

Bruce Wolfe, Chair
Sunshine Ordinance Task Force
cc.

Anonymous (Petitioner/Complainant)
Hank Heckel, Office of the Mayor (Respondent)

EXHIBIT C-2

SUNSHINE ORDINANCE
TASK FORCE

City Hall
1 Dr Carlton B. Goodlett Place, Room 244
San Francisco, CA 94102-4689
Tel. No. (415) 554-7724
Fax No. (415) 554-7854
TTD/TTY No. (415) 554-5227

ORDER OF DETERMINATION
March 28, 2020
DATE DECISION ISSUED
January 21, 2020
CASE TITLE – Anonymous v. Dennis Herrera and the Office of the City Attorney
File No. 19044
FACTS OF THE CASE
The following petition/complaint was filed with the Sunshine Ordinance Task Force
(SOTF):
File No. 19044: Complaint filed by Anonymous against Dennis Herrera and the
Office of the City Attorney for allegedly violating Administrative Code (Sunshine
Ordinance), Sections 67.21, 61.26, 61.27, Government Code Sections 6253,
6253.9 and 6255, by failing to respond to a public records request in a timely
and/or complete manner.
HEARING ON THE COMPLAINT
On August 20, 2019, the Complaint Committee acting in its capacity to hear
petitions/complaints heard the matter.
Anonymous (Petitioner) testified via telephone and provided a summary of the
complaint and requested the Committee to find a violation. Anonymous stated
that they requested all emails with metadata from Elizabeth Coolbrith (Office of
the City Attorney) and on April 24, 2019, was provided those records not in their
original format and without metadata. Anonymous stated that the Respondent
refused to provide the information contained in the metadata citing confidentiality.
Anonymous stated that metadata is very important to investigative journalists and
that he wants the requested documents in their original format. Anonymous
stated that he is also claiming a timeliness violation.
John Cote (Office of the City Attorney) (Respondent), provided a summary of the
department’s position. Mr. Cote stated that metadata can subject the City to
proprietary information and cited California Government Code Sections 6253.9(f)
and 6254.19. Mr. Cote stated that to make this disclosure would reveal
vulnerabilities on the technology system of City Attorney. Mr. Cote stated that
the City Attorney is relying on the advice from the information technology

professional and stated that metadata can reveal security related information that
is highly sensitive and could possibly lead to a cyberattack.
Action: Moved by Member Cate, seconded by Member Cannata, to find that the
SOTF has jurisdiction, find that the requested records are public and to refer the
matter to the SOTF for hearing. The Complaint Committee requested that the
City Attorney’s IT Professional also be present at the SOTF Hearing.
The Complaint Committee referred the matter to the SOTF. On October 2, 2019, the
SOTF held a hearing to review the recommendation from Committee and/or to review
the merits of the petition/complaint.
Anonymous (Petitioner) provided a summary of the complaint and requested the
Committee to find a violation. Anonymous stated that headers cannot be
redacted and that the requested information in the metadata is not a security
issue. Anonymous noted the failure of the Supervisor of Records to respond in a
timely manner.
John Cote (Office of the City Attorney) and Michael Makstman (Chief Information
Security Officer) (Respondent), provided a summary of the department’s position.
Mr. Cote referenced the Office of the City Attorney’s written response. Mr. Cote
noted that California Government Code, Sections 6259(f) and 6254.19, allows for
the withholding/redaction of metadata to for security purposes and to prevent the
release of privileged information. Mr. Cote stated that metadata is created by a
machine and not a city employee. Mr. Makstman stated that the exposure of
metadata may expose the Information Technology system/security.
Deputy City Attorney Peder Thoreen provided information and responded to
questions from the SOTF.
Chair B. Wolfe referenced information regarding metadata and stated that the
issue of metadata should be reviewed by the Technology Committee in order to
develop standards for releasing metadata and develop criteria for future
complaints. Chair B. Wolfe ordered that all complaints regarding metadata be
delayed and referred to the Technology Committee.
On January 21, 2020, the SOTF held a hearing to review the merits of the
petition/complaint.
Member Yankee stated that the IT Committee met and discussed metadata and
decided that it is a public record and that there is not a blanket exemption that
can be claimed for all metadata. Member Yankee stated that if there is a need to
redact or withhold specific portions of metadata, that should be cited as would be
for any matter before the SOTF.

Chair B. Wolfe stated the SOTF is picking up discussion of the complaint after
the discovery process and before rebuttals.
John Cote (Office of the City Attorney) (Respondent), provided a summary of the
department’s position. Mr. Cote stated that there are security risks to the email
metadata possess when redacting. Mr. Cote directed the SOTF to 67.21(l)
regarding production of electronic data and noted that the easily generated
language shows that voters recognized the need for practical limits in dealing
with electronic data formats. Mr. Cote stated that 6253(a) of the Public Records
Act under which exempt and nonexempt information need to be reasonably
segregable. Mr. Cote stated that there are multiple steps and time-consuming
processes to redact metadata. Mr. Cote stated that there are also security risks
and possible human error associated with the burden of redacting information
along with possible serious consequences from a mistake. Mr. Cote stated that
producing metadata is burdensome and not required under Sunshine.
Anonymous (Petitioner) provided a summary of the complaint and requested the
Committee to find a violation. Anonymous stated that this complaint is about a
specific document located on page 518 of the agenda packet. Anonymous
stated that the document was provided after the Complaint was issued.
Anonymous stated that metadata is like a table which has names and values
which may not be sensitive. Anonymous stated that before computers when a
document was received by the City Clerk, it was date and time stamped which
was the record. Anonymous stated there are violations of 67.21 for not providing
a complete response, 67.26 for nonminimal withholding and 67.27 for not
providing justification for withholding.
A question and answer period occurred. The parties were provided an
opportunity for rebuttals.
Chair B. Wolfe summarized the Respondent’s position that the production of
metadata is difficult to extract and voluminous. Chair B. Wolfe stated that this
matter will start the process of developing a base line going forward. Chair B.
Wolfe stated that he has been unable to locate previous cases regarding
metadata. Chair B. Wolfe stated the headers from servers and email
applications are 99% identical because there are provisions set up that are
standard formats. Chair B. Wolfe stated that each City department has IT
personnel and that if this had been a concern, the issue would have arisen years
ago. Chair B. Wolfe stated that metadata is a public domain. Chair B. Wolfe
stated that while not necessarily specified in the California Public Records Act or
the Sunshine Ordinance, because it is part of the document, the matter is related
to redactions. Chair B. Wolfe stated that many municipalities have created their
own policies. Chair B. Wolfe cited the Smith v. San Jose case.

FINDINGS OF FACT AND CONCLUSION OF LAW
Based on the testimony and evidence presented, the SOTF found that City
Attorney’s Office violated Administrative Code (Sunshine Ordinance), Sections
67.21 (b) by failing to provide the requested records in a timely and/or complete
manner, 67.26, by failing to keep withholding to a minimum, and 67.27 by failing
to provide justification for withholding.
DECISION AND ORDER OF DETERMINATIONS
On January 21, 2020, Moved by Member Yankee, seconded by Member Martin,
to find that City Attorney’s Office violated Administrative Code (Sunshine
Ordinance), Sections 67.21(b) by failing to provide the requested records in a
timely and/or complete manner, 67.26, by failing to keep withholding to a
minimum, and 67.27 by failing to provide justification for withholding.
The motion PASSED by the following vote:
Ayes: 7 - Yankee, Martin, J. Wolf, LaHood, Hinze, Hyland, B. Wolfe
Noes: 0 - None
Absent: 1 - Tesfai

Bruce Wolfe, Chair
Sunshine Ordinance Task Force
cc.

Anonymous (Petitioner/Complainant)
John Cote, City Attorney’s Office (Respondent)

EXHIBIT C-3

SUNSHINE ORDINANCE
TASK FORCE

City Hall
1 Dr Carlton B. Goodlett Place, Room 244
San Francisco, CA 94102-4689
Tel. No. (415) 554-7724
Fax No. (415) 554-7854
TTD/TTY No. (415) 554-5227

ORDER OF DETERMINATION
March 28, 2020
DATE DECISION ISSUED
February 5, 2020
CASE TITLE – Anonymous v. Office of the Mayor (File No. 19091)
FACTS OF THE CASE
The following petition/complaint was filed with the Sunshine Ordinance Task Force
(SOTF):
File No. 19091: Complaint filed by Anonymous against Mayor London Breed, the
Office of the Mayor, Hank Heckel, Sean Elsbernd, Andres Power, Andrea Bruss,
Marjon Philhour, Jeff Cretan, Sophia Kittler for allegedly violating Administrative
Code, (Sunshine Ordinance) Sections 67.21, 67.26, 67.27 and 67.29-7, by failing
to respond to a request for public records in a timely and/or complete manner.
HEARING ON THE COMPLAINT
On October 15, 2019, the Complaint Committee acting in its capacity to hear
petitions/complaints heard the matter.
Anonymous (Petitioner) provided a summary of the complaint and requested the
Committee to find a violation. Anonymous stated that records were withheld
without providing justification and that a violation of Sunshine Ordinance, Section
67.29-7, occurred for failing to maintain records as records from the application
‘WhatsApp’ could not be provided. Anonymous requested that the portion of his
complaint regarding metadata be divided out and that the remainder of the
complaint move forward (Allegation No. 4 SFAC67.21(l)/CPRA Gov Code
6253(b) and No. 8 SFAC 67.26). (Metadata portion of complaint divided into File
No. 19109 and will be scheduled before the Information Technology Committee.)
Hank Heckel, Office of the Mayor (Respondent) provided a summary of the
department’s position. Mr. Heckel stated that a search was conducted of all
requested media, including email and text messages, and all responsive records
were provided. Mr. Heckel stated that individuals are not required to provide
affidavits or written declarations regarding the search for records on personal
devices.

Action: Moved by Chair Martin, seconded by Member Cate, to find that the SOTF
has jurisdiction, find that the requested records are public, and referred the
matter to the SOTF for hearing.
On February 5, 2020, the SOTF held a hearing to review the recommendation from
Committee and/or to review the merits of the petition/complaint.
Anonymous (Petitioner) provided a summary of the complaint and requested the
Committee to find a violation. Anonymous stated that some attachments to
certain documents were not provided until 5-6 months after the request
submitted. Anonymous stated that the Respondent did not provide a reason for
redactions in a timely manner and disputes the legal authority for withholdings
and redactions.
Hank Heckel, Mayor’s Office (Respondent), provided a summary of the
department’s position. Mr. Heckel noted that the request was voluminous but
over 1000 records were provided in a timely manner. Mr. Heckel stated that they
have been in contact with Anonymous for over 6 months to provide records and
workout issues with the requests. Mr. Heckel stated that the majority of the
requested records were provided in a timely manner and they continue to work to
provide the missing attachments.
FINDINGS OF FACT AND CONCLUSION OF LAW
Based on the testimony and evidence presented, the SOTF found that the Office of the
Mayor violated Administrative Code (Sunshine Ordinance), Section 67.21(b) by failing to
respond to a request for public records in a timely manner.

DECISION AND ORDER OF DETERMINATIONS
Action: Moved by Member Martin, seconded by Vice Chair J. Wolf, to find that the Office
of the Mayor violated Administrative Code (Sunshine Ordinance), Section 67.21(b), by
failing to respond to a request for public records in a timely manner.
The motion PASSED by the following vote:
Ayes: 6 - Hyland, Hinze, LaHood, J. Wolf, Martin, B. Wolfe
Noes: 1 - Yankee
Absent: 1 - Tesfai
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March 28, 2020
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February 5, 2020
CASE TITLE – Anonymous v. City Attorney Dennis Herrera (File No. 19108)
FACTS OF THE CASE
The following petition/complaint was filed with the Sunshine Ordinance Task Force
(SOTF):
File No. 19108: Complaint filed by Anonymous against City Attorney Dennis
Herrera, Elizabeth Coolbrith and the Office of the City Attorney for allegedly
violating Administrative Code (Sunshine Ordinance), Sections 67.25, 67.27,
67.29-5, by failing to respond to an Immediate Disclosure Request in a timely
and/or complete manner, failing respond to a public records request in a timely
manner and/or complete manner. Failing to justify withholding of records and
failing to maintain a Proposition G Calendar.
HEARING ON THE COMPLAINT
On November 26, 2019, the Compliance and Amendments Committee acting in its
capacity to hear petitions/complaints heard the matter.
Anonymous (Petitioner) provided a summary of the complaint and requested the
Committee to find a violation. Anonymous stated that the City Attorney’s Office
should maintain a Prop G calendar and a Non-Prop G calendar. Anonymous
stated that the Prop G calendar should have been provided timely and was not.
Anonymous stated that City Attorney does not maintain a Non-Prop G calendar.
Anonymous maintains that the Respondent did not respond in a timely manner.
Anonymous stated that upon review of the calendars submitted by the City
Attorney, there were no time or location entries which is a violation. Anonymous
stated that the City Attorney’s Office did not provide legal justifications for not
including this information in their response.
City Attorney’s Office (Respondent), was unavailable for the hearing.
Action: Moved by Member Wolfe, seconded by Member Hinze, to find that the
SOTF has jurisdiction, find that the requested records are public and to refer the
matter to the SOTF for hearing.

On February 5, 2020, the SOTF held a hearing to review the recommendation from
Committee and/or to review the merits of the petition/complaint.
Anonymous (Petitioner) provided a summary of the complaint and requested the
Committee to find a violation. Anonymous stated that on October 8, 2019, a
request was submitted for City Attorney Herrera’s calendar and what was
received appears to be incomplete. Anonymous stated that the locations of the
meetings were not listed in the calendar or the generic location of City Hall was
listed.
John Cote, Office of the City Attorney (Respondent), provided a summary of the
department’s position. Mr. Cote noted the many requests were submitted by
Anonymous in the same timeframe and described the various requests types.
Mr. Cote stated that the request was received on October 8, 2020, a request for
extension was requested on October 9, 2020, due to the need to consult with
other city departments, and the response was provided on October 15, 2020.
Mr. Cote stated that clarification regarding meeting location was provided via
email and that the City Attorney does not have other calendars.
FINDINGS OF FACT AND CONCLUSION OF LAW
Based on the testimony and evidence presented, the SOTF found that City Attorney
Dennis Herrera violated Administrative Code (Sunshine Ordinance), Section 67.29-5, by
failing to note the location of meetings on the calendar and failing to note the issues to
be discussed on the calendar.
DECISION AND ORDER OF DETERMINATIONS
Action: Moved by Member Yankee, seconded by Member Martin, to find that City
Attorney Dennis Herrera violated Administrative Code (Sunshine Ordinance), Section
67.29-5, by failing to note the location of meetings on the calendar and failing to note
the issues to be discussed on the calendar.
The motion PASSED by the following vote:
Ayes: 7 - Yankee, Hyland, Hinze, LaHood, J. Wolf, Martin, B. Wolfe
Noes: 0 - None
Absent: 1 - Tesfai
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