








elements obtained through IDES source files and other third-party data providers. The classification 
addresses the following categories:

Public Information – Defined as information maintained by state agencies that is not exempt 
from disclosure under applicable state or federal laws 
Confidential information – Defined as information maintained by federal, state, and local 
agencies that is exempt from disclosure under applicable state or federal laws such as Personal 
Information, Federal Tax Information, Protected Health Information, Social Security Agency, 
etc. 
Sensitive information – Defined as information maintained by federal, state, or local agencies 
that may be public or confidential and requires a higher than normal assurance of accuracy and 
completeness. The key factor for sensitive information is that of integrity. 

G. Pondera will provide the following data backup and recovery services for the System: 

Pondera will perform encrypted file and database level backups. The encrypted backups are 
performed by the Azure Recovery Services Vault, are taken at the end of every business day and 
remain in the Azure data center. The storage system housing backup snapshots is an AES 256-bit 
Storage Access Network (SAN) storage device encrypted at rest. Each backup set has a pre-
configured retention default period of six (6) monthly backups, five (5) weekly full backups, and 
six (6) daily differential backups. Once the retention period elapses, backups are overwritten.  

H. Pondera will provide set up and configuration services for the System specific to IDES
requirements.  The System will leverage program data from IDES’s own data systems. An initial 
output file for the previous three years will be used.

2. DELIVERABLES AND SCHEDULE OF PERFORMANCE
A. Pondera will provide the following deliverables to IDES:

1) Master Design Document (“MDD”) – Pondera will follow the Pondera Requirements and 
Onboarding Process (PROP) for this project. The PROP includes structured technical and 
business fit-gap interviews to validate IDES requirements. The PROP is used to configure 
dashboard components and thresholds, and to identify IDES data sources required by 
FraudCaster. The result of the PROP is the MDD which will be reviewed in detail with IDES
and accepted by IDES before configuration work begins. Deliverable 2(A)(2) and 2(A)(3) will 
also be agreed upon prior to acceptance of the MDD. 

2) System Security Plan – Pondera will develop and deliver a SSP to govern the project. The 
SSP will include information on how data is transported, secured, and purged and requires sign-
off by all parties prior to the transport of any data. It will also describe how data will be used 
and which Pondera staff will have access to data and for what purpose. The SSP shall be 
consistent with the terms and conditions of the Contract including, but not limited to, the 
confidentiality and data security requirements established under the Contract. 

3) Data Files Specifications Document – Pondera will provide a data files specification 
document that details the program data required for the Pondera System implementation. This 
specifications document details claimant, employer, and CaseTracker level data elements and 
format details and includes the methodology for data utilization in the Pondera System 
implementation.

4) Preliminary Leads Report – Pondera will deliver a preliminary leads findings report from the 
preproduction data runs. The report will be submitted 60 days after the receipt of a complete 







5. IDES RESPONSIBILITIES 
The following are IDES responsibilities necessary for Pondera to provide the Services described in this 
SOW in a timely manner as mutually agreed upon by the Parties:

IDES will provide technical user participation during the PROP to help Pondera identify and 
transfer data from source data systems.

Throughout the implementation of the Pondera System, IDES will provide Pondera access to 
technical staff to respond to questions about database schemas, column names, and other technical 
aspects of IDES source data.

IDES will produce the data extracts that Pondera will cleanse and transform for use in CaseTracker. 

IDES will provide master employer files including data elements such as name, address, Internal 
Unique ID type, etc.. All required specifications are included in the Pondera Data File 
Specifications Document.

IDES will provide initial claims, continuing claims, and PUA claims information for the past three 
(3) years.

IDES will provide weekly certification information for the past three (3) years.

IDES will provide unemployment insurance tax information including, employer info, employer 
UI tax rate, inactive employers, NAICS codes, etc. for the past three (3) years.

IDES will provide Master Claimant File including data elements such as name, SSN, DOB, ID 
number, etc. All required specifications are included in the Pondera Data File Specifications 
Document.

IDES will provide data dictionaries from all data systems that will feed employer, claimant, and 
claims data delivered to Pondera.

IDES will provide functional user participation during the onboarding sessions to validate 
requirements, work on thresholds, configure reports and other system functions, identify sources 
of IDES data for the analytics, and approve deliverables.  

IDES will provide functional user participation in quarterly meetings to review the results of the 
analytics, user statistics, and new data sources and system functions.

6. ASSUMPTIONS

Pondera makes the following assumptions applicable to this SOW: 

Pondera will comply with the security, data use, and confidentiality requirements established under 
the Contract and SSP when signed by both parties; and

All project timelines are based upon the identified delivery timelines for program data and 
technical/program feedback. Any delay in the delivery of the data or responses to clarifying 
questions surrounding the configuration of the data for FraudCaster, will result in delays to the 
proposed implementation schedule and may result in a Change Order.




