Evanston Police Department

Policy Manual

Criminal Organizations

419.1 PURPOSE AND SCOPE

The purpose of this policy is to ensure that the Evanston Police Department appropriately utilizes
criminal intelligence systems and temporary information files to support investigations of criminal
organizations and enterprises.

419.1.1 DEFINITIONS
Definitions related to this policy include:

Criminal intelligence system - Any record system that receives, stores, exchanges or
disseminates information that has been evaluated and determined to be relevant to the
identification of a criminal organization or enterprise, its members or affiliates. This does not
include temporary information files.

Vice control - May involve prostitution, illegal use/sale of alcoholic beverages, and the
distribution/sale of obscene and pornographic materials.

Drug control - Focuses on the distribution/sale of illegal and controlled substances.

Organized crime control - should address unlawful activities by members of organized groups or
associations engaged in or promoting extortion, theft, fencing, loan sharking, labor racketeering, or
other offenses for profit, or engaged in supplying illegal goods and services -- prostitution, drugs,
liquor, weapons -- or other unlawful conduct that may include intimidation or corruption.

419.2 POLICY

The Evanston Police Department recognizes that certain criminal activities, including but not
limited to gang crimes and drug trafficking, often involve some degree of regular coordination and
may involve a large number of participants over a broad geographical area.

It is the policy of this department to collect and share relevant information while respecting the
privacy and legal rights of the public.

419.3 CRIMINAL INTELLIGENCE SYSTEMS
No department member may create, submit to or obtain information from a criminal intelligence

system unless the Chief of Police has approved the system for department use.

Any criminal intelligence system approved for department use should meet or exceed the
standards of 28 CFR 23.20.

A designated supervisor will be responsible for maintaining each criminal intelligence system that
has been approved for department use. The supervisor or the authorized designee should ensure
the following:

(a) Members using any such system are appropriately selected and trained.

(b) Use of every criminal intelligence system is appropriately reviewed and audited.
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(c) Any system security issues are reasonably addressed.

419.3.1 SYSTEM ENTRIES

It is the designated supervisor's responsibility to approve the entry of any information from a
report, Fl, photo or other relevant document into an authorized criminal intelligence system. If
entries are made based upon information that is not on file with this department, such as open
or public source documents or documents that are on file at another agency, the designated
supervisor should ensure copies of those documents are retained by the Records Bureau. Any
supporting documentation for an entry shall be retained by the Records Bureau in accordance
with the established records retention schedule and for at least as long as the entry is maintained
in the system.

The designated supervisor should ensure that any documents retained by the Records Bureau
are appropriately marked as intelligence information. The Records Manager may not purge such
documents without the approval of the designated supervisor.

419.3.2 SWORD SYSTEM ENTRIES

It is the designated supervisor’'s responsibility to approve the entry of any information into the
Statewide Organized Criminal Gang Database (SWORD) criminal intelligence system (20 ILCS
2605/2605-305). Entries into such a database should be based upon on reascnable suspicion
of criminal activity or actual criminal activity, and should be supported by documentation, where
documentation is available.

The designated supervisor may approve creation or submission of information into the SWORD
criminal intelligence system when the individual has been arrested and there is a reasonable belief
that the individual is a member or affiliate of an organized gang. The designated supervisor may
notify the appropriate prosecutor of the individual’s alleged gang membership or gang affiliate
status (20 ILCS 2640/15).

419.4 TEMPORARY INFORMATION FILE

No member may create or keep files on individuals that are separate from the approved criminal
intelligence system. However, members may maintain temporary information that is necessary to
actively investigate whether a person or group qualifies for entry into the department-approved
CIS only as provided in this section. Once information qualifies for inclusion, it should be submitted
to the supervisor responsible for consideration of CIS entries.

419.4.1 FILE CONTENTS
A temporary information file may only contain information and documents that, within one year, will

have a reasonable likelihood to meet the criteria for entry into an authorized criminal intelligence
system.

Information and documents contained in a temporary information file:

(@) Must only be included upon documented authorization of the responsible department
supervisor.
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(b) Should not be originals that would ordinarily be retained by the Records Bureau or
Property Bureau, but should be copies of, or references to, retained documents such
as copies of reports, field interviews (FI) forms, the Communications Center records
or booking forms.

(c) Shall not include opinions. No person, organization or enterprise shall be labeled as
being involved in crime beyond what is already in the document or information.

(d) May include information collected from publicly available sources or references to
documents on file with another government agency. Attribution identifying the source
should be retained with the information.

419.4.2 FILE REVIEW AND PURGING

The contents of a temporary information file shall not be retained longer than one year. At the
end of one year, the contents must be purged or entered in an authorized criminal intelligence
system, as applicable.

The designated supervisor shall periodically review the temporary information files to verify that
the contents meet the criteria for retention. Validation and purging of files is the responsibility of
the supervisor.

419.4.3 ACTIVE CASE FILES ON VICE, DRUG AND ORGANIZED CRIME INCIDENTS

Active case files and other records and reports on vice, drug, and organized crime incidents and
complaints will be maintained securely and separately from other files and records by the division/
bureau supervisor responsible for these incidents.

All commanders or designees whose units are responsible for, or share the responsibility for,
the investigation and suppression of vice, drug and organized crime will submit quarterly, or at
a minimum, a written status report to the Chief. The purpose of the report is to keep the Chief
informed of current vice, drug and organized crime problems in the community and of the actions
taken by the department to control those problems.

419.5 INFORMATION RECOGNITION
Department members should document facts that suggest an individual, organization or enterprise

is involved in criminal activity and should forward that information appropriately. Examples include,
but are not limited to:

(&) Gang indicia associated with a person or residence.
(b) Information related to a drug-trafficking operation.

(c) Vandalism indicating an animus for a particular group.
(d) Information related to an illegal gambling operation.

Department supervisors who utilize an authorized criminal intelligence system should work with
the Office of Administration to train members to identify information that may be particularly
relevant for inclusion.
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419.5.1 TIP SHEETS

Calls for police service relating to vice, drug, and organized crime (including gang activity) will
be received, processed, and investigated in the same manner as any other call for service.
These incident reports will be handled by the designated divisions/bureaus responsible for those
functions.

On some occasions, there may be other complaints or information made available regarding vice,
drug and organized crime conditions from department members and citizens not normally reported
as a call for service. For these situations, the department will maintain a separate information
system, using Tip Sheets, for receiving, processing, and investigating this information.

All Tip Sheets will be completed and marked to indicate the type of information provided; that is,
vice, drug, or organized crime. The Tip Sheet will then be forwarded through the chain of command
to the Special Operations Group.

419.6 RELEASE OF INFORMATION
Department members shall comply with the rules of an authorized criminal intelligence system
regarding inquiries and release of information.

Information from a temporary information file may only be furnished to department members
and other law enforcement agencies on a need-to-know basis and consistent with the Records
Maintenance and Release Policy.

When an inquiry is made by the parent or guardian of a juvenile as to whether that juvenile’s
name is in a temporary information file, such information should be provided by the supervisor
responsible for the temporary information file, unless there is good cause to believe that the
release of such information might jeopardize an ongoing criminal investigation.

419.7 CRIMINAL STREET GANGS
The Special Operations Group supervisor should ensure that there are an appropriate number of

department members who can:

(@) Testify as experts on matters related to criminal street gangs, and maintain an above
average familiarity with identification of criminal street gangs, criminal street gang
members and patterns of criminal gang activity.

(b) Coordinate with other agencies in the region regarding criminal street gang crimes
and information.

(c) Train other members to identify gang indicia and investigate criminal street gang-
related crimes.

419.8 TRAINING
The Intelligence Officer should provide training on best practices in the use of each authorized

criminal intelligence system to those tasked with investigating criminal organizations and
enterprises. Training should include:
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(@) The protection of civil liberties.
(b)  Participation in a multiagency criminal intelligence system.

(c)  Submission of information into a multiagency criminal intelligence system or the receipt
of information from such a system, including any governing federal and state rules
and statutes.

(d) The type of information appropriate for entry into a criminal intelligence system or
temporary information file.

(e) The review and purging of temporary information files.

419.8.1 PROCEDURE
See attachment: SOP 419-1.pdf
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609.1 PURPOSE AND SCOPE
This policy provides guidelines for planning, deconfliction and execution of high-risk operations.

Additional guidance on planning and serving high-risk warrants is provided in the Warrant Service
Policy.

609.1.1 DEFINITIONS
Definitions related to this policy include:

High-risk operations - Operations, including service of search and arrest warrants and sting
operations, that are likely to present higher risks than are commonly faced by officers on a daily
basis, including suspected fortified locations, reasonable risk of violence or confrontation with
multiple persons, or reason to suspect that persons anticipate the operation.

609.2 POLICY

It is the policy of the Evanston Police Department to properly plan and carry out high-
risk operations, including participation in a regional deconfliction system, in order to provide
coordination, enhance the safety of members and the public, decrease the risk of compromising
investigations and prevent duplicating efforts.

609.3 SPECIAL OPERATIONS GROUP COMMANDER
The Chief of Police will designate a member of this department to be the Special Operations Group
Commander.

The Special Operations Group Commander will develop and maintain a risk assessment form to
assess, plan and coordinate operations. This form should provide a process to identify high-risk
operations.

The Special Operations Group Commander will review risk assessment forms with involved
supervisors to determine whether a particular incident qualifies as a high-risk operation. The
commander will also have the responsibility for coordinating operations that are categorized as
high risk.

609.4 RISK ASSESSMENT

609.4.1 RISK ASSESSMENT MATRIX PREPARATION
Officers assigned as operational leads or case agents for any operation that may qualify as a high-
risk operation shall complete a risk assessment matrix.

When preparing the matrix, the officer should query all relevant and reasonably available
intelligence resources for information about the subject of investigation, others who may be
present and the involved location. These sources may include regional intelligence and criminal
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justice databases, target deconfliction systems, firearm records, commercial databases and
property records. Where appropriate, the officer should also submit information to these resources.

The officer should gather available information that includes, but is not limited to:

(a)

(b)
(c)
(d)

(e)

®

(9)

(h)

Photographs, including aerial photographs, if available, of the involved location,
neighboring yards and obstacles.

Maps of the location.
Diagrams of any property and the interior of any buildings that are involved.

Historical information about the subject of investigation (e.g., history of weapon
possession or use, known mental illness, known drug use, threats against police, gang
affiliation, criminal history).

Historical information about others who may be present at the location (e.g., other
criminals, innocent third parties, dependent adults, children, animals).

Obstacles associated with the location (e.g., fortification, booby traps, reinforced
doors/windows, surveillance measures, number and type of buildings, geographic and
perimeter barriers, the number and types of weapons likely to be present, information
that suggests the presence of explosives, chemicals or other hazardous materials, the
potential for multiple dwellings or living spaces, availability of keys/door combinations).

Other environmental factors (e.g., nearby venues such as schools and day care
centers, proximity of adjacent homes or other occupied buildings, anticipated
pedestrian and vehicle traffic at the time of service).

Other available options that may minimize the risk to officers and others (e.g., making
an off-site arrest or detention of the subject of investigation).

609.4.2 RISK ASSESSMENT REVIEW

Officers will present the risk assessment matrix and other relevant documents (such as copies of
search warrants and affidavits and arrest warrants) to their supervisor and the Special Operations
Group Commander.

The supervisor and Special Operations Group Commander shall confer and determine the level
of risk. Supervisors should take reasonable actions if there is a change in circumstances that
elevates the risks associated with the operation.

609.4.3 HIGH-RISK OPERATIONS
If the Special Operations Group Commander, after consultation with the involved supervisor,
determines that the operation is high risk, the Special Operations Group Commander should:

(a)

Determine what resources will be needed at the location, and contact and/or place on
standby any of the following appropriate and available resources:

1. NIPAS EST
2.  Additional personnel
3.  Outside agency assistance, including ILEAS/NIPAS
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Special equipment
Medical personnel
Persons trained in negotiation

Additional surveillance

© N o o A~

Canines

9. Property Bureau or analytical personnel to assist with cataloguing seizures
10. Forensic specialists

11.  Specialized mapping for larger or complex locations

(b) Contact the appropriate department members or other agencies as warranted to begin
preparation.

(c) Ensure that all legal documents such as search warrants are complete and have any
modifications reasonably necessary to support the operation.

(d) Coordinate the actual operation.

609.5 DECONFLICTION

Deconfliction systems are designed to identify persons and locations associated with
investigations or law enforcement operations and alert participating agencies when others are
planning or conducting operations in close proximity or time or are investigating the same
individuals, groups or locations.

The officer who is the operations lead or case agent shall ensure the subject of investigation
and operations information have been entered in an applicable deconfliction system (HIDTA) to
determine if there is reported conflicting activity. This should occur as early in the process as
practicable, but no later than two hours prior to the commencement of the operation. The officer
should also enter relevant updated information when it is received.

If any conflict is discovered, the supervisor will contact the involved jurisdiction and resolve the
potential conflict before proceeding.

609.6 OPERATIONS PLAN

The Special Operations Group Commander should ensure that a written operations plan is
developed for all high-risk operations. Plans should also be considered for other operations that
would benefit from having a formal plan.

The plan should address such issues as:
(a) Operation goals, objectives and strategies.
(b) Operation location and people:

1. The subject of investigation (e.g., history of weapon possession/use, known
mental iliness issues, known drug use, threats against police, gang affiliation,
criminal history)
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(c)

(e)

()
(9)
(h)

(i)
()

(k)
V)

2. The location (e.g., fortification, booby traps, reinforced doors/windows,
surveillance cameras and/or lookouts, number/type of buildings, geographic
and perimeter barriers, the number and types of weapons likely to be present,
information that suggests the presence of explosives, chemicals or other
hazardous materials, the potential for multiple dwellings or living spaces,
availability of keys/door combinations), including aerial photos, if available, and
maps of neighboring yards and obstacles, diagrams and other visual aids

3. Other environmental factors (e.g., nearby venues such as schools and day care
centers, proximity of adjacent homes or other occupied buildings, anticipated
pedestrian and vehicle traffic at the time of service)

4, Identification of other people who may be present in or around the operation,
such as other criminal suspects, innocent third parties and children

Information from the risk assessment matrix by attaching a completed copy in the
operational plan.

1. The volume or complexity of the information may indicate that the plan includes
a synopsis of the information contained on the risk assessment form to ensure
clarity and highlighting of critical information.

Participants and their roles.

1. An adequate number of uniformed officers should be included in the operation
team to provide reasonable notice of a legitimate law enforcement operation.

2. How all participants will be identified as law enforcement.

Whether deconfliction submissions are current and all involved individuals, groups and
locations have been deconflicted to the extent reasonably practicable.

Identification of all communications channels and call-signs.
Use of force issues.

Contingencies for handling medical emergencies (e.g., services available at the
location, closest hospital, closest trauma center).

Plans for detaining people who are not under arrest.

Contingencies for handling children, dependent adults, animals and other people who
might be at the location in accordance with the Child Abuse, Adult Abuse, Child and
Dependent Adult Safety and Animal Control policies.

Communications plan
Responsibilities for writing, collecting, reviewing and approving reports.

609.6.1 OPERATIONS PLAN RETENTION

Since the operations plan contains intelligence information and descriptions of law enforcement
tactics, it shall not be filed with the report. The operations plan shall be stored separately and
retained in accordance with the established records retention schedule.
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609.7 OPERATIONS BRIEFING

A briefing should be held prior to the commencement of any high-risk operation to allow
all participants to understand the operation, see and identify each other, identify roles and
responsibilities and ask questions or seek clarification as needed. Anyone who is not present at
the briefing should not respond to the operation location without specific supervisory approval.

(@) The briefing should include a verbal review of plan elements, using visual aids, to
enhance the participants’ understanding of the operations plan.

(b)  All participants should be provided a copy of the operations plan and search warrant, if
applicable. Participating personnel should be directed to read the search warrant and
initial @ copy that is retained with the operation plan. Any items to be seized should
be identified at the briefing.

(c) The Special Operations Group Commander shall ensure that all participants are
visually identifiable as law enforcement officers.

1. Exceptions may be made by the Special Operations Group Commander
for officers who are conducting surveillance or working under cover. However,
those members exempt from visual identification should be able to transition to
a visible law enforcement indicator at the time of enforcement actions, such as
entries or arrests, if necessary.

(d) The briefing should include details of the communications plan.

1. ltis the responsibility of the Special Operations Group Commander to ensure
that the Communications Center is notified of the time and location of the
operation, and to provide a copy of the operation plan prior to officers arriving
at the location.

2. If the radio channel needs to be monitored by the Communications Center,
the dispatcher assigned to monitor the operation should attend the briefing, if
practicable, but at a minimum should receive a copy of the operation plan.

3.  The briefing should include a communications check to ensure that all
participants are able to communicate with the available equipment on the
designated radio channel.

609.8 EST PARTICIPATION

If the Special Operations Group Commander determines that EST participation is appropriate, the
Special Operations Group Commander and the EST supervisor shall work together to develop a
written plan. The EST supervisor shall assume operational control until all persons at the scene are
appropriately detained and it is safe to begin a search. When this occurs, the EST supervisor shall
transfer control of the scene to the handling supervisor. This transfer should be communicated
to the officers present.
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609.9 MEDIA ACCESS

No advance information regarding planned operations shall be released without the approval
of the Chief of Police. Any media inquiries or press release after the fact shall be handled in
accordance with the Media Relations Policy.

609.10 OPERATIONS DEBRIEFING
High-risk operations should be debriefed as soon as reasonably practicable. The debriefing should
include as many participants as possible. This debrief may be separate from any EST debriefing.

609.11 TRAINING

The Office of Administration should ensure officers and EST team members who participate in
operations subject to this policy should receive periodic training including, but not limited to,
topics such as legal issues, deconfliction practices, operations planning concepts and reporting
requirements.
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