From: Morgan Lawton

To: CUSI Group (CUSIGroup@bpdvt.or

Subject: FW: [ICAC-Members] Fwd: [HTCC] Info - Unlocking a Phone with Facial Recognition
Date: Monday, November 28, 2016 15:29:54

Attachments: Info - Unlocking a Phone with Facial Recoanition.pdf

ATT00001.htm

Interesting info about using facial recognition to unlock a suspect’s phone

Det. Morgan Lawton

Chittenden Unit for Special Investigations
50 Cherry Street, Suite 102

Burlington, VT 05401

(802)652-6803

mlawton@essex.org

From: ICAC Members [mailto:members@LISTS.ICACTASKFORCE.ORG] On Behalf Of Gary C. Kessler
Sent: Monday, November 28, 2016 12:54 PM

To: members@LISTS.ICACTASKFORCE.ORG

Subject: [ICAC-Members] Fwd: [HTCC] Info - Unlocking a Phone with Facial Recognition

Hi all!
FYI....

/kess

Begin forwarded message:

From: Martin Hoffmaster via HTCC <htcc@htcc.secport.com>
Subject: [HTCC] Info - Unlocking a Phone with Facial Recognition
Date: November 28, 2016 at 12:04:51 EST

Cc: Martin Hoffmaster <Martin.Hoffmaster@alexandriava.gov>

See attached information pdf for what worked for us to unlock a device that used facial recognition.
The photo in the information bulletin is an example of what we used but not an actual person.

Martin Hoffmaster
Alexandria City Police Department (Virginia)

If you wish to unsubscribe to this members list, please complete the unsubscribe form here:
https://www.icactaskforce.org/Pages/ListServUnsubscribe.aspx

Please note that this communication and any response to it will be maintained as a public
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FZE{  ALEXANDRIA POLICE DEPARTMENT
— Criminal Investigations Section

CONFIDENTIAL—LAW ENFORCEMENT SENSITIVE—DO NOT DISSEMINATE

INFORMATIONAL BULLETIN

Unlocking a Phone with Facial Recognition

The purpose of this poster is to share information regarding the successful use of facial recognition
to unlock a suspect’s phone when the owner of the phone was not available.

With a facial picture of the owner, Detectives made specific alterations and printed the image. This
image was placed in front of the phone and was recognized as being the phone owner.

This information is being shared to assist additional law enforcement agencies before this fa-
cial recognition feature is improved or discontinued.

Due to having to edit the image and print multiple versions of the same photo in order to be suc-
cessful, a step-by-step guide for what worked in our investigation is displayed on the next page.

Name: Martin Hoffmaster, EnCE Poster Date: 11/22/2016
Assignment: Computer Forensics Unit APD Case #: N/A

Email: Martin.Hoffmaster(@alexandriava.gov Poster #: 16-344

Phone: 703-746-6789 Approved by: Sgt. B. Jackson

The information contained in this bulletin is LAW ENFORCEMENT SENSITIVE and is intended for official use only.
No portion of this bulletin should be released to anyone outside of law enforcement. Extreme care should be exercised in order to protect its confidentiality and restrict its access.

This printed bulletin should be disposed of in accordance with existing standards in the handling of confidential material.






ALEXANDRIA POLICE DEPARTMENT
=) Criminal Investigations Section

CONFIDENTIAL—LAW ENFORCEMENT SENSITIVE—DO NOT DISSEMINATE

INFORMATIONAL BULLETIN

Unlocking a Phone with Facial Recognition

Unlocking Steps

Please Note: The phone will lock out facial recognition if too many attempts are made to use the numeric

passcode to unlock the phone.
Phone Make: BLU; Model: Vivo XL (Bold)

1. Printed a facial photo of the owner, editing the photo to clear up tone, brightness, & contrast.
2. Cut the image so only the head, neck & hair were visible.

3. Held the image in front of one person, while another pointed the front side camera of the phone
(screen side) towards the printout. The phone was moved slightly forwards & backwards in rela-
tion to the printed face. The phone unlocked, providing full access.

4. The phone was placed in Airplane Mode to prevent further communication with outside net-
works and prevent further updates.

5. The phone was placed in Developer Mode. We made the following setting adjustments: checked
Stay awake & USB debugging, unchecked Verify apps over USB, checked the box for Unknown
sources, changed sleep to NO time limited, checked the box for Enable OEM unlock (this did not
require a password, and a phone reboot made no change in allowing our phone software to suc-
cessfully dump the phone).

6. Screenshots were taken of the various data on the phone (TextNow, contacts, email, gallery,
etc.), as our phone dumping software was unsuccessful with the phone.

7. The phone was rebooted, and we were able to gain access with the same photo.

Name: Martin Hoffmaster, EnCE Poster Date: 11/22/2016
Assignment: Computer Forensics Unit APD Case #: N/A

Email: Martin.Hoffmaster(@alexandriava.gov Poster #: 16-344

Phone: 703-746-6789 Approved by: Sgt. B. Jackson

The information contained in this bulletin is LAW ENFORCEMENT SENSITIVE and is intended for official use only.
No portion of this bulletin should be released to anyone outside of law enforcement. Extreme care should be exercised in order to protect its confidentiality and restrict its access.
This printed bulletin should be disposed of in accordance with existing standards in the handling of confidential material.
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Gary C. Kessler, Ph.D., CCE, CCFP, CISSP
GARY KESSLER ASSOCIATES
452 Chelsea Place Ave., Ormond Beach, FL 32174

+1 802-238-8913 (mobile)                   gary.c.kessler (Skype)
gck@garykessler.net                   http://www.garykessler.net/

Professor, Embry-Riddle Aeronautical University
1st V.P., Consortium of Digital Forensic Specialists (CDFS)
Senior Editor, Journal of Digital Forensics, Security and Law
Member, Internet Crimes Against Children Task Force
Member, New England Electronic Crimes Task Force (ECTF)
Adjunct Professor, Edith Cowan University, Perth, AUS

PGP Public Key: http://www.garykessler.net/pubkey.html
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