Warnick, Jeremy

From: Lt Albert <lt.albert@holyokepd.org>
Sent: Friday, November 04, 2016 12:56 PM
- To: Albert, Jack
Subject: FW: Message from MS-ISAC: Q3 2016 Quarterly Identified Cyber Threat Actor Review
Attachments: Q3 2016 Identified Cyber Threat Actor Review.pdf
Importance: High

From: Sullivan, Quinn [mailto:quinn.sullivan@HQ.DHS.GOV]

Sent: Thursday, November 03, 2016 9:24 AM

To: Undisclosed recipients:

Subject: Message from MS-ISAC: Q3 2016 Quarterly Identified Cyber Threat Actor Review
Importance: High , ; '

UNCLASSIFIED//FOR OFFICIAL USE ONLY - TLP: AMBER
TO: All MS-ISAC Members, Fusion Centers and IIC partners
DATE: November 2, 2016

SUBIJECT: Q3 2016 Quarterly Identified Cyber Threat Actor Review

This desk reference provides a review of the most active, identified cyber threat actors (CTA) and malicious cyber campaigns
and operations from July 1 through September 30, 2016. The information in this document is provided to further the reader’s
understanding of CTA groups and operations and provide background and context that may aid readers in responding to
future CTA incidents. The information focuses solely on activity targeting U.S. state, local, tribal, and territorial (SLTT)

governments.
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UNCLASSIFIED//FOR OFFICIAL USE ONLY - TLP: AMBER
Limited disclosure, restricted to participants’ organizations. Recipients may only share TLP: AMBER information with
members of their own organization, and with clients or customers who need to know the information to protect
themselves or prevent further harm.
http://www.us-cert.gov/tip/

This message and attachments may contain confidential information. If it appears that this message was sent to you by mistake, any retention,
dissemination, distribution or copying of this message and attachments is strictly prohibited. Please notify the sender immediately and permanently
delete the message and any attachments. ~
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