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Sextortion Email Campaign

(U) SCOPE: The Connecticut Intelligence Center (CTIC) is providing this information for situational awareness as there has
been a large volume of sextortion emails sent to citizens in the state over the last several days. The information used in this
product was derived from cyber incidents reported to CTIC.

(U) SUMMARY: CTIC has recently received several reports of citizens in the state receiving “sextortion” emails. This well-
known scam addresses the targeted person by name and references one of their passwords, often in the subject line, to
catch their attention. The email then claims to have hacked their computer and filmed them watching pornography. The
malicious actor threatens to send the videos to all of the victim’s contacts unless they pay a bitcoin ransom. The passwords
used in these scams are obtained from large data breaches that were leaked onto the web and it is important to note that
the victim’s computer was not actually hacked. It is likely the extorters behind this campaign are capitalizing on the current
shutdowns, which has resulted in many people working from home and using their personal emails.

(U) MITIGATION: Users should ensure they change the passwords for any of their accounts that use the mentioned
password, and delete the email, as there is no further threat.

(U) INDICATORS: The email addresses used in this campaign were comprised of 10-15 randomized characters
@outlook.com. Furthermore, the bitcoin addresses used had three asterisks inserted somewhere in the start of the address,
in an effort to avoid automated detection or analysis. All of the bitcoin addresses used in this campaign had the same format
and included a caveat below the address telling users to remove the *** and then copy and paste the address as it is case
sensitive. The originating IP address for these emails comes from Microsoft and should not be blocked, as it is a legitimate
mail server.

(U) CTIC will continue to monitor the situation and will keep its partners updated on any changes or new information. Incident
reporting and/or inquiries should be directed to CTIC at ctic@ct.gov or (860) 706-5500.

ATTENTION: Any attachments within this document might not be viewable from mobile devices. For best results, please utilize a PDF viewer
from a desktop computer.
Tips Hot Line: 1-866-HLS-TIPS; “SEE SOMETHING, SAY SOMETHING” -- http://www.ct.gov/sar

Please take a moment to complete this SURVEY and help evaluate the quality, value, and relevance of our product.. https://www.surveymonkey.com/r/CTIC_IM

CONFIDENTIALITY/SENSITIVITY NOTICE:

Sources may use TLP:WHITE when information carries minimal or no foreseeable risk of misuse, in accordance with applicable rules and procedures for
public release.

Subject to standard copyright rules, TLP:WHITE information may be distributed without restriction.

THIS COMMUNICATION MAY NOT BE RELEASED TO THE MEDIA OR ANY UNAUTHORIZED SOURCES
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