FEDERAL BUREAU OF INVESTIGATION
FOI/PA

DELETED PAGE INFORMATION SHEET
FOI/PA# 1358258-0

Total Deleted Page(s) = 6
Page 3 ~ b6; b7C; bVE;
Page 7 ~ bb; b6; b7C; bTE;
Page 8 ~ bb; b6; b7C; bTE;
Page 9 ~ bb; b6; b7C; bTE;
Page 22 ~ DbTE;

Page 23 ~ DbTE;

):0:9:0:9.0:0:0:9.0:0.0:9.0:0.0.0.0:0.0:9.0:0.0 ¢

X Deleted Page(s) X
X No Duplication Fee X
X For this Page X

):0:9:0:9.0:0:0:9.0:0.0:9.0:0.0.0.0:0.0:9.0:0.0 ¢



SEééET//NSFORN

26. (U) Laws and regulations detailing FBI's authority to purchase and deploy UAVs. Please
provide a copy of FBI EC 319T-2-HQA1487668-OTD

) Please see attached.
37. (U) Please provide information, documentati = and communication
relating to any UAV deployment or reques Please confirm whether or

not UAV support was requested and given

{UBM) There have been no subsequent deployments, beyond those previously reported, as of

With regard to |matter

Following the capture of the second subject, there was no longer a stated need for UA'V support.
All of these discussions were informal. No formal request for UAV support was received.

SE&{IE’I‘-A-’-N-OFG’RN"
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Classification: UNCLASSIFIED//FeUQ
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ALL THFORIATIOH (CHTATHED

HEsEIN 18 UNCLASSIFIED
Late 10-31-2013 H¥ HoT06 FhadsHde

| |(OTD) (FBI)

From: | koTD) (FBI)
Sent: I_Mgnd_ay_&hm_anul‘l, 2013 5:28 PM
To: (OTD) (FBI)

Cc: | koTo) (FBI)
Subject: FW: UAV SOP --- UNCLASSIFIED

Classification: UNCLASSIFIED

Let’s go ahead and draft a new updated SOP and leave out| and any other info that is outdated.

Thanks

From: BEAN, W L SCOTT III (OTD) (FBI)

Ser,_t;_l\_/lgudﬂ,_ﬁeb_mfry 11, 2013 5:16 PM
To: (OTD) (FBI)

Subject: RE: UAV SOP --- UNCLASSIFIED

Classification: UNCLASSIFIED

Let’s get a draft going under whatever file number would be appropriate now. This is not an emergency need, but

rather a project someone could get started on now.

SB

From:| [(oTD) (FBI)
Sent: Monday, February 11, 2013 5:03 PM
To: BEAN, W L SCOTT III (OTD) (FBI)
Subject: UAV SOP --- UNCLASSIFIED

Classification: UNCLASSIFIED

Scott

I reviewed the EC re UAV SOPs. We should probably generate an updated version of it since in addition to having the
wrong classification, it also has outdated information. | am not sure if we can just change the classification since it was

serialized over 2 years ago.

Let me know.
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Supervisory Special Agent
Video Surveillance Unit

Clasgification: UNCLASSIFIED
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IJ_|< [(ER) (eBIY [otD) (FBI)] 0TD) (FBD)]
OTD) (

FBD)) [ (OTD) (FBD)] [(OTDYEBD| ]
(OTD)(ERL] [OTD)(FBI)] OIDYFBI] [{OTD)
(FBI) koTD) (FBI) [OTD) (FEI)| [OTD) (FBI) [OTD)
(FBI) (OTD)(FBI)] CID) (FBI)| |(0TD) (FBY);

|(OTD) (FBI) [OTD) (FBI) :

Subject: CPO Policy Collaboration Site for FBI Aviation Policy is available

Please review the CPO Policy Collaboration Site for the following policy: FBI Aviation Policy. Please input your
comments on the collaboration/wiki page by selecting the "Discuss" or "Edit" features. Please note that you have 21
calendar days to complete this review.

To add additional reviewers during the collaboration period, go to 'FBI Aviation Policy' and select the down arrow at the
bottom of the form to add an “interested user” to review the policy. Type the last name of the individual and then select
“Search.” Double click on the appropriate name and the email address will automatically populate the email address
field. Repeat until all individuals have been added. Save the form and all assigned individuals will automatically
receive email alerts to the review the assigned policy. Then, exit the screen.

Contact the Corporate Policy Office at HQ_DIVO0_CORPORATE_POLICY_OFFICE or your Division Policy Officer if you
have any questions.

Classification: UNCLASSIFIED
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ALl TH-ORIBTIOH (CHTATHEDR
HeEsEIN 18 UNCLASSTEIRED

LAateE 11-06-2015 HY HAT1UG Fhddsond.

OTD)(FBI)

From:
Sent:
To:

Cc:
Subject:

SentinelCaseld:

Classification

BEAN, W L SCOTT IlIl (OTD) (FBI)
Wednesday, July 10. 2013 5:04 PM

b6
b7C

(IR) (FBIY

[(IR) (FBI)

| [OTD)(FBI) [IR) (FBI)
RE: 2011 BAR and 2013 BAR -

TRANSITORY RECORD

: UNCLASSIFIED/ /=ES

TRANSITORY RECORD

Copy all. Thanks for the quick turnaround

SB

From{

(IR) (FBI)

Sent: Wednesday, July 10, 2013 5:03 PM

Toi_&EANAALLﬁmlIEI (OTD) (FRLY
Cc OTD)(FBI)

Much appreciated.

|(IR) (FBI)

(IR) (FBI)

Subject: RE: 2011 BAR and 2013 BAR --- UNCLASSIFIED/7tES—~

Classification

Sir,

The substance and policy between the 2011 and 2013 BAR are the same. Only the format changed due to review and

: UNCLASSIFIED/ /B&S—

b6
b7C

b6
b7cC

guidance from CPO.|

b7E

Thanks,

[ 1]

From: BEAN, W L SCOTT III (OTD) (FBI)
Sent: Wednesday, July 10, 2013 4:10 PM

Toj3

KIR) (FBI)]|

Cc

lIR) (FBI)

[(OTD)(FBI)

Subject: 2011 BAR and 2013 BAR --- UNCLASSIFIED/AES

Classification: UNCLASSIFIED//=BES—

TRANSITORY RECORD
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Are the sections in the 2011 BAR and 2013 BAR regarding UAVs consistent? If not, what are the differences? Also, for
the Hill briefing on Friday, how many trained and certified UAV operators does CIRG have? | know you don’t have any
full-time operators, but | am trying to put brackets around the total number of trained operators in the FBI. Thanks.

Scott

Section Chief W.L. Scott Bean, llI
Technical Surveillance Section
Operatinnal Technoloay Division

Desk b6
Cell: b7cC

Classification: UNCLASSIFIED//TES-
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ALL THFORIATIOH (CHTATHED

HEsEIN 18 UNCLASSIFIED

LAate 11-06--013 H¥ HoTCCE FhadsHde

| | (OTD)(FBI)

From: [ lIR) (FBI)

Sent: Wednesday, July 10, 2013 5:03 PM

To: | (OTD) (FBU IR) (FBI)
Cc: E%(OTD)(FBI l(R) (FBI)
Subject: : an 13 BAR --- UNCLASSIFIEDItEES.

SentinelCaseld: NON-RECORD

Classification: UNCLASSIFIED/&S—

Sir,

The substance and policy between the 2011 and 2013 BAR are the same. Only the format changed due to review and
guidance from CPO.

Thanks,

From: BEAN, W L SCOTT III (OTD) (FBI)

Sent: Wednesday, July 10, 2013 4:10 PM
To| (IR) (FBI) (IR) (FBI)
cd |(OTD)(FBI)

Subject: 2011 BAR and 2013 BAR --- UNCLASSIFIED//TES~

Classification: UNCLASSIFIED//EES—

TRANSITORY RECORD

Are the sections in the 2011 BAR and 2013 BAR regarding UAVs consistent? If not, what are the differences? Also, for
the Hill briefing on Friday, how many trained and certified UAV operators does CIRG have? | know you don’t have any
full-time operators, but | am trying to put brackets around the total number of trained operators in the FBI. Thanks.

Scott
Section Chief W.L. Scott Bean, Il
Technical Surveillance Section
Operational Technologv Division
Desk;
Cell:

Classification: UNCLASSIFIED//TES—

11
CREW-596

bé
b7C

b7E

b6
b7C

b6
b7cC

bé
b7cC




Classification: UNCLASSIFIED/ /‘DEK
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ALl TH-ORIBTIOH (CHTATHEDR
HeEsEIN 18 UNCLASSTEIRED
Late 10-31-2015 By HA1UG Fhddsand.

UNCLASSIFIED/EQR-OEEICIAL-USE-ONEY

Domestic Investigations and Operations Guide

18.5.8.3.2 (U/FOEG; FOR ASSESSMENTS

(U/FOHOY In an Assessment, an FBI employee must use the FD-71 or Guardian

|[FD-71, Guardian,|

(urreual |(ED-71 or Guardian)]

UNCLASSIFIED//FOROFFICIAT USEONEY

CREW-598
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UNCLASSIFIED/FOROFFICHAETESEOMNLY
Domestic Investigations and Operations Guide

18.5.8.3.4 (U)
(Wassiois) | b7E
|
[in an FD-71,
Guardian, an EC, or other appropriate form requesting ASAC approval.
18.5.8.3.4.1 (U/FOUO) |
(U//FOBO
b7E
18.5.8.3.4.1.1 (U/FOHQ)
1/PeHON
b7E
(U//FEUQ)
b7E
(U/FeHex b7E
1) (U/peu] | g
| : b7E
3) (uirreud] |

| | b7E

UNCLASSIFIED//FOR-OFFHSAL-USE QNLY

CREW-599




UNCLASSIFIED//FOROFHERAEGSE-ONLY

Domestic Investigations and Operations Guide

(U/FOT50)

18.5.8.3.4.2 (U//FOHQ)

(U/FE50

| The following procedures must be followed:

_A) (UPSUO]

B) (U/RQUQY

C) (U//FOE6}—

18.5.8.3.4.3 (U/AFOTO) COMPLIANCE AND MONITORING

(U/FOY)-Authorization documents regarding the use of

18.5.8.4 (U) OTHER PHYSICAL SURVEILLANCE

(U//FOYS) Physical surveillance conducted by employees, other than through use of the

must be documented in the appropriate investigative ELSUR sub-file.

resources discussed above (i.e. | during a Predicated

Investigation does not require supervisory approval. In addition,l

UNCLASSIFIED//FOR-OERICIAE-HSE-ONEY—
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M

4. (U) Description of the sensor package/capabilities of each UAV used for research or law
enforcement purposes; please provide the information for ALL of the UAVs owned by the
FB], including any system on order. Please respond whether or not sensor information
for theljfi,s applicable to all versions of th

{4 /NE) The current is the| l o

g //Nli ) The FBI currently has in its inventory al |UAS. The

e

11. (U) Description of the requisition and logistics process to deploy a UAV from CIRG to the
field for a particular case and the command and control systems at the FBI, including
internal controls policies to maintain, store, and operate UAVs. Also provide any
procedures, if any, required to permanent base a UAV at a Field Division. Please provide
UAV SOP EC dated 10/28/2010. The SOP provided was dated 11/10/2011. Please
confirm that this SOP is in fact the SOP dated 10/28/2010 as indicated in the first
response. Please provide any policies, procedures, guidance or communication
regarding maintaining, storing, and operating UAVs. Please provide any policies,
procedures, gunidance or communication required to permanently base a UAV ata
field division.

(U/7DE'S) The SOP dated 10/28/2010 was a draft EC which was not officially signed and
serialized until 11/10/2010. This is the only communication in addition to the Bureau Aviation
Regulations (BAR) Manual that provides any policy, procedures, guidance, or communication
regarding maintaining, storing, and operating UAVs.

If no such information exists, please state so in writing,

(U/ICBS) There is no document that provides any policy, procedures, guidance. or
communication to permanently base a UAV at a field office b7E

14. (U) Number of FTEs dedicated to working with or using UAVs, and number of FBI
personnel qualified to operate UAVs. Please provide their names and contact information.
Please provide number of FBI personnel qualified to operate UAVs. Please provide
name and contact information for these personnel. Please provide what UAV role
qualified for (Pilot in Command, Observer, Sensor Operator, or other role with
description).

(U//EES) The following personnel are qualified to operate FBI UAVs:

SERREF/NORORN
' CREW-603




SE>1@T77N0F6RN-

%U//% Observer -

Mission QOnerator — (Onerates computer) —

Pilot in Command —

16. (U) Relevant training, conferences or certification programs taken by FBI UAV operators.
Please provide copies of all certifications and entries of any relevant training recordkeeping
database. Please provide all relevant certifications and entries of any relevant training

recordkeeping database for those personnel identified in tracking number 14 as
qualified to operate UAV.,

(UHES) OTD is currently in the process of obtaining SA| pilot license. All

certifications were provided in a previous response.

21. (U) Description of the sensor package/capabilities on each UAV used primarily for national

security purposes. Satisfaction of tracking number 4 will complete this request.

(U) Completed.

SV A—
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BLL INFORMATION CONTATIHED

HEBEIN 1[5

U LASS TR IED

LATE 11-06-2015 Hy HAT1CG Fhadsands

- »

-

\FBI)

From: |

Sent:

To:

Subject:

KFBI)

Imgﬂmneum
(FBI)

9:10 AM

RE: UAV protocols

Classification: UNCLASSIFIED//FeUa

Understood. Better to do it once and do it right than to just slap some nonsense together.

From] KFBI)

Sent: Tuesday, October 18 2011 8:49 AM

To: (FBI)

Cc: FBI) [FBI)]

[FBI)

Subject: FW: UAV protocols

Classification: UNCLASSIFIED//Fege-

t in a position to establish UAV protocols yet. Field Flight Operations Unit has a tentative plan to field the UAS
by the end of the fiscal year. They hope to establish a “train the trainer” program and certify several flight

instructors by the end of February, then develop a pilot training curriculum. I'll keep you posted. Let me know if you
have any questions.

Thanks

From|] ~ kFBI)
Se?nlkmdmLanMxJZ;xll3m9PM
To [FBI)

Subject: RE: UAV protocols

Classification: UNCLASSIFIED/7Fo¥e

No, we don’t have a UAV and won’t for some time. It is still a requested service provided by the Video Surveillance Unit

through the Tech Group.

out.
From: | |(FBI)
Sent: Thursdav, October 13, 2011 4:20 PM
To: (FBI)

Subject: FW: UAV protocols

CREW-585
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