A.

MEMORANDUM OF UNDERSTANDING BETWEEN AGENCIES

License Plate Recognition (L PR) Equipped

Law Enforcement Agencies

FOR SHARING LPR DETECTION DATA AND HOTLISTS

OVERVIEW

I ntroduction:

The purpose of this" Memorandum of Understanding” (M OU) isto outline conditions
under which the Agency Parties ((#AGENCYA] and [#AGENCY B]) will shareand use
“LPR detection data” (scanned plates) and/or " hotlist” information as defined on the last
page of thisMOU. The Vigilant Solutions hosted system providesfor simple point-and-
click data sharing between credentialed Agency Manager s with data sharing privileges
enabled by their respective agencies.

ThisMOU provides a basic under standing for the sharing of data between agencies; any
additional requirements (liabilities, governing law, etc) should be documented separately
in awritten agreement between agencies.

Background:

License Plate Recognition (LPR) isa computer-based system that utilizes emerging
technology to capture a color image, aswell asan infrared image, of the license plate of a
vehicle. Theinfrared imageisconverted into a text file utilizing Optical Character
Recognition (OCR) technology. Thetext fileisautomatically compared against an
"informational datafile™ also known asa" hotlist,” and can contain information on
stolen or wanted vehicles as well as vehicles associated with Amber Alerts, warrant
subjects, and agency defined-infor mation.

L PR cameras can be mobile (mounted on vehicles) or on fixed positions such as freeway
overpasses or traffic signals. LPR systems have all the necessary equipment to scan
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plates, notify the user of a vehicle hit, and upload the L PR detection data into an LPR
repository for retention and research.

The Agenciesentering into thisMOU, realizing the mutual benefitsto be gained by
sharing information, seek to share L PR detection data and/or hotlist information as
defined on thelast page of thisM OU.

AUTHORIZED RELEASE OF INFORMATION

Sharing of Information:

Each Agency Party authorizes accessto itsL PR detection data and/or hotlist information
asdefined on the last page of thisMOU residing in its Vigilant Solutions account to other
Agency Parties as permitted by applicable state law. An Agency Party that does not want
certain information made availableto any other Agency Party isresponsible for ensuring
that theinformation is not made available for data sharing. Thereisno obligation to
share L PR detection data and/or hotlist information with any Agency Partiesbased solely
on thisMOU.

Limitation on Information Sharing:

L PR detection data and/or hotlist information shall only be shared with or released to
authorized employees of the Agency Partieswho have an approved login and password
(" Authorized Users'), and a need and/or right to know.

INFORMATION OWNERSHIP

Owner ship:

Each Agency Party retains control of all information in itsaccount. Each Agency Party is
responsible for creating, updating, and deleting recordsin its own account according to its
own retention policies. Each Agency Party shall usereasonable effortsto ensurethe
completeness and accuracy of its data.
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Release of Information:

Agency Parties and authorized users shall release or make available infor mation accessed
from an L PR account only to persons or entities authorized to receive L PR information.

Unauthorized Requests:

If an Agency Party receivesarequest for information in an L PR account by anyone who
isnot authorized to receive information from the L PR account, that Agency Party shall
refer therequest to the law enfor cement agency that originated the requested infor mation
(" Source Agency").

Public Record Requests, Subpoenas and Court Orders:

Any Agency Party receiving a public recordsrequest, subpoena, or court order (" Legal
Request”) for information in an L PR account not authored by or originated by that
Agency Party shall immediately provide a copy of the L egal Request to the Sour ce
Agency, prior to providing aresponseto the Legal Request.

USER ACCESS

Login Application Process:

Each Agency Party's Agency Manager isresponsible for management of user accounts at
that Agency Party. Each Agency Party agreesthat all authorized usersshall belimited to
current employeeswho arelegally authorized to review criminal history datafor crime
prevention and detection purposes. Each potential user shall submit arequest for alogin
and password to the Agency Manager. The Agency Manager shall have discretion to deny
or revoke individual accessfor their respective agency.

L ogin Assignment:



Each Authorized User will beissued a user login and a password by the Agency Manager .
Authorized Users may be assigned to groupsthat have different levels of accessrights
based on thelevd of restriction of the information.

Termination of Logins:

Each Agency Manager isresponsiblefor timely removal of any login accounts as
Authorized Usersleave the Agency, no longer qualify for accessinto the system, or are
denied access by the Agency Manager for any other reason.

Intended Use:

Each Authorized User agreesthat L PR detection data, hotlist information, and the
networking resour ces areto be used solely for law enfor cement purposes only and
consistent with the law. Authorized Users shall not use or sharetheinformation for any
unethical, illegal, criminal, or commercial purpose.

Limitationson Use of L ogins.

An Authorized User shall not accessinformation in an LPR repository by using a name or
password that was assigned to another user. An Authorized User shall not give hisor her
password to another person, including another user, to accessthe system.

Audit Trail:

Each transaction isto belogged, to include a Case Number, and an audit trail created.
Each Agency Manager shall conduct an internal audit on a periodic basisto ensure user
gueriesare madefor legitimate law enfor cement purposesonly. Thisinformation shall be
recorded and retained to allow the agency manager to completetheinternal audit. Each
agency manager shall maintain the audit trail pursuant to theretention policies of that
Agency Party. Requestsfor transaction logs shall be madein writing to the Agency
Manager, who shall providethelogsto therequesting party within a reasonable amount
of time.
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CONFIDENTIALITY OF INFORMATION

Information Confidentiality:

Information in an L PR account is confidential and isnot subject to public disclosure,
except asrequired by law. Only Authorized Usersare allowed to view and use the
information in an L PR account. Otherwise, the information shall be kept confidential for
purposes of not compromising active investigations or under cover operations,
jeopardizing officer or public safety.

Internal Requestsfor Information:

An Authorized User who receives a request from a non-authorized requestor for
information in an L PR account shall not release that information, but may refer the
requestor to the Source Agency.

Removal or Editing of Records:

Agency Parties shall determinetheir own schedulefor record deletion and other editsto
their own data. Thiswill be determined by policy and/or legal requirements.

MOU TERMS

Term:

ThisMOU will commence upon its creation, which occurson the date that the data share
takes place within the Vigilant Solutions hosted platform. It may be terminated at any
timewhen an Agency Manager revokes data sharing access from another agency.
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EXECUTION OF MOU

ThisMOU isexecuted by the Parties below, for the below-described data. Each Party
acknowledgesthat it hasreceived a copy of thisMOU, and will comply with itstermsand
conditions. Each Party certifiesthat he/sheisauthorized by its Party to execute thisdata
sharing relationship.

Data Shared Between Parties: [#Shar eDetails)

Sharing Agency: [#AGENCYA]
Agency Manager Authoring Share: [HAGENCYMANAGERNAMEA]
Title [FAGENCYMANAGERTITLEA]

Receiving Agency: [#AGENCY B]
Agency Manager Receiving Share: [fAGENCYMANAGERNAMEB]
Title [FAGENCYMANAGERTITLEB]

Date of MOU: [#DATEOFSHARE]



