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OVERVIEW 

BUSINESS OBJECTIVES 

 

    
Date: 9/18/2023 Quotation #: PM05606846CSP 
    
To: Haverhill Public Schools Attn: Douglas Russell 
 480 S. Main Street   (978) 420-1980 
 Haverhill, Massachusetts 01835  douglas.russell@haverhill-ps.org 

 
We are pleased to provide this proposal for your consideration. This quotation is valid for 
THIRTY (30) days. 

 
 
 
 
 
Following discussions and meetings with Haverhill Public Schools and Convergint, the Convergint 
team understands that Haverhill Public School is seeking a service solution that fulfills the 
following Business Objectives 
 

Business Objectives Stakeholders  
✓ Increase system uptime and functionality through application of 

software updates and technology advancements 
✓ Reduce risk to security system(s) and overall system network   
✓ Increase occupant safety and security  

 

 
 
 
 
As you may know, the capabilities of physical security systems have significantly advanced in 
recent years, providing faster communication, simplified management, and greater dependability. 
However, with increased connectivity, these systems also face new vulnerabilities that can be 
exploited by cybercriminals. Therefore, it is crucial to have a PPM (Password and Patch 
Management) program that helps safeguard your system(s) against these potential risks. 
Convergint helps you ensure your IoT and OT devices including cameras, access control, and 
identity management systems meet the same high standards as traditional IT devices like 
computers and servers. 
 
Our program includes:  
 

✓ Regular inspections to ensure that your systems have the latest firmware and software 
updates installed. We also use hardening guides and best practices from our Product 
Partners, which we augment with tailored hardening by our expert specialists to ensure 
optimal protection. 

 
✓ Regular password rotation to provide a first line defense for your system(s).  

 

CUSTOMER SUPPORT PROGRAM PROPOSAL 



 
 

 

 

SOFTWARE SUPPORT AGREEMENT (SSA):                                  ☒ Included      ☐ Excluded 

 
The Software Support Agreement is required to have access to product manufacturer firmware and 
software updates, which keep systems operating with the latest technology and secured with the 
latest patches. It also provides Convergint access to the product manufacturer technical support 
team if technical support is required for system troubleshooting. All labor associated with applying 
firmware and software updates is included in the PPM section below. This option does not 
include any computer operating system updates or upgrades. 
 

PASSWORD & PATCH MANAGEMENT (PPM) | PROVIDED BY: ☐ Convergint     ☒ Customer 

 
Password Management: 
Default, weak, and reused passwords pose a significant vulnerability to your security systems. 
Convergint offers unique password management solutions to protect your systems from compromise. 
By setting unique passwords on each system and site, we not only protect your security systems, but 
we also protect access to connected networks. Our industry-leading password management systems 
use 256-bit AES encryption to ensure that each system has unique, highly complex passwords that 
restrict access according to the principles of least privilege. Additionally, there is no integration or direct 
connection between Convergint’s database of passwords and on-premises systems. 
 
Software and Firmware Maintenance: 
Convergint provides software updates and patches to ensure that your systems are maintained in 
accordance with manufacturers' recommendations and operating with the latest features, fixes, and 
vulnerability patches. Firmware, which controls the operation of network-connected devices, is also 
maintained in accordance with manufacturers' recommendations. Our specialists will install any 
compatible software and firmware patch releases to the system at the time of password change to 
ensure system functionality and security. Systems and frequencies are identified in the Scope of Work 
section of this proposal. 
 
Limitations: 
Please note that this offering does not include “user” passwords or settings and only covers access to 
specific security system devices. If the customer is self-performing PPM, please review the 
Cybersecurity Services Coverage page in this proposal.  
 

 

 

Software Upgrade                                                                             ☐ Included      ☒ Excluded 

 

To keep up with changes in infrastructure and environment, software upgrades are mandatory to 
keep systems running at an optimal level. 
 
Our expertise covers various aspects of upgrades, including server migration, integration support, 
resource allocation, scheduled downtime management, and risk mitigation. By leveraging this 
service, you can upgrade your system seamlessly while minimizing potential risks. 
 

PROPOSED SERVICES 

OPTIONAL SERVICES 



 
 

 

 

SCOPE OF WORK  

The following bill of materials is intended to establish pricing for this proposal and is not intended 
to be a comprehensive list of all system components. 
 

 

SYSTEM FREQUENCY OF 
SERVICES 

DESCRIPTION 

Shooter 
Detection 
Systems 

Annual 
SSA License without PPM for SDS Sensors (see 
Cybersecurity Services Coverage) 

 
 

Please let us know if you would like more information on any of the following services: 

 
• Preventive Maintenance  

• Comprehensive Parts and Labor Coverage  

• Alarm Monitoring Services 

• System Health Monitoring 

• Automated Backup Programs for system databases and configurations 

• Network Security Assessments 

• Embedded Specialist Services                                                                                

• Staff Training 
o Systems Administration & Management 
o Cybersecurity Awareness Online Training 

• System Administration and Data Redundancy Services     

• Managed Detection & Response 

                                                                                                                                                                 
  

ADDITIONAL SERVICES 



 
 

 

 

AGREEMENT DETAILS 

CSP Start Date 12/14/2023 

CSP Duration 1 Year 

 Year 1 Year 2 Year 3 Year 4 Year 5 

Total Annual Cost $ 6384.12     

Sales Tax Price excludes applicable sales tax 

Payment 
Schedule 

The CSP will be invoiced annually in the first month of the agreement 
period (Net 30 days) unless mutually agreed otherwise.  

Please provide all applicable billing information and point of contact for coordination, questions, 
and collections. 
 

Customer Name 
 

Haverhill Public 
Schools 

Attn Doug Russell 

Address 
 

4 Summer Street Work Phone 
978-420-1980 

Suite (If 
Applicable) 
 

 Cell Phone  

City, State & Zip 
 

Haverhill, MA 01830 Email douglas.russell@haverhill-
ps.org 

 
This pricing is valid for 30 calendar days from the date of this proposal. To accept this proposal, 
please sign and date below and return to Convergint.  
 

By signing below, I accept this proposal and agree to the Convergint CSP Terms and Conditions 
Version 3.0 (US AND CANADA) July 2023 contained herein. 
 

  

Customer Name 
 

Date 

  

Authorized Signature Printed Name and Title 

 



 
 

 

Cybersecurity Services Coverage 
 
PLEASE REVIEW THIS DOCUMENT CAREFULLY.  It relates to the safe and proper operation 
of the security devices being installed for your organization (“Customer”). 
 
 
Password & Patch Management (PPM) 

Customer has been advised of Convergint Password & Patch Management (PPM) services. The 
PPM services and procedures may vary depending on the specific devices involved, but typically 
include: periodically updating device passwords to meet complexity and password rotation 
requirements; securely managing those passwords on behalf of Customer; and periodically 
updating device firmware to incorporate vulnerability patches, enhancements, and bug fixes made 
available by the device manufacturer. Please ask your Convergint point of contact for more details 
on the specific PPM services available for your devices. These services reduce the risk of 
cyber vulnerabilities.  

 
Convergint cannot guarantee the security of the devices it installs or of Customer’s IT 
environment, and no networked system can be completely secure. Convergint cannot 
guarantee that the systems or services will be error free or operate without interruption. 
However, these services reduce the risk of cyber vulnerabilities for the devices being 
installed. Please note that these services are intended to address specified potential cyber 
vulnerabilities of certain devices Convergint has installed — they do not address any other aspect 
of Customer’s IT environment or practices, which remain Customer’s responsibility.  
 

IF CUSTOMER DECLINES THESE SERVICES, CUSTOMER ACKNOWLEDGES THAT CUSTOMER 
(AND NOT CONVERGINT) IS RESPONSIBLE FOR PERFORMING THESE SERVICES. 

 

Please reference the clarifications, qualifications, and exclusions noted below. 

 
1. Convergint reserves the right to propose an annual adjustment to the CSP program cost if additional 

devices or appliances are added to the system during the term of the agreement. 
2. This proposal pricing is based on a multi-year commitment. Rates are subject to change if any services 

or term years are individualized. 

 

Customer Responsibilities 

1. Customer agrees to cooperate in the care of the Equipment and to promptly notify Convergint in the 
event of any malfunction in the operation of the Equipment. Requests for service are accepted by 
phone or online at iCare.convergint.com 

2. Customer agrees to give Convergint employees and representatives full and free access to the 
Equipment for the purpose of performing the required service hereunder. It is the responsibility of 
Customer to provide a safe working environment and safe access to Equipment for technicians.  The 
final determination of a safe working environment will reside with the technician. 

3. Customer agrees that when service must be provided when cash, negotiable securities, and other 
valuables are readily accessible, Convergint employees and representatives shall always be 
accompanied by Customer’s employee or representative. 

4. Payment is acceptance of terms of this agreement. 

CLARIFICATIONS, QUALIFICATIONS, AND EXCLUSIONS 



 
 

 

5. Customer acknowledges that it is its sole responsibility to determine the nature and extent of alarms 
and other security devices and measures necessary to protect its Equipment and other property, which 
is not in the possession of Convergint.  Convergint shall not be liable for losses made possible or 
arising out of Customer’s or any of its contractor’s failure to provide, maintain, use or properly monitor 
and respond to alarms and other security devices necessary to protect Customer’s Equipment and 
other property. 

 

Exclusions 

1. Problems related to network issues, communication issues, source voltage problems and other issues 
not directly related to Equipment components, circuitry or software are not covered under the terms of 
this Agreement. 

2. Convergint will not be responsible for failure or delay, or the consequences thereof, in rendering 
service occasioned by any circumstances beyond its reasonable control. 

3. The Annual Agreement Fee does not include costs for parts or labor incurred by Convergint for 
relocating equipment, changing set-up, changing original features or functions, modifications, or any 
major overhaul of the Equipment. If any Equipment is relocated, altered, or serviced by persons other 
than Convergint representatives during the term of this Agreement, then Convergint shall have the 
right to inspect the Equipment for any damage which may have occurred, and Convergint shall have 
the right to charge customer for parts and labor required to repair such Equipment at its prices and 
rates then in effect. If Customer refuses such inspection or repair, then Convergint has the option to 
delete such Equipment for coverage hereunder. 

4. This Agreement covers only the services detailed herein that Convergint is expressly agreeing to 
undertake. Any service not expressly provided by Convergint herein is specifically not covered under 
this Agreement. If Convergint is requested to provide emergency service outside the times set forth 
above, which service Convergint shall have the right to elect or not elect to undertake in its sole 
discretion, Customer agrees to pay Convergint overtime rates for hours worked or traveled during 
such times. 

 



                                                        

 

Convergint Technologies’ CSP Terms and Conditions 
 

 



                                                        

 

Convergint Technologies’ CSP Terms and Conditions 
 

 

 


